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1. Introduction

In a distributed computing aggregate, a collection of physically separated proces-
sors communicate via a heterogeneous network. To date, research applications of
cryptographic techniques to distributed systems have overwhelmingly concentrated
on the paradigm in which the system consists of n mutually aware processors trying
to cooperatively compute a function of their respective inputs (see, for example,
Ben-Or et al. [1988] and Goldreich et al. [1987]). In distinction with this tradi-
tional paradigm, processors in an aggregate in general do not know of all the other
members, nor do they generally know the topology of the network. The processors
are typically not all trying cooperatively to compute one function or perform a
specific set of tasks; in general no coordination is assumed. A prime example of an
aggregate is the Internet.

Electronic interactions over an aggregate, such as economic transactions, trans-
mission of medical data, data storage, and telecommuting, pose security risks in-
adequately addressed in computer science research. In particular, the issue of the
security of concurrent executions is often ignored. In this article, we address the
problem of maintaining zero-knowledge under concurrency, continuing research
initiated in Dolev et al. [2000] on zero-knowledge interactions in an aggregate.

1.1. ZERO-KNOWLEDGE AND CONCURRENCY: A DESCRIPTION OF THE PROBLEM.
A zero-knowledge protocol is supposed to ensure that no information is leaked
during its execution. Informally, a zero-knowledge proof or argument is a protocol
in which a prover P attempts to convince a probabilistic polynomial-time verifier V
of an assertion, that is, that a string x is in a language L. Following the framework
laid out in Goldwasser et al. [1989] and Goldreich and Oren [1994], we consider
two probability distributions in defining zero-knowledge:

(1) The interaction of P and V from V’s point of view.

(2) The output of a probabilistic polynomial-time machine S not interacting with
anyone, called the simulator, on input x, when given oracle access to the
verifier V.

We say a proof system or argument protocol (P, V) for a language L is zero-
knowledge if for every input x in L and for all probabilistic polynomial-time
verifiers V, the two distributions above are “alike.” Intuitively, the verifier gains
no knowledge by interacting with the prover except that x € L, since it could
have run the simulator instead. The specific variants of zero-knowledge differ
by the interpretation given to “alike.” The most strict interpretation, leading to
perfect zero-knowledge, requires that the distributions be identical. A slightly
relaxed interpretation, leading to statistical zero-knowledge, requires that the
distributions have negligible statistical deviation from one another. The most
common interpretation, leading to computational zero-knowledge, requires that
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samples from the two distributions be indistinguishable by any polynomial-time
machine.

If the prover is polynomial-time bounded, then the interaction is called an argu-
ment Goldwasser et al. [1989], but if we allow computationally unbounded provers,
itis called a proof system. These distinctions do not affect the zero-knowledge con-
dition, but indicate the severity of the soundness condition of the interaction.

For concreteness, consider a zero-knowledge interactive proof for graph Hamil-
tonicity (there is nothing special about the protocol or the fact that it is for Hamil-
tonicity), due to Blum [1986]. For this we need a string commitment primitive.
Roughly speaking, string commitment has two phases. During the commit phase, a
sender and a receiver interact to produce a conversation ¢ that represents a string
s. The receiver should gain no information about s. If the secrecy of s depends on
the computational boundedness of the receiver, we use the notation o« € C(s). If
the secrecy of s is information-theoretic, then we use the notation ¢ € K(s). A
commitment protocol in which the secrecy is information-theoretic is sometimes
called a strong-receiver commitment, since secrecy is preserved even against a
computationally unbounded receiver.

During the reveal phase, the sender reveals s together with information proving
that o is a commitment to s. When « € C(s), there is only one possible value s
that can be revealed, no matter how powerful the prover. When o € K (s), since
secrecy is information-theoretic, @ can be opened to any value s’; in this case,
its computational boundedness ensures that the sender will be unable to find two
different ways of opening the commitment.

In Blum’s protocol, graph Hamiltonicity is proved by the sequential iteration of
the following basic block. In the first message, the prover commits to the adjacency
matrix of a graph. The commitment is bit-by-bit, that is, each bit is committed to
individually.

ProTOCOL 1. Basic Block

P — V : C(adjacency matrix A of random permutation 7 (G))
V— P:berl{01}
P —> V : Ifb = 0 then reveal w and open A

If b = 1 then reveal a Hamiltonian cycle in A

In the naive parallelization of this basic block, the prover commits to n adjacency
matrices, receives a vector of n bits, and, according to the ith bit, reveals either the
ith permutation and the ith adjacency matrix, or the cycle in the ith adjacency
matrix. However, the proof that the basic block is zero-knowledge fails for the
naive parallelization. Indeed, Goldreich and Krawczyk [1996] proved there is no
3-round (black-box) zero-knowledge proof or argument for any language not in
BPP that achieves negligible soundness error. However, in order to parallelize the
basic block it suffices for the verifier to (computationally) commit to the vector of
queries in advance, as shown by Goldreich and Kahan [1996]:

PrROTOCOL 2. “Generic” Parallel Hamiltonicity Protocol
(1) V— P:K(@)
2) P — V:CAdj(m(G)),...,Adj(m,(G)))
3) V— P:openg
4) P — V :reply to queries
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For the simulation, we assume that the Verifier always produces valid Step (3)
responses. The protocol (and simulation) without this assumption requires greater
care. The basic idea for the simulation is to figure out the queries of the verifier
(revealed in Step (3)), and then “rewind” the simulation and commit to graphs
(in Step (2)) such that we can produce good replies to the queries. Specifically,
if the simulator knows a query bit will be a 0, then it can simply pick a random
permutation of the graph as it is supposed to; whereas if the query bit is 1, it can
commit to a complete graph and reveal a random Hamiltonian cycle when required
to do so in Step (4). The simulation is written here step-by-step:

Simulation:

() V— P:K(@Q)

2) P — V : C(garbage)

3 V— P: openg

(2’) P — V :Commit to graphs suitable for ¢
(3'=3)V — P : open g

4 P — V :reply to queries

Thus, this protocol is zero-knowledge and yet can have arbitrarily low soundness
error.

1.1.1. Reality Strikes—The Full Concurrency Model. Unfortunately, when
Protocol 2 is run concurrently, say, by a single prover interacting with multiple
verifiers, the simulation fails in a manner analogous to the failure of the simulation
of the naive parallelization of the basic block. Since there are many verifiers, and
since they are not all known to the prover (or provers) before interaction with the
first verifier begins, there is no algorithmic way to force all subsequent verifiers to
commit to their queries before the first interaction begins. Consider the following
nested interleaving, shown in Diagram 1 below, of n colluding verifiers Vi, ..., V,
concurrently executing Protocol 2 with a single prover.

Vi V., ...V,
Step (1)
Step (2)
Step (1)
Step (2)
Step (1)
Step (2)
Step (3)
Step (4)
Step (3)
Step (4)
Step (3)
Step (4)

Diagram 1. A troublesome interleaving.
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An adversary controlling the verifiers can arrange that the Step (1) commitments
to queries made by verifiers V; 4, ..., V, can depend on messages sent by the prover
in Step (2) of its interaction with V;. The difficulty with the straightforward approach
is that once the queries in the interaction with V; are opened (in Step (3)), it becomes
necessary to resimulate Step (2) of the interaction with V;, and therefore the entire
simulation of the interaction with verifiers V.1, ..., V,, must be re-simulated (since
the Step (1) messages of each of these verifiers may have changed). The most deeply
nested transaction, with V,,, is simulated roughly 2" times. Indeed, it has recently
been shown that transcripts of this interleaving cannot be simulated in probabilistic
polynomial time unless Hamiltonicity is in BPP (see Section 1.6). Moreover, there
exist protocols that are ordinarily zero-knowledge and yet fail dramatically to be
zero-knowledge in the concurrent scenario [Goldreich and Krawczyk 1996].

1.2. OUR APPROACH: ADDING TIMING CONSTRAINTS. This problem of build-
ing protocols that are simulatable in the concurrent setting is indeed quite tricky.
To overcome the problem of simulation for parallelism, it was possible to make
use of an initial commitment by the verifier. A natural analogue of this that can
easily be made to work in the concurrent scenario is to require that all veri-
fiers engage in some kind of initial commitment before the interleaved proto-
cols begin. Such a solution, however, is very unsatisfying as it requires a global
requirement across all the participants in the protocols, very much against the
spirit of a distributed aggregate in which parties are not necessarily even aware
of each other’s existence. Instead, one would like to be able to impose local con-
straints that affect only the pair of users involved in a single protocol. We achieve
this goal by formally introducing into our protocols a notion which is always
present in reality: the notion of time. We employ time in our protocols by im-
posing reasonable local timing constraints on the parties in our protocols (and
in some cases, we discuss how to do so implicitly rather than explicitly using
“moderately hard” functions). Using this approach, we are able to build several
interesting constant round protocols that are zero-knowledge in the concurrent
setting.

In this work, we consider timing constraints of only the following two types:

(1) Delays. One party must delay the sending of some message until at least some
specified time § has elapsed on its local clock since some specified point earlier
in the protocol. Note that no special assumptions (other than the ability for the
party to keep time) are needed to implement such a constraint, although delays
might be somewhat inconvenient.

(2) Time-outs. One party, the Receiver, requires that the Sender deliver its next
message before some specified time « has elapsed on the Receiver’s local clock
since some specified point earlier in the protocol. With each such constraint,
there is an assumption that an honest Sender will be able to produce and deliver
its message within the alloted time. (Thus, « must be chosen with this in mind.)
‘We remark that such time-out constraints are already found in almost any secure
implementation of any cryptographic protocol.

In all our protocols, we use only the above types of timing constraints, which
we believe to be quite reasonable. Furthermore, we must assume some kind of
synchronization of clocks of good parties. Fortunately, since our timing constraints
are so undemanding, the synchronization assumption we need is quite weak: We
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make the assumption that all good parties have clocks that satisfy what we call an
(a, B)-constraint (for some a < B):

Definition 1.1. We say a system of honest parties satisfies the weak synchro-
nization assumption corresponding to an («, B)-constraint (for some o < B) if for
any two (possibly the same) nonfaulty parties P; and P,, the following is always
true: Suppose P; measures how long it takes for o time to elapse on its local clock,
while P, measures how long it takes for 8 time to elapse on its local clock. Then,
if P, begins its measurement after P; does (in real time), it must be the case that
P, finishes its measurement after P; does, as well.

Remark 1.1. We make some remarks concerning the weak synchronization
assumption:

(1) An (e, B) constraint is implied by most reasonable assumptions on the behavior
of clocks in a system (e.g., the linear drift assumption).

(2) Inthe special case in which P; = P5, the constraint holds trivially. In this case,
the proofs are necessarily zero-knowledge, and timing only affects complete-
ness: if « is too small (not allowing some parties sufficient time to compute
and send messages), then completeness may fail to hold.

(3) In the general case, the («, 8)-constraint may be important for correctness of
the protocol for both parties involved, that is, zero-knowledge in concurrent
zero-knowledge proofs and arguments (Protocols II and II") and unforgeability
(soundness) and deniability in the Deniable Authentication protocols (Protocols
9 and 10) discussed below.

Concurrency and timing are complicated issues; we make several remarks re-
garding the assumptions and limitations of our model in Section 2.7 after defining
the model more precisely.

It is often possible to partially eliminate the explicit use of time from concurrent
zero-knowledge arguments by employing moderately hard functions, possibly with
shortcut information [Dwork and Naor 1993].! Intuitively, these functions are used
in order to make sure that a certain party operating within in a time limit @ may
not extract secret information, but an off-line simulator having sufficient time may
extract this information; in this sense they supplement the (o, B)-constraint.

1.3. DENIABLE AUTHENTICATION. The example of concurrent proofs of Hamil-
tonicity, described in the previous section, provides ample motivation for the study
of concurrent zero-knowledge. However, the impetus for our work came from
the problem of concurrent deniable authentication. Deniable authentication first
appears in Dolev et al. [2000], which presents an extremely simple protocol for
what is there termed public-key authentication, a relaxation of digital signatures
that permits an authenticator AP to authenticate messages m to a second party V,
but in which the authentication needn’t (and, to quote Dolev et al. [2000], “perhaps
shouldn’t!”’) be verifiable by a third party. To emphasize this last point, we introduce

A short-cut behaves similarly to a trapdoor, except that the gap between what can be computed
having the short-cut and not having the short-cut is polynomial rather than the (conjectured) super-
polynomial gap between what can be done having the trapdoor information and not having the trapdoor
information.
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the term deniable authentication and strengthen the definition in Dolev et al. [2000]
by insisting on deniability. There are many reasonable definitions of deniability;
for this informal discussion one can think of zero-knowledge.

Similar to a digital signature scheme, a deniable authentication scheme can con-
vince V that AP is willing to authenticate m. However, unlike in the case of
digital signatures, deniable authentication does not permit V to convince a third
party that AP has authenticated m—there is no “paper trail” of the conversation
(say, other than what could be produced by V alone, if deniability is defined as
zero-knowledge). Thus, deniable authentication is incomparable with digital sig-
natures. Deniable authentication differs from the concepts of undeniable signature
introduced in 1989 by Chaum and van Antwerpen [1990] and chameleon signature
introduced by Krawczyk and Rabin [2000], in that deniable authentication is not
intended for ultimate adjudication by a third party, but rather to assure V—and
only Vt—of the validity of the message (see Genaro et al. [1997] for an excellent
discussion of work on undeniable signatures). In addition to addressing the privacy
needs cited in the literature on undeniable signatures, zero-knowledge public-key
authentication also provides a solution to a major commercial motivation for unde-
niable signatures: to provide proof of authenticity of software to authorized/paying
customers only. In particular, proving authenticity of the software to a pirate does
not in any way help the pirate to prove authenticity of pirate copies of the software
to other customers.

Another nice application of deniable authentication is in authenticating “off the
record” remarks that are not for attribution. The prover’s public key allows a reporter
to be certain of the identity of the source while providing plausible deniability to
the source.

The notion of nonmalleable security for a public-key authentication scheme,
defined in Dolev et al. [2000], is analogous to that of existential unforgeability under
an adaptive chosen plaintext attack for signature schemes, defined by Goldwasser
etal. [1988], while taking care of “person-in-the-middle” attacks. The definition can
be described informally as follows (see Dolev et al. [2000] for details). Assume that
an authenticator P is willing to authenticate any polynomial number of messages
my, my, ..., which may be chosen adaptively by an adversary .A. We say that A
successfully attacks the scheme if a forger C, under control of .4 and pretending to
be P, succeeds in authenticating to a third party D amessagem #= m;,i = 1,2, ....
Note that the forgery may occur concurrently with valid authentications by P.

This definition describes the protection afforded to the verifier (receiver) against
an imposter trying to impersonate the prover (authenticator) and falsely “authen-
ticating” the message m. A deniable authentication protocol satisfying the above
definition of non-malleable security clearly also provides some protection for the
prover/authenticator; for example, even though the protocol may not be zero-
knowledge, it protects any private key used in the authentication to a great extent—
otherwise, it would be possible to impersonate the authenticator by learning the
private authentication key.

The following public-key authentication protocol appears in Section 3.5 of Dolev
et al. [2000] (see also Dwork and Naor [1996]). P’s public key is E, chosen accord-
ing to a generator of a nonmalleable public key cryptosystems. Roughly speaking,
a public-key cryptosystem is nonmalleable if, for all polynomial time relations R
(with certain trivial exceptions), seeing an encryption E(o) “does not help” an
attacker to generate an encryption E(f8) such that R(«, 8). In particular, for this
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application we require nonmalleability under chosen ciphertext attack in the post-
processing mode, defined formally in Dolev et al. [2000] and informally below. In
all our protocols, we assume that the message m to be authenticated is a common
input, known to both parties. Also, if any message received is of the wrong for-
mat, then the protocol is terminated. In particular, if the message received by P in
Step (1) below is not an encryption of a string with prefix m, then P terminates the
protocol. The concatenation of x and y is denoted x o y.

ProTOCOL 3. Public-Key Authentication

(1) V— P:yegEmor)reg{01}"
2 P—V:r

Although Protocol 3 was proved in Dolev et al. [2000, Lemma 3.6] to be se-
cure against existential forgery based on the nonmalleability of E, Protocol 3 is
not zero-knowledge. Zero knowledge is easily achieved by having V perform a
zero-knowledge proof of knowledge of r before P reveals r. (A zero-knowledge
interactive proof is a proof of knowledge if there is a polynomial time simulator to
extract the information for which knowledge is being proved [Feige et al. 1988].)
Clearly, once the interaction is zero-knowledge it yields no “paper trail” of involve-
ment under sequential executions by the same prover/authenticator. The modified
protocol is:

ProOTOCOL 4. Sequential Zero-Knowledge Deniable Authentication

(1) V— P : Chooser € {0, 1}" and send E(m o r)

Q)P — V:E@)

(3)V — P :s,r, where s is the string of random bits used for the
encryption in Step (1)

4) P — V :open E(r)

A property that we require from the encryption scheme E is that for each cipher-
text ¢ there is at most one plaintext that corresponds to it, that is, at Step (3) there is
only one r that will be accepted by P as valid.? Also if the message is not accepted
by P, then it should not send in Step (4).

Sequential zero-knowledge (deniability) follows from simple rewinding. Non-
malleable security holds from the nonmalleability property of the encryption func-
tion under a strong type of chosen ciphertext attack (seeing E(x) does not help in
finding E(a suffix of x) and given E(m o r) does not help in finding E(m’ o r’) for
r’ related to r). We were unable to prove that Protocol 4 remains zero-knowledge
under concurrent executions, and in light of the results of Kilian et al. [1998] this
seems unlikely. However, it is the next example that lead us to search for new alter-
natives to zero-knowledge. The protocol may not be sound, and is presented only for
pedagogical reasons. This protocol requires a strong-receiver commitment scheme
K, . p(r) [Chaum et al. 1992] to commit to a string r. Kg, o, ,(x) is defined as
follows: g1, g» generate the same ¢g-sized subgroup of Z;, where ¢ is a large prime
dividing p — 1. Given gi, g, and p, commit to x by sending gi g5 mod p where

2 Almost all encryption schemes satisfy this property; however, there are schemes designed for deniable
encryption [Canetti et al. 1997] that do not have it.
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z €gr Z,. Note that this is distributed uniformly in the subgroup generated by g;
for all x. Decommitment is by revealing x and z. Note that if the committer knows
a such that g = g{ mod p, then the “commitment” can be opened arbitrarily, so
the security of the commitment relies on the hardness of finding discrete logarithms
modulo p.

Protocol P: Sequential Zero-Knowledge Deniable Authentication? (may not
be sound)

1)V — P:E@mor), g, 8,PD

2)P — V :Kg o p(r)

(3)V — P :s,r, where s is the string of random bits used for the encryption
in Step (1)

(4) P — V : open commitment to r

Protocol P (for “Pedagogical”) is readily seen to be sequential zero-knowledge.?
Intuitively, this protocol “should be” concurrent zero-knowledge as well, since
Step (2) yields no information about r even information-theoretically. How-
ever, again standard simulation techniques fail for the interleavings described
in Diagram 1. This example—the fact that we could not prove concurrent zero-
knowledge even though nothing is leaked information-theoretically—motivated us
to seek an alternate definition of zero-knowledge, giving rise to the results in this
article.

1.4. RELATED PREVIOUS WORK. In his Ph.D. thesis, Feige [1990] raised the
question of maintaining security under concurrent composition for zero-knowledge
protocols, and formulated the alternative notion of witness-indistinguishable proofs
to achieve security in this setting.4 See Bellare et al. [1997] and Goldreich [2001,
Chap. 4] for discussion of attempts to construct parallel (as opposed to concurrent)
zero-knowledge protocols. In particular, Goldreich and Krawczyk [1996] showed
the impossibility of 3-round black-box zero-knowledge proofs for membership
in any language L ¢ BPP and Brassard et al. [1991] and Goldreich and Kahan
[1996] obtained constant-round perfect zero-knowledge and computational zero-
knowledge protocols, respectively.

The study of zero-knowledge in an aggregate was initiated by Dolev et al. [2000],
who considered the soundness of concurrent executions of zero-knowledge proofs
of knowledge: the verifier faces the possibility that the prover with which it is
interacting is actually using some concurrently running second interaction as an
“oracle” to help answer the verifier’s queries—this is the classic chess master’s
problem. Thus, for example, in the case of a proof of knowledge, the interaction
may not actually yield a proof. The problem is the possible malleability of the
interactive proof of knowledge, formalized and addressed in Dolev et al. [2000].

The use of timing considerations to ensure soundness and zero-knowledge is
new. The only work of which we are aware that uses timing in zero-knowledge

3 The protocol may not be sound because of a malleability issue: there could conceivably be some
way for P to write a string « in Step (2) as a function of what was received in Step (1), so that, upon
seeing the Step (3) message from V, P can successfully open « to r.

4 A proof system of a statement having two witnesses is witness-indistinguishable if the verifier, even
knowing both witnesses, cannot determine which witness is used in constructing the proof.
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protocols is Brands and Chaum [1994], in which very accurate timing is needed
in order to prevent person-in-the-middle attacks by distant processors (see also
Beth and Desmedt [1991]). Note that timing has been suggested as a cryptanalytic
tool—the best example is Kocher’s timing attack [Kocher 1996]—so it follows that
any implementation of a cryptographic protocol must be time-aware in some sense.
The use of moderately hard functions was introduced by Dwork and Naor [1993],
and their application to time-capsules was considered by Bellare and Goldwasser
[1996]. The notion of “time-lock puzzles” is discussed by Rivest et al. [1996].

1.5. SUMMARY OF RESULTS. We introduce timing in order to construct
constant-round protocols that are black-box zero knowledge against many colluding
verifiers acting in concurrent interactions. Thus, timing can be used to circumvent
lower bounds for black-box concurrent zero knowledge (see Section 1.6).

To obtain our first result (Protocol 5, Section 3.1), we add timing constraints
to the standard parallelization of the generic protocol given above. Although we
are not able to prove that this achieves our ultimate goal, we show that this yields
a constant-round concurrent computational e-knowledge interactive proof for an
N P-complete language. Here, by “concurrent e-knowledge,” we refer to a slight
weakening of the simulability condition in the definition of zero knowledge, spelled
out more formally in Section 2.

By shifting to the context of arguments, where the prover is also assumed to be
computationally bounded to polynomial time, we are able to obtain stronger results.
In this context, we obtain a six-round perfect concurrent zero-knowledge argument
in the timing model under the Discrete Log Assumption (Protocol 6, Section 3.2.1)

We also show how to obtain black-box concurrent zero-knowledge arguments for
all of NP under general assumptions. We obtain a four-round computational con-
current zero-knowledge argument in the timing model under the assumption of the
existence of one-to-one one-way functions (Protocol 7, Section 3.3), which becomes
a five-round protocol assuming only ordinary one-way functions. This protocol has
the drawback of requiring a highly inefficient (but polynomial-time) commitment
scheme. We produce a 12-round computational concurrent zero-knowledge argu-
ment that does not suffer from this drawback (Protocol 8).

Finally, in Section 4, we give several examples of protocols for deniable authen-
tication, including two protocols which yield concrete and efficient solutions to the
problem.

1.6. SUBSEQUENT WORK. Kilian et al. [1998] extending the approach of
Goldreich and Krawczyk [1996] for the parallel case, presented the first lower
bound on concurrent zero knowledge, showing that any problem that has a 4 or 5
round concurrent (black-box) zero knowledge interactive proof or argument must
be in BPP. Thus, a large class of known zero-knowledge interactive proofs and
arguments in the standard setting for problems believed to be outside of BPP do
not remain provably zero-knowledge in the setting with concurrency. This was first
improved to a lower bound of 8 rounds by Rosen [2000] and then to Qo gn) rounds
by Canetti et al. [2002].

Richardson and Kilian [1999] presented the first (long) concurrent black-box
zero-knowledge argument for an NP-complete language in the standard model
with no timing assumptions or constraints. This was improved by Kilian and
Petrank [2001] to a polylogarithmic number of rounds and to O(logn) rounds
by Prabhakaran et al. [2002].
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Goldreich [2002] showed that our Protocol 5 below (originally due to Goldreich
and Kahan [1996] but modified here to use timing assumptions) is actually a zero-
knowledge proof (we show only e-knowledge).

Other work has focused on achieving constant-round protocols by imposing still
other changes to the standard model. Di Crescenzo and Ostrovsky [1999] presented
anon-local approach using a different kind of preprocessing-based protocol, where
the requirement is that all verifiers must complete all preprocessing protocols prior
to any verifier beginning any further interaction.

Motivated in part by our notion of concurrent zero knowledge, Canetti et al.
[2000] introduce a yet further strengthening of zero knowledge called resettable
zero knowledge—where the protocol must remain zero knowledge even against
a verifier that is given the ability to reset the state of the prover arbitrarily. This
requirement implies concurrent zero knowledge, and also provides additional secu-
rity in settings where a potentially resettable physical device, such as a smart card,
may be acting as the prover. Canetti et al. [2000] give two main results. First, they
show how to translate the result of Richardson and Richardson and Kilian [1999]
to achieve resettable zero knowledge arguments for NP with a polynomial number
of rounds, without timing or nonlocality. Second, they also consider a model with
a limited form of nonlocality, where all verifiers publish a public key (which may
be invalid) prior to the start of any interactions.’ In this model, though making use
of potentially stronger intractability assumptions (requiring subexponential hard-
ness), they are able to exhibit constant-round resettable zero-knowledge arguments
for an NP-complete language. Their result also makes use of trapdoor commitment
schemes in a manner very similar to our own.

The existence of a Trusted Center considerably simplifies the design and proof
of many concurrent zero-knowledge arguments, including arguments for all of
NP, without recourse to timing. Dwork and Sahai [1998] have designed a timing-
based preprocessing to simulate the trusted center for the purposes of achieving
concurrent zero-knowledge. Once a particular prover and verifier have executed
the preprocessing protocol, any polynomial number of subsequent executions of a
rich class of protocols will be concurrent zero-knowledge. Thus, all use of timing
is moved into a preprocessing phase, executed once for each (P, V) pair, whenever
in real time they choose to do it.

Dwork and Naor [2000] defined and constructed zaps, informally, witness-
indistinguishable two-round, public-coin, proof systems, in which the first-round
message can be fixed once and for all. Using zaps, and the timed commitments of
Boneh and Naor [2000], they constructed timing-based 3-round black-box concur-
rent zero-knowledge protocols. Dwork and Stockmeyer [2002] constructed 2-round
black-box (concurrent) zero-knowledge proof systems in two models.’ In the timing
model their result requires the (unproven) existence of a certain class of functions.
In the case of an advice-bounded prover, their protocol enjoys unconditional secu-
rity, independent of the amount of time used by the prover. The Dwork—Stockmeyer
protocol was further analyzed by Dwork et al. [2003] who used techniques from

3> The actual requirement is somewhat weaker. For details, see Canetti et al. [2000].

¢ Note that Goldreich and Oren [1994] defined auxiliary-input zero-knowledge, the variant of zero-
knowledge now used in virtually all cryptographic applications, and showed that no language outside
of BPP has a 2-round auxiliary-input zero-knowledge protocol [Goldreich and Oren 1994].
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circuit complexity to sharpen the bounds for the case of the advice-bounded prover
and to use assumptions of a more standard flavor for the time-bounded case.

Di Crescenzo and Ostrovksy [1999] proposed another scheme for concurrent
zero-knowledge with preprocessing. Their approach requires that all concurrent
protocols finish their preprocessing phase before they start the actual proof phase.
No further timing assumption are needed.

Two groups of researchers have proposed eliminating timing assumptions by
strengthening the assumptions regarding the environment in which the parties op-
erate. Goldreich et al. [1999] proposed a model where the verifiers have public keys
as well, but these public keys are simply registered. Damgéard [2000] suggested a
model with a shared random string where the simulator can control the value of
the string. Note that such a model is not sufficient to yield (credible) deniable
authentication.

Finally, Barak [2001] has recently invented an ingenious non-black-box protocol,
which is a public-coin constant round zero-knowledge argument system (such pro-
tocols cannot be black-box [Goldreich and Krawczyk 1996].) He also applied his
techniques to obtain a concurrent zero-knowledge protocol with an a priori upper
bound on the number of concurrent executions (the communication costs depend
on this bound).’

The outstanding remaining open problem with respect to the concurrent setting
is whether a non-black-box protocol can defeat the S(log 1) lower bound for black-
box proofs [Canetti et al. 2002] (without an a priori bound on the concurrency).

2. The Model and Preliminaries

In this section, we will define our model, concurrent zero knowledge, and various
other notions that we will need in the rest of the article. We begin with some
preliminaries before we define the model:

2.1. NOTATION AND BASIC TERMINOLOGY. We say that a machine M is poly-
nomial time if there exists a polynomial p(-) such that for every input x, we have
that M (x) halts within p(]x|) steps, where |x| denotes the length of the string x.

A randomized or probabilistic machine is one that has access to an unbiased
“coin” that it can flip on command. Formally, we choose an infinite string » uni-
formly among infinite strings of bits, and give this as an auxiliary input to the
machine. Note that if we know that a machine M will only look at n random bits,
then we need only supply M with arandom string of length n. For a randomized ma-
chine M, we write M (x) to denote the distribution of outputs produced when given
x as an input. We write M (x;r) to denote the particular output obtained when the
machine M is supplied with random bits r. We say that a randomized machine M is
(strictly) polynomial time (also abbreviated PPT) if there exists a polynomial p(-)
such that for every input x, we have that M (x; r) halts within p(|x|) steps, no matter
what the random bits r are. On the other hand, we say that a randomized machine
M is expected polynomial time if there exists a polynomial p(-) such that for every
input x, we have that the expected number steps that M (x) takes is at most p(|x|).

"Indeed, there was never reason to believe that the class of black-box zero-knowledge proofs captures
all possible proof systems; a skeptical view appears in Dwork et al. [2003].
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Finally, a nonuniform machine is one that additional access to an “advice” string,
which depends only on the length of the input to the machine. In particular, a non-
uniform polynomial-time machine is specified by a machine M together with a set
of strings {y,},en With the property that there exists a polynomial p(-) such that
for every input x, we have that M (x, y|) takes at most p(|x|) steps before halting.
One similarly defines the notion of a randomized (or probabilistic) nonuniform
polynomial-time machine.

2.2. PROOFS AND ARGUMENTS. We first recall the definition of an interactive
proof:

Definition 2.1. An interactive protocol (P, V) between a computationally un-
bounded prover P and a probabilistic polynomial-time verifier V is said to be an
interactive proof system for a language L with completeness error c(n) and sound-
ness error s(n) if

(1) (Completeness): If x € L, then Pr(P, V)(x) = accept > 1 — c(|x]).
(2) (Soundness): If x ¢ L, then for all P*, Pr(P*, V)(x) = accept < s(|x]).

In this definition, we demand that the soundness guarantee hold for all P*, even
machines that take longer than polynomial time. This definition has advantages in
its ease of application; however, for most cryptographic applications, we assume
that all parties are polynomially bounded. Therefore, it makes sense to define a
notion of proof where the prover is assumed to be computationally bounded as
well. This leads to the notion of a computationally-sound proof, also called an
argument, first introduced by Brassard et al. [1988].

Definition 2.2. An interactive protocol (P,V) between a probabilistic
polynomial-time prover P and a probabilistic polynomial-time verifier V is said to
be a computationally-sound interactive proof system, or argument, for a language
L with completeness error c(n) and soundness error s(n) if

(1) (Completeness): If x € L, then Pr(P, V)(x) = accept > 1 — c(|x|).
(2) (Soundness): If x ¢ L, then for all nonuniform probabilistic polynomial-time
P*, we have that Pr(P*, V)(x) = accept < s(|x|).

2.3. ORDINARY ZERO KNOWLEDGE. We are now ready to define the ordinary
(2-party) notion of zero knowledge for proof systems and arguments.

Definition 2.3. Let (P, V) be an interactive proof system (or argument) with
negligible completeness and soundness errors, for a language L.

—(P, V) is said to be a statistical zero-knowledge proof system (or argument) if
for every non-uniform probabilistic polynomial-time verifier V*, there exists an
expected probabilistic polynomial-time simulator S and a negligible function «
(called the simulator deviation) such that

For all x € L, we have ||S(x) — Viewp y«(x)|| < a(|x]). (1)

where |A — B]|| denotes the statistical distance (or £; distance) between the
distributions A and B.

—A perfect zero-knowledge proof system (or argument) is defined in the same
way, except that Condition (1) is replaced by || S(x) — Viewp y+(x)|| = 0, where
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S is allowed to output ‘fail’ with probability at most 1/2 and S(x) denotes the
conditional distribution of S given that the output is not fail.

—A computational zero-knowledge proof system (or argument) replaces Condi-
tion (1) with the requirement that the ensembles of distributions {S(x)},cz and
{Viewp y«(x)}cr are computationally indistinguishable.

It may seem that the definition above would be very difficult to achieve—how can
we construct a simulator for each of the infinitely many possible verifier strategies?
The way this has been done in all known general zero-knowledge proofs is to
actually exhibit one universal simulator, which when given “black box” access to
any verifier strategy, is able to produce a simulation of that verifier with the prover.
This notion of “black-box zero knowledge” was first formalized by Goldreich and
Oren [1994]. Black-box zero knowledge is also potentially important from the
point of view of deniability, since the black-box simulator allows one to exhibit a
concrete simulator which will provide deniability, rather than merely proving that
a simulator exists. We state the definition formally below:

Definition 2.4. Let (P, V) be an interactive proof system (or argument) with
negligible completeness and soundness errors, for a language L.

—(P, V) is said to be a (general) black-box statistical zero-knowledge proof sys-
tem if there exists a probabilistic, expected polynomial time(oracle machine)
simulator S and a negligible function « (called the simulator deviation) such that
for every non-uniform probabilistic polynomial-time verifier V*, we have:

Forall x € L, we have || SV (x) — Viewp y«(x)| < a(]x]). 2)

—A black-box perfect zero-knowledge proof system is defined in the same way,
except that Condition (2) is replaced by ||S" (x) — View p.v+(x)|l = 0, where
S is allowed to output ‘fail’ with probability at most 1/2 and S(x) denotes the
conditional distribution of S given that the output is not fail.

—A black-box computational zero-knowledge proof system replaces Condition (2)
with the requirement that the ensembles {S" (x)}.cz and {Viewp y+(x)},cr are
computationally indistinguishable ensembles of distributions.

2.4. e-KNOWLEDGE. In some protocols we achieve a slightly relaxed notion
of zero-knowledge, which we call e-knowledge, requiring that for any polynomial
time bounded adversary A and for any 0 < & = o(1), there exists a simulator
running in time polynomial in the running time of .4 and ¢~' that outputs sim-
ulated transcripts with a distribution e-indistinguishable from the distribution on
transcripts obtained when the prover interacts with (verifiers controlled by) A. (By
e-indistinguishable we mean that no polynomial time observer can distinguish the
two distributions with advantage better than ¢.) For a discussion of related topics,
see Goldreich and Petrank [1991].

To illustrate the significance of e-knowledge, suppose we have a simulator that
runs in time S(n, 1/¢, A(n)), where A(n) is the running time of an adversary
A interacting with the prover on inputs of length n. Suppose further that there
is a task whose success can be recognized (for example, solving an NP search
problem or breaking a particular cryptosystem). Suppose that there is a proce-
dure IT that takes part in an e-knowledge proof and then solves the given task.
Let T'(n) be the total running time of IT (including the interaction and the solv-
ing of the task) and let P(n) be the probability that IT succeeds in solving the
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task. Under the normal definition of zero-knowledge, where the simulator runs
in time S'(n, A(n)), we have that without the interaction one can complete the
task in time S’(n, T(n)), with success probability P(n) — w(n), where u(n) is
negligible.

For our model, without the interaction, one can complete the task in time
S(n, 1/2P(n), T (n)), with success probability P(n) — P(n)/2 = P(n)/2 (ignoring
negligible terms).

Since we assume we can recognize when the task is completed successfully, the
claim above follows by a contradiction argument: if the probability were smaller,
then this task would be a distinguisher between simulated and real interactions with
better than P(n)/2 distinguishing power, a contradiction.

This implies in particular that if the original breaking task could be achieved in
polynomial-time with an inverse polynomial probability of success after interacting
in the e-knowledge proof, then it will still be achievable in this way without the
interaction (although possibly requiring much more time).

2.5. WEAK SYNCHRONIZATION ASSUMPTION. We recall the weak synchroniza-
tion assumption we will need in most of our protocols:

Definition 2.5. We say a system of honest parties satisfy the weak synchro-
nization assumption given by the («, B)-constraint (for some o < B) if for any
two (possibly the same) nonfaulty parties P; and P,, the following is always true:
Suppose P; measures how long it takes for o time to elapse on its local clock,
while P, measures how long it takes for 8 time to elapse on its local clock. Then,
if P, begins its measurement after P; does (in real time), it must be the case that
P, finishes its measurement after P; does, as well.

2.6. OUR MODEL AND CONCURRENT ZERO KNOWLEDGE. We now consider
what it means for an interactive proof system or argument to be zero knowledge
against many colluding verifiers acting concurrently. We need a way of modeling the
actions of many colluding verifiers. We do so by considering the worst case—that
all verifiers are under the direct control of a central controlling adversary. In fact,
we even give the adversary the power to create and destroy provers and verifiers at
will, as well as total adaptive control over the timings of all messages exchanged
between parties.

Definition 2.6. Let (P, V) be an interactive protocol. Let the adversary A be a
nonuniform probabilistic polynomial-time machine which has a time bound of the
polynomial #(n). The concurrent interaction of P and A on common input x (with
private inputs pp for P and py for A, sometimes omitted) is a random process
which proceeds as follows:

(1) Choose random strings rp and r4 uniformly among infinite strings over {0, 1}.
(2) Fori =1,2,...,t(x])® do:
(a) Letrequest = A(pa, x,my, ..., m;_1;r4).
(b) If request = (receive, P,, Vj, m, T), this indicates that prover P, receives
from verifier V), the message m at prover P,’s local time t. If the adversary

8Here, we are establishing a convention that the number of rounds of communication that A can
engage in is bounded by its running time.
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has never output P, before, this indicates that the new prover P, is be-
ing created. Similarly, if the adversary has never output V), before, this
indicates that the new verifier V, is being created. If V}, is sending its
first message to P,, then a new ‘“copy” of the prover P is created (in
our experiment) to interact with V. This copy of the prover is unaware
of what other communication P, might be engaging in. In our experi-
ment, we keep track of the progress of the interactions of every pair of
interacting verifiers and provers. Note that the adversary must output a
local time T which is later than all previous local times output for P,.
If this is not the case, the adversary’s message is ignored. Let m; =
request.

(c¢) If request = (send, P,, V}, 7), this indicates that prover P, must send its
next message to V), at the prover’s local time . (Again, if P, or V,, have not
appeared before, then a new prover or verifier is created in our experiment.)
In this case, we obtain the message m that P, would send next to V}, in its
interaction. Note that it could be that P, would send no message—either
because it is not P,’s turn in the interaction, or because P, refuses to do so
because of some rule in the protocol. Again, the adversary must output a
local time T which is later than all previous local times output for P,. Let
m; = (request, m).

(d) If request = halt, then stop.

Furthermore, we denote by (P <> A)(x) the random variable which represents the
view of A in its interaction with P. Namely, this variable consists of the private
input p4 to A together with its random coins r 4, along with all m;.

For an adversary A to satisfy a weak synchronization (¢, f8)-constraint, it must
always output local times in an order that respects the constraint. For example, such
an adversary could not output the following sequence of requests:

(1) (receive, Py, Vi,m,t =0)
(2) (receive, Py, Vo,m, t = 0)
(3) (send, Py, V5, T = B)
(4) (send, Py, Vi, T = ).

This would violate the constraint, since it implies that local time g elapsed on P’s
clock while less than « local time elapsed on P;’s clock.

We are now ready to define concurrent zero-knowledge proofs and arguments.
Note that we adopt the black-box notion.

Definition 2.77. Let (P, V) be an interactive proof system (or argument) with
negligible completeness and soundness errors, for a language L.

—(P, V) is said to be a concurrent statistical zero-knowledge proof system
(or argument) if there exists a probabilistic, expected polynomial time® (oracle
machine) simulator S and a negligible function « (called the simulator deviation)

“Here we note that we allow the simulation to be expected polynomial time. Unlike for standard
2-party statistical zero-knowledge proofs, we do not know if the definitions with expected and strict
polynomial-time simulators are equivalent.
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such that for every nonuniform probabilistic polynomial-time adversary A,
For all x € L, we have ||S4(x) — (P < A)(x)|| < a(|x]). 3)
—A concurrent perfect zero-knowledge proof system (or argument) is defined in the
same way, except that Condition (3) is replaced by || S (x) — (P < A)(x)|| = 0.
—A concurrent computational zero-knowledge proof system (or argument)
replaces Condition (3) with the requirement that the ensembles {S4(x)},ecr
and (P < A)(x)},cr are computationally indistinguishable ensembles of
distributions.

Note that here, for an oracle machine S to be probabilistic polynomial-time
(respectively, probabilistic, expected polynomial time), we mean that for every
non-uniform probabilistic polynomial-time machine A, there exists a polynomial
t(-) such that for all x, we have that $4(x) halts in time 7(|x|) (respectively, expected
time #(|x|)). The point here is that the polynomial time bound for S can depend
on the polynomial bound of the machine A that S makes oracle queries to. This
is necessary for the manner in which we have defined the adversary’s interactions,
since the number of total interactions that the adversary engages in depends on the
adversary’s running time. Therefore, the running time of S must depend on the
running time of A.

We also define a notion of concurrent e-knowledge, a weakening of the definition
of zero knowledge:

Definition 2.8. Let (P, V) be an interactive proof system (or argument) with
negligible completeness and soundness errors, for a language L.

—(P, V) is said to be a concurrent statistical e-knowledge proof system (or ar-
gument) if for every polynomial p, there exists a probabilistic polynomial-
time'® (oracle machine) simulator S such that for every nonuniform probabilistic
polynomial-time adversary A,

For all sufficiently long x € L, we have ||S*(x) — (P < A)(x)| < 1/p(x]).
4

—A concurrent computational e-knowledge proof system (or argument) if for ev-
ery polynomial p, there exists a probabilistic polynomial-time (oracle machine)
simulator § such that for every nonuniform probabilistic polynomial-time ad-
versary A, for every nonuniform distinguisher D, for all sufficiently long x € L,
we have

|PrD(S*(x)) = 1 — PrD (P < A)(x)) = 1| < 5)

p(lx)
2.7. REMARKS ON OUR MODEL. In this section, we make a series of remarks
concerning our model.

— “Rewinding” and Concurrency. In the definition of black-box zero knowledge,
we assume that the simulator has oracle access to the adversary, which allows it to
reset the state of the adversary (which has been called “rewinding the verifier” in
the literature) and control the randomness used by the adversary. In a distributed
setting with concurrency, however, this assumption that the state of the adversary

19 For concurrent e-knowledge, we can always restrict to strict polynomial time since the running
time can depend on the threshold polynomial p.
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can be reset to earlier states may be difficult to interpret. For example, consider
an adversary that makes use of a concurrent interaction with a third party to
select its responses. In this situation, while it seems reasonable to expect that the
simulator can reset the adversary machine, it may not be reasonable to expect that
the simulator can reset the state of the interacting third party. We make several
observations here:

(1) Insome sense, difficulty here is unavoidable, since the adversary could indeed
be obtaining knowledge from the third party, depending on the protocol being
carried out by the third party and the adversary. If the third party is engaging
in the concurrent zero knowledge protocol as a prover and is assumed to be
honest, then it fits in the model as another prover.

(2) On the other hand, we may consider the entire complex of parties that are
concurrently interacting with the provers as being one large probabilistic
polynomial-time system (assuming there are only a polynomial number of
concurrently interacting parties). Since this entire system can be taken to-
gether as a machine whose state can be reset, proving that a protocol is
concurrent zero knowledge implies that it “leaks no knowledge to the out-
side world,” since it is zero knowledge with respect to the entire complex of
external parties.

(3) This issue does cause problems in situations where black-box simulability
is used to establish deniability—that is, where one tries to argue that be-
cause one can generate simulated transcripts of the protocol, one should not
trust transcripts of purported executions of the protocol as evidence that the
protocol took place. If however, a user uses a concurrent interaction with a
trusted third party to select its responses in the protocol that is supposed to be
deniable, then the argument of deniability breaks down, since the user cannot
reset the state of the third party as may be needed to produce a simulation.
This explains why deniability is impossible in the common random string
model [Damgard 2000; Canetti 2001].

—Timing as Information. In our adversary model, we give the adversary total
adaptive control over all local clocks in the system, subject only to a weak syn-
chronization constraint. This choice allows us to guarantee security against the
widest possible array of interleavings, which an adversary could potentially force
upon the system.'! However, because we give control of the prover’s message
timings to the adversary, our model fails to capture the possibility that the timing
of a prover’s message itself could yield potentially damaging information to the
adversary. Indeed, the problem of using timing information to attack systems has
been discussed in the work of Kocher [1996], along with methods to minimize
the risk of information loss through timing information. However, because of the
various engineering issues involved in protecting against timing-based knowl-
edge, an investigation of this important issue is beyond the scope of this article.
For more information, see Kocher [1996].

—Clocks. Another byproduct of the adversary’s total control over local clocks
is the implicit assumption that local clocks are indeed local—that a system’s

'For example, an adversary may find ways to manipulate the network or loads on the prover’s
machine in order to manipulate timings.
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measurement of time is determined as a result of local computations, as opposed
to external inputs. As discussed above, the need for resettability in simulation
gives rise to difficulties if there are interactions with third parties. For example,
if the clock of a system is provided by signed messages by a trusted third party,
this will cause problems in simulation, since the third party possibly cannot be
reset to earlier times. This situation is ruled out in our model since we assume
that the local clock times are dictated by the adversary machine. Note that in our
model, the simulator does not have direct control over clocks in the system, but
only indirect control through the ability to reset the state of the adversary, which
controls the clocks.

—Soundness. Concurrency issues do not arise in proving soundness, since we
may consider all interacting parties together as one probabilistic polynomial-
time machine (here we assume that there are at most a polynomial number of
parties interacting that can effect any single prover). Thus, if we prove that no
probabilistic polynomial-time machine acting as prover can prove a false asser-
tion (which is the standard 2-party definition of soundness for computationally-
sound proofs), this implies that no false assertions can be proved even in a
distributed environment with concurrency. We do not deal with issues of imper-
sonation or misrepresenting one’s knowledge. In the context of zero-knowledge
proofs, such issues have been addressed in the work of Dolev et al. [2000], and
Sahai [1999].

—Completeness. The addition of timing constraints adds some potential threats
to the completeness guarantee in protocols. In particular, a time-out may occur
due to no fault of the party required to produce a timely message, say, because
the network is slow. This introduces some unavoidable nonlocality, and also
potentially creates a vulnerability to certain kinds of denial of service attacks,
where an adversary slows down the network to deny service. Nevertheless, time-
outs have proven useful in real life, and are widely used. One must take care in
selecting the time limits to maintain reasonable expectations on the computation
of the parties involved as well as the status of the network.

—Timing Constraints and Composition of Protocols. While the timing constraints
that we propose (delays and time limits) allow for considerable flexibility, one
must nevertheless be careful when designing protocols to ensure that the timing
constraints remain reasonable. When building protocols out of many components
that use timing constraints, one must ensure that all the timing constraints taken
together do not conflict with each other.

2.8. COMMITMENT SCHEMES. Commitment schemes are a crucial ingredient
in many of our protocols. They are used to enable a party to commit itself to a
value while keeping the value secret. Later on, a commitment may be “opened” to
reveal the value—and it should be guaranteed that a given commitment can only
be “opened” to a single value.

In other words, loosely speaking, a bit commitment scheme is a protocol between
two parties—a sender S and a receiver R—that has two phases: a “commitment
phase,” in which § commits to a value; and an “opening phase,” where S reveals to
R the value that it committed to. This protocol must enjoy two basic properties:

—Secrecy. After the “commitment phase,” the receiver R should not gain any
knowledge about the committed value, even if R tries to cheat.
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—Binding. After a successful “commitment phase,” there can be at most one value
that S can successfully open the commitment as in the “opening phase,” even if
S tries to cheat.

We will explore many variations on the notion of a commitment scheme, but they
will all fall into the general framework outlined above. We now discuss specific
types of commitment schemes.

When formalizing either the secrecy or the binding properties mentioned above,
we can choose to impose either a computational or statistical standard of security,
much as we did when defining zero knowledge. Indeed, for simplicity, when con-
sidering a statistical security standard for secrecy, we will insist on perfect security.
(See below for formal definitions.)

It is easy to show that no commitment protocol can exist that has statistical
guarantees for both secrecy and binding, so we must consider a tradeoff between
these two requirements. Thus, we consider both computationally secret (and sta-
tistically binding) schemes, and statistically secret (and computationally binding
commitment schemes. We use the notation “C(x)” to denote a computationally
secret commitment to x, and “K (x)” to denote a perfectly secret commitment to x.
See Goldreich [2001] for formal definitions.

We will use two simple computationally secret bit commitment schemes. The
first assumes the existence of a 1-1 one-way function f together with a hard-core
predicate for it, denoted B. (We assume that these functions are secure against
non-uniform probabilistic, expected polynomial time machines.)

CONSTRUCTION 1 (SIMPLE BIT COMMITMENT). Let f : {0, 1}* — {0, 1}* be
a 1-1 one-way function, and B : {0, 1}* — {0, 1} be a hard-core predicate for
f. Then we consider the following construction of a computationally secret bit
commitment scheme:

(1) The initialization phase is trivial.

(2) C(b) = (f(s), B(s) @ b) where s is chosen uniformly from {0, 1}*. Note s
denotes the random coins used by C.

(3) O(s, b) = s. To open, the committer simply reveals its coins.

@) V(c = (x,1),b,0) = 1iff f(0) = x and B(0o) ® b = t. The verification
simply checks to see if the commitment was created according to the rules of
the protocol.

This construction in fact achieves perfect binding, since by the injectivity of f,
no commitment string can be a commitment to both 0 and 1.

We also make use of another construction, due to Naor [1991], which can be
based on any one-way function. From the results of Hastad et al. [1999], we know
that one-way functions imply the existence of pseudo-random generators. We use
such generators in the construction:

CONSTRUCTION 2 (BIT COMMITMENT FROM ANY ONE-WAY FUNCTION). Let
G : {0, 1} — {0, 1}* be a pseudo-random generator where |G(s)| = 3 - |s| for all
s € {0, 1}*. Then consider the following construction of a computationally secret
bit commitment scheme:

(1) In the initialization phase, R; simply uniformly selects r € {0, 1}** and sends

it to S;. The private outputs of both parties is this random string r.



Concurrent Zero-Knowledge 871

(2) C(r, b) chooses s € {0, 1}*, and outputs G(s) if b = 0 and G(s) ® r if b = 1.
Note that the random coins of C are this seed s.

3) O(r, s, b) = s. To open the commitment, the committer reveals his seed s.

@) V(r,c,b,0)acceptsifb=0and G(o) =corifb=1and G(o) ®r = c).

Note that, in this construction, there is a probability of at most 2 that r might be
chosen by R; to be equal to G(s) ® G(s) for some s, s” € {0, 1}*. In this case, note
that by choosing the commitment string ¢ = G(s), the sender could open as both a
0 (by sending the opening 0 = s) as well as a 1 (by sending the opening 0 = s').

We note that to commit to a string, one can simply commit bit-by-bit to each bit
in the string. Note however, that one needs to obtain a new random string r for each
bit to be committed. This can be done initially all at once and used in subsequent
commitments.

We now give an example of a perfectly secret string commitment scheme based
on the Discrete Logarithm Problem (DLP) over prime finite fields, due to Chaum
et al. [1992]. First, let us identify the specific assumption we will make:

Assumption 1. (Discrete Logarithm Assumption (DLA)). Consider a generation
algorithm G, which does the following: On input 1*, it uniformly selects a prime
g between 2% + 1 and 2*! (by picking random numbers and testing for primality'?
until it finds a prime). It then tests if p = 2¢ 41 is also prime; if not, then this process
is repeated until one is found. We make the number-theoretic assumption that primes
of this form have sufficient density to ensure that this process will terminate in time
that is expected to be polynomial in k. Note that the multiplicative group Z;
contains exactly p — 1 = 2¢ elements. Therefore, it has a unique subgroup Q of
size g. Random elements g # 1 are chosen in Z; until one is found that satisfies
g? = 1 mod p (note that this holds for at least ¢ — 1 choices of g). Then, g must
generate the subgroup Q. A randomnumber x € Z,, ischosen,and 2 = g* mod pis
thus set to be a random element of Q. Finally, G, (1¥) outputs the tuple (p, g, k, x).

Then, we assume that for every nonuniform probabilistic, expected polynomial
time machine M, there exists a negligible function «(-) such that:

Pr [h = gMP:&:1 mod p] < a(k),
where (p, g, h, x) < Gp (1%).

Remark 2.1. Note that we need not insist that p have the form 2¢q + 1, although
it is generally believed that the DLP is hardest for primes of this form. For further
discussion, see Goldreich [2001].

‘We now return to the construction of a perfectly secret string commitment scheme
based on the DLP:

CONSTRUCTION 3 (PERFECTLY SECRET STRING COMMITMENT FROM DLP).

(1) In the initialization phase, R; runs Gpy to obtain (p, g, h, x). The values p, g,
and h are sent to S;. The private output of S; are these values, while the private
output of R; are all four values.

12 For more information on Primality testing algorithms, see Bach and Shallit [1996]. See also Agrawal
et al. [2002].
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(2) K(p, g, h,s)=g"-h* mod p, where r is chosen uniformly from Z,, and s is
interpreted as a number between 0 and 2¥ < q. Note that r is the randomness
used by K.

(3) O(p,g,h,r,s) = (r,s). To open the commitment, the committer reveals the
exponent r and the string s.

(4) The verification procedure, given the commitment ¢ and the opening (r,s)
accepts if indeed c = g" - h* mod p.

Since this scheme is crucial to several of our constructions, we will prove that it
is indeed a perfectly secret commitment scheme, assuming the Discrete Logarithm
Assumption above:

PROOF. Clearly, the completeness condition is satisfied.

To see why perfect secrecy holds, notice that for any value of s, the distribution
K(p,g,h,s)= g(')hs is uniform over Q. So indeed, the commitment string reveals
no information whatsoever about the string s being committed to.

To see why the sender is nevertheless bound computationally, consider any prob-
abilistic polynomial-time machine M which violated the binding constraint. Note
that the input to M is (p, g, h) from the output of Gp,(1¥). Suppose M outputs
(c,s% r9 s, r1) such that s° * st and yet ¢ = g’ohs0 = g’lhsl mod p. Now,
50 # s implies r* ! mod ¢. Then, in fact, we have g~ = h* =" mod p, and
hence h = g” mod p, where we compute y = 2?:3 mod q. Thus, from M’s output
we can efficiently compute a y € Z, such that 1 = g*. By the DLA, we know this
can happen with at most negligible probability, which completes the proof. []

Remark 2.2. In fact, the DLP-based construction given above has an addition
“trapdoor” property that will be crucial to some of our protocols: This is the property
that, if the committer learns x, then in fact it would be able to open any commitment
to any desired value. Note again that the distribution of commitments is totally
independent of the string s being committed to. Suppose a commitment sent was
c = g"h’*, where reRZq. Now, for any s’, we know ¢ = g(’*(s’*s)x)hs/. Furthermore,
for any fixed s, s’ we have that (r — (s’ — s)x) mod ¢ is distributed uniformly in
Z,. Thus, if the sender knows x, the sender can decommit any commitment to an
arbitrarily selected value s’ in a manner perfectly indistinguishable from a honest
commitment to s’.

2.8.1. The Feige—Shamir Trapdoor Commitment Scheme. The central tool used
in the protocol will be a trapdoor commitment scheme introduced in Feige and
Shamir [1989] and based on the basic block. This commitment scheme will use
a computationally secret commitment scheme C as a subprocedure. The trapdoor
commitment scheme will be based on a graph I (say with g nodes) that has a
Hamiltonian cycle which cannot be determined in polynomial time. This graph will
be chosen using a reduction from a one-way function, so that finding a Hamiltonian
cycle in the graph is as difficult as inverting the one-way function (described in
detail below). The main property of the commitment scheme is that one can create
commitment strings that are indistinguishable from normal commitments, such
that given a Hamiltonian cycle for /, one can decommit to both a 0 and a 1. The
commitment scheme C; works as follows:
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CONSTRUCTION 4 (TRAPDOOR COMMITMENT). Let C denote the one-round
computationally secret commitment scheme given in Construction 1.

—To commit to a O, the sender picks a random permutation w of the nodes of I,
and commits to the entries of the adjacency matrix of the permuted graph one
by one, using C. To decommit, the sender reveals w and opens every entry of the
adjacency matrix.

—To commit to a 1, the sender commits to the entries of an all-ones adjacency
matrix (corresponding to the complete graph on q nodes) using C. To decommit,
the sender reveals a random Hamiltonian cycle in the adjacency matrix.

This commitment scheme certainly has the property of being computationally
secret, that is, the distributions C,;(0) and C;(1) are computationally indistinguish-
able for any graph /. Note also that given a Hamiltonian cycle in /, one can open
commitments to 0 as both 0 and 1. Note that the converse is also true, namely
that given the opening of any commitment as both a 0 and a 1, one can extract a
Hamiltonian cycle of /.

2.8.2. Picking a Suitable Graph for Construction 4. For the commitment
scheme above to be binding, it must be the case that given the graph /, it is difficult
to find a Hamiltonian cycle in /. To ensure that this is the case, we use a reduction
from a one-way function to produce the graph. Let f : {0, 1}* — {0, 1}* be any
length-preserving one-way function. Consider the following language:

L = {(y1, y2) : there exists x € {0, 1}* such that either f(x) = y; or f(x) = y»}.

Clearly, L € NP. Because Hamiltonicity is NP-complete,there is a polynomial-time
reduction mapping instances of L to instances of Hamiltonicity that also gives a
witness mapping in the other direction. More precisely, there is a polynomial-time
computable function g that takes as input an instance (y;, y;) of L, and produces
as output a graph I with the property that / € Hamiltonicity <= (y;, y2) € L,
together with a circuit C (called the witness mapper). C takes as input the description
w of a cycle in /, and if w is a Hamiltonian cycle in /, it outputs an x such that
either f(x) = y; or f(x) = y,. Furthermore, g does not reduce the number of
witnesses—if for some instance (yq, y»), there are two values x; and x; such that
f(x1) =y and f(x2) = y», then there are at least two distinct Hamiltonian cycles
in G.

Thus, to choose a suitable graph for the commitment scheme, for a given n, we
choose two random values'3 x;, x,€£{0, 1}*, and let y1 = f(x1), and y, = f(x2).
We apply the reduction g on (y;, ¥,) to obtain a graph / on poly(n) vertices, together
with the circuit C. Note again, that by the properties of g, if one finds a Hamiltonian
cycle in I, using C this would yield a preimage x of either y; or y, under the one-
way function f. By assumption, any nonuniform polynomial-time machine could
accomplish this goal with only negligible probability over the choices of x; and x,.

2.9. DENIABLE AUTHENTICATION. We now summarize the requirements of
a deniable authentication scheme, as discussed in Section 1.3. The prover or

131t may seem strange that we insist on having two possible witnesses. This is important in the proof
of soundness given by Feige and Shamir [1989] for the protocol we build upon. For details, see Feige
and Shamir [1989]. This is not important to our proof of concurrent zero knowledge.
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authenticator P publishes a public key E. The verifier knows the public key and
following the execution of an authentication protocol it decides whether to accept
or reject the session as an authentication of a message m. Consider an adversary A
that controls the communication of several copies of a prover P who are not aware
of each other and control the verifiers with whom they interact.

The authentication protocol should satisfy:

Completeness. For any message m, if the prover and verifier follow the protocol
for authenticating the message m, then the verifier accepts; this can be relaxed to
“accepts with high probability.”

Soundness—Existential Unforgeability. Consider an adversary A as above.
Suppose that the copies of P are willing to authenticate any polynomial num-
ber of messages m, m», ..., which may be chosen adaptively by the adversary A.
We say that A successfully attacks the scheme if a forger C, under control of A
and pretending to be P, succeeds in authenticating to a third party D (running the
verifier’s V protocol) a message m # m;,i = 1, 2, ....The soundness requirement
is that all probabilistic polynomial time .A will succeed with negligible probability.

Zero-Knowledge—Deniability. Consider an adversary A as above and suppose
that the copies of P are willing to authenticate any polynomial number of messages.
Then, for each A there exists a polynomial-time simulator that outputs an indistin-
guishable transcript. Two possible relaxation are: (1) allow the simulator to depend
on ¢ (¢ -knowledge), (2) Let the simulator have access to the real P when it pro-
duces the simulated transcript, but P would be authenticating some fixed sequence
of messages (and not the ones that were actually authenticated).

3. Concurrent Zero-Knowledge Proofs and Arguments

In this section, we use timing constraints to design concurrent zero-knowledge
protocols for proof and argument systems. We first present in Section 3.1 a four-
round “generic” protocol for NP and show that it is concurrent e-knowledge. In
Section 3.2, we present a 5-round protocol for NP, which under the hardness of the
discrete log assumption is concurrent zero-knowledge. In Section 3.3, we show two
more involved protocols that achieve this property but can can be based on general
assumptions (existence of one-way functions)

3.1. CONCURRENT ¢-KNOWLEDGE PROOFS. We now show that adding timing
constraints to Protocol 2 yields a protocol for concurrent e-knowledge proofs of
Hamiltonicity. Thus, every language in NP has a concurrent e-knowledge proof.

Commitments in Step (2) are computational, so even an arbitrarily powerful
prover is really committed. We do not require the prover to prove the same theorem
in all of its concurrent interactions.

ProTOCOL 5. Generic Concurrent e-Knowledge Proof with Timing

(1) V <— P : Set up statistically secret commitment scheme K.'*
(2) V. — P : Commitment K(q) to n queries.

141f the prover has a public key, then the parameters for K can appear there, obviating the need for
this step.
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FIG. 1. The timing requirements for the generic ZK protocol.

(3) P — V :CAdj(m(G)), ...,Adj(m,(G)))
(4) V.— P : Open queries q.
(5) P —> V : Reply to all queries

Timing Constraints:

(1) P requires the Step (4) message be received within « (local) time from receipt
of the Step (2) message;

(2) P delays Step (5) until the entire interaction, from the receipt of the Step (2)
message to the sending of the Step (5) message, takes at least § local time. See
Figure 1.

For the proof to be zero-knowledge, we require that the adversary adhere to the
(o, B)-constraint. For completeness we must assume that V can send the required
messages in local time «.

The following theorem says that Protocol 5 is sound under concurrent executions
and is concurrent e-knowledge; that is, that there is a simulator that produces
transcripts e-indistinguishable from the true ones. Note that this is a relaxation of
the usual notion of zero-knowledge. As we shall see, we remove this relaxation in
Protocols 6 and 8.

THEOREM 3.1. Protocol 5 is a computational concurrent e-knowledge proof
system for graph Hamiltonicity.

PROOF. We must show completeness, soundness, and e-knowledge. Complete-
ness follows by inspection.

3.1.1. Concurrent e-Knowledge. Recall that in the two-party case the proto-
col is zero-knowledge [Goldreich and Kahan 1996]. To give some intuition for
the concurrent case, let us first assume that the verifier will always provide valid
commitments in Step (2) and always open them in a valid and timely manner in
Step (4).

We must simulate the interaction of a set of provers with many colluding verifiers
acting concurrently. Difficulties may arise if, while the simulator is waiting to extract
the query bits of one verifier, another verifier appears and insists on completing the
entire interaction. In order to handle this, the simulator will need to extract the new
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verifier’s query bits, which could depend on the particular Step (3) message that the
simulator produced for the first verifier. In this case, when the simulator finishes
extracting the query bits of the first verifier and then changes the Step (3) message
sent to it, the query bits of the second verifier could change, which would mean that
the entire simulation of the second verifier would have to be redone (see Diagram 1).

We solve this problem by using the timing constraints. The timing constraints
of our protocol, together with the weak synchronization assumption, imply the
following extremely useful interleaving constraint on the adversary:

Interleaving Constraint. For any two verifiers V| and V,, if V, provides its Step (4)
message dfter (in real time) V| provides its Step (2) commitments, then it must be
that the Step (5) response to V, will not need to be sent before V| provides its
Step (4) message.

This is crucial to us, since any interaction can be simulated perfectly up until
Step (5)—and we need the Step (4) message of the verifier to discover its queries.
The simulation proceeds by simulating each interaction perfectly until it reaches
Step (4), at which point it resets back and changes its Step (3) commitments. Because
of the interleaving constraint, as we continue this process one verifier at a time,
we will never encounter the situation where we must provide a Step (5) message
for any verifier whose queries we have not already discovered and used to prepare
Step (3) commitments.

This would suffice to establish full concurrent zero knowledge, were it not for
the simplifying assumption we made regarding the verifiers. In reality, the verifiers
controlled by the adversary need not provide Step (4) messages in a timely or correct
fashion. Unfortunately, this causes a dilemma—if a verifier V refuses to cooperate
at Step (4), what can we do? If we simply ignore V and move on, later we may need
to reset back to an earlier time in the simulation because of another verifier, and
this time V may decide to provide a timely and correct Step (4) message. Then, we
must reset again, and we wind up in a very similar situation to the one we started in.
In later sections, we will see how to design protocols in a different manner to deal
with this problem (in arguments). For this protocol, however, we can prove only
concurrent e-knowledge. This is achieved by trying to get a valid Step (4) message
from each verifier repeatedly, but only a fixed (polynomial) number of times. If
we succeed, then we proceed with the simulation. If the verifier never cooperates,
then we assume that the verifier will never provide a valid Step (4) message. If
the verifier later does provide such a message, we abort. Unfortunately, this can
happen with inverse polynomial probability, which is why we are only able to prove
e-knowledge.

3.1.2. Proof Sketch of e-Knowledge—The Simulator. 1f Aist = g(n)-bounded,
it can initiate at most g(n) concurrent executions of the protocol. We first describe
a procedure, whose expected running time is polynomial (in t = g(n) and 1/¢), to
simulate up to # concurrent executions of the protocol. We then argue that simulated
transcripts can be distinguished from actual transcripts with advantage at most .

Consider the first interaction, say with V. V| sends K(gq;) and the simulator
replies with C(r;) where r; is random noise. The simulator tries to extract g;. It
is willing in this process to start (at .A’s request) up to ¢+ — 1 other concurrent
interactions. In each of these concurrent interactions it sends only commitments to
random noise. Because of the («, 8) constraint it never has to issue the Step (4)
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reply in these interactions. If, even after running up to r — 1 concurrent interactions
and waiting until time « has elapsed, the simulator has not received ¢; from Vi,
then the simulator rewinds V; to just after Step (1) and again tries to extract g.
If after t*/¢ trials V; has still not revealed q1, then V; is declared conditionally
delinquent. Intuitively, declaring a verifier conditionally delinquent reflects a guess
by the simulator that the probability that the verifier will open its committed queries
(Step (3)) in atimely fashion (i.e., before « has elapsed on P’s clock since the receipt
of the Step (1) message) given that none of the previously declared conditional
delinquents opens its committed queries in a timely fashion, is at most O(g/t%).
In this case the simulator is betting that this verifier will not open its commitments
(in a timely fashion) later in the simulation (thereby causing additional rewinding).
Note that each of the #*/¢ trials requires O(t«) time, or, if we view « as a constant,
then the bound is O(¢).

In general, after the simulator initiates the first j — 1 interactions E, E>, ...,
E;_i,itstarts E; and tries to extract g;. We call E; the current interaction. At this
point each of Ey, ..., E;_; is classified into one of two categories, extracted or
conditionally delinquent. Extracted means that the queries ¢; have been extracted
and a proper answer (for Step (3)) prepared for V;. This response may or may
not have been sent; this depends on the scheduling controlled by .A4; the important
property is that V; need not be rewound anymore. Conditionally Delinquent means
that the verifier has been declared conditionally delinquent because it did not execute
Step (4) within time « after many trials. The probability that such a verifier will
open its committed queries in a timely fashion should be smaller than & /4¢°.

During the current interaction E; the extraction is done as it was done for Vi,
with one change: When V; is declared conditionally delinquent or when ¢g; has
been extracted, E; is rewound until after the commitment to g; (end of Step (2)).
The simulation is now ready for a new current execution. This will be the next
execution in which some copy of P receives the next Step (2) message. The only
difference (with the extraction at E) is that now the simulator may have to handle
conditionally delinquent V; that wake up.

At any step in the extraction of g;, if a conditionally delinquent V; opens its
queries g; in a timely fashion, then such a trial, called a failed trial, is not counted
among the t* /¢ attempts to extract ¢ ;. 1f, however, over 3t*/¢ failed trials occur, then
the entire simulation is aborted. We will show that the probability of this happening
must be small. All the executions are rewound until the time just before Step (3)
of E;, and a different value for r; is chosen and committed to. The rewinding
puts V; back to “sleep”—in the state in which it has committed to its queries but
not yet opened them. The values ¢; are now known to the simulator but they are
ignored.

We treat a waking conditionally delinquent V; differently if it awakens (within
time o) while we are waiting for a new V; following a successful extraction of g;_.
This V; should be part of the output transcrlpt If at such a step of the simulation (not
during extraction), a conditionally delinquent V; opens its queries ¢; in a timely
fashion, then essentially we abort the execution (and either restart or output the
empty transcript). If this happens, we say that the output was aborted. As we shall
see this does not occur with probability negligibly more than & /4¢3,

3.1.3. Concurrent e-Knowledge—Analysis of the Simulator.  Clearly, the simu-
lator described above runs in time polynomial in |x|, ¢, and 1/¢.
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We now discuss the implication of a waking conditionally delinquent verifier on
the closeness of the simulated distribution to the distribution on real transcripts.
For any verifier V;, when V; commits to ¢; there is an a priori probability, over the
choices of .4 and the prover in the remainder of the 7-concurrent-execution, that V;
will eventually open its commitment (Step (4)). We now define a verifier V; being
delinquent, as opposed to conditionally delinquent, and show that verifiers declared
“conditionally delinquent” are indeed delinquent.

The definition is recursive starting from V. Let p; be the probability that verifier
V; opens its commitment to ¢; in a timely fashion, conditioned on the event that
no delinquent verifier Vi (i’ < i) wakes up within time « (from the receipt of V;:’s
Step (2) message). If p; < e/4t3, then V; is delinquent.

If a verifier is delinquent, then in all likelihood the simulator has made the correct
decision in declaring it to be conditionally delinquent. Suppose we have only two
verifiers, and both are delinquent. Suppose further that in the (rare) case in which
V1 behaves “out of character” and opens its commitments, V, also behaves “out of
character” and open its commitments in turn. The recursive definition ensures that
we will not consider such cases, and the rareness of erroneously characterizing V;
as conditionally delinquent will ensure that we do not have to.

We now compute the probability that the simulation will declare V; conditionally

delinquent if p; > ;5. Recall that lim,_, oo(1 — £22)* ~ exp(— f(x)) when <f<—”
is o(1). Assume that A cannot distinguish commitments to random noise from
commitments to valid permutations of the graph with advantage better than w. If
pi > 7= thenthe proPability that none of the #* /& attempts to extract g; will succeed
is at most (1 — ;5)"/¢. Setting x = 1*/¢ yields f(x) = /4, so the condition on
f(x) is satisfied when ¢ = o(1), and we get a probability of exp(—¢/4). Thus,
the probability of classifying V; as conditionally delinquent when V; is in fact not
delinquent, is at most exp(—t /4)+ 11, where p is the probability that .4 can break the
Step (3) commitment scheme and distinguish commitments of valid permutations
of the graph from commitments to random noise.

The only computationally detectable difference between the transcripts produced
by the simulator and the true transcripts arises from the cases that the simulation is
aborted. We will show that this has a sufficiently low probability of occurring: The
probability that the output is aborted is bounded by - ;5 < /4. The probability that
the simulation is aborted due to failed trials can be bounded as follows: Such a failure
can happen in any of up to ¢ extractions E, due to any of up to ¢ delinquent verifiers
V waking up too often. This means that V produced at least 313 /¢ valid Step (4)
responses out of at most 4¢*/¢ trials. We claim, however, that if this happens, then
with all but negligible probability, the probability that V produces a valid Step (4)
response conditioned on the initial transcript used in extraction E is at least 1,/2¢.
Indeed, the multiplicative form of Chernoff’s bound states that if this were not the
case, the probability of observing 313 /¢ valid Step (4) responses by V out of 4% /¢
trials would be ¢2¢"). Since V is delinquent, however, this implies that the probabil-
ity of such a transcript arising is at most 5.3 . Summing over all 1% possible extractions
and delinquent verifier pairs, we see that such a failure occurs with probability only
negligibly more than ¢/2. Thus, the total probability of a simulation being aborted
is at most negligibly more than 3¢ /4, and hence less than ¢, as required.

Since the number of trials in any extraction is bounded by 4¢*/¢, it is clear that
the entire simulation runs in time polynomial in # and 1/¢.
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3.1.4. Soundness. Soundness is immediate from the fact that in each (P, V;)
interaction the prover prepares its Step (2) commitments with no information what-
soever about the queries. []

Remark 3.2. In the case of arguments, the use of timing in Protocol 5 can be
partially eliminated by employing moderately hard functions. For example, the
verifier can use a moderately hard function for commitment in Step (2) (e.g., a weak-
ened Fiat—Shamir function). The protocol is zero-knowledge because the simulator
can compute the query from the (moderately hard to break) commitment in (large)
polynomial time. For soundness, the verifier would require the Step (3) message to
be received within a reasonably short time after the Step (2) message was sent: the
delay should be considerably less than the time required to break the commitment
without the short-cut information. Also care should be taken to prevent the prover’s
commitment from having any dependency on the commitments of the verifier.
This can be done by making the verifier’s commitments information-theoretic.

Note that as the theory of moderately hard functions is much less developed
than the theory of “really” hard functions, such an approach is bound to be less
rigorous (although by making sufficiently strong assumptions it is possible to
obtain rigorous statements).

3.2. CONCURRENT ZERO-KNOWLEDGE ARGUMENTS. In this section, we show
how to overcome the difficulty we saw in the previous section by switching to the
context of arguments. We present concurrent zero-knowledge arguments for for the
Hamiltonicity problem. We achieve perfect zero knowledge under the Discrete Log
Assumption, and computational zero knowledge assuming only one-way functions.

We were not able to prove full zero-knowledge for the protocol from the previous
section because, in the simulation, P’s Step (3) message had to be changed accord-
ing to V’s future response in Step (4). This creates a dilemma for the simulator in
the case where a verifier V fails to provide a valid Step (4) message: in this case,
should the simulator ignore the verifier and simply go on with the simulation for
the other verifiers, or rather should the simulator “rewind” the simulation and give
the verifier V another chance to respond?

—If the simulator chooses the latter option, to rewind and give V another chance to
respond, then we may encounter the same situation again if V still fails to provide
a valid message. How many chances should we give V ? There is a clear trade-off
between the running time of the simulation and how certain we can be that V will
never respond. In the previous section, we chose to give V a fixed polynomial
number of chances to respond with a valid message. But, as we saw, this still left
an inverse polynomial probability for certain verifiers that our simulation would
fail to see a valid Step (4) message even though the verifier would give a valid
message later on in the simulation.

—If the simulator instead chooses the first option, to ignore the verifier V and move
on, then it may happen that later, another verifier V' provides a valid Step (4)
message, which forces the simulator to “rewind” the simulation in order to change
the Step (3) message to V'. At this point, the original verifier V may decide to
produce a valid Step (4) message! However, in this case, the simulator will not be
prepared to answer V’s challenge. Note that this is problematic exactly because
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the simulator had to “travel backwards in time” to “fix” an earlier message sent
to V', at which point it became susceptible again to the whims of V.

In this section, we design new protocols to avoid this problem. In these proto-
cols, the simulator only needs to change future messages based on the verifier’s
messages, thus avoiding the problem outlined above. For instance, in one protocol,
the simulator chooses P’s Step (6) response (Step (6) in this protocol is analagous
to Step (5) of Protocol 5—it contains the answers to the verifier’s challenges, posed
in Step (5) based on the verifier’s Step (5) challenge. Of course, if the simulator
were able to determine the Step (6) response based on a single Step (5) message
of the verifier, then a cheating prover could do the same to fool the verifier. Thus,
we design the protocol such that the simulator needs to obtain two distinct Step (5)
messages from the verifier in order to be able to generate a Step (6) response that
the verifier will accept.

It may seem that this simulator is no better, since it has to “travel backwards in
time,” as well. But the crucial difference between this new simulation strategy and
the one from the previous section is that the simulator only needs to “rewind” the
simulation in order to extract information, rather than to change earlier messages
in the simulation. Once the information is extracted, the simulator discards the
“rewinded” simulation and returns to the original simulation.

Thus, in the simulation, if a verifier V fails to provide a valid Step (5) message,
the simulator can safely ignore it and move on. If later, when dealing with another
verifier V', the simulator “rewinds” the simulation and V decides to provide a
valid Step (5) message, the simulator can safely disregard this message, since the
simulator will eventually return to the original simulation in which V had not
given a valid Step (5) message. We use timing constraints to ensure that during an
extraction, the simulator will not have to provide a Step (6) response to any verifier
V that provides a valid Step (5) message during the extraction procedure. As a
result, the simulator can build a transcript step-by-step, never needing to go back
to change some part of the transcript constructed up to that point.

In the protocols that we have seen up to this point, the simulations were based on
the following basic observation about the Basic Block described in Section 1.1: ifthe
simulator knew what the verifier’s query bits would be in advance, then it would be
easy to simulate the protocol. For the approach we will take in this section, we will
make use of a different, even more basic, observation about the basic block: if the
simulator could open the prover’s commitments to arbitrary values, then it would
be easy to simulate the protocol. This observation is obvious but may also seem
useless, since we know that commitments are supposed to be binding—one is not
supposed to be able to open commitments to any value other than the one committed
to. However, as we saw in Remark 2.2, there exist “trapdoor” commitment schemes,
where given a trapdoor that is ordinarily kept secret, one can open commitments to
arbitrary values. Such trapdoor commitment schemes are critical to the protocols
of this section. Whereas in the previous section, the simulator tried to “extract” the
verifier’s queries, in this section, the simulators will try to “extract” the trapdoor of
a commitment scheme.

3.2.1. Concurrent Perfect Zero-Knowledge Argument Based on DLP. 1In the
first protocol given below, we will use the perfectly secret (trapdoor) commitment
protocol based on the discrete logarithm problem described in Construction 3, in
Section 2.8.
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ProTOCOL 6. Concurrent Perfect Zero-Knowledge Argument. A graph G
is the common input to both parties. The prover is assumed to know a Hamiltonian
cyclew in G.

(1) The verifier does the following: Choose random prime p of the form p = 2q+1
(as described in Construction 3). Choose random g of order q in Z Choose
random a,a’ € Z,. Seth = g* mod p, h' = g* "mod p. Set K = (p g, h).
Send K and ' to prover.

(2) The prover picks n random permutations my, . .., , on the nodes of G. It then
sends to the verifier commitments using the K commitment scheme to all the
entries of the adjacency matrices of the permuted graphs m(G), ..., m,(G).
The prover also sends a commitment K (rp), where rperZ,,.

(3) The verifier sends ry erZ,.
(4) The prover opens its commitment to rp (which the verifier confirms).

(5) The verifier does the following: It sets r = ry + rp mod ¢, and sends c :=
(ra + a’) mod g and a vector geg{0, 1}" of queries to prover.

(6) In the ﬁnal step, the prover checks that h" - h' = g° mod p. If this is correct,
fori =1,

—Ifq; = 0, the prover opens its commitments from Step (3) to all the entries
of the adjacency matrix of w;(G), and also sends a description of the permu-
tation 1;. The verifier, upon receipt, verifies the correctness of the openings,
and also verifies that the revealed adjacency matrix actually is the adjacency
matrix of w;(G). If either of these conditions fail to hold, the verifier rejects
the proof.

—If gi = 1, the prover opens its commitments only to those entries in the
adjacency matrix of w;(G) that correspond to edges in the Hamiltonian cycle
7;(w). The verifier, upon receipt, verifies the correctness of the openings, and
also verifies that the revealed entries of w;(G) do indeed form a Hamiltonian
cycle. If either of these conditions fail to hold, the verifier rejects the proof.

Timing Constraints:

(1) P requires the Step (5) message be received within o local time from receipt of
the Step (1) message;

(2) P delays the Step (6) message until at least B local time has elapsed since the
receipt of the verifier’s Step (5) message.

For the zero knowledge guarantee of this protocol, we require that the adversary
be constrained by the («, B)-constraint.

THEOREM 3.3.  Protocol 6 is a perfect concurrent zero-knowledge argument for
Hamiltonicity, assuming the weak synchronization assumption for (o, B) and the
Discrete Logarithm Assumption.

PROOF. As usual, completeness follows by inspection.

3.2.1.1. SOUNDNESS. The proof relies on the fact that, if some cheating
prover P* convinces V of a false statement with nonnegligible probability, then
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by exploring the answers to two different query vectors (Steps (5) and (6)), it is
possible to obtain two different openings of a “committed” value.

Assume for the sake of contradiction that some nonuniform probabilistic poly-
nomial time bounded cheating P* can convince V of a false theorem with nonneg-
ligible probability p. Note that we can assume that P* is deterministic without loss
of generality, because we allow it to be nonuniform.!> We argue that there exists a
probabilistic polynomial-time bounded M that, by interacting with P*, can break
the DLA with probability €(0®), which is also nonnegligible.

On input p, g, g, h = g%, where g generates an order g subgroup of Z;, the
machine M (which is trying to find a) interacts with P* as follows:

Step (1). M chooses ¢, r eg Z,. M sends K = (p, g, h)and i’ = g°h™".

Step (2). P* sends commitments using K to certain adjacency matrices, and sends
a commitment K (rp) to rp. At this point, M saves the state of P* for later use.

Step (3). M chooses ryegZ, and sends it to P*.

Step (4). P* opens its commitment to rp. At this point M resets the state of P* to
just after Step (2), sets ry = r — rp mod g, and M re-sends its original Step (3)
message, modified substituting the new value of ry:

Step (3'). M sends ry = r — rp mod ¢. Note that since r was chosen uniformly at
random, conditioned on rp, this new value of ry is still distributed uniformly.
Assuming that P* responds to the Step (3’) message, one of two things can
happen: either P* changes the way it opens its commitment to rp or not. If P*
changes its opening of r p, then from these two openings of the Step (2) commitment,
M can immediately derive the discrete logarithm a.
Otherwise, the following occurs:

Step (4'). P* opens rp as before, such that r = ry + rp mod ¢. At this point, M
saves the state of P* for later use.

Step (5). M sends c (and note that we have arranged that 1" - i’ = g¢). and sends a
query vector g € {0, 1}".

Step (6). The check that P* is supposed to do would succeed by definition of /’.
P* replies to the queries. M resets the state of P* to just after Step (4').

Step (5'). M sends c as before. Then, M chooses a new ¢’ € {0, 1}" and sends g’
to P*. Note that with overwhelming probability, g’ # q.

Step (6'). P*’s check succeeds by definition of 4’. P* replies to the new queries.
M now has the reply to two different queries. If both queries were answered by P*
in a manner that convinces V to accept, and yet G does not contain a Hamiltonian
cycle, it must be that P* has provided the opening of some commitment under K
(made in Step (2)) to two different values. From this M can extract a.

We now analyze the probability that M succeeds in obtaining the discrete log-
arithm a. The (P*, V) interaction can be viewed as a tree with probability p of
success (“success” is when P* provides messages which causes the verifier to
accept). Recall that we may assume that P* is deterministic. Note that M’s choices

15Thus, we can include as part of P*’s description the “best” setting for its random coins. For more
discussion and examples of this type of standard argument, see, for example, Goldreich [2001].
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of p, g, h, and i’ are chosen randomly but remain fixed throughout the interaction.
Now, with probability at least p/2 over these choices (which are sent in Step (1)),
P* will still have a probability of at least p/2 of convincing the verifier to accept.'®
Let us assume that we are in the good case, where P* has a probability p/2 of
causing the verifier to accept conditioned on these choices.

Then, with probability at least p/4 (over the choices of ry sent in Step (3)), it
must be that P* will respond to the Step (3) message of M in a way such that P*
still has a probability of p/4 of convincing the verifier to accept conditioned on its
Step (3) response (which in particular implies that P*’s Step (4) response is well-
formed and valid). Thus, the probability that M chooses two Step (3) messages
(once before and once after resetting the state of P*) which lead to a state where
P* still has a p/4 chance of success is at least (p/4)?, conditioned on being in a
probability p/2 state after the choices of p, g, h, and i'.

Assume that this is the case. At this point, M may have already succeeded
in extracting a. Let us assume that we are in the bad case, where M has not yet
succeeded in learning a, that is, that P*’s opening of rp does not change in Step (4).
Again, note that r and ¢, though randomly selected, are not changed once selected.
We know that with probability p/8 over these choices, P* will have a probability
at least p/8 of still convincing the verifier to accept conditioned on these choices.
Thus, finally, the probability that M chooses two Step (5) messages to which P*
responds correctly is at least (p/8). In this, case M succeeds in obtaining the
discrete logarithm a. Thus, the overall probability of extracting a is at least

2 2
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minus a negligible probability of 27" that ¢ = ¢’ during the (P*, M) interaction.

3.2.1.2. ORDINARY ZERO KNOWLEDGE. Before proving concurrent zero knowl-
edge we outline the simulation technique for proving ordinary zero knowledge in
the standard model, without timing. Note that here, unlike in the protocol of the
previous section, we make no simplifying assumptions on the behavior of the veri-
fier. Suppose we have an arbitrary (polynomial-time) verifier V*. The (traditional)
black-box simulation for V* works as follows:

Step (1). The simulator receives the first message from V*, in which it sends the
parameters for the commitment scheme K with trapdoor a (unknown to the simu-
lator), along with /. If the verifier fails to provide a message, the simulator outputs
the empty transcript and terminates. The simulator saves the state S of V* at this
point for later use.

Step (2). The simulator performs the second step exactly as an honest prover would,
sending commitments to permutations of the graph along with a commitment under
K to rp, chosen randomly.

Step (3). The simulator receives ry from the verifier. If the verifier fails to provide
a message, the simulator outputs the transcript so far and terminates.

16 Note that if this were not the case, it would mean that with probability (1 — p/2), there would be a
probability of at most p/2 of success, while with probability p/2, there is probability at most 1. But
1=p/2)-(p/2)+(p/2)- 1 < p, which is a contradiction of our assumption that P* has probability
p of convincing the verifier to accept. We will use this type of argument often in this proof.
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Step (4). Again, the simulator behaves just as the honest prover would, revealing
its commitment to rp. Note that by the fact that the Step (2) commitment to rp
was truly independent of rp, and the fact that »p was chosen randomly, r = ry +
rp mod ¢ is exactly uniformly distributed in Z, regardless of the verifier’s actions
so far.

Step (5). The verifier sends ¢ = (r - a + a’) mod g, where r = ry 4+ rp mod ¢,
with exactly the same conditional probability that it does in real executions (the
conditioning is on the state S of the verifier after Step (1)). A valid Step (5) message
is a syntactically correct message that passes the test in Step (6), that A" - b’ = g°.
If the verifier sends no message or sends an invalid message, then the simulator
outputs the transcript (including the invalid Step (4) message, if any) and halts.
If the verifier does send a valid message, then the simulator saves the state S” of
the verifier and the transcript T so far, and then executes the following extraction
procedure:

Extraction: Interleave the following two procedures in parallel until one halts.

(1) Repeat until the simulator discovers the trapdoor a:

(a) Reset the state of the verifier to just after Step (1).

(b) Repeat the simulation strategy above, selecting a new r,€rZ, each time.
Note again that by the statistical secrecy property of K, regardless of the
verifier’s choice of r{, in Step (3), after Step (4), ' = ry, + rp will be
uniformly distributed in Z,. Thus, the probability that r = r’ is exactly
1/q.

(c) If the verifier provides a valid Step (5) response (¢’) to a choice of r' # r,
then the simulator, by solving the equations ¢ = ra +a’ and ¢’ = r'a + a’
(both modulo ¢) for a and @’, can find the trapdoor a.

(d) If the verifier fails to provide a valid Step (5) response, or if ' = r, then
the simulator repeats this process.

(2) Find a by brute force, trying all g different possibilities in the equation g) = h.

Step (6). Now that the simulator knows the trapdoor a, it restores the verifier to
state S” and continues building on the transcript 7': The simulator now replies to the
Step (5) queries of V* as necessary using the trapdoor in order to perfectly simulate
the distribution that the prover would provide in the protocol.

This completes the description of the simulator. By construction, we see that
the simulator perfectly simulates the protocol with no error. We now compute the
running time of the simulator. Let 7 be the probability, conditioned on the state S
of the verifier after Step (1), that the verifier will send a valid Step (5) message in
an execution of the protocol—that is, that the Extraction procedure is executed. Let
& be the probability that the verifier responds with a valid Step (5) message during
extraction such that »’ = r mod q.

The probability of choosing an ' = r mod ¢ is exactly é, thus & > n — é. We
consider two cases:

—n > %: In this case n — é > 1 and so & > ] and the expected number of

trials during extraction is at most 2. Recall that the simulation only enters the
extraction phase with probability 5. Thus, the overall expected number of trials
is at most n% = 3, leading to an expected O(1) trials in the extractions overall.
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—n < %: In this case the brute force search succeeds in O(q) steps, for a total of
an expected O(ng) = O(1) steps.

Thus, we have that the simulation is expected polynomial time.

3.2.1.3. CONCURRENT ZERO KNOWLEDGE. We have arranged that the proof of
concurrent zero knowledge is almost exactly the same as the proof for ordinary
zero knowledge. We redefine a valid Step (5) message to specify that the message
must also satisfy the timing constraint. For a verifier V;, we redefine n to be the
probability, conditioned on the state S of the adversary through the Step (1) message
of V;, that the extraction procedure will be executed. Finally, note that the timing
constraints lead to an Interleaving Constraint analogous to the one from Protocol 5.
This interleaving constraint ensures that during the interaction with any verifier
V; the simulator never needs to provide a Step (6) message to any V; that sent its
Step (5) message after V; sent its Step (1) message. Thus, during the extraction of
V;, the simulator will only need to provide Step (6) answers'” for verifiers whose
trapdoor information has already been extracted. Thus, the extraction will never
get stuck because of another verifier.

The simulation is constructed message by message. If in some (P, V;) interaction
the adversary sends a valid Step (5) message for V;, then the extraction procedure
is executed to obtain V;’s trapdoor information ;. As noted above, the timing
constraints ensure that the extraction procedure can be carried out. This completes
the proof of concurrent zero knowledge. [

In the next few sections, we argue soundness and concurrent zero knowledge.

3.3. CONCURRENT ZERO-KNOWLEDGE UNDER GENERAL ASSUMPTIONS. In
this section, we present a protocol that relies only on the existence of one-way
functions. We observe that the critical element of the protocol given in the pre-
vious section is the trapdoor commitment scheme, with a protocol in which the
trapdoor can be extracted by the simulator. We look at the protocol of Feige and
Shamir [1989] (see Construction 4), and show that by introducing timing require-
ments and using a particular simulator, this protocol can be proven to be concurrent
zero-knowledge.

We first present the protocol assuming that one-to-one one-way functions exist,
in which case the protocol has four moves. We later indicate how to transform this
protocol into a five-move protocol, for which we need only assume that one-way
functions exist (that are not necessarily one-to-one). In the next section we will
describe a commitment scheme that avoids the Cook—Levin theorem.

ProTOCOL 7. Concurrent Computational Zero-Knowledge Argument Un-
der General Assumptions. A graph G is the common input to both parties. The
prover is assumed to know a Hamiltonian cycle w in G.

(1) V.— P : Select a graph I on q = poly(n) nodes containing two distinct
Hamiltonian cycles w, and w,, using the method described in Section 2.8 for
choosing a graph in the commitment scheme of Construction4. Let C(x) denote
commitment to x using Construction 4 with graph I. Choose m = q* random

17Recall that Step (6) is the only step that requires special information to simulate perfectly.
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permutations @i, ..., ¢, on q elements. Send I, and entry-by-entry commit-
ments using Construction 1 to the adjacency matrices of ¢1(1), . .., ¢ (I).

(2) P —> V : Prover must perform the following two actions:

(a) Sendr = (ry,...,ry) €g {0, 1}™.

(b) Choose m random permutations \ry, . .., ¥, on n elements. Send entry-by-
entry commitments using C; (as described above) to the adjacency matrices
of Y1(G), ..., ¥m(G).

(3) V. — P : Verifier must perform the following two actions:

(a) Fori =1,...,m:

—If r; = 0, open commitments to entire adjacency matrix of ¢;(I1) and
reveal ¢;. (Prover confirms consistency.)

—Ifr; = 1, open commitments only to entries in adjacency matrix of ¢; (1)
that correspond to the Hamiltonian cycle ¢;(w). (Prover confirms that
entries revealed are all 1 and form a Hamiltonian cycle.)

(b) Send R = (Ry, ..., Ry) €r {0, 1}"

@G P—V:.Fri=1,...,m:

—If R; = 0, open commitments (as described above) to entire adjacency matrix
of ¥;(G) and reveal ;. (Verifier confirms consistency.)

—If R; = 1, open commitments (as described above) only to entries in ad-
Jjacency matrix of V;(G) that correspond to the Hamiltonian cycle y;(w).
(Verifier confirms that entries revealed are all 1 and form a Hamiltonian
cycle.)

Timing Constraints:

(1) The Step (3) messages must be received within time o of receipt of the Step (1)
message.

(2) The Prover waits until at least time B has elapsed since receipt of the Step (3)
messages before sending the Step (4) message.

THEOREM 3.4.  Protocol 7 is a concurrent computational zero-knowledge argu-
ment for Hamiltonicity, assuming the weak synchronization assumption for (c, 3)
and the existence of one-to-one one-way functions.

PROOF. Asusual, completeness is clear. Soundness follows from the soundness
of the protocol without timing constraints as proved in Feige and Shamir [1989]. [

3.3.1. Ordinary Zero Knowledge. The proof we present here follows the argu-
ment given by Feige and Shamir [1989], and is analogous to the proof given in the
previous subsection. We will then show how the timing constraints allow the sim-
ulation to be extended to the concurrent scenario, much as in Protocol 7. Suppose
we have an arbitrary (polynomial-time) verifier V*. The (traditional) black-box
simulation proceeds as follows:

Step (1). The simulator obtains the Step (1) message of the verifier, obtaining the
graph I together with entry-by-entry commitments to m adjacency matrices. The
simulation saves the state S of the verifier after its first message has been sent.

Step (2). For part (a), the simulator chooses r €x {0, 1}, just as the real prover
would. For part (b), the simulator commits (using C;) to all 0’s for each of the m
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adjacency matrices. Note that so far, the only difference between simulated and real
interactions is that the simulator commits to all 0’s, while the real prover may not.

Step (3). We define a valid Step (3) message to be a syntactically well-formed
message such that the prover’s verification checks pass for part (a). If the verifier
fails to send a Step (3) message in time, or if it sends an invalid message, the
simulation ends and the partial transcript so far (including the invalid Step (3)
message, if any) is output. Otherwise, the simulator stores the part (a) openings of
commitments to adjacency matrices (and possibly associated permutations) for r,
along with R from part (b). The simulator then saves the state S’ of the verifier and
the transcript T so far. It then executes the following procedure in order to extract
a Hamiltonian cycle in /:

Extraction: Interleave the following two procedures in parallel until the first one
halts.

(1) Repeat until verifier obtains a Hamiltonian cycle in /:
(a) Reset the state of verifier to just after Step (1).
(b) Repeat Step (2) exactly as above (picking new random ' € {0, 1}"™).
(c) If verifier replies for r # r’, there is some index i such that r; # r/. Thus,
by examining the openings of the commitments to the ith adjacency matrix,
we obtain a Hamiltonian cycle in /, and stop.

(2) Find a Hamiltonian cycle in I by brute force. Note that this procedure takes
q! = O(2™) time.

There are two possibilities: First, it is possible the brute force search completes
and discovers there is no Hamiltonian cycle in /. Note that this event can only occur
with probability 27", since if 1 has no Hamiltonian cycle, then there is only at most
one value for r which could admit a valid verifier Step (3) response. In this case,
the simulation aborts. The other case is that one of the two procedures uncovers a
Hamiltonian cycle ¢ in /. This allows the simulator to open its commitments from
Step (2b) to any desired value in a manner (computationally) indistinguishable from
what occurs in actual protocols.

Step (4). The simulator resets the state of the verifier to S” (after the first valid
Step (3) message was received) and adds to the transcript 7 as follows: For each
i = 1,...,m, the simulator picks a random permutation ; on n elements. If
R; = 0, the simulator uses ¢ to open the ith adjacency matrix as ¥;(G) and reveals
Y;. If R; = 1, the simulator uses ¢ to open arandom circuit as all 1°’s. The simulation
ends, and the transcript prepared is output.

This completes the description of the simulator. First, we observe that because
C;(0) and C;(1) are computationally indistinguishable (and the simulation aborts
with only negligible probability), the output of the simulation is computationally
indistinguishable from transcripts from actual interactions.

We now compute the running time of the simulation. Certainly all time spent
outside of the extraction procedure is polynomially bounded. We now show that
the expected running time of the extraction is also polynomially bounded: Let 1 be
the probability conditioned on state S of the verifier (after Step (1)), that the verifier
will send a valid Step (3) message after the simulated Step (2). (Note that we are
considering simulated Step (2), not actual Step (2), where the commitments would
differ.) Thus, conditioned on S, 1 is the probability that the Extraction procedure is
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executed. Let & be the probability that the verifier responds with a valid Step (3) mes-
sage during extraction where r’ # r.Thus,& > n—27". We now consider two cases:

—Case n < 2-27™: In this case, since the brute force search will end in at most
2™ steps, the expected number of steps spent in the extraction procedure overall
is bounded by 5 - 2" < 2.

—Case n > 2-27": Then, £ > n/2. Hence, the expected number of trials during
extraction is at most n - 1/ < 2.

3.3.2. Concurrent Zero Knowledge. The extension of the proof to concurrent
zero knowledge is almost exactly the same as in Protocol 6. We note that again,
the timing constraints ensure that during the interaction with any verifier V; the
prover never needs to provide a Step (4) message to any V; that sent its Step (3)
message after V; sent its Step (1) message. Thus, during the extraction of V;, the
simulator will only need to provide Step (4) answers'® for verifiers whose trapdoor
information has already been extracted. Thus, the extraction procedure will never
get stuck because of another verifier.

The simulated transcript is constructed message by message. If in some (P, V;)
interaction the adversary sends a valid Step (3) message for V;, then the extraction
procedure is executed to obtain the Hamiltonian cycle for the graph that V; sent.
As noted above, the timing constraints ensure that the extraction procedure can be
carried out. This completes the proof of concurrent zero knowledge. [

If we assume only that one-way functions exist, then we can substitute the basic
commitment scheme C with the 2-round interactive commitment scheme of Naor
[1991] (this commitment scheme is described in Construction 2). This requires
one additional setup round for the commitment scheme. The proof of concurrent
zero-knowledge remains the same, except for one caveat: In the scheme of Naor
[1991], there is an exponentially small probability, over the setup round, that a
committer could produce a commitment that can be opened both as a0 and as a 1.
If the simulator ever observes the verifier open a commitment as both a 0 and a 1,
it simply aborts. Since this can only occur rarely, it does not affect the quality of
the simulation.

3.4. A CONSTRUCTION THAT AVOIDS THE COOK-LEVIN THEOREM. To avoid
going through the Cook-Levin Theorem for the trapdoor commitments, we can
use the equivocation property of Naor’s commitment scheme, observed by Di
Crescenzo et al. [1998], and explained below. The protocol requires twelve rounds
of communication. As written, this protocol requires that the prover be restricted
to probabilistic polynomial time.

We first modify the commitment scheme of Naor [1991] (Construction 2) so
that all strings are of length 5n instead of length 3n. Thus, the protocol requires a
pseudo-random generator G that stretches n-bit seeds into pseudo-random strings
of length 5n.

—The BASIC COMMIT protocol:
(1) The receiver chooses a random 5n-bit pad r and sends r to the sender.
(2) To commit to a bit B, the sender chooses an n-bit seed s, and sends to the

18 Recall that Step (4) is the only step that requires special information to simulate.
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receiver the Sn-bit long string d = d\d; - - - ds;,, where
[G(s)]; if =0
[Gs)];®&B if =1

—The REVEAL protocol: The sender sends s and B; the receiver computes G(s)
and verifies that d is consistent with these values.

i =

A pair of strings s, and s; fools a Sn-bit string r if

(1) Foralli suchthatr; =0: [G(s1)]; = [G(s2)];.
(2) Foralli suchthatr; = 1: [G(s))]; # [G(s2)];.

It follows immediately from the definition that the pair (sy, s») fools r if and only
if r = G(s1) @ G(sy). Thus, each pair of seeds can fool at most one pad r.

CLAIM 3.1 (NAOR 1991). The probability, over choice of r, that there exists a
pair of seeds s| and s, that fools r is at most 27",

Protocol 8 is based on several techniques:

—Equivocal Commitment. This is a property of the strong-sender commitment
scheme of Naor [1991] first suggested in Crescenzo et al. [1998]: If the simulator
has control over the pad in the BASIC COMMIT protocol, then the “commitment”
can be opened at the REVEAL stage either as a zero or as a one. Using this, the
simulated prover can “commit” to an adjacency matrix and then can open the
commitments as needed to carry out the simulation. The protocol is designed so
that there exists a simulator that controls the pad. When we write C,(x) we mean
commitment with pad r to value x. The pad used in committing the graphs will
be the exclusive-or of r|, chosen by V, and r,, chosen by P. A similar technique
was recently applied in Di Crescenzo and Ostrovsky [1999].

—Extraction of r1. Suppose Alice wants to commit to r; of length £. She chooses
a random p; of length ¢, sets p, = r; @ p;, and commits to p; and to p,. Bob
asks to see either p; or p,. In the context of Protocol 8, Alice is the verifier and
Bob is the simulator. If the simulator obtains both p; and p,, then it can extract
r1. The simulator will use its knowledge of r; to control the outcome of the pad,
as discussed above.

To assure extraction with very high probability, this must be be repeated many
times in parallel with different pairs p{, p5 in each execution (where always
pl @ p5 = ry). Here, it is possible to save on communication by employing
good erasure-correcting codes. Alice should encode the string r; so that it is
sufficient to obtain, say, 1/4th of the indices in order to reconstruct r; (we don’t
care about errors, since they will result in aborting the protocol anyway). Now
each bit is split at random into two bits (so that the Xor of the two bits is the
original) and the jth commitment is to those bits. The prover gets to chose
which of the two he gets. With high probability, when the extraction is done, two
different executions will be different in at least 1/4th of the places (even for the
closest pair) and using the erasure correction procedure r; can be reconstructed.

—The overall idea will be the same as in Protocol 6: the prover’s commitment to
the graphs will be based on an equivocal commitment scheme whose pad will
be chosen jointly by the verifier and prover. The simulator, by extracting the
verifier’s contribution to the pad, will be able to compute a value for the prover’s
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contribution to the pad so as to allow equivocal commitment, which will allow the

simulation to proceed. However, in order to ensure that the prover cannot use the

equivocal commitment to cheat, we add another level of equivocal commitments:

We also allow the verifier to use an equivocal commitment scheme to commit

to its contribution to the prover’s pad. If the verifier uses a false pad, then it can

ensure that the prover’s pad is almost never equivocal. We will argue that since
the prover cannot distinguish false pads from random pads for the verifier, the
prover cannot cheat.

In the sequel, r; and r, are strings of length Snk, where k is the total number
of bits committed to in Step (10), and d;, d;, e, and e, are each strings of length
25n%k. Each d; and e; is conceptually broken into a sequence 5nk blocks of length
5n. In Step (2), each of the 50n%k bit commitments is performed using the same
pad r. However, in Step (5), the commitment to the ith bit of p; (respectively, p»)
is performed using the ith consecutive block of 5n bits of d| & d, (respectively,
e1 @ ey). Similarly, in Step (10), the commitment to the ith bit is done using the ith
consecutive block of 5n bits of r; & r,.

For simplicity, we describe the protocol with a single p.

ProTOCOL 8. Concurrent Computational Zero-Knowledge Argument Un-
der General Assumptions and w/o Cook-Levin

(1) V— P:reg{0 13"
(2) P —> V : Co(d)) and C,(ey) for dy, e; € {0, 1}257%
(3) V —> P :dy, e € {0, 1)
(4) P —> V :dy, e1. These are not openings, just the sending of strings.
(5) V. — P : Choosery, p1 €x {0, 117k, Set p2 = r1 @ p1. Send commitments
Ca0a,(p1) and Ce ge,(p2).
©6) P—V:iegl,?2
(7) V—> P :open p;
® P—V:in
(9) V. — P : Open the other commitment p3_;; r1 =dget P1 D P2
(10) P — V : Cy,gr,(Graphs)
(11) V — P : the queries q
(12) P — V : answer the queries and give all the information to “open” d, and

e1, whose values were sent in Step (4). V should verify the consistency with
Step (4).

Timing Constraints:
(1) The Step (7) message must be received within time o of receipt of the Step (5)

message.
(2) The Prover waits until at least time B has elapsed since receipt of the Step (7)
message before sending the Step (12) message.
THEOREM 3.5. Protocol (8) is sound and concurrent zero knowledge.

PROOF. We argue ordinary (sequential) zero knowledge (without timing con-
straints). The extension to concurrent zero knowledge (with timing constraints) is
straightforward using the technique from the proofs of Protocols 6 and 8.
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The intuition is that the simulator will extract both p; and p; in order to compute
r1. It will then choose r, so that the Step (10) commitment is equivocal. This will
permit the simulator to “answer” arbitrary queries.

There is one subtlety: we must ensure that a cheating verifier V* cannot choose
d, and e; in some bizarre way as a function of the commitments to d; and e;, so
that the commitments with pad d; & d, or e; @ e, are equivocal. If V* could do
this, then the simulation might fail, since, for example, the value for p;_; obtained
in the extraction may differ from the one obtained in Step (9) in the simulation.
This would result in the “wrong” value of r; being computed in from the extraction,
and a consequent “wrong” value of r, being selected in Step (8). In this case, the
simulator’s commitments in Step (10) may not be equivocal, and the simulation
would fail.

It is to avoid this problem that the actual opening of d; and e; (as opposed to
just the sending of the strings) is delayed until Step (12), as we next explain. We
will use V*’s (presumed) ability to equivocate to violate the semantic security of
the commitment in Step (2).

In the sequel, we focus on d; and d,. An identical argument holds for e; and
e;. The argument will show that V* cannot equivocate on even one bit of p; (the
analogous argument for the e’s shows that V* cannot equivocate on any bit of p;).
Recall that d; and d5 are strings of length 2512k, and that we use the ith consecutive
block of 5n bits to commit to the ith bit of p;. The next discussion applies to any
block of length 5n. To simplify terminology, we just let d;, d», and d| be 5n-bit
long strings. The discussion applies to each block of this length.

Letd;, d| €g {0, 1}°". We argue that with overwhelming probability over choice
of d; and d], there does not exist d, such that both

—d, ® dy is “bad”: 3sy, 55 € {0, 1) such that G(s)) @ G(sy) = d) @ db;
—d| ® d, is “bad”: Is], 55 € {0, 1}" such that G(s}) ® G(s5) = d| ® d>.

Suppose for the sake of contradiction that there exists d, satisfying the conditions
above. Then

8(s1) @ g(s2) ® g(s7) B g(sy) =d} ® d, (6)

There are only 2% choices of the four seeds, and 2" choices for d =gt d; ® d, so
with overwhelming probability over choice of d there do not exist seeds sy, 52, 57, §5
satisfying Eq. (6).

Let S be a sender and R a receiver. R will use V* to break the commitment
scheme. First, R runs V* and obtains its Step (1) message r. R sends r to S. §
chooses one of the two messages and commits to it. Without loss of generality, we
will call the one committed to d, and the other one d.

R will now interact with V*, simulating P and running the simulation through
Step (9). The presumed ability of V* to cheat on opening its commitments is
something that the simulator can test for (opening something differently during
extraction than during the main branch of the simulation). Thus, V* can be used
as a distinguisher: its ability to equivocate when given d; in Step (4) will differ
from its ability to equivocate when given d| in Step (4). This violates the semantic
security of the commitment scheme.

Thus, using standard techniques the simulator can indeed extract r; from V*
in expected polynomial time, assuming that V* replies with its Step (7) message
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with polynomial probability. As usual, if V* does not send the Step (7) in the main
branch of the simulation, then the simulation halts.

The only difference between the simulated conversations and the actual conversa-
tions with the honest prover P is that r| @r; is truly random in the real conversations
while it is pseudorandom in the simulation.

Soundness is straightforward if the prover cannot equivocate in Step (10). This is
immediate if 7| @ r; is truly random. The problem here is analogous to the problem
solved in proving zero knowledge: we must show that a cheating P* cannot choose
1y so that r; @ r, permits equivocation.

Suppose for the sake of contradiction that P* can indeed prove false theorems
with non-negligible probability; colloquially, P* can cheat. The intuition for our
proof strategy is to interact with P*, including rewinding, to extract d; and e;, and
then to choose d; and e; so that d; @ d, and e; @ e, permit V to equivocate in
Steps (7) and (9). Once V can equivocate, it can force r; to be independent of r,
by opening p3_; (and hence ry) at random in Step (9). P* cannot equivocate in this
case and so it will “get stuck” when trying to prove a false theorem (or a theorem
to which it has no witness). (It is because we wish to be able to equivocate, so as to
trap P* as just described, that each bit of p; and p; is committed to independently,
since otherwise the equivocation could be detected.) We will show that if P* can
cheat in real executions then it can be used to distinguish random pads d; & d, and
e1 @ e from pseudorandom pads.

We use the following well-known property (see, e.g., Goldreich et al. [1986]), of
pseudorandom sequences. The ability to efficiently distinguish a polynomial-sized
collection of pseudorandom strings from a polynomial-sized collection of truly
random strings can be used to construct an efficient distinguisher for single pseu-
dorandom strings from single truly random strings. Note that in normal executions,
assuming V does not cheat, d; @ d, and e; @ e; are both sequences of 5n-bit long
truly random strings.

Consider three scenarios.

(A) Real (P*, V) Executions. The pads d| & d, and e; @ e; are truly random; V

opens p; and p; to the values chosen in Step (5).

(B) Executions Arranged by Rewinding P*, so that the pads d, @ d»> and e; @ e;

are pseudorandom, with d,, e; chosen to permit arbitrary equivocating, but the

values p; and p, that are revealed are the ones chosen in Step (5).

(C) The “Trapping” Executions, arranged by rewinding P* so that the pads

d; ® d, and e; @ e, are pseudorandom, the value opened in Step (7) is the one

chosen in Step (5), but the value opened in Step (9) is chosen at random on the
fly.

The only difference between Scenarios (A) and (B) is that the pads are truly
random in the former and pseudorandom in the latter. Thus, any difference in
ability of P* to cheat in these two scenarios can be used to distinguish sequences
of truly random strings from sequences of pseudorandom strings.

The only difference between Scenarios (B) and (C) is that in the former the “real”
value chosen in Step (5), before P* chose ry, is the one revealed in Step (9), while
in the latter the value revealed is randomly chosen after r, is fixed. Note that the
two scenarios are identical before r; is chosen, so r; is chosen in exactly the same
way in both scenarios (however, P* wants to choose it). Thus, r| @ r; is distributed
identically in these two scenarios. Since in Scenario (C) it is uniform, P* cannot
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cheat in Scenario (C) because, with overwhelming probability, r; @ r, does not
permit equivocation; thus, equivocation by P* is impossible in Scenario (B) and
P* cannot cheat in this scenario. By the indistinguishability of truly random and
pseudorandom pads, P* must not be able to cheat in Scenario (A) either. []

4. Protocols for Concurrent Deniable Authentication

The problem of achieving concurrent deniable authentication is solved by the gen-
eral techniques of the Section 3. These techniques can be adapted to give deniable
authentication protocols. However, a further exploration of the problem yields sev-
eral “special purpose” solutions that can be implemented at a low computational
cost. We describe two such protocols in this Section. The timing constraints in one
of them is different than in previous protocols, since both parties are involved in
the enforcement.

4.1. TIMED DENIABLE AUTHENTICATION. In Protocol 9 below, we modify Pro-
tocol 4 by adding timing constraints. These are essentially the same constraints that
were used for the generic protocol (Protocol 5), the goal being to ensure that in all
executions the total time exceeds the maximum time of the first three steps in any
concurrent execution.

The prover P has a public key E, chosen from a nonmalleable cryptosystem
secure against chosen ciphertext attacks in the post-processing mode. P wishes to
authenticate a message m to the Verifier V.

ProTtOCOL 9. Concurrent Deniable Authentication

(1) V— P :Chooser € {0, 1}" and send E(m o r)

2) P— V:Er

(3) V.— P :s,r, where s is the string of random bits used for the encryption in
Step (1)

4) P —> V :open E(r)

Timing Constraints:

(1) P requires the Step (3) message be received within « local time from receipt
of the Step (1) message;

(2) P delays Step (4) until the entire interaction, from the receipt of the Step (1)
message to the sending of the Step (4) message, takes at least 8 local time.

This is as in Figure 1. We assume that the adversary is constrained by the (¢, 8)
constraint.

THEOREM 4.1. Protocol 9 is sound and is concurrent e-knowledge.

PROOF. The proof of soundness follows from the security of the encryption
scheme E, thatitis nonmalleable against a chosen ciphertext post-processing attack,
as was shown in Lemma 3.6 of Dolev et al. [2000].

The proof of concurrent e-knowledge is essentially identical to the proof of
Theorem 3.1. [

Given the elegant and efficient nonmalleable encryption scheme of Cramer and
Shoup [1998], based on the Decisional Diffie-Hellman assumption, Protocol 9 is
also efficient.
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4.2. ON-LINE DENIABLE AUTHENTICATION. The next protocol does not achieve
zero-knowledge; indeed, there will be digitally signed evidence that a conversation
has taken place. However, the protocol ensures that the signature is only on random
noise and a commitment to (different) random noise. Other than the signatures
on random noise, the protocol achieves deniability by having the prover eventually
release what is essentially a “session key” a short while after the end of the “session.”
Therefore, the weakened form of deniability obtained is as follows: suppose that the
prover is willing to authenticate some sequence of messages m, mo, ..., my. Then,
for any verifier V', there is a simulator that communicates with the above prover
and produces a transcript that is indistinguishable from the transcript obtained by
V'’ communicating with an authenticator willing to authenticate this sequence. The
above notion is satisfactory in that, apart from the fact that the prover authenticated
some messages, no other information is leaked and no receipt is left with the verifier.
This relaxation allows us to obtain an efficient protocol for the task.

In Protocol 10, the function auth; can be any keyed authentication function or
MAC, such as DES. The important property is that for a random k the adversary
cannot guess with nonnegligible probability authy(m) given auth;(m’) even if m #
m’ are chosen by the adversary, provided k is chosen at random and not known to
the adversary. The signature function sign must be existentially unforgeable (see
Goldwasser et al. [1989] for definitions and Cramer and Damgérd [1996] and Dwork
and Naor [1998] for efficient constructions). The protocol ensures that (eventually)
the session key used will be shared by P and V. Note that V cannot check the
Step (3) authentication until it receives ry in Step (4).

The prover P has a public key E, chosen from an existentially unforgeable
signature scheme. P wishes to authenticate a message m to the Verifier V.

ProTOCOL 10. On-Line Deniable Authentication Using Signatures

(1) P —> V : Choose r; € {0, 1} and send C(ry)
(2) V. — P : Choose ry €g {0, 1}" and send r,
(3) P — V : auth, gy, (m)

4) P —> V :sign(C(ry) or),

Timing Constraints:

(1) P delays Step (4) until more than 8 time has elapsed on P’s local clock since
r, is received in Step (2).

(2) V accepts the authentication received in Step (3) only if it is received within
time o on V’s local clock from when r; is sent in Step (2).

See Figure 2. The adversary is constrained by the («, 8) constraint. Here, the con-
straint is needed for the security of both parties.

THEOREM 4.2. Protocol 10 is sound.

PROOF. Let P* try to impersonate P. Suppose P* sends C(r;) at time s in an
interaction with a particular V. Either C(ry) appeared as a message sent in some
previous execution by the real P or not. If not, then P* will with all but negligible
probability never get a signature from P on a string with prefix C(r). So assume
such a message was sent by the real prover P, necessarily at some time before s.
(This allows us to concentrate on one particular execution and ignore all the rest.)
Let V respond with r, at time s° > s. The only signature that V will accept at
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FIG. 2. Timing requirements for the On-Line Deniable Authentication ZK protocol.

Step (4) is on C(ry) o rp, so P* must get from P a signature on C(ry) o r,. This
forces P* to send r, to P at some time s” > s’. But then P will not release rq
before s”+ the time for B to elapse on P’s local clock. Without knowing ry, P*
cannot guess auth, g,,(m’) for any message m’ other than the message m that P
authenticates with r; @ r,. Thus, the only message that P* can authenticate to V
with 7| @ r; in a timely fashion (by time s'+, the time for « to elapse on V’s local
clock) is the message m authenticated by P. []

Protocol 10 cannot be zero-knowledge because of the signature on C(r;) o r».
However, we prove the weakened form of deniability defined above:

THEOREM 4.3. For any polynomial time adversary controlling verifiers

Vi, Va, ..., Vi there exists a polynomial time simulator S such that if S is com-
municating with a prover willing to authenticate some sequence of messages
mi, my, ..., my, then S can produce a transcript indistinguishable from an ac-

tual transcript.

PROOF. & will play a person-in-the-middle between the verifiers and the true
prover. Following each Step (2) of a verifier V; the simulator S freezes .4 until it
receives ri in Step (4) as well as the signature from the real prover. Once it has this
information, S can compute auth,i-@ré'(-) for any message and and V; will accept
the proof. [

Remark 4.4. The use of timing can be partially replaced by employing mod-
erately hard functions. In the case of Protocol 10 we could use moderately hard
functions for commitment in Step (1) or for signing in Step (4). For the latter, we
should use the shortcut in the terminology of Dwork and Naor [1993] and, in this
case, we can actually make the protocol zero-knowledge. For soundness, the ver-
ifier would require the Step (4) message to be received within a reasonably short
time after the Step (2) message was sent: the delay should be considerably less than
7, the time to generate a “signature” without the short-cut information. Thus, the
real time required for « to elapse on V’s clock in any concurrent execution must be
less than the real time required for 8 to elapse on P’s clock in any execution; and the
time for B to elapse in any concurrent execution on P’s clock must be less than 7.
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