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Abstract-Best-effort traffic has been the dominant traffic type in the In-
ternet, and TCP has been playing the major role for carrying such traf-
fic. Today, Internet is again moving toward more reliable and robust net-
work services including QoS. Provisioning multiple paths as backup routes
is one of the feasible solutions to designing fault-tolerant network. When
multiple paths are selected, traffic transmission can be either flow-based
or packet-based allocation to the multiple paths. The packet-based con-
nection allocation usually shows a better load balancing effect and ease of
flow management in the presence of network failures. However, it causes
TCP segments to be distributed over delay-different multiple paths and to
be delivered out-of-sequence. These out-of-sequence packet deliveries make
TCP receiver generate many duplicate acknowledgments (ACKs), and TCP
sender, in turn, misinterprets network congestion from the duplicate ACKs.
In this paper, we expose the side effects of the multiple path deployment on
TCP Reno and SACK performance. Also, based on simulation experiments,
we shows that TCP Westwood effectively handles the multiple path situa-
tion and outperforms the other TCP flavors.

I. INTRODUCTION

�
CP has been the key transport layer protocol for best-effort
traffic in the Internet. It has been repeatedly revised and

enhanced over the past 3 decades. Mostly, the enhanced results
were directed to the congestion control mechanisms. The essen-
tial TCP congestion control approach implicitly estimates net-
work congestion from packet loss (i.e., from timeouts or dupli-
cate ACKs). It adjusts the slow start threshold and the conges-
tion window accordingly. [1], [2].

Recently, a new approach to TCP congestion control has been
proposed in TCP Westwood [3]. TCP Westwood estimates
available bandwidth by monitoring the returning ACKs. It uses
the bandwidth estimates to set the slow start threshold and the
congestion window. The benefits of this approach have been
demonstrated via analysis, simulation, and actual Internet ex-
periments [3], [4].

In this paper, we investigate the performance of TCP West-
wood in a different scenario from those addressed in [3], [4].
The context is QoS provisioning and fault tolerant QoS sup-
port in the Internet. Specifically, in order to provide fault tol-
erant QoS, multiple paths can be provisioned and used in paral-
lel [5]. When multiple paths are provisioned, application traf-
fic can be distributed over the multiple paths either flow-based
or packet-based according to different performance demands.
When packets are distributed (scattered) over multiple paths and
reordered at destinations, usually a better load balancing effect
is shown due to the finer load granularity (i.e., packet level) [5],
and also ease of flow management in the network layer can be
achieved without need to remember path allocation of each flow.
In conjunction with the multiple QoS path approach for reliable
QoS provisioning, we must also assure that the data transmis-

sion protocols survive the multiple path environment. Mostly
QoS-sensitive traffic is transmitted by UDP and is thus insensi-
tive to out-of-sequence delivery over multiple paths unless the
re-sequencing process introduces severe reconstruction delay.
Conventional TCP, on the other hand, is much more sensitive
to the out-of-sequence packet delivery because of the associ-
ated duplicate ACKs. These duplicate ACKs are interpreted as
packet loss (although the packets have already been delivered
to their destination). This continuous generation of duplicate
ACKs not only forces the slow start threshold to a very small
value but also forces the congestion window to fluctuate around
the small slow start threshold. It prevents the slow start threshold
and the window from growing again. Therefore, the end-to-end
throughput becomes very low although no link congestion ever
takes place. In contrast, TCP Westwood is able to maintain high
link utilization and throughput since it samples incoming ACKs
to not only detect packet loss but also estimate bandwidth. This
explicit bandwidth estimation of TCP Westwood is not affected
by repeated duplicate ACKs.

We show simulation-based experiments in which TCP Reno,
SACK, and Westwood show different performance results. This
paper is organized as follows. Section II presents an overview of
conventional TCP congestion control mechanisms and their lim-
itations in the multiple path environment. Section III explains
the fundamental concepts of the TCP Westwood approach and
its innovative features: bandwidth estimation and adaptation to
the multiple path environment. Section IV shows various sim-
ulation experiments to prove the efficacy of TCP Westwood in
producing high end-to-end throughput in multiple path environ-
ments.

II. THE CONVENTIONAL TCP CONGESTION CONTROL

MECHANISMS AND LIMITATIONS

In this section, we review the well-known TCP congestion
control mechanisms briefly and discuss their limitations when
applied to multiple path environment. There have been many
different variants of TCP congestion controls developed and en-
hanced so far. In this paper, we mainly focus on Reno and Se-
lective Acknowledgment (SACK) [6], [7], [8], [9].

A. Mechanism Overview

In principle, the idea of TCP congestion control is to make
each TCP traffic source determine how much capacity is avail-
able in the network so that it knows how many packets it
can safely have in transit. For this purpose, TCP maintains
two important variables called congestion window (cwnd) and
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slow start threshold (ssthresh) to probe the underlying network
with the mechanism called additive increase / multiplicative de-
crease [2]. More specifically, TCP performs four different ac-
tions based on the current network information probed by packet
losses or consecutive duplicate ACKs, which are slow start, con-
gestion avoidance, fast retransmit, and fast recovery. These
congestion control phases are controlled by adjusting cwnd and
ssthresh accordingly. Also, these congestion control phases are
essential to all the TCP variants regardless of their specifica-
tions [6]. These essential control mechanisms are compactly
summarized as in Fig. 1 and 2 [2].

1. cwnd � one segment and ssthresh � 65535 bytes.
2. Send segments of the minimum of cwnd and the receiver’s
advertised window.
3. When congestion occurs, ssthresh � cwnd / 2, and if the
congestion is indicated by a timeout, cwnd � one segment (i.e.,
slow start).
4. When new data is acknowledged, cwnd � cwnd + 1 segment
size if cwnd � ssthresh, or cwnd � cwnd + (1 / cwnd) if cwnd� ssthresh.

Fig. 1. The combined algorithm of slow start and congestion avoidance.

1. When the third duplicate ACK is received, ssthresh � cwnd
/ 2, retransmit the missing segment, and cwnd � ssthresh + 3
times the segment size.
2. Each time another duplicate ACK arrives, cwnd � cwnd + 1
segment size.
3. When a new ACK arrives, cwnd � ssthresh.

Fig. 2. The combined algorithm of fast retransmit and fast recovery.

These control phases have been proved via enormous research
works over decades, and TCPs equipped with these mechanisms
have been practically deployed in systems and showing expected
performance. This is mainly because the underlying network
topology is rather static than it was originally expected, and
mostly packets are forwarded over single route without any se-
vere out-of-sequence deliveries. Thus, both timeouts and dupli-
cate acknowledgments are proper indications about congestion
and packet losses. However, if packets are spread over multi-
ple paths between source and destination, the packets are highly
likely to arrive not in the order they were initially sent. Due to
the nature of TCP (i.e., the ACK handling mechanism in Fig. 2,
these out-of-sequence deliveries trigger acknowledgments to in-
form the source as if some packets were lost although the pack-
ets are not dropped in the network. This misleading information
may cause drastic results in terms of link utilization and end-to-
end throughput. More detailed case studies are presented in the
next section.

B. Incorrect Interpretation of Duplicate Acknowledgments

In the multiple path environment, TCP has to deal with out-
of-sequence packet deliveries in both data packet and acknowl-
edgment processes. This phenomenon is a side effect of the
delay asymmetry between the multiple paths. In this section, we
will show the limitations of the TCP Reno and TCP SACK con-
gestion avoidance mechanisms when a multiple path network is

considered. We studied two different categories of multiple path
scenarios:
1. Full multiple path scenario : both data packets and ACKs of
the same TCP connection are scattered over multiple paths with
different path characteristics shown in Fig. 3.
2. Simple multiple path scenario : data packets are scattered
across multiple paths, and ACKs instead use the single shortest
path as in Fig. 4.

First, we consider the the topology shown in Fig. 3, in which
both paths from the source (node 0) to the destination (node 5)
are used at the same time. When multiple paths are deployed,
packets are expected to be spread over the multiple paths in a
round-robin fashion. This premise applies to all simulation ex-
periments in this paper. The round-trip time (RTT) of path ���
(i.e., path along the nodes 0, 1, 2, 3, and 5) is 244 ms and the
RTT of path ��� (i.e., path along the nodes 0, 1, 4, 3, and 5) is 64
ms. Both considered paths have the same capacity of 10 Mbps
and the total bottleneck bandwidth between the source and the
destination is the sum of the two paths’ capacities: 20 Mbps.
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Fig. 3. Multiple path topology.

We now focus on the TCP generic behaviors in the consid-
ered topology and the configuration settings. In particular, we
focus on the slow start phase studying how it behaves when mul-
tiple paths are enabled in the network. Note the fragment of the
packet trace shown in Table I for a single TCP connection from
the source node 0 to the destination node 5 in Fig. 3.

The table shows analytically how the ACK management pro-
cess at the sender is affected by the delay asymmetry between
the different paths. This triggers an enormous number of du-
plicate ACKs resulting that the congestion avoidance phase is
started too early and the congestion windows never reaches the
optimal size.

Now we move on to a simpler scenario considering multiple
paths only for data packets and assuming the shortest single path
for returning ACKs (Fig. 4). This produces a “serialization” of
ACKs so that the connection suffers from the path delay asym-
metry just for data packets.
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Fig. 4. Simple topology with two paths between the source and the destination.
Links are all 1.5 Mbps and have 30-ms propagation delays.

In order to show the behavior of both TCP Reno and SACK
congestion avoidance mechanisms in presence of multiple paths,
we carried out a simulation using the scenario depicted in Fig. 4.



TABLE I

PACKET SEQUENCE FOR A SINGLE TCP CONNECTION IN THE SCENARIO

DEPICTED IN FIG. 3

Event � Source Destination Comments
1 send pktid(0) cwnd = 1, ssthresh = 200
2 recv pktid(0)
3 send ackid(0)
4 recv ackid(0) cwnd = 2
5 send pktid(1)
6 send pktid(2)
7 recv pktid(2) pktid(2) has followed the shortest

path P(1).
8 send ackid(0) DUPACK � 1 for pktid(0) � pk-

tid(1) still in the network.
9 recv pktid(1) pktid(1) finally arrived from P(0)
.. .. ..
.. .. ..
46 recv ackid(10) cwnd = 6
47 send pktid(12)
48 send pktid(13)
49 send pktid(14)
50 send pktid(15)
51 send pktid(16)
52 recv pktid(12)
53 send ackid(12)
54 recv pktid(14)
55 send ackid(12) DUPACK � 1 pktid(12) � pktid(13)

still in the network.
56 recv pktid(16)
57 send ackid(12) DUPACK � 2 pktid(12) � pktid(13)

still in the network.
58 recv ackid(12) cwnd = 7
59 send pktid(17)
60 send pktid(18)
61 send pktid(19)
62 recv ackid(12) DUPACK � 1
63 recv pktid(18)
64 send ackid(12) NOTE: DUPACK � 3 pktid(12) �

pktid(13) still in the network.
NOTE: This is the third DUPACK
for pktid(12) when it is received,
TCP will trigger fast recovery.

65 recv ackid(8)
66 recv ackid(11)
67 recv pktid(13) pktid(13) has followed the longer

path ������� 3 DUPACK for pk-
tid(12) has been sent.

68 send ackid(14)
69 recv pktid(15)
70 send ackid(16)
71 recv ackid(14) cwnd = 8
72 send pktid(20)
73 send pktid(21)
74 send pktid(22)
75 recv ackid(12) DUPACK � 2
.. .. ..
.. .. ..

In Fig. 7 and 8, we show the general behaviors of TCP Reno
in the first few seconds of the connection life. As expected from
the previous analysis (Table I), the congestion window does not
grow since the congestion avoidance phase is invoked too early.
Moreover, whenever three duplicate ACKs are detected, the fast
retransmit and fast recovery algorithms are triggered, and this
keeps cwnd and ssthresh with unnecessarily low values.

III. TCP WESTWOOD CONGESTION CONTROL

MECHANISMS

Since TCP Westwood was first introduced [3], it has brought
many significant improvements and research aspects into the
world. Its renowned performance has been proved via simu-
lation and real testbed results for both wired and wireless net-
works [4]. Along with this strong background, we now investi-
gate its performance over multiple paths.
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Fig. 5. The impact of continuous duplicate ACKs upon the slow start threshold
and the congestion window in TCP Reno. The FTP connection starts at 1 sec
and the initial slow start threshold is set to 64 packets.
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Fig. 6. Another example of the impact of continuous duplicate ACKs in TCP
Reno. The slow start threshold and the congestion window do not have chances
to increase.

A. Mechanism Overview

TCP Westwood considers the network as a “black box,” with-
out requiring from the network any support to the TCP conges-
tion control scheme. The key innovative idea in TCP Westwood
is that the TCP sender continuously computes the connection
bandwidth estimate (BWE) which is defined as the share of bot-
tleneck bandwidth available to the connection. BWE is equal to
the rate at which data is delivered to the connection destination.
The delivery rate estimate is based on information in the ACKs,
and the rate at which the ACKs are received. After detecting
a packet loss indication, which is mostly due to congestion but
could also be due to link errors, the sender uses the estimated
bandwidth information to properly set the congestion window
and the slow start threshold. Packet loss symptoms used by a
sender are the reception of 3 duplicate ACKs or a coarse time-
out expiration [4]. The BWE as defined above is the rate actually
achieved by the individual flow. When the bottleneck becomes
saturated and packets are dropped, TCP Westwood selects con-
gestion windows which enforce the current measured rates. In
particular, assuming that a sender has determined the connection
bandwidth estimate, it is used to properly set cwnd and ssthresh
after a packet loss indication. In TCP Westwood, the congestion
window dynamics during slow start and congestion avoidance
are unchanged, which means that they increase exponentially
and linearly, respectively, as in current TCP Reno [3].

A packet loss is indicated by the reception of 3 duplicate ac-
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Fig. 7. The end-to-end throughput of the FTP connection using TCP Reno.
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Fig. 8. The end-to-end throughput of the FTP connection using TCP SACK.

knowledgments (DUPACKs) or a coarse timeout expiration. In
case the loss indication is 3 DUPACKs, TCP Westwood sets
cwnd and ssthresh as follows:
if (3 DUPACKs are received)

ssthresh = (BWE * RTTmin) / seg_size;
if (cwnd > ssthresh) /* congestion avoid. */

cwnd = ssthresh;
endif

endif

In the pseudo-code, seg size identifies the length of a TCP
segment in bits. The reception of � DUPACKs is followed
by the retransmission of the missing segment, as in the stan-
dard fast retransmit algorithm implemented in TCP Reno. Also,
the window growth after the cwnd is reset to ssthresh follows
the rules established in the fast retransmit algorithm (i.e., cwnd
grows by one for each further ACK, and is reset to ssthresh after
the first ACK acknowledging new data). During the conges-
tion avoidance phase, we are probing for extra available band-
width. Therefore, when � DUPACKs are received, it means that
we have hit the network capacity (or that, in the case of wire-
less links, one or more segments were dropped due to sporadic
losses). Thus, the slow start threshold is set equal to the win-
dow capable of producing the measured rate BWE when the
bottleneck buffer is empty (namely, BWE � RTTmin). The
congestion window is set equal to the ssthresh and the conges-
tion avoidance phase is entered again to gently probe for new
available bandwidth. The value RTTmin is set as the smallest
round-trip time (RTT) estimated by TCP, using its own RTT es-
timation algorithm. Note that after ssthresh has been set, the
congestion window is set equal to the slow start threshold only
if cwnd � ssthresh. It is possible that the current cwnd may be

below threshold. This occurs after a timeout for example, when
the window is dropped to 1 as discussed in the following section.
During slow start, cwnd still features an exponential increase as
in the current implementation of TCP Reno [4].

In case a packet loss is indicated by a timeout expiration,
cwnd and ssthresh are set as follows:

if (coarse timeout expires)
cwnd = 1;
ssthresh = (BWE * RTTmin) / seg_size;
if (ssthresh < 2)

ssthresh = 2;
endif;

endif

The rationale of the algorithm above is that after a timeout,
cwnd and ssthresh are set equal to 1 and estimated bandwidth,
respectively. Thus, the basic Reno behavior is still captured,
while a speedy recovery is ensured by setting ssthresh to the
value of the estimated bandwidth.

The bandwidth estimation which is the core of this innova-
tive approach is computed using the information available in
the ACKs. More precisely, the sender uses the following in-
formation: the ACK reception rate and the information ACKs
which convey regarding the amount of data recently delivered
to the destination. The detailed description of the TCP West-
wood Bandwidth Estimation is thoroughly addressed in [3], [4].

B. Adaptation to Multiple Path Environment

As previously discussed, the main reason that the TCP vari-
ants stemming from the conventional approach (e.g., Reno or
SACK) are not appropriate for multiple path environment is that
they blindly treat duplicate ACKs as indications of packet losses
and they keep pulling slow start threshold and congestion win-
dow down to unnecessarily small values. However, this is a
quite inevitable circumstance since there is no explicit notifi-
cation telling if duplicate ACKs are caused by packet losses or
by out of sequence induced by multiple paths.

The multiple path issue can be resolved by TCP Westwood
in a dexterous manner. We recall that with TCP Westwood,
the traffic source keeps computing bandwidth estimate and sets
the threshold and the window accordingly. Thus, TCP West-
wood maintains ssthresh sufficiently high to represent the cur-
rent bandwidth it measures as long as it receives ACKs and cor-
rectly derives bandwidth estimate. This relaxes the need to know
the cause of duplicate ACKs.

In order to investigate how suitable for multiple path environ-
ment TCP Westwood is, we use the previous simple topology
in Fig. 4 and demonstrate its capability. The simulation topol-
ogy consists of two paths and we designed the source node 0 to
distribute outgoing packets in a round-robin fashion as in Sec-
tion II. Since the link capacities are the same, there must not
any congested links at all. Thus, what we expect to see is that
the end-to-end throughput becomes 3 Mbps (i.e., two 1.5 Mbps
paths). Under the exactly same simulation conditions shown in
Section II, we collected the end-to-end throughput of FTP traf-
fic at the transport layer level with TCP Westwood and Fig. 9
shows the statistics.

As illustrated in the figure, TCP Westwood achieves the max-
imum possible end-to-end throughput. As Reno and SACK ex-
perience continuous generation of duplicate ACKs, as does TCP
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Fig. 9. End-to-end throughput achieved by TCP Westwood over the two paths.

Westwood. But the duplicate ACKs do not harm the TCP perfor-
mance although they trigger TCP Westwood to adjust ssthresh
and cwnd. They are instead adjusted to the currently measured
bandwidth estimate (which is unaffected by duplicate ACKs).
Thus, high end-to-end throughput is insured by the bandwidth
estimating feature. Fig. 10 shows the bandwidth estimate mea-
sured by the traffic source with TCP Westwood.
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Fig. 10. End-to-end bandwidth estimation of TCP Westwood over the two paths.

IV. SIMULATION EXPERIMENTS

Based on the previous assessment of TCP Westwood suitabil-
ity to multiple path environment, we present more comprehen-
sive simulation studies in this section.

In order to make the simulation experiments practically more
meaningful, we designed all the simulation scenarios with mul-
tiple paths for both data packets and returning ACKs. When
multiple paths are deployed from a source to a destination, it is
likely to have multiple paths deployed for the opposite direction
as well.

All the simulation experiments are executed with a network
simulator named SENSE [10] which is a discrete-time event-
driven network simulation platform and much specialized for
the fault tolerant QoS provisioning simulation experiments as
introduced in [11], [5].

A. Performance Verification with a Small Topology

The first set of simulation experiments described in this sec-
tion investigates the influence of different number of multiple
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Fig. 11. Simulation topology used to provide multiple paths between the source
and the destination. Link bandwidth is 1.5 Mbps for all the links. The physical
propagation delay of each link is parameterized with a variable, and different
values for the variable are used.

paths and their physical link delay differences. For this purpose,
a relatively simple network topology is used and Fig. 11 presents
the topology. The traffic model is FTP which has infinite back-
log of data packets. The traffic source and the destination are
node 0 and 1 respectively. As depicted in the figure, there are
four different possible paths between the source and the destina-
tion. Each link in the network is a T1 line (i.e., 1.5 Mbps), and
physical link propagation delay is parameterized with a variable.
The variable holds a link delay from 10 ms to 60 ms. Thus, we
generated totally 18 different simulation scenarios with differ-
ent number of multiple paths (i.e., from 2 to 4) and with six
different link delay choices. With these settings, we scheduled
a single FTP connection between the source and the destination
with different TCP flavors: Reno, SACK, and Westwood.

As in the simulation cases of the previous sections, the topol-
ogy and traffic pattern do not produce any network congestion.
If TCP fully utilizes the given number of multiple paths, the end-
to-end throughput can be approximated by the sum of the capac-
ities of the multiple paths. However, conventional TCP versions
suffer from the multiple paths and large delay differences. As
the number of multiple paths and their delay differences become
larger, more out-of-sequence packet deliveries take place caus-
ing many duplicate ACKs. TCP Westwood is expected not to
suffer from this phenomenon for the previously mentioned rea-
son.

Fig. 12, 13, and 14 present the throughput results. The num-
ber of multiple paths varies from 2 to 4 as discussed (i.e., � mul-
tiple paths mean the first � shortest paths between the source and
the destination), and clearly this affects negatively the Reno and
SACK performance, while it does not harm Westwood perfor-
mance. Note that the link delay values in the graphs apply to
each single link (i.e., 10 ms with 2 paths in the topology mean
that the first two shortest paths are used with each link being
10-ms long).

The superior performance of TCP Westwood stems from the
capability of estimating bandwidth as previously described. The
bandwidth estimates are depicted in Fig. 15. As shown in the
figure, when the number of multiple paths increases, the TCP
Westwood sender correctly captures the bandwidth regardless
of the increases of the link delays.
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four paths are used.

B. More Generic Simulations with Random Connection Distri-
bution

As shown previously, TCP Westwood outperforms other
TCPs with respect to achieving higher throughput in a multiple
path environment. Next, we randomly distribute TCP connec-
tions to multiple paths. For this purpose, we built an 8 � 8 grid
topology and designated the inside 36 (6 � 6) nodes to be traffic
source and destination as in Fig. 16. The reason for excluding
the nodes on the edges and the corners in the topology is to let
all the nodes have four possible alternate paths since the nodes
at the corners can have only two possible disjoint paths and the
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Fig. 15. Bandwidth estimation monitored by TCP Westwood over the different
number of multiple paths.

edge nodes have three. Thus, excluding the edge and the corner
nodes, we expect that all the nodes in the topology can have fair
conditions in terms of the number of multiple paths.
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Fig. 16. 8 � 8 grid topology. The links are 1.5 Mbps, and the physical prop-
agation delays of the links are parameterized with values from 10 ms to 60 ms.
Only the inside nodes (6 � 6) are picked to be sources and destinations.

Over the 8 � 8 grid topology (i.e., 6 � 6 sources and destina-
tions), FTP connections are generated by selecting their sources
and destinations randomly. Connections arrive with an interval
of 2 seconds and last for 180 seconds. The interval and dura-
tion of the connections are exponentially distributed. With these
settings, approximately 300 connections are generated over the
simulation time (i.e., 600 seconds). Each source destination pair
has 4 multiple paths.

We measure average throughput of the connections over the
simulation time. As in the previous set of experiments, the link
delays are variable from 10 ms to 60 ms. However, the experi-
ment scenarios are likely to have longer paths due to the topol-
ogy properties than the previous set of experiments which had at
most 4 links per path. Reno, SACK, and Westwood throughput
results are depicted in Fig. 17.

As shown in the figure, Reno and SACK suffer from mul-
tiple path syndrome and get worse as the link delays increase
with SACK minimally producing a little better performance over
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Fig. 17. Average throughput comparison of Reno, SACK, and Westwood.

Reno. Westwood remains quite stable and insensitive to the de-
lay changes.

V. CONCLUSION

When multiple paths are deployed for fault tolerance, load
balancing, security, etc., generic TCP variants do not survive
the multiple path environment. This is primarily because TCP
blindly treats duplicate ACKs as indications of packet losses
and incipient network congestion even though their correspond-
ing data packets have been correctly (but out-of-sequence) de-
livered to their destination. This limitation is avoided by the
bandwidth estimating feature of TCP Westwood with which the
traffic source can estimate bandwidth by intelligently monitor-
ing ACKs and adjusting ssthresh and cwnd more adequately to
represent the current network condition. This new congestion
control mechanism outperforms the “blind” approach of con-
ventional TCPs to handle threshold and window. Consequently,
TCP Westwood is deemed to be the preferred approach for an In-
ternet featuring multiple paths for load balancing and for fast re-
sponse fault tolerant QoS provisioning. For a similar context, re-
cently another TCP variant has been introduced (TCP DSACK).
As one of the future works, we will investigate the performance
comparison and possible conjunction with DSACK and West-
wood.
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