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Abstract— among all peer nodes and load balancing becomes a key issue
~P2P networks have emerged as a powerful multimedia content in increasing scalability and availability of services &éason
distribution mechanism. However, the widespread deploym®  pop grchitectures. Many solutions have been proposed to dea

of P2P networks are hindered by several issues, especiallyes . L
that influence end-user satisfaction, including privacy potection. with load balancing in P2P systems [3], [6], [7] that freqthen

In this paper, we propose GhostShare a P2P network built on  ignore the heterogeneity of such networks and reassigrsload

the Pastry substrate, to distribute video content. The prinary among nodes without considering the underlying P2P topol-

design _g_oals_, of GhostShare are an_onymi_ty and load balancing ogy.

for participating peers. We present simulation results tha prove One of the primary design goals of GhostShare is providing

the effectiveness of GhostShare’s load balancing mechamisand . tecti N Int t . id |

provide an analysis of the anonymity scheme. privacy protection. ew nterne serV|_CeS prOVI_ e pres _Vu
unforeseen opportunities for personalized multimediaeexp
ences. However, a new issue is emerging, related to thegprote

I. INTRODUCTION tion of personal information that may be collected onlin2PP

File-Sharing applications such as Napster [1], KazaA [2]etworks pose this privacy threat as well. In particula tw
and BitTorrent [3] have pushed peer-to-peer (P2P) teclyyolomain aspects concerning user privacy have to be considered
to the forefront of public attention. These programs alloW P2P distribution services.
users to share files with one another in a direct fashion, cfttonymity The user who downloads a file is revealing her
cumventing the centralized distribution model that dorteea Preferences to a network node that offers the resourcedeovi
the Internet. On a different front, the on-line market siles distribution services a lot information about user prefiees
centralized app“cations to provide costumers with musitilia could be collected by tracking the costumer activities at th
content, as it provides control during download and stregmipProvider side. To prevent this loss of privacy, the user ligea
procedures. We believe P2P networks can emerge as a scalé§tgld like to operate in anonymous mode, asking for the
platform supporting not just file sharing, but a wide markdgesource without declaring her identity.
of decentralized multimedia entertainment and infotainteSecrecy In P2P networks, the discovery request and the
services. Several aspects of centralized multimedia codte  resources themselves move from the origin to the desti-
livery, including scalablility of service and privacy peation, Nhation node by passing through several participants of the
can be addressed using the P2P paradigm. P2P network. To prevent the loss of privacy deriving from

In this paper we preserBhostSharea P2P platform to this distribution of personal information, the user has to
support video distribution services. GhostShare is based ®aintain anonymity by the use of cryptography. GhostShare
Pastry [4] substrate. Several mechanisms have been icdduachieves anonymity using a probabilistic publish mechanis
to improve performance by using a load balancing algorithMye present a probabilistic analysis of GhostShare’s andgym
during content search and multipath content delivery. Redu@Pproach. We provide simulation results to show the effeeti
dancy is achieved by two strategies: (i) a novel keywor@ess of our load-balancing algorithm. The remainder of the
searching on a Pastry network that has the benefits of red@aper is organized as follows: we first provide an overview
dant keyword mappings and (||) an a|gorithm for estabhgh”’pf GhostShare in Section II; we describe the keyword search
multiple disjoint paths between source and destinatioresodachieving with redundancy and load balancing in section II-
Load balancing is indeed relevant in distributing largesfileA; next, in section II-C we introduce the algorithm for
such as movies. Distribution of items is a core problem in agtablishing multiple disjoint paths; a general discussd
P2P platform, both in terms of items to be stored and corte routing performance over multiple paths and simulation
putations to be carried out on the nodes. Typically, efficjen results are presented in section IV. We provide an analysis o
of P2P systems is measured in terms of fair work distributidR€ anonymity procedure in section Ill-E.

This work has been partially supported by the EGRID project funded Il. SYSTEM DESCRIPTION
by the “ltalian Ministry for Research and Education“ and the UN- GhostSh . h id liabl
ESCO/IAEA “Abdus Salam* International Center for Theoretial Physics ostShare Is a peer-to-peer system t at_ provi e_s retiable
the STMicroelectronicsunder the UC Discovery Grant - CoRe and anonymous lookup and exchange of information. The
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main features of GhostShare are applicable with no or mihim
changes to most peer-to-peer substrate. We provide an-imple
mentation and evaluation on Pastry substrate [4]. Pastry pr H(Matrix) = Y

vides an efficient and reliable platform to support distréal H(revolutions) = Z
peer-to-peer applications such as file sharing, globahgr

“Matrix revolutions” |—1

resource lookup, and other services [8]. We assume therreade—— —

. . R OWNERS FILE NAME FILE OWNERS

IS fam'“ar W|th PaStry [4] Matrix the movie C,A W... 33 1/3 Revolutions per Monkee | N
Matrix Reloaded R,D,E... Matrix Revolutions G M, O...
Matrix the Backstage Q,K 19 Revolutions H,F

. Matrix Soundtrack B Tiny Revolutions P
A' Keyword LOOkup Sewlce Matrix Revolutions G O, M... Grandfathers and Revolutions | I, L
In this section we describe a keyword lookup mechanism 1 () |

on a Pastry network, with the benefits of redundancy and — T —(C)

load balancing. The approach is similar to the one proposed FILE NAME FILE OWNERS

in [8], [10]. The method of searching requires a hash fumctio Matrix Revolutions | G M, O.. >M)

. . . Matrix Revolutions Backstage | U, S
consistent with the hash function used to generate Pasttg no >©

IDs. For the purposes of this paper, we will assume this is the
SHA-1 160-bit hash function [11].
When a user elects to share a file on the Pastry netwoﬁg- 1. Figure shows node X looking for "Matrix Revolutions”. The
. . . o . toKens "Matrix” and "Revolution” are hashed using SHA1 and sent to
the hash function is applied to the file in two different waySngex managed by the hash value closest node.
First, the hash functiodigeststhe contents of the entire file,
generating a 160-bit hash for that file. Henceforth, thid wil
be known as the content hash. By the so-called “birthda§y— e name CONTENT HASH CONTENT HASH NODE ID
paradox,” with very high likelihood, no two distinct files Wi Matrix the movie | 1011010000...
generate the same content hash. Second, the hash function jgarx Releaded | 1100110101... —l
. . . Matrix: the Backstage | 1001001100...
applied to each keyword of the filename, producing an array e R TYPryE 1100110101... 1001001001...

of 160-bit hashes for the filename. Henceforth, these will bg————-———————""— 1010101190...

called token hashes. Again, by the birthday paradox, we ¢ e
assume no two distinct keywords will generate the same tiges

hash.

. 1110110111... 0000100100...

To understand how the hashes applied above can enalle 0100101100,

keyword searching of files, let nodehave a file with filename . 0110111011 ...

"Matrix Revolutions” which it wishes to share. The method 1001101001...

. .. 1001110110...

above will produce 2 distinct token hashes;andX-, and 1110011101

a content hasly. After this is completed, for each filename
token hashX;, a message containing the tupteX;,Y, 7 >
is sent to the Pastry node whose ID is numerically closest
to the filename token hasK;. This can be done simply by
choosing the destination node ID of the message, also calléy
the message key, as the hash The numerically closest node
to some filename token hast; knows that nodeZ has a file
whose filename contains a token hashingXg and whose IDs are associated with the same content hash). In this case,
contents hash td”. If a new node joins the network that isat the node numerically closest 6, we create the mapping
closer toX; than the current node, it must appear in the leafséf; — {Y'} in the first table and” — {Z} in the second.
of the current node. The current node simply transfers thietu  Now suppose that node A is searching for
< X;,Y,Z > to the new node, preserving the property that/atrizRevolutions. After entering the filename into
the tuple is located at the node numerically closeskidsee the GhostShare client, the same hash function is applied
figures 1 and 2). to each of its tokens, producing the same filename token
Since this node can be the closest node to a wide intervaltefshesX, X,. For each filename hasK;, node A sends a
different keyword hashes, all associated with differentteat message to the node numerically closestXtg requesting a
hashes and different node IDs, an efficient way is needed to list of nodes sharing at least one file with a token hashing to
dex such data. One that is efficient and also facilitategmatg X,;, along with their respective content hashes. The closest
search results is by maintaining two separate mappings—arae can easily check if any node has shared a file with a
from filename token hashes: content hashesand another keyword hashX; by checking its existence in the domain
from content hashes» node IDs The range of each of theseof its flename token hashes:> content hashesnapping. In
mappings is a set, following the logic that different filesicathis case, for each filename token ha&h, from the first
share the same filename token (therefore, multiple contenapping the node closest t&; finds that some file with
hashes are associated with the same filename token hash),amdent hashY” has a filename token hashing ;. From
different node IDs can share the same file (so multiple nodeeryingY in the domain of itscontent hashes- node IDs

2. Figure shows the mapping from the file name to the node ID.
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mapping, the closest node t&; can determine that” is in a node’s leafset, that node must check whether it is bl t
shared by nodeZ. Therefore all nodes numerically closestlosest or second-closest node to the filename token Kash

to X, X2 will return the result{Y — {Z}}. Node A can If not, that node must simply surrender the tugleX;,Y, Z >

thus ascertain that nodg shares some file with contentto the new node to maintain this redundancy. This scheme can
hashY that contains keywords hashing f6; and X,. By be reliably extended th closest nodes, so long as altlosest

the birthday paradox, these are most likely the keyword®des can see one another in their leafsets.

Matriz and Revolutions. Now all that is left is for nodeA
to request from node the file with content hash”, using
the traditional Pastry implementation (figure 1). The kegavo

lookup service achieves index reliability through redunga  As described in section II-A each node participating in the
and supports substring searching as detailed below. lookup service is the responsible index for the token hashes

closest to it; suppose a given node is closest to a token hash
1) Substring searching:Lets consider a node4 that -X:which belongs to a very popular file on the network. Every
searches forX’ where all tokens inX’ are contained inx, time this file is searched for, a message will travel to thideno
then A will still receive the mapping{Y — {Z}} because asking for content hashes associated with this filenamentoke

the filename token hashes generated f§fnare a subset of hash, and the nodes sharing these files, as described above.
X1, X5,...,X,. The proposed mechanism, moreover, d|st|rif this node has limited bandwidth, such messages could
guishes between files shared on the network having the sa@érwhelm the node and deteriorate its performance. lgeall
filename, but different content. As an example, say thatssch requests for a particular filename hash lke would
document is shared in plaintext and postscript format. Bofipt be directed to a single node, but evenly distributed over
have the same filenam&, and therefore produce the saménultiple nodes. To accomplish this goal, we define a paramete
filename token hashes;, Xo, ..., X,,. Now say the plaintext d, such that for a choseti we perform load balancing of a
version has a content hash Bt while the postscript version Single hashX; over 2? nodes. We also make the assumption
has a content hash &f’. Therefore for each filename tokenthat no two distinct token hashes [13]W|” collide after ithe
hashX;, the node numerically closest ; will maintain the first d bits are omitted. For large values of(such as the 160-
mappingsX; — {Y,Y'} and{Y — {Zy,Z,,..., 2}, Y’ — bits of SHA-1) and relatively small values df(approximately
{Z,,Z},...,7 )}, whereZy, Zs, ..., Z; are the nodes shar-3 or 4 is reasonable), again by the birthday paradox such a
ing the plaintext version, and/, Z,, ..., Z! are the nodes collision is unlikely. Our randomized query mechanism has
sharing the postscript version. Using the method describegen designed so that each replica shares a fair amount of
above, a node searching faf will receive the result§Y — load [14].
{21, Zs,....,20},Y' — {Z},2},...,2 }}—allowing the Using the assumption that Pastry node IDs are uniformly
searching node to differentiate between the two different
versions of the file, and which nodes share which version.
2) Index Reliability: Peer to Peer networks are character-l 0 | 0 | 0 | 1 | 0 | 1 | ..... | 1 | 1 |
ized by a very dynamic membership with frequent node arrival
and departure[12]. In the event a node disconnects or fail

B. Distributed Index Load Balancing

unexpectedly, alfilename token hashes content hasheand | 0 I 0 | 1 | 1 I 0 I 1 | """ | 1 | 1 |
content hashes—» node IDsmappings that node maintained
are lost. We would like to store this data redundantly so thal 0 | 1 | 0 | 1 | 0 | 1 | ..... | 1 | 1 |

we can avoid this dilemma. An ideal way to do this is to
store each< X,,Y,Z > tuple not only at the node whose
ID is closest toX;, but at the node whose ID is second—I 0 | 1 | 1 | 1 | 0 | 1 | """ | 1 | 1 |
closest toX;. The aforementioned problem is averted since I
if the node closest to filename token hakh fails, a search |
for the closest node td; leads to the second-closest node v
to X;, which also maintains the required mappingstoprovidd 1 [ 1 [1 [ 1] o | 1] ... |11 ]
a response with associated content hashes and node IDs. The
rules to maintain this redundancy are simple when confrbnte
with arriving or departing nodes: If the closest nodeXo Fig. 3. Figure sgows how to permute the first d bits to distribute the

. . load among the 2¢ replicas.
drops, the second-closest node X@ is now designated the
closest node toX;, and uses its leafset to find a new second-
closest node toX;, forwarding to it the< X;,Y,Z > tuple. distributed around the space of possible node IDs, it falow
If the second-closest node #; drops, the closest node 6, that the firstd bits of Pastry nodes are uniformly distributed in
finds a new second-closest nodeXgin its leafset, and again the range (), 2%). Thus, ifk nodes share a file with a filename
forwards the tuple. Because these two nodes are immeditatieen hashX;, on average:/2¢ nodes to permute the firgt
neighbors, they should be intimately aware of each othebis to the value 0k/2? nodes to permute the firgt bits to
status, so one should be able to recreate this redundanoy sihe value 1, .., andk/2¢ nodes to permute the firgtbits to
after the other fails. When a new immediate neighbor appeding value2? — 1. Because the bitstring of each permuted hash

IEEE Communications Society 202 0-7803-8798-8/04/$20.00 2004 IEEE
Globecom 2004 Workshops



after the firstd bits is identical, the¢ permutations of eac; establishing disjoint paths and explain how they can be used
are distributed evenly around the space of possible node IBs improve throughput. In Pastry, the shortest path between
separated by a distance2°~<. Now to search for mappingsa source and destination node might not necessarily be the
associated with a filename token hash, all the inquiring fastest, because the number of hops on a path is unrelated
Pastry client must do is randomly permute the fifdbits of to the speed of the connection at each hop. Therefore, it is
X, and contact the resulting node; If this yields no resulfs, reasonable to assume that there might exist a longer path
is permuted differently and the process repeats. It shoald Ibetween the source and destination (i.e., traversing maps)h
noted that this approach is independent of ring node densityat is faster, because the connection speed of each interio
The perfect load balance is achieved if all the nodes gemerabp on this new path might be faster. In this section, we
the permutations evenly and consequently evenly query thesent a way to establish multiple paths between a source
2¢ replicas. GhostShare achieves an even query distributi@md destination, thereby bypassing any bandwidth bottkene
through a distributed random algorithm. In order to seard¢hat might occur on the shortest path traditionally offered
for a given token haslX; the requesting node will generateby Pastry. In addition, these multiple paths will be disjoin
the proper replica permutation substituting the fifsbits of over the interior nodes, meaning for any two paths, the only
the token hash with the result of its current clock/imusec shared nodes between them are the source and the destination
modulo %). The requested will contact the resulting replicaodes. Given a source notfé and a destination nodg, one
to retrieve all content hashes and node IDs associated wdghproach to creating these disjoint paths is as followsatere
X;. the first path based on the traditional routing techniques of
Pastry. This assures you at least one path of lehgih N.
While establishing this path, each interior node on it sends
(olofolrlonl....[1M1] the hash of its node ID tdV. Node IV collects these node
IDs in a set called theexclusion setNow let X be some
node responsible for choosing the next hop of the second path
leading toZ, and suppos&X has the exclusion set. Whexi
selectsY; as the next potential hop on the path Z9 node
X can immediately check whether a path betwé&érand Z
[ATTof Mol ... -T1T1] [o[1oltJo[1T...T1T1]  already passes throudtj by examining whether the hash of
Y;’s node ID exists in the exclusion set. If the hastYpExists
in the exclusion setX knows that it should move on and find
the next closest node tg in its routing table. If the hash is
not in the exclusion set, then node can freely pickY; as the
next hop in the second path. Nodethen passes on a copy of
the exclusion set to nodg;, so thatY; can use it to make the
same decisions. After this path is completed betwBémand
[aTofof1o4T....T1]1] 7, each interior node along the second path sends the hash of
its node ID toW so that it can be added to the exclusion set.
This larger exclusion set is used when forming the third path
Fig. 4. Figure shows that replicas are evenly distributed in the noéld  guaranteeing that it does not share interior nodes with the fi
space. or second path, and so on. Note that we choose to build the
exclusion set fronfhashes of node IDs as opposed to node IDs
themselvesThis is motivated by the fact that any malicious
o ) node chosen as a next hop, after receiving the exclusion set,
C. Disjoint Multiple Path cannot easily determine what nodes comprise the other paths
In an overlay network where nodes can join, leave, ara preceding hops along the current path.
fail unpredictably, leading to routing instability, retidity is
a key concern. Moreover, if a bottleneck exists along thé pat
between two nodeX andY, finding an alternate route can
drastically improve performance. This is true especiatly f GhostShare provides information exchanging capabilities
applications that require large throughput, such as filgisha between its members in an anonymous fashion. Given a node
and global storage [15]. To approach these problems, wo shares some information (Source), and a node who wants
extend the Pastry routing protocol to discover several patih (Destination) an anonymous transfer would be one where
between two distinct nodes. To do this, nodes along a pa&burce does not know Destination’s IP and Destination does
betweenX andY maintain state while the path is used, onlyot know Source’s IP. This protects the Source from disolpsi
erasing the state when instructed to destroy the patllyr  what information it shares on the network and Destination’s
Y. From the sender’s point of view, data is sent in a rouridentity remains hidden [17]. Related work on achieving
robin fashion along each path, fragmenting the data over pker-to-peer anonymity is detailed in section V. Ghost&har
available paths. The receiver can then reassemble the fde iproposes a probabilistic approach to anonymity that irtiegr
similar fashion [16]. In this section we detail the algonitior in the same system anonymous lookup and message exchange.

adafaddolf. . J1al ofof1]1]ol1]..... 111

..... jof1]1]1]of1].... [1]1]

IIl. ANONYMITY
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A. Representative Concept received the message from and the nédas the node whom

In order to keep source and destination undisclosed, inS€nt the message t&’(: RNz, X). X will have only one
GhostShare, each node performs the Searching, Downlo&8LY. namelyZNy, since it is the final destination. Since
ing and Publishing through Representativ@robabilistically accepted to be the representative, it must adveftisdiles in
chosen among the network members. the network. Content publishing and searching are perfdrme
The Representative will pretend to be information ownepy the representative using the lookup service described in
the requester, or the destination acting instead on belfalfS§ction ll-A This approach allows for full anonymity of Z.

somebody else. It is important to have a secure RepresantaftinceY” and X might choose to be the owner 4fs files with
selection algorithm. some probabilityp, a given node can not determine without

a reasonable doubt whether is the true owner of a given
file F, or just a forwarding agent. Say Y wanted to know if Z
shared F: it could not determine that, because Z can be just
forwarding F (since Z could have chosen with probabilityp

to forward the representative request message).

Representative of
the requester

to the index

Representative of

to the index the owner

P

PUBLISHING

0 B. Anonymous Download
Requester (ii)

Owner

Let some noded have some file F, which is advertised by

, D. A node on the network, sa¥, wants to download F. After
comecion it has searched for it, it finds thd? "has” F. It then uses the
same techniqud used to advertise its files in order to request
- and download F anonymously. Z will chose some node Y at
N random from itsRoutingT able|Lea f Set|NeighborhoodSet
and send it a message containing F and RN (discussed
above), asking it to request ' with some probabilityp
will then chose to forward the message to another randomly
Fig. 5. Figure shows anonymity mechanisms selected node, or it will complete the request with probigbil
1 — p. Say thatY forwards this message t&, which in

1) Representative Selectiohet us consider a nods that tUrn decides with probability — p to request F fromD.
needs to publish anonymously a set of files. It will first crmod ter X has requested F it soon starts receiving F frbm
a random number RN consisting of K bits (K is assumed {6 then forwards this toY’, which in turn forwards it toZ
be large) to be used as a session identifier. Next, it will sendS€€ Fig. 5(iii)). Due to the fact that each node decides with
message containing RN and the file hasfe& ) - - - h(F,,)} some probability whether to request a file on the behalf of
to a randomly selected node in its routing table. It will dsist SOmebody else or not, we can not know for sure whether X

node to pose as the owner of its files, or as we refer to it, tifethe true node that requested the file, or just a forwarding

Representative. The full algorithm for finding a represtvgga 29ent. _ _ _ o
is as follows: Theoretically speaking, the forwarding chain could be itdin

« Z randomly selects a nodeY from its However, as shown, in section IlI-E the average size of chain

RoutingT able|Lea f Set|NeighborhoodSet and sends is expected to stay a reasonable value.
to it the message described above.

Direct
Connection

Direct
Connection

Direct Y
Connection

Direct
¥ Connection

(iii)

e Y in turn with some probabilityl — p will forward
that message to a randomly chosen node from
RoutingTable|Lea f Set|NeighborhoodSet, much like . Let assume the following scenario: Node Z shares
Z did, and repeat this step. With probabilipyit will some file through some other nod&., (Z,., is thus a
advertise itself as the owner of the files belongingZto representative). Let W and Y be nodes on the chain between

Z and Z,.,. Thus we have the chain Z, W, ¥/,,. Now
The process of forwardingZ’s representative request willlet us examine the scenario whefy., fails or leaves the
continue until somebody (X in figure 5(i)) accepts the rolgetwork cleanly.
of Z’s representative and advertises itself as the owner of the
files. In our caseZ forwarded the representative requestto 1) Z,., Departs Cleanly..When Z,., decides to leave the
which forwarded it toX who chose to beZ’s representative. network, it just sends a message to Y informing that it is
Thus we have the chaid — W — Y — X. When the leaving. Y will forward this message to W, which will forward
representative request message passes thrbugid reaches it to Z. Once Z receives this message it will ask somebody
X, all of these nodes will extract RN from the message ardse to take ownership of its files using the already desdribe
associate it with the IPs of the nodes next to them on the chgimocedure in section 4.1. Effectively, the old path is toowd,
For example} will associate RN withZ as the node whom it and a new path is established to replace it.

i% Handling Node Departures and Failures
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2) Z,ep or Node On the Path Fails.If Z,., fails the node E. Analysis of the Anonymity Mechanism

next to him that is on the path to Z, or namely Y will detect | this section we model certain key characteristics that de

this failure and forward the fail message to W, W in turn willermine the performance of publish-lookup scheme proposed
forward it to Z. When Z receives the fail message it will askgjier.

somebody else to take ownership of its files using the alreadyge key performance characteristic is the average path
described procedure in section 4.1. If a node in the middlgngth that a file traverses before being published. In other
of the chain fails, such as Y, then the nodes next to it on t%rds, the distance between tbemer and publisher of the
same chain, here being W arif}.,, will detect this failure. fie We compute thisExpected Path lengthnd derive some

W will forward the fail message to Y, which will forward it to honds on the path length in terms of Pastry node hops.
Z which in turn is going to advertise its files agaifl.., can  path length, denoted by random variailehenceforth, can
detect Y’s failure and can c_onclude that the path betvyeenb'@ computed by observing that a file can be published by
and Z has been broken. It will thus remove th&/y entry in  gjther a node’s one-hop neighbor picked at random from the
its table and simply ignore requests for files that it adgedi logN-sized routing table. Hence, the expected valud. ahe

on behalf of Z. path length in terms on Pastry node-hops is,

E[L]=1p+2(1—p)p+3(1—-p’p+--

D. Reliability and Performance Discussion )
=p(1+20-p) +301=p)* +---)

A possible problem is the fact that, if a node on the ) (1)
download path fails then the download path has been broken. =p(1/p7)
A possible solution to that is for Z to advertise its files more =1/p

than once through multiple paths simultaneously. Then Z wil . . .
have redundant paths through which it can send the file to itsHerep is the probability that a Pastry node decides to

) o . publish the file on the behalf of the owner. This decision to
final destination. However, this approach presents a cauiple e . .
drawbacks: publish is independent of the number of times the publish

) ) _request has been relayed. The equation(1) above gives us an
« If any of Z's forwarders fail, Z will have to re-advertiseggtimate of the number of hops that the file will traverse teefo
its files, which is a costly operation. being published. We note that this hop-length is independen
) of the routing table size and peers on the network. We want
« We cannot preserve anonymity as well, because thegy,dy the deviations from the expectation and magnitdde o

first hops along two paths Z establishes may be able g geviations. We use the Markov Inequality to derive some
triangulate Z as the true owner. loose bounds

E[L]
Furthermore, another problem is the fact that all the reigues k @)
for a file F that Z shares pass through the chain between 1

P[L >k <

Z and Z,.,. Now if a certain node receives many requests - pk
the path between Z and,., will become quite loaded and

thus the nodes along this path will do a lot of forwarding.

A way to distribute this load is the following: Z divides the

hashes of its files into k disjoint even sefs, Ss, ..., Sk. ! \

It also chooses k different nodeS;, No,..., N, from its
RoutingTable|Lea f Set|NeighborhoodSet. Then, for each os i
iin 1...k, Z will advertise the sefS; through N;. Thus Z \
will create k advertisement paths and have k represensative :
Zmp(l)...Zrep_(k). This method has the following advanta-
geous properties:
o If Z,..p;) dies Z can still be reached for the remaining _
= N Nk files that it shares. Tk
« Downloads for different files will travel through different “‘k
paths and thus not strain only one chain. Now, for
example, Z can download a file using s&y.,;, and at v e
the same time send a file usidg.,;),i <> j

0.6 [+

PIL > K]

04 %3

MW

MWM

« Note that if the failure rate for all nodes on the I’":"tworkgig. 6. Probability of Path Length exceeding k for different values of
is the same then the bandwidth consumed by sendingpifferent plots are for different forwarding probabiliti es. Refer to the
the whole index S = bandwidth for sending k times S/iEquation(2).
Thus by doing this we evenly distribute data flow to and
from Z to k different paths. The equation(2) gives us a rough estimate of the probability
that the path length is greater than some arbitrary value. Fo
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example, considek = 10 andp = 0.4: then the probability
that the random variablé( the path length) takes on a value

> 10 is less thar0.25. Note, here the expected path length, . sty v Multpath (10% dead noe)
is1/p=2.5. o
Another more interesting bound that we can derive using s
the Chebyshev’s Inequality is as follows: s
3 e G S
1 . | M ———
PlIL-E[L]| >to] < 3)

In this case, the variane€® is (1 — p)/p?. s

IV. SIMULATION RESULTS

We evaluate the performance of the multiple path routing Mo e o w6 0 MM o w0 a0 s

——1 Path - 3 entries —=— 3 Path - 3 entries

mechanism and the load balancing achieved by GhostShare 1 Path 1 entry 1 Path - 1 entry with repair
using simulations.

A. Multlple Path Fig. 7. Figure shows the path-length using various techniques, vélia
We compare the performance that we get using the disjofastry routing, pastry with repair, pastry with 3 elements stored in each

multiple path mechanism versus the Pastry routing mechanigell, and finally multipath. These results are for a node dedt rate of 10%.

while including the need for Pastry to repair its routingléab

To obtain a reasonable value of reference, we compare the

average path length of traditional Pastry with the lengtthef

minimum path chosen by multipath in the presence of varying

rates of the node departures. The path that Pastry calsulate

is optimal by definition in the presence of no failures, but :

after the departure of some nodes, after repair, it can becam

longer than the least remaining multipath (This is because

Pastry routing table repairs may be sub-optimal). We ran

the simulation using a network of 55000 nodes, choosing

random nodes for the exchange of messages. We show that the

multiple path mechanism can indeed find paths that have fewer —o——+— ————

hops than the paths obtained with Pastry schemes. We have Y Y ey

considered Pastry (1 path and 1 entry), Pastry with repgirin 1 Path - 1 Entry 1 Path - 1 Entry with repair

the routing table, Pastry with 3 elements stored in eachotell

the routing table (1 path and 3 entries), and multipath Pastr

(3 paths and 3 entries). In figure 7 and 8 we observe multipath

Pastry provides consistently with a shorter route, in bbth tFig. 8. Figure shows the path-length using various techniques, vata

presence ofl0%% and 20% node faiure rates. We see infa!Y 1ouing pasty wih epar pasty wih 3 clements Sored 1 ach

the figures 11 and 12 the probability of obtaining a certain

path length in the routing of a message in these systems.

We see that the length of the least path obtained with thee total cost of this table in Pastry isgy N «20 — 1% K,
multipath mechanism is most cases about 3 hops, while Wiffhere K is the number of bits for storing a Nodeld. Using
Pastry we obtain paths that reach 6 hops. While increasig Hisjoint multipath mechanism we store 3 entries in each cell

percentage of messages exchanged, the probability diitnib g the total cost become&logys N) # 20 — 1) x K) * 3.
of multipath scheme still stays smaller than the traditiona

Pastry routing schemes as shown in figure 10. .

1) Overhead Analysis\We try to evaluate the overheadB: Load Balancing
imposed by the multipath load balancing scheme. We consideiSuppose we have replicas of the index for a particular
the message exchanges. When we build the first path, eaelpword hash on the network. Every time a user searches
node along the route has to send back its node ID to tfar that keyword, it contacts one of the nodes storing the
first node. The first node adds this value to the exclusion setiex. The load is pefectly balanced if, givemusers searching
and uses it for the creation of disjoint paths. The same thifigr that token, each replica is contacted byn peers. This
happens for the second path, so we have an upper boundngans we need a mechanism that uniformly distributes the
logo» N for the first path andog,, N+1 for the second route. queries to the replicas of the index. When a client asks
The total cost of this operation is abdltlog,s N + 1. Inthe for a particular token hash, we record the current time in
Pastry design we have routing table withy,. N rows and2® millisecond since the epoch (call+it) and then we calculate
columns, but only2? — 1 of this cells can be potentially full. the valuem mod n (See Figure 13. We saw that this function

Pastry vd Multipath (20% dead node)

Num Hops

o i

2
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Pastry vs Multipath (20% exchange messages, 10% dead node)
Pastry - Multipath (10% dead node)

—

/ T~ 80 =

8 / r/ 704
3 s - 601
50+
40

2
30+

15
20
1 104
05 o

4 5
)

Num hops
% cases

1 2 3

num hops
5000 1000 15000 2000 2500 | 30000 | 3000 | 40000 | 45000 50000
Num node 1 Path - 1 entry W1 Path - 1 entry repair
——1 Path - 1 Entry —=— 1 Path - 3 Entries 3 Path - 3 Entries 1 Path - 1 Entry with repair | 11 Path - 3 entries 13 Path - 3 entries

Fig. 9. With increase in percentage message exchanged to 20% compér

to 10% in the previous figures, multipath still performs better Fig. 11. Probability distribution of the path length in the various schemes,

for 10% node failures.

Pastry - i (20% Pastry - Multipath (20% dead node)
100 100 1
90-| 90
80-| — 80
704 70
60-| 60
% cases 50 % cases 50 1
ST [
a0 30
20 20
10| 10-| .
o 3 4 5 ot 3 4 5 6
num hops

Num hops

[E1 Path - 1 Entry B 1 Path - 1 Entry repair (1 Path - 3 Entry O3 Path - 3 Entries [E1 Path - 1 Entry 1 Path - 1 Entry repair L1 Path - 3 Entries LJ3 Path - 3 Entries

Fig. 10. Probability distribution of the path length in the various schemes, Fig. 12, Probability distribution of the path length in the various schemes,

for 20% message exchanged for 20% node failures.
provides a highly uniform distribution of the searchingealis “Matrix”
to the nodes sharing the replicas of the index. To prove this,
we modified our Pastry simulator so tha®% of the node
simultaneously requested the same index. We than permuted| | = oo ooo -
the most significant d bits using the algorithm above, and v : | ofofo[fof+]... [1]1]
recorded how many times each replica was contacted. We .|-|->1|0|1 Aolt]... MR BTl o= 1]
repeated the test increasing n from 2 to 64 and increasing Hmatr) 1 : ST T
the network size up to 100,000 nodes. In Figure 14 we show : I
that in any case, the coefficient of variation is less théh I U s{o[aJo[1] . [11]
which proves this method’s effectiveness for load balagcin | —d- =
P ° . ! [EEEECTT
|
V. RELATED WORK CURR. CLOCK (us) | 1 b rllel ol ...
. =) mod 1 |
. 2 1
A. Anonymity I
|

Anonymity is one of the primary concerns of the so-called
second generation P2P systems. In this section we survey
related work on anonymity in P2P systems and earlier wobg. 13. The figure shows how our simulator uses the clock to choose a
on anonymity implementations in web transactions. replica that has to comply with the request.
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COEFFICIENT OF VARIATION anonymity can be achieved by adding mix-style pre-routihg o

T T T T

al ..;ggg:;gggg;gg;: = | messages. These systems are efficient and scale well, jut the
o e — do not provide strong anonymity guarantees. Further, sourc
12 1 rewriting has high latencies.

2) Broadcast Protocols:: Broadcast protocols (such as
P5 [21] and Herbivore [22]) provideender and receiver

:% osf 1 anonymity by transmitting encrypted packets at a constst r
5 to all participants. When a node has no data packets to send,
5 oer 1 it sends noise that is propagated through the network in the

same manner as valid data packets. This approach provides
strong anonymity. P5 scales by partitioning the network into
anonymizing broadcast groups. P5 achieves anonymity gbase
on public-key cryptography) and scalability but at the aofst
efficiency caused by noise. Herbivore uses a mechanism for
fumber of sectors strongly anonymous communication (each node tosses a coin
Fig. 14. The percentage is given by (/x) * 100) and we can easily see IN Secret and reports the result to the destination nodey. Th
from the figure that it is very very good (always under 1%). Moreover ~ destination deciphers the message by taking the XOR of all
we show that we can scale easily maintaining good resuits. values it receives. For topology, the network is dividedint
small groups, called cliques, sender and destination aiadi
behind a group (a group for each node is chosen randomly

1) Source Rewriting Systems:Source Rewriting systems anq there is a time limit to the insertion rate of a node in
try to hide the correspondence between sender and receiﬁ%’network). A node’s anonymity depends on the number of
sub-dividing messages in layers of public-key cryptogyapthonest nodes in a clique.
and relaying them through a path composed of mix nodes.3y Anonymity in Web transactions: Crowds [17] consist
They remove the timing correlation between arriving paskegs o dynamic collection of users, called a crowd. These users
and outgoing packets. Each mix node in turn decrypts, delgygiate requests to various web servers (and receive aepli
and re-orders messages before forwarding them. They Wefkm them), and thus the users are the "senders” and the
better when arranged in series and need a constant amQiers are the "receivers”. A second approach to achieving
of traffic to maintain anonymity while avoiding long packegnonymous web transactions is to use a mix. As discussed
delays. earlier, a mix is actually an enhanced proxy that, in additio

Tarzan [18] uses a decentralized, multi-hop peer-to-pagr hiding the sender from the receiver, also takes measures
approach to construct such mixes, called tunnels. All thg provide sender and receiver unlinkability against a glob
participants generate traffic and relay traffic for othecle eavesdropper. It does so by collecting messages of equghlen
node can act as a server, but there is a limit in the use OfﬂBm SenderS’ Cryptographica”y a|'[e|’ing them, and fodMag
addresses so a node can’t control a large part of the netwokge messages to their recipients in a different order. These
Tarzan is not immune to statistical analysis and providegla techniques make it difficult for an eavesdropper to deteemin
tunnel intra-hop latencies that have a noticeable impaetoh  which output messages correspond to which input messages. A
to-end performance. Other protocols, like Onion Routing] [1 natural extension is to interpose a sequence of mixes batwee
and Crowds [17], create random paths for sending messagfg. sender and receiver. A sequence of mixes can tolerate
Onion ROUting creates a circuit in which each node knOVbQ)”uding mixesy as any Sing|e Correcﬂy-beha\/ing mix serv
only its predecessor and successor, but no other nodes injfheéhe sequence prevents an eavesdropper from linking the
circuit. Each node in the path rewrites the source field @knder and receiver. Mixes have been implemented to support
the packet with its own id to obscure who is the sender @fany types of communication, for example electronic madl an
a message. Additionally packets are encrypted and reatdeg@neral synchronous communication. The properties affere
at each node. Each node reorders the packets, unwraps a lgyetCrowds are different from those offered by mixes. As
of encryption with the session key shared with the predetesgescribed above, Crowds provide probable innocence dgains
node, encrypts it again using the key shared with the suecesgollaborating crowd members.
and forwards them.

Source rewriting is also used in P2P content distribution
networks such as Freenet [20] to obfuscate the sender Bof
request messages (and also the data storage). In Freeswet, filThere are several load-balancing strategies have been pro-
are stored in each node along the path and replaced usingoaed which we briefly discuss in this section.

Least Recently Used replacement scheme (so unpopular filegffective load balancing [23]: The system is divided in a
will disappear). Freenet does not allow a node to choose st of clusters of nodes and presents some techniques both
nodeld. The use of hashes as keys provides a measurdoofintra-cluster load balancing and for inter-clusteramaling
obscurity against casual eavesdropping but is vulnerablelt uses two main techniques to move data from a node to
a dictionary attack. There is no anonymity between the usamother: migration and replication. Moreover it finds thetbe
and the first node contacted along a path. Stronger senttade-off between these two techniques so to preserve both

04 B

02

Load Balancing
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data availability and disk space on peers. Finally, a gisefer the most lightly loaded peer. Using this method we obtaitwit
self-evolving the clusters of peers is used to adjust theesys high probability a maximum load dbglogn/logd + O(1).
to the changes of the load of the net. The algorithm considersvirtual serverg26]: One of the difficulties in load balancing
load as the number of megabytes received, the CPU poweli®DHTs is that a user has little control over where its indexe
the peer and the CPU power of the cluster to which the pegfe stored. Most DHTs use consistent hashing to map objects
belongs. The clusters of peers are disjoint and peers bieigngo nodes: both objects and nodes are assigned unique IDs in
to the same LAN are initially put in the same cluster. Eadime same identifier space and an object is stored on the node
cluster independently chooses its leader, who has the jobwith the closest ID. This associates with each node a redion o
coordinating the activities of the cluster and of maintaini the ID space for which it is responsible. More generally if we
information about the categories stored in its own cluster aallow the use of virtual servers, a node may have many IDs
in the neighboring ones. Decisions about using migration and therefore owns a set of noncontiguous regions. Preggrvi
replication to move data among nodes are taken at run-timethg use of consistent hashing, the load balancer is restrtot
the cluster leaders. Replication increases data availghilthe moving a load by either remapping objects to different mint
cost of disk space so that a periodic clean-up is neededgUsin the ID space or changing the region(s) associated with a
migration we save disk space but we pay in terms of overheag@de. Since changing the ID of an object the searching will be
since we have to re-direct all the queries for data that hayempromised, the only solution is to change the set of region
been moved. Disk space at the receiving peer is consideegiociated to a node. To do this, it reassigns an entirerregio
too in taking replication/migration decisions: non-hotadare from one node to another, but ensures that the number of
stored at large capacity peers via migration for largeesta#a regions (virtual servers) per node is large enough thatglesin
and via replication for small-sized ones. Small sized h(badaegion is Iikely to represent only a small fraction of a nade’
are replicated at small capacity peers to improve searchip@d. One of the main advantages in using virtual serversis t
performance. Large-sized hot data are stored at large itgpaiz doesn’t require any modification to the underlying DHT.
peers via migration if such peers have low probability tavéea
the system or via replication otherwise.

P-Grid [24]: The approach taken by this algorithm to VI. CONCLUSION
solve load balancing problems consists in using nodes that
dynamically change their associated key space indepdgdent A new service model is emerging in the home video rental
from their identifier; the routing between peers is based anmarket. Typically, a customer pays a fixed monthly fee to get
the associated key space rather than on the peer identifieveral movies(e.g.NetFlix). NetFlix [27]is not suitalite a
Following this approach the partitioning of the data spage d’l want to see it now” scenario where users are not willing to
namically adapts to any granularity, until uniform distrilton  tolerate a delay between the request and the delivery. This
of data items over each partition of the key space is achievedper proposes an peer-to-peer system suitable for cooper-
P-Grid, a particular kind of DHT, decouples the peer idegttifi ative delivery in home video entertainment applications. |
from the associated key space and routing, and for this neagarticular GhostShare provides: (i) raliable name lookup
has greater flexibility for balancing load (both storage argkrviceto support advanced content search that includes a
replication). It provides a decentralized constructiaggoaithm  built-in index load-balancing, (ii) aultiple disjoint path rout-
for building such a distributed data structure which adapitsg to improve performance and reliability, (iidnonymous
the key space partitioning to the data distribution to emsudownloading, searching and publishing capabilittesprotect
storage load balancing. Even if the construction algorittam user privacy and (iv) a download mechanism with a built-in
create a P-Grid perfectly balanced, a maintenance mechantontent replication system to strengthen content avdithabi
is necessary in order to cope with changing membershithe proposed download mechanism, described in [28], [29],
This approach has several advantages: Keeping peer identiff30], [31], [32], [33], [34], [35], [36], is based on a swanmngj
separated from associated key space, it has not only grpaitocol that assures user collaboration while they araran |
flexibility for load balancing, but it also preserves pearitity. and active. Each user downloads the media in parts that are
It addresses multifaced load balancing concerns simultarshared to the community immediately after downloadingneve
ously in a self-organizing manner without needing generahile the file in its entirety may be incomplete. Incentive
knowledge, or restricting the replication to a previouskefi mechanisms provided to customers to stay on-line and serve
number. It preserve key ordering, which is important forgan as relays during periods of inactivity can also be builtim.
queries, while retaining the search efficien®flog 7) (in the ideal scenario, the customer’s fee grants him or her an
terms of the number of key space partitiobsr, irrespective access keyhat allows the costumer to join the network and
of key distribution. It maintains structural propertiessoDHT download content. In this paper we assume the media content
without compromising searching efficiency. In P-Grid nodds encrypted with a strong encryption algorithm, however
refer to a common tree substructure to organize their owmore sophisticated digital right management can support a
routing table. This tree must not be balanced, but can haxértual Rent and Return” operation according to the sesvic
any shape so that it can easily adapt to skewed distributioragyreement offered by the content provider. The "Virtudica

Power of two choices [25]: This algorithm uses more thaof NetFlix” using the P2P paradigm needs to provide a
just an hash function to map the items to peers. Between thenthimal core infrastructure of nodes to guarantee the servi
hash functions used, it chooses the one that maps the itenistavailable at all times.
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