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Abstract—The Internet is becoming increasingly mobile, with the resulting designs are complex with various constraias
not only smartphones outnumbering stationary hosts, but &0 can be a hurdle to their deployment.
cars, buses, trains and airplanes all coming online. This ni@s
Internet mobility support more important than ever. However Wakikawa et al.proposed Global HAHA [6] that uses

the existing standard mobility support protocols, mainly Mobile  Mobile IPv6 to support Internet-Scale mobility without the
IPv6 and Network Mobility (NEMO), suffer from triangle rout ing triangle routing problem. Generally speaking, the triangl

problem. In this paper we present a new mobility support . o - .
protocol called SAIL that provides an effective and efficiem routing problem diminishes if the home agent is near the

solution to the triangle routing problem while being compleely Mobile all the time. Global HAHA approximates this ideal
compatible with Mobile IP. SAIL is built upon the Global situation by distributing multiple home agents widely, and

HAHA protocol which uses multiple distributed home agents allows a mobile to use the nearest home agent node as it
to minimizes triangle routing, but removes its high overhea by moves. This approach effectively minimizes triangle mgti

one-hop DHT. We evaluate the SAIL design through extensive di h simpler th th d ¢ timizati
simulations and our results show that SAIL can provide supeior ana Is much simpler than the proposed routeé optmization

performance over Mobile IP while keeping the overhead low. ~ solution [1]. However Global HAHA has a relatively high
overhead cost as it floods all mobile nodes’ location change

. INTRODUCTION information to all the home agents.

This paper concerns effective and efficient mobility suppor In this paper we present SAIL which revises the Global
in the global Internet. In the past few years the world ha$AHA design to remove its high overhead. As in Global
witnessed a rapid growth of mobile computing devices in HAHA, SAIL uses a set of home agents that are distributed
global scale. Today there are probably more people who acceser large geographic areas, all of them announcing the same
Internet via mobile devices of one type or another, such H&v6 prefix (mobile prefix) to form an anycast group. Diffetren
laptops, tablets, and smartphones, than the number of asersrom Global HAHA, SAIL eliminates the broadcast overhead
stationary hosts with wired connectivity. This trend ilkto in Global HAHA through the use of a simple and robust
accelerate in coming years with wide deployment of variowsme-hop DHT. Furthermore, SAIL requires no modification to
new mobility services such as 4G cellular networks andobiles or correspondents; the only changes are made on the
vehicular networking (Intelligent Transport Systems)king home agents. Hence SAIL can be deployed incrementally, and
it increasingly important for Internet to provide effeeiand the mobile nodes can immediately benefit from the deployment
efficient mobility support. without waiting for all SAIL home agents being installed. We

Towards that goal IETF has standardized Mobile IPv6 [1gvaluated the design of SAIL through extensive simulations
NEMO [2] protocols and their extensions as the base systearsd our results show that in most cases SAIL achieves better
for mobility services in WIMAX, 3GPP, and 3GPP2. Mobileor equal end-to-end delay as Global HAHA, but with orders
IPv6 enables a mobile node (mobile in short) to be reachetimagnitude smaller control overhead.
through a stable IP address regardless of where and ho
it may be connected to Internet, with the help ofhame

agent UnfortL_mater, th? use of a home _agent IntrOOIUCeslfi‘tion to address Mobile IP’s triangle routing problem. Sed,
well known triangle routing problem. That is, all data paske . . : , !
our simulation evaluation demonstrates SAILs effecte®n

destined to the mobile are routed towards the home agent ﬁEnaII our desian and evaluation efforts shed new liahts o
and then the home agent forwards the packets to the mot%e Y. 9 9

through encapsulation, resulting in a non-optimal dath jfat € design principles and tradeoffs in mobility support.

the home agent is off the shortest path between the mobile and’he remainder of this paper is organized as follows. Section
correspondent nodes. NEMO is a simple extension of Mobilereviews previous works. Section Ill describes the coticep
IPv6 to support mobile networks, and thus inherited the saraad protocol operations of SAIL. We present experiment
triangle routing problem. Although solutions to this preil results in Section IV, discuss our findings in Section V, and
have been proposed for both Mobile IP and NEMO [1] [3]conclude the paper in Section VI.

YOur contributions in this paper can be summarized as
follows. First, we present SAIL as an effective and efficisort
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Fig. 1: Mobile IPv6 Overview Fig. 2: Global HAHA Protocol

Il. BACKGROUND 2) Global HAHA: Global HAHA [6] aims to minimize
the triangle routing problem in Mobile IP and NEMO by
In this section we first briefly introduce the Mobile IPv6yistributed home agents. Distributed home agents alsovemo
protocol and analyze its limitations. We then provide aghe concern of a single home link becoming a bottleneck

overview of related works. and eliminate the vulnerability due to a single home agent.
While the main scenario is a mobile node roaming over large
A. Mobile IPv6 geographical regions, with home agents distributed inelarg

Each mobile nodel/ has a home agent, from which/ cities to provide optimal data paths, Global HAHA is also

acquires its home address (HoA), the address used by t}:ﬁpe?dal e”ven Iin smatl1l geographical areasb,.lfor e:j(ample tl?e
correspondent nodes to reath. The home agent is a special(topo ogically) closest home agent to a mobile node may be

router atM’s home network, designated to forwakd's traffic diﬁﬁrer?t V\_/hen thi mo?/ill?F'sv\\;i;ﬁ\;]z; b;éween different asces
to its current location) also obtains a care-of address (CoASeC nologies, such as Wirt, Wi » 3G, etc.
eAII the home agents in Global HAHA announce the same

from its current access router. Whenever the mobile no X A~ ) :
moves and gets a new CoA, it sends a binding update mess@Pg‘e prefix from their different locations, forming an angtca

to notify the home agent. The home agent acknowledges Qup- They also interconnect. with each other tq fo_rm a
binding and sets up an IPv6-in-IPv6 tunnel with the mobildesh overlay network. A mobile n_odM sends a blndlng_
All the communications between a mobile and corresponddffiuest to the anycast address. This request will be rateive

nodes go through this tunnel. Figure 1 shows the overview Y the home agent/ that is closest tal/, and H becomes
Mobile IPv6 protocol. M'’s primary home agentH then notifies all other home

agents of the binding [M, H], so that the binding information
databases for all the mobiles in all the home agents are alway
synchronized. When a mobile moves, it may switch its primary

There have been several proposed solutions to addressne agent to another one that becomes closest to the mobile.
Mobile IP’s triangle routing problem. A correspondent node sends packets to a makile home

1) Return Routability ProcedureMobile IPv6 standard address. Because of anycast routing, the packets are edceiv
comes with a route optimization scheme called Retuby the home agenktl. which is closest to the correspondent.
Routability Procedure, which allows the mobile to send bind{. encapsulates the packets to the IP addresd sfprimary
ing updates to its correspondent nodes, if they also supme agent, which will finally deliver the packets id. In
port Mobile IPv6, in addition to its home agent. With thighe reverse direction, this approach works exactly the same
procedure, packets flow directly between the mobile and &s Mobile IP. Figure 2 illustrates the Global HAHA protocol.
corresponding nodes. Unfortunately this Return Routghbililf the home agents are distributed widely, the triangle irmut
Procedure also brings its own issues. First, it introducgsoblem is naturally avoided without Route Optimization.
additional complexity and latency for handoff: the mobile
node must exchange four messages to generate a key fhafother Related Works
will be used to authenticate the binding between HoA and There are also research works on dynamic assignment of
CoA. This binding is sent to every correspondent node evenpme agents in order to provide better data paths [7], [8].
time the mobile moves. Worse yet, if the mobile canndh [8], multiple home agents are set up in an Autonomous
successfully perform the return routability test (e.g.hagrs System (AS), and each home agent is assigned a priority to
due to firewall policy), it will not be able to communicatehelp the mobile node to associate with a closer home agent.
with the correspondent nodes until the old bindings at th¢owever, in order to set up the priority list it requires tkize
correspondent nodes expire. Furthermore, route optifoizatmobility pattern of the mobile nodes be known beforehand.
also raises privacy concerns, as it reveals mobile’s CoAlto &n comparison, SAIL enables a mobile to automatically gelec
correspondent nodes. the best home agent through anycast routing.

B. Route Optimization for Mobile IPv6
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IP address. Each home agent is identified by its unicast IP
address, and knows the complete list of all home agents iden-
tifiers. H published this binding via directory service using
a hash functionF to mapk to a home agent with identifier
F(k) = br. Home agenby, also referred to as thkinding
serverfor k, then stores the binding[v]. When another home
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the same hash function to find out which home agerit'ss
binding server and retrieves the value associated kithiome
agentH, then sends a lookup requestioto retrieve the value
v. H. may also cache the lookup result in case additional
packets tok arrive shortly.

When some home agents fail or recover, it leads to changes

. . to the available home agent set, thus a set of keys must be
There are a few end-to-end mobility solutions such as H‘P

41 and BTMM I51. Th he | CoA inf e e-hashed to different binding servers. In order to redhee t
[4] an [5]. They put the latest CoA information N0 4verhead and disruption, SAIL uses consistent hashing-for

DNS, and thus eliminate triangle routing entirely. Howethés Formally, given a sef — H,, Ho, ..., H,, of home agents, and

class of solutions requires prompt updates on DNS dataaasea key k
well as changes to all hosts, both mobiles and corresposident ’
There are also a number of works which apply DHT in

mobility management [10] [11] etc. However, DHT is used

for discovering the closest home agent to the mobile in theggere/ is a regular hash function, arl(z, y) is a metric
works, while in SAIL this is achieved by anycast and the onggnction to compute the distance fromto y on the circular
hop DHT is used to distribute the location information abOLhtash-space ofi. That is, F maps a key to the home agent

the mobile among the home agents. There are also works i@ the closest hash result not exceeding the result of éiye k
utilize DHT to manage mobility in the application layer [12] 51y the hash space 6.

Our paper focuses on improving the data path and scalability
of IP mobility.

F(k) = minym,es{D(H(k), H(H:))} (1)

B. Traffic-driven Binding Resolution

Hl. SAIL ProTOCOL When a node M with home addreg&® A,,, sends a binding

Among the proposed solutions of the triangle routing probequest and this request is received by home affgnt?,, be-
lem, Global HAHA seems most promising as it requires ncomes the primary home agent for I, keeps a local binding
modifications to end hosts and is incrementally deployableetween M’s home address and care-of address (the same as
However its control overhead is rather high compared tobile IPv6 does) and publishes the bindingdA,,,, H,] to
Mobile IP: When a mobile’s movement leads to the chandke directory serviceH,, first determines the binding server
of its primary home agent, Global HAHA must notify all thefor M by applying hash functiodF(HoA,,) = Hp, and then
home agents of this change, a cost that grows with the numkends a publish message instructifig to store the binding
of distributed home agents. This leads us into a dilemmi@ZoA,,, H,]. H, acknowledges the publisher after storing the
one wishes to increase the number of home agents to bbthding.
minimize triangle routing and be able to serve more end-When a correspondent node C sends data packets to M, C
hosts, while at the same time one must restrict the numbernges HoA,, as the destination IP address. Now the packet
home agents to keep the control overhead below acceptahlg be routed to a home agert, that is closest to CH,
threshold. computesF(HoA,,) = H, and tunnels the packet t&,.

SAIL resolves the above dilemma by providing a distributelome agentr, then looks up the primary home agent of M
directory service using one-hop DHT. In Global HAHA, theand tunnels the packet t,, which finally deliver the packets
binding information between a mobile and its primary homg@ M's care-of address. However, this data path, traveling
agent is stored at every home agent; in SAIL, this bindingrough the binding server, may not necessarily be the @btim
information is stored at one specific home agent selected jpath. Hence, the binding servaf, also notifiesd, about M’s
DHT. One-hop DHT is chosen here as it has low lookup delayirrent location by replying the bindingfoA,,, H,] to H.,
and “free” load balancing [9]. We describe SAILs design angihich locally caches this binding. Thus, while the first few
operation below. packets traverse a possible longer data path, the following
data packets flow through an optimal data path, bypassing
the binding server, until the cache expires or M changes its

The binding between a mobilé/ and its primary home primary home agent. Figure 3 illustrates above steps imblv
agentH is expressed in a form ofkpy = k,value = v] in data packet delivery.

A. Mapping Bindings to home agents
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C. Handling host mobility overhead for Global HAHA and SAIL as compared to

There are two types of host mobility in SAIL: local mobility MOb”? IPV6. o .
where a mobileV/’'s movement leads to a change of its care-of * Reélative End-to-End Delay:similar to the above metric,
address but not its primary home agent, and global mobility We treat the delay of Mobile IPv6 as one and adjust the
where M’s movement leads to a change of its primary home ~ delays for Global HAHA and SAIL.
agent. In the first case, only the primary home agent needs\e use relative overhead and delay to evaluate the perfor-
update its local binding betweell’s home address and itsmance of a protocol, because the absolute values of control
CoA; no other home agents need to be aware of M’s locationerhead and delay are closely related to the mobility of the
change. In the second casé;s periodic binding request will mobile node. When we use different mobility files for the same
reach the new closest home agéfjt°* first and then arrives scenario, we may get results with large differences regasdl
at H9', which indicatesH¢'? is no longer the closest homeof which protocol we use. However, for each scenario, the
agent to M,H;ld then instructs)M to register atH e by ratio of the control overhead of Global HAHA or SAIL to the
sending a home agent switch message [13}tand deletes control overhead of Mobile IPv6 stays more or less the same,
the local binding after receiving the acknowledgment fror@s the mobility of the mobile node affects these three paitoc
M. M then sends another binding request to registéfzt. ~equally. The same argument also works for the delay.

After it acceptsM’s binding requestH;* publishes the new Given a mobility scenario, there are two major factors that

binding to the binding server as described above. affect the comparative results among Mobile IPv6, Global
) HAHA and SAIL: traffic patterns and home agent locations.
D. Reactive Cache Update SAIL relies on traffic-driven home agent binding, hence is

When a mobileM moves, the cached binding informatiorsensitive to traffic patterns; Mobile IPv6 on the other hand
of M to its primary home agent at other home agents are ristsensitive to home agent locations. We show their impacts
updated. Thus it is highly possible thef'¢ may receive pack- below.
ets for M after the information at the binding servéf, has .
been updated. SAIL takes advantage of this fact to update s@c Experimental Results
stale cachesH®'? caches the new bindingH[oA,,, HIev] 1) Impact of Traffic Pattern:To evaluate the performance
for a short time period after the mobile node leaves; whenaf SAIL under various traffic patterns, we simulate the com-
receives packets destined to M from other home agents (dudngnication between a correspondent node and a mobile with
stale caches), it explicitly notifies them about the new ligd different time intervals between data packets. The nearest
for M. To minimize data flow disruptionﬂgld also forwards home agent of the correspondent node is at the bottom right

these misrouted packets fé/ <. corner of the simulation area and the initial home agent for
the mobile node is at the upper left corner. For each mean
IV. EVALUATION time interval value, we repeat 30 runs with different maili

We evaluated SAIL's performance by extensive simulationfiles.
In this section we first describe the simulation environment Figure 4a shows the relative control overhead of Mobile
then report SAIL's performance under different settings.  IPv6, Global HAHA and SAIL with 90% confidence inter-
. val. Overall, Mobile IPv6 incurs the least control overhead
A. Evaluation Methodology Although both using distributed home agents, SAIL's cohtro
We implemented both Global HAHA and SAIL in Qualneoyerhead is more than an oder of magnitude lower than that
simulation platform [14] which has built-in Mobile IP modul of Global HAHA, which is not surprising. Because Global
We simulate a set of 64 home agents evenly distributed oveHAHA needs to notify all home agents for all mobiles’ change
1600m x 1600m area with a grid topology. Note that the exagf their primary agents, hence if there are N home agents
shape of the topology does not affect the comparative ®sudhd M mobiles changing primary home agents per second,
among the above mentioned three protocols. then the overhead of binding updates in Global HAHA is
We use the VanetMobiSim [15] package developed by (N — 1) x M packets/s; in SAIL it is2 x M packets/s.
EURECOM to generate both node movements and randqrRe overhead of SAIL is higher when the correspondent node
maps. The mobility speed varies from 0 km/hr to 54km/hgends packets at a higher rate and becomes lower when the
and the mobile node speeds up or slows down smoothly. interval between packets becomes larger, because SAlksincu
Each simulation run executes for 1800 seconds of Siml.”af@@brhead On|y when the mobile is communicating, thus the
time and the mobile is Communicating with the COTreSpondeﬁmmber of resolutions required drops with data rate.
during the last 1600 seconds. Multiple runs are conducted fo Figure 4b shows the end-to-end packet delivery delay.
each scenario. When we plot the average we also indicate fth Global HAHA and SAIL achieve much smaller delay
confidence intervals. compared to Mobile IP. The delay of SAIL goes up as the
The metrics used in SAIL evaluation are: interval between packets becomes larger, due to the fatt tha
« Relative Control Overhead: instead of counting the caching is timed out already when next packet comes. When
number of control message, we treat the control overhetid inter-packet gap is greater than the cache timer, all the
of Mobile IPv6 as one and adjust the values of contrglackets traverse via the binding server. Nevertheles$)ecac
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helps a lot in most cases and on average SAIL performs mudlarked as unreachable. When the leader home agent fails, all
better than Mobile IPv6 in terms of end-to-end delay. other home agents send “Hello” to the CL with second highest

2) Home Agent LocationWe fix the correspondent node afpriority, which takes on the leader role. Whéh, recovers, it
the bottom right corner and randomly assign an initial horsends “Hello” to the current leader, and the latter will aldd t
agent for the mobile node to see how does this impact tf@mer to the RHA list and propagate the change to all other
performance comparisons of the three protocols. We siedilahome agents. Meanwhile, the current leader also resigns fro
scenarios with both short interval (0.1 second) and longrint the leader position. To ensure that this change is propdgate
val (50 second) between data packets. To provide a statlgtic all the home agents, it continues to respond to “Hello” mgssa
meaningful result, we repeat 200 runs for each scenario withr three Hello intervals after its resignation. This catifred
different mobility files. home agent list distribution can greatly reduce the poldyibi

Figure 5b shows the cumulative distribution curve for thef inconsistency, while the simple but effective leadecstm
relative delay. In the short interval scenario SAIL alwayprovides robustness in face of network changes and failures
outperforms Mobile IPv6. In the long interval scenario, the Although the above procedure incurs certain amount of
performance of SAIL and Mobile IPv6 is more or less theverhead, it accounts only for a negligible portion of th&ko
same, this is because the next data packet comes after e cawerhead in supporting a large number of mobiles (which in-
timer expires, thus all packets flow through the binding serv cludes binding resolutions, binding updates, etc.). Arlana
which is equivalent to all packets going through home agentwould be the overhead of routing protocol in IP networks: the
Mobile IPv6. However, real applications rarely generatehsu networks support so many communications among numerous
traffic pattern (the mobile receives no more than one paclaid hosts that we usually ignore the routing overhead éntire
between long distance movements), so we expect SAIL to .
outperform Mobile IPv6 in most real world scenarios. B. Responding to Changes of Home Agents Set

Global HAHA demonstrates similar performance as SAIL in To prepare SAIL for wide deployment we must consider
the short interval scenario. It maintains the same perfao@a various network failure scenarios. If network failures dat n
in the long interval scenario by paying the high control evepartition the network, the set of home agents does not change
head indicated in Figure 5a, which is an order of magnituded SAIL is not affected by such topology changes. However,

greater compared to SAIL. if a home agent fails or recovers, or the network is partéhn
the binding information stored on the failed home agentstmus
V. DISCUSSIONS be transferred to other agents. This is done by requiring the

The DHT-based nature of SAIL requires that all the homigome agents who published bindings to monitor the status of
agents keep a consistent view of the home agents set dorresponding binding servers on the current RHA list, and t
consistent hashing results. However a home agent may failrerpublish bindings to other servers if any failure is degdc
get disconnected at any time. Thus SAIL must have effecti#®r example, when a home agent learns the failure of another
means to ensure that every home agent sees a consistenhbiste agentH; from the RHA list, it scans its published
of the active home agents in the face of network dynamicsbindings to find those that are previously publishedHg,

) computes the new binding servéf**, and then publishes
A. Detecting Changes of Home Agents Set them to H;**“. It also scans the caches and removes those

If all the home agents are within the same AS, one mayhose value field i$7;. Similar actions need to be taken when
detect the failure or recovery of a home agent from thee previously failed home agent recovers, except that trere i
information provided by underlying routing protocols (e.gno need to scan caches.

OSPF link state advertisement). Otherwise, we propose a
solution of periodically distributing a list of reachablerhe
agents (RHASs) to all the home agents. Inspired by the desigrin this paper we presented SAIL for supporting wide-area
in [16], we choose a small set of the home agents to I@ mobility. SAIL builds upon Global HAHA's use of multiple
configured as candidate leaders (CLs), each with a uniqdistributed home agents and added to it a distributed bgndin
leader-priority value. This list of CLs should be choseneljis management with one-hop DHT to be a simple and efficient
so that at least one of the candidate leaders is reachaddéution for the triangle routing problem in Mobile IPv6aiso
under all conditions with a high probability. We leverage thimproves home agent scalability and availability in Mobile
existing DNS system to store the list of CLs. When a honi®v6. Compared to Global HAHA, SAIL's overhead is orders
agent bootstraps, it queries the DNS to obtain the CLs, aafimagnitude smaller while achieving equal or even better en
periodically sends “Hello” message to leader home ageift witb-end delay in most cases. Even under the (unlikely) worst
the highest priority. The leader home agent replies theltHel traffic conditions, SAIL's performance is no worse than tbit
message with a message indicating the current RHA list. Mobile IPv6. Furthermore, SAIL is incrementally deployabl

The leader home ageri;, detects failures of any otheras well as directly applicable to NEMO, a network mobility
home agents if it does not hear any of them for threzxtension of Mobile IPv6.
consecutive Hello intervals. Vice versa, if a home agensdoe In the process of designing SAIL we encountered a number
not get replies for three consecutive “Hello” messadés,is of tradeoff decisions. As the next step we would like to eval-

VI. CONCLUSION
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uate our design in more complex settings to further quantifig]
SAlL's performance and verify its design, and to move SAIL
towards adoption by operational networks.
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