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Resolving Rightful Ownerships with
Invisible Watermarking Techniques:
Limitations, Attacks, and Implications
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Abstract—Digital watermarks have been proposed in recent What is a digital watermark? Why are digital watermarks
literature as a means for copyright protection of multimedia data. necessary, or in other words, what can digital watermarks
In this paper we address the capability of invisible watermarking achieve, or fail to achieve? What can digital watermarks do

schemes to resolve copyright ownership. We show that, in certain f iaht tection in addition t ¢ iaht |
applications, rightful ownership cannot be resolved by current Or copyrignt protection In addition to current copyright laws

watermarking schemes alone. Specifically, we attack existing @nd avenues for resolving copyright grievances?
techniques by providing counterfeit watermarking schemes that In general, there are two types of digital watermarks ad-

can be performed on a watermarked image to allow multiple dressed in existing literature, visible and invisible watermarks.
claims of rightful ownership. In the absence of standardization These watermarking schemes are designed mainly for two

and specific requirements imposed on watermarking procedures, . . LT
anyone can claim ownership of any watermarked image. purposes—copyright protection and data authentication. In

in order to protect against the counterfeiting techniques that this paper we shall focus on the applicability of invisible
we develop, we examine the properties necessary for resolv-watermarking techniques for one instance of copyright pro-

ing ownership via invisible watermarking. We introduce and tection—that is, identification of an image’s rightful owner(s).
study invertibility and quasi-invertibility of invisible watermarking |, this case. the watermarks embedded in an image have to be

techniques. We propose noninvertible watermarking schemes, o - . . -
and subsequently give examples of techniques that we believel€coverable, despite intentional or unintentional modification

to be nonquasi-invertible and hence invulnerable against more Of the image. They should be robust against innocent image
sophisticated attacks proposed in the paper. The attacks and processing operations like filtering, requantization, dithering,
results presented in the paper, and the remedies proposed, further scaling, cropping, etc., and common image compression tech-

imply that we have to carefully reevaluate the current approaches g 165 They must also be invulnerable to deliberate attempts
and techniques in invisible watermarking of digital images based to f . lidat i K

on application domains, and rethink the promises, applications 0 Torge, remove, or invalidate watermarks.

and implications of such digital means of copyright protection. A variety of invisible watermarking schemes have been

Index Terms—Attacks on digital watermarks, copyright protec- reported N rec'er_1t yea,r s (for exam!:)le, [21-[10] and commercial
tion, counterfeit watermarks, cryptography, invertible and non- system like .Dlglmarcs [11]} [12]; see also [13] and r.efer-.
invertible watermarking, invisible watermarks, quasi-invertible ~€nces therein). Such techniques can be broadly classified in
watermarking. two categories: spatial-domain and transform-domain based.
The earlier watermarking techniques reported were spatial
in nature, the simplest being the ones that modified the
least significant bits (LSB) of an image’s pixel data [4].

HE rapid growth of digital imagery coupled with the easgmprovement and variants of these techniques are proposed

by which digital information can be duplicated and disin [10], [3], [14], [7], [8]. These techniques have been shown
tributed has led to the need for effective copyright protectiad be quite robust against lossy image compression, filtering,
tools. Various watermarking schemes and software produgisd scanning. As opposed to spatial-domain-based techniques,
have been recently introduced in attempt to address tht have relatively low-bit capacity, transform-domain-based
growing concern. Given the flurry of activity that has resultedechniques can embed a large number of bits without incurring
it is natural to ask a few questions regarding all these efforigoticeable visual artifacts. Such techniques can be employed
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Fig. 1. Encoding, decoding, and comparing embedded watermarks in an image.

et al. [2]. They embed a set of independent and identicalipvisible watermarking of images, and reevaluate the promises
distributed samples drawn from a Gaussian distribution intd such digital means of copyright protection. In other words,
the perceptually most significant frequency components of theis crucial that any watermarking scheme proposed for
data. Results reported with the largest 1000 DCT coefficieraspyright protection be able to answer the last two questions:
show the technique to be remarkably robust against variolWhy is it necessary?” and “How useful is it?”
image processing operations, and after printing and rescanninglhe paper is organized as follows. In Section I, we present

Unfortunately, many of these existing schemes have rgeneral definitions and notations used to describe digital
addressed thendsof invisible watermarking schemes. Theywatermarking schemes. In Section Ill, we discuss how digital
instead focused on theneansto label an image invisibly watermarking can be used to resolve rightful ownership, and
and therobustnessof the inserted labels against maliciouglepict a scenario in which there may be more than one
attacks. As a result, the concerns regarding what watermarkghtful” owner of an image. We then show in Section IV
can achieve or fail to achieve may not have been propeiljat such a scenario can actually be created by developing
addressed. While it is of course important to address tReunterfeit watermarking schemes that can be performed on a
technical capabilities of watermarking techniques, equally infatermarked image to allow multiple claims of rightful own-
portant is the ability to know how and when said watermarkin@fship. An implementation of such a scheme, which is used to
techniques can be used to protect data, and if such protectidyglidate the watermarking method proposed by €bal. [2]
is based on sound legal justification. For example, consid&r@lso described. In Section V we define the temertibility
a distributed system similar to the World Wide Web. I®f invisible watermarking schemes, and preseominvertible
this model, we have a number of users who create digit§ptermarking schemes as a method of preventing the type of
images and make them available to many other users qga_ck described in Section IV. Unfortunately, noninvertibility
view and potentially copy. Suppose that in this system W itself does not prove to be enough to prevent a more
have no central authority actively monitoring, maintaining, dfoWwerful attack presented in Section VI. This leads us to
enforcing ownership rights to information. If a user wantd'€ definition ofquasi-invertiblewatermarking schemes. We
to be able to retain ownership rights to an image (and ‘,men present a noninvertible wgtermarkmg tech.nllque _that,
its modified forms obtained by geometric and other commdfi the best of our knowledge, is also not quasi-invertible.
“content preserving” transformations), is it possible to do Jn Sectlon.VII, we address invertibility issues fpr |n.V|3|bIe'
by using one of the robust watermarking techniques report gtermarklng scheme_s that do not use the_ original image in
in the literature? That is, can these watermarking techniqut s watermgrk extraction process, and provide an example of
really be used to prove beyond a reasonable doubt that aaﬁounterfeltattagk on the ;chemg proppsed by Pitas [14]. We
image in dispute has actually been derived from a use'cgnclude in Section VIII with a discussion.
original?

We will show in this paper that the answer to the above [l. DEFINITIONS AND NOTATION
question is no, at least not with some current invisible wa- |n this section, we give a generalized formulation of in-
termarking schemes which we shall show to be unable {sible watermarking schemes. We define in general terms
resolve rightful ownership of an image watermarked witthe process of watermark insertion into an image and the
multiple ownership labels. In addition, without any standardise of invisible watermarks to determine the ownership of a
ization of watermarking techniques or specification of certaimatermarked image. Fig. 1 illustrates the encoding process by
requirements for them (that is, without properly answering thehich a watermark is inserted into an image, and the decoding
question “What is a digital watermark?”), we shall show thgirocess by which a watermark is recovered and then compared
anyone can claim ownership of any image by the methots the inserted watermark.
described in later sections. The results, coupled with recentHere we usd to denote an images a watermark consisting
attacks on watermarking schemes reported in [16], furthef a sequence adwnership labelsS = {s;, s2,---} and/ the
suggest that we have to carefully rethink our approacheswatermarked imagef is an encoder function if it takes an
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imagel and a watermarl§, and generates a new image whiclsimilar issues related to public watermarking are addressed in
is called thewatermarkedimage, i.e., Section VII.
A A variety of encoding and corresponding decoding pro-
EI,8)=1. 1) i i
cesses have been proposed in the literature. One common

It should be noted that we do not exclude the possibility thapproach is represented tature-basegrivate watermarking
the watermarkS is dependent upon the imagieln such cases, schemes that embed a watermark- {s;, sz, - -} into a set of
the encoding process described by (1) still holds. derivedfeatures (1) = {f1(1), f2(I),---}. The embedding

A decoder functionD takes an image/ (J can be a wa- process is achieved by ansertion operatiorthat we denote
termarked or unwatermarked image, and possibly corruptdd}) the symbokp, i.e., f* = f; & s;. The insertion operation
whose ownership is to be determined, and recovers a wat@as an inverse operation, namely theraction operationthat
mark S’ or evidenceof a watermarkS’ from the image. In this we denote byo, i.e., f © f; = s;. Note that for notational
process, an additionaéference imagd can also be included, simplicity we take the insertion (and extraction) process to be
that is often the original (and unwatermarked) versionJof binary operators, although in general they could be arbitrary
This is due to the fact that some decoding schemes mfajactions off; ands;. Also note here that such class of feature-
make use of the original image in the watermarking processhased watermarking schemes require a reference feature set
provide extra robustness against intentional and unintentioddt} that is derived from the imagé in the watermark
corruption of pixel values. If the decoding scheme involves&xtraction operation.
reference imagd, we have Usually, the feature setfi(1), f2({),--} is chosen such

that slight modification of individual features does mu#r-
D(J.I) = P(T) (2) ceptually degrade imag€d. In addition, it is also desirable

where P is a function indicating the presence of watermariiat €ach element in this set of features will not be changed
T in J. We shall call this type of watermarking scheme significantly when the image is not perceptually degraded. An
“private’ watermarking scheme, following the terminologyeX@mple of such a set of features would be transform-domain
in [13]. Some examples of private watermarking schemé&-9., DCT, wavelet) coefficients that contain S|gn|f!cant.energy
include [2], [9], [6]. WhenP(T') = T, the decoding simply content. The labels; that compose the Wate_r_mar_k in thl_s case

returns the extracted watermaik P may also be of the could be real numbers drawn from a specific distribution and
form P() = Evid() that returns a scalar value indicatingthe insertion operation could simply be the additionspfto

the evidence of the presence of waterm&rkn J. these coefficients. .
If the decoding does not neellin the decoding process, Example 1: An invisible watermarking scheme as proposed
we write a general decoding function as by Coxet al. [2]. _ _ _
In this scheme, a two-dimensional (2-D) DCT of the image
D(J) = P(T). (3) I is taken and the seF'(I) corresponds to the: largest-

This type of watermarking scheme is calledpublic’ water- magnitude AC coefficients, typically the low-frequency ones.
ge encoderé takes a watermarkS and places it in the

marking scheme according to [13]. Some examples of pubﬂ— . i S
watermarking schemes include [5], [3], [14]. set F'(I). An inverse 2-D DCT is the_n takep, ypldmg the
When P(T") = T, the extracted watermarK is then com- watermarked imagel. To determine if a given image/

pared to the owner's watermagkby a comparator functiod, contains the watermarkS, the decoderD extracts?T =

and a binary output decision is generated indicating a matth 2 } from J, wheret; = fi(‘])__ fi(I). The confidence
or otherwise: measure is taken to be the quantity

1, ¢>6;
Co(T,5) = {0, otherwise. () Zti " S

Here, ¢ is the correlation of the two watermarks. A diagram c= (6)

of the decoding process is shown in Fig. 1. Without loss of ,/Z@
generality, a public watermarking scheme can be treated as i

a three-tuple(€, D, Cs), such thatD(E(1,S5)) = S for any

image / and any allowable watermark. Alternatively, the normalized correlation
We will use D(X) as a generic notation to also denote the

decoding of private watermarking scheme, when the reference Zt‘ s

image is unambiguous. In addition, we shall @5éD(1), S) —

as a generic expression to measure the presence of watermark (7)
Sin 1. WhenD(l) =T, thenCs(D({), S) = Cs(T, S). When

D(I) = Evid(]), thenCs(Evid(I), S) = Cs(Evid(1)), and

R 1, Evid (1) > §;
Co(Evid(1)) = {07 ot\ﬂer\(/vi)se; 7 ®)

can be used. In this case, Jf = f, thenc = 1. If Jis a
For the rest of the paper, unless otherwise stated, we primamedified version of/, and the changes are not perceptually
ily focus on private watermarking schemes wi{7)) = 7. significant,c will be large value. O
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Ill. RESOLVING RIGHTFUL OWNERSHIPS —~
BY INVISIBLE WATERMARKS 0O
It has been generally assumed that invisible watermarking IA

schemes may be used to protect the rights of copyright owners;
at the very least, the labels extracted from watermarked images
can be used to identify the rightful owner. For example, it is
stated in the abstract of [2] that “Retrieval of the watermark | T
unambiguously identifies the owner, and the watermark can
be constructed to make counterfeiting almost impossible,” or
in [14]: “This [watermark] signal completely characterizes the
person who applied it and, as a result, proves the origin of
the image.” But how can we do this? Does it mean that if IO
a person produces a watermark that matches the extracted
watermark from an image, then the person could automatically
be considered the rightful owner of the image?

Suppose Alice and Bdluse the same digital watermarking
technique to watermark their images. This means that there is

one unique decoding scheme to extract the labels embedded in___~. S

the images. If the labels extracted from a watermarked image 0 A o
match the particular watermark labels of Alice, then the image IA C XA
is believed to belong to her. Similarly, if the label matches

Bob’s watermark, then it must be his image. If a watermarked TA

image contains both Alice and Bob’s watermarks, whose
image is it?

Note that Alice and Bob may be using entirely different T
watermarking schemes. Given a watermarked image, Alice 0 B
can take this image and decode the label using her decoding IB CB X(,;

scheme. Similarly Bob can perform the label extraction process
with his decoding scheme. If Alice’s decoder indicates that
the image belongs to her, while Bob’s decoder indicates that
it is his image, whose image is it? The question of how to (b)
determ_me or resplve rightful qwner§h|p of an image in the fag?g. 2. Decoding tests to extract watermarks for ownership determination:
of multiple copyright ownership claims has, to our knowledgea) Test I: Alice and Bob both test an image for presence of a watermark.
not been explicitly raised, or answered. But the scenario () Test II: Alice and Bob test each other’s original images for presence of
valid, given that an image can be generated and modifigd‘ermark-
digitally, and any image that is watermarked by Alice and in
circulation can be watermarked again by Bob. In such casesFig. 2 illustrates how the tests of ownership by means of
Alice and Bob can use the same watermarking techniques,iisible watermarks can be implementddrepresents a wa-
apply different ones. termarked image in circulatiody is Alice’s claimed original

Of course, somewhere out in the dark, there are the dgage, andl} is the claimed original of BobD4,Cs,, D,
called original images (ominwatermarkedmages). Without andCs, represents the decoding and watermark comparator
proper copyright registration and the traditional protectiofyinctions used by Alice and Bob respectively. To check the
of copyright laws, (after all, why are digital watermarkgresence of Alice’s and Bob's watermarks, the watermarks
necessary if copyright laws can fully protect the interests §om the watermarked image are first extracted by Test |, as
the copyright owners?) one can look to these original imagésFig. 2(a), and compared with their respective watermarks,
to untang|e a case of apparent mu|t|p|e Ownership_ Supp@w simiIarIy the decoding tests can be achieved using the two
there is a watermarked imagein which the watermarks of “original” images by Test Il as in Fig. 2(b). The results of the
both Alice and Bob have been detected, and both claim rightfgsts illustrated in Fig. 2, together with the logical determi-
ownership. If Alice keeps her original image (and watermarh@tion of ownership via the watermark tests, are tabulated in
vector) locked away, she can ask Bob for his original imageble I.
and check if it contains her watermark. Similarly, Bob can ask If Bob obtained Alice’s watermarked image and introduced

Alice for her original image and check for his watermark. his own watermark into it, then both Bob’s “original” and
watermarked images contain Alice’s mark. Alice’s original

does not contain Bob’s. Thus, by keeping her original image
2Throughout the rest of this paper, we shall use two fictional charactetecked away with the details of the watermark label, Alice can

Alice and Bob, to illustrate the various scenarios involving the claims gnsure that any copy dAf that Bob obtains will contain her
copyright ownership and to bring up the different issues of the application op

digital watermarks in resolving rightful ownership. Alice will be used as thgvaterm_ark' eaS”y f0|I|ng any Suax post facto/vatermarklng
originator of an image, and Bob an aspiring forger. of her Image.

4
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ol Alice . Public : Bob

DETERMINATION OF OWNERSHIP FROMWATERMARK PRESENCE
TesTs “1” | NDICATES THE PRESENCE OFWATERMARK, “0” medium !
1}
\
(c.g.. the Internet)

]
INDICATES THE ABSENCE AND “d” REPRESENTSdON't carés :
i

Scenario || Test 1 Test LI Derived I :
1

za | zp | 2% | 2% || Ownership

Case 1 1 0| d| d Alice |
Case 2 01 d | d Bob (original image) :
Case3 || 1 | 1| 110 Alce '
Case4 | 1 |1 ]0 |1 Bob A
Coses (10 11 ] ™ S o
t

Or can she? If Alice’s original contains Bob’s watermark , ) ) .

and vice versawho owns this image' Alice or Bob? In Fig. 3. Forging a watermark. Alice watermarks imageo get I, which
. . ’ ’ she makes public. Bob computes an imdgeand watermarkS’, such that

such a case rightful ownership cannot be resolved by iatermarkingi’ with S yields 7 (SWICO-attack).
visible watermarks alone. We show in the following section
that this scenario is not hypothetical, but can be engineerI(:ad h bii ki h impl |
with current watermarking schemes. We present in detail :9;;; pu r:cpwiger_marr] mgbsc efme, we can simply replace
counterfeit watermarking scheme that allows multiple cIairTE( ,Y) wit (. ) in the above four properties. .
of ownership. Such counterfeit schemes can be successfull)'/\IOte that (10) is glways true because the watermarkeq 'mage
engineered from a class of invisible watermarking schem?sge_nelr,?t‘?fj by Alice, Z\Vlh"e’ (11) states Ig‘]at'r E.ob's fabr;)cated
which we shall calinvertible watermarking schemeg/e shall original® I" contains Alice’s watermarks. This is to be

show that invertibility in a watermark insertion scheme rende?.%(peCted if the watermgrkm_g technlque' employed by Alice
it useless for establishing ownership. Is robust. However, (8) implies that Bob’s watermark is also

present in the watermarked image of Alice, and (9) states that
Alice’s original imagel contains Bob’s watermarl§’! Bob
can claim by virtue of properties listed in (8) and (9) that both
To invalidate claims of ownership of an image, it is neche watermarked imagk(Alice’s watermarked image) and the
essary to generate the confusion illustrated in the casej@fzgers (Alice’s original) are but watermarked versions of his
Alice and Bob as in Case 5 of Table I: 1) that both thgyiginal /7. Of course, Alice, by virtue of properties in (10)
watermarks of Alice and Bob are present in the watermarkg@dq (11), also claims Bob’s images to be watermarked versions
image in circulation and 2) that there are two original imagegf ners. Note that Bob has not removed Alice’s watermark.
each containing the watermark of the other party. Clearlyowever, he has removed her claim of ownership, because
only one of these can be the true original, so it is theyery piece of evidence indicating that Alice is the originator
attacker’s goal to generate a counterfeit image he or she ggnine image in question is matched by an equal piece of
claim to be the original with as much confidence as can thgidence that Bob is the originator.
image’s true owner. We show in this section how to create Gjyen only [, we want to construct Cy, D', 1"
another “original” irpagel’ (the counterfeit original) from a gnd s’ such that the properties in (8) and (9) are
watermarked image, without the access to the true originakatisfied. We shall call an instance of such attack
image.. We shall show that, despite the fact that Bob does nghich involves only one watermarked image, SWICO
have any knowledge of Alice’s watermark, Bob’s COU”terfet'Sing|eWatermarketmagé:ounterfeiOriginaI) attack. It
watermark will be present in Alice’s origindl as well as her means that, in addition to (8) and (9), the counterfeit original
watermarked . This means that the criteria 1) and 2) are botf]g will give back the same watermarked imadeafter the
satisfied. X fake watermarkS’ is embedded, formally, a§(I’,S") = I.
More formally, given/ which is watermarked by some|n principle, this can be achieved in a straightforward way,
watermarking schemé, D,Cs), we will reverse-engineer an py removinga randomly selected waterma® instead of
image/’, watermarks’ and a decoding functio®’ that show empedding one. In other words, we identify some features in

IV. INVALIDATING CLAIMS OF OWNERSHIPS

the following properties: a watermarked imagé and claim them to be our watermark
, . P
co (D (i 7). =1 8 S, Wh|ch we remove frc_)ml tq geF our fake original image
4 ( ( ’ )’ ) ® I’. This scenario is depicted in Fig. 3.
Cy (D’ ( I, j/)7 S’) -1 (9)  More precisely, in the context of the feature based water-
marking schemes described in Section Il, the attacker con-

whered’ andé are sufficiently large threshold®) can be the structs a counterfeit “original” image by extracting a cho-
same as, or different from, the decoding functibn On the sen (possibly random) watermaX from some feature set
other hand, the following properties will hold for Alice’s caseD’ (1) = {f!/(1)} to generate an imagE such that

Cs (D (f, I),s) —1 (10)
Cs (D(f’,f),s) —1. (11) 7 (f’) —f! (I) o sl (12)
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~

The setD’(I) of derived coefficients is assumed to remain TABLE I

more or less the same when the image is not perceptually A SUMMARY OF THE CONFIDENCE MEASUREMENTS RECORDED FROM
d ded b t k% The d di h ti A TEST RUN ON SOME TYPICAL IMAGES. THE NUMBERS INDICATE
egraded by an attackerThe decoding scheme, operating THAT CONFIDENCE MEASUREMENTS ONEXTRACTED WATERMARKS

on the counterfeit “original”f’ and the true original, first MAY NoT PRODUCE SUFFICIENT EVIDENCE OF OWNERSHIP
! ! ! .
extractsT” = {t{,t,---} as follows: Tost1 I Test II
1 gt 1{ 71 . . . .
ti=fih)ef (—7) (13) Image | §:1/1|S: 47| s:f1ls 10

(ca) (eB) | () (cB)
Baboon || 32.76 | 3277 | 2217 | 2278
Lena || 32.77 | 3276 | 2135 | 2165

The confidence measure, taken to be the normalized correlation
between?7” and S’, defined in (7), is then compared to the

, )
threshold’. Because of the ropqstn.ess of the Bé{/) against Fightor | 3275 | 3276 | 2138 1 210
perceptually insignificant modification, we can expect that Lake T 3260 | 3273 | 2158 T 2240

ff(I)zf’(f). (14) Peppers | 3222 | 32.08 | 2060 | 20.82

T T

Combining (12)—(14), we hav& = s}, so that the correlation _ ) ,
between?” and S’ is large and implies tha®s (77, 5") will /Exam_ple 2: The special case wheb = D" andD( ) =

most likely be equal to one. The attacker (Bob) can thus claifp . )» -6~ when the same decoding functions and set of
that the true originall contains his watermar§’ and that derived coefficients are used in the original watermarking

I is a modified version of’. Conversely, the robustness oi(from:/, to 1) and the generation of second *original” (from
watermarking schemeised to embed onto ! allows the true I'to I). , :
owner (Alice) to also argue thdt contains the watermark. Her_e,.we havef; = f;. The de“coglgﬂ),'?fter companng
In other words, properties listed in (11) and (9) are satisfie!® originall and the fabricated “originall’, extractsT” =
For the class of feature-based watermarking schemes that ta, -}, whe.re.ti = fill) = fill) = fild) _.Sli N

a reference feature set derived from the original imdge Ji(I) = si—s;. Similarly, the decodeD”, after comparing the

for decoding purpose, we shall show as follows this direct /bri?ated “original"/]’ anc/i the tru/e 5/)riginaf, extractsA/T’ =

implies that (8) is also satisfied. tl,tQ,---},Awher/eti = fill) = fill") = fill) = fi(l') =
Let W' = {wy, w3, -} be the watermark extracted by thefild) — fi(d) +/3i = 8 — Si- _

decoding scheme operating on the watermarked infaged ~ 1hus.#; = —t; and we can show that two correlations:

the counterfeit “original’’: w! = f/(I) & f/(I'). From (12), Zti s Zt/‘ i

we have
==

and

wl = 8. (15)

2 2
Thus (8) holds. This means that Bob’s watermark will always <z; ti z; S”)
be present in the watermarked ima@eprovided by Alice,
in addition to its presence in Alice’s original image. We novare identical.
have a scenario whereby rightful ownership cannot be resolvedVe have illustrated an extreme case where using the same
through an invisible watermarking scheme. decoding function and using the same set of derived coeffi-
The key step in the counterfeiting technique is describeients actually generate the same correlation values when both
in (12). By “subtracting off’ a watermarks’ in I, we are parties are trying to establish rightful ownership, which clearly
essentially causing a watermark to be preserdt iaven when cannot be resolved. We now give a more concrete example
we do not have access tb of this situation with respect to the watermarking technique
We now show an example of how to achieve a counterfgitoposed by Coet al. [2]. O
attack on the class of watermarking schemes whose encodinérxample 3: A successful implementation of the proposed
and decoding process rely on the set of derived coefficiemtfack on the watermarking scheme proposed by €bal.
{f1(D), f2(I),---}. In terms of theinsertion and extraction [2].
operators, we use simpladdition “+” in place of ¢ and We implemented the algorithm described in [2], and then
subtraction“—" in place of &. modified it to perform the inverse operation as described
31t is very important to note the difference between “perceptually simila@bove' We used the same formula that. Gaixal. used to
and “not perceptually degraded by an attacker.” It is a mistake to conclutigsert a randomly generated watermark into the 1000 largest
that any image “perc_:eptually similar” to Alicg’s must contain her wate‘rmarlmagnitude AC coeﬁicients;i, of the image, yielding updated
Eyen e Scherme s Tobtet, Alce can, o instance, waterrk et W30 oefficientsu/. To perform the inverse operation of identiying
and K are perceptually similar, but neither image’s watermark is present &d removing a random watermark, this insertion formula was

the other. A robust scheme can only guarantee that an original watermgsierted to computey; as a function ofy’, rather than the
survives in a “perceptually similar” image if the relation between that imagﬁther wav around ¢
and the original does not rely on any information about the watermark itseft. . y ) . o

4This is why any watermarking scheme has to be practically robust. Starting with an already watermarked imade and a
Otherwise the attacker, armed with a more robust invisible watermarkingatermark vectorS’, we computed a new “original” image
scheme, will be able to substantiate his claim of ownership, while the true
owner may totally lose his claim because his watermark may be virtually gone®A simple modification—for a 500-line C program, a single * was
after the attack. changed to a /.
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TABLE 11l
A SummMARY OF THE CONFIDENCE MEASUREMENTS RECORDED FROM100 TRIALS ON Two TEST IMAGES (ACCURACY
RECORDED TO Two DECIMAL PLACES). THE STATISTICS OF THE NUMBERS IN THESE TWO IMAGES ARE ALMOST IDENTICAL

Test [ Test [T

Image S I/ S §:I')1 S I

max \ min |mean max ‘ min |mean max J min [mean max [ min ;#mean
Baboon || 33.72 | 29.93 | 31.68 | 33.70 | 30.01 | 31.63 | 24.24 | 19.44 | 21.98 | 24.37 | 19.44 | 21.94
Fighter || 33.72 | 29.93 | 31.68 | 33.70 | 30.01 | 31.63 | 24.24 | 19.44 | 21.98 | 2437 | 19.44 | 21.94

TABLE IV
A SUMMARY OF THE CONFIDENCE MEASUREMENTS RECORDED FROM ATEST
RUN ON SOME IMAGES USING THE ATTACK DESCRIBED IN EXAMPLE 7

q Quality of

Image || & | & I o I
D, S, k) | DU, 8, k) | DU, 5,k) | DI, 8", k) || PSNR | SNR
Lena 3(3 14.47 15.29 [ 14.47 15.32 44.6 37.5
Peppers || 3 | 4 10.18 14.25 [ 9.86 14.25 403 | 35.0

I (in reality a fake original) without any visible degradation
of image quality. Using (6) as a measure of confidence of
watermark’s presence in an image, the fabricated watermarls
S’ is present in the original image with a confidence value
of 23.52, while the original watermark is present in the fake
original I’ with a confidence value of 23.02. A summary of
some other test runs of the attack, and on different images, ar -
given in Table Il. The notation is as follows: I, /Iz denotes
the confidence measurement of the presence of waterfark - I "_. =
in image I, with a reference imagé; used in the watermark i %‘ b -‘ . [
decoding process. We also use the same notation in Fig. 2. 8 Y - i : i

It should be noted that each set of the confidence m&ay 4. Three “Baboon” images (from USC database). (Top) the water-
surements presented previously were recorded from one tesitked imaggI) of the original with a 1000-element watermark sequence
run of the attack on a given set of 1000-element Watermdfﬁ?r_ted' (Bottonl left) The original image (Bottom right) The fabric_ated

) ; . .. _“original” image I'. Measurements of the presence of watermarks in these

sequences; the values in general vary slightly across differgi\yes are presented in Table I,
sets of watermark sequences. The aggregate statistics are nev-
ertheless quite consistent. To demonstrate this, we tabulated in ) o ) . )
Table Il the results of 100 random trials to insert “real” andith " using &, will give the watermarked imag¢ as in
“fake” watermarks into the DCT of the images and computedreulation) and proceed to argue that the unique ownership
the maximum hax, minimum (nin) and averagenfear) of cannot_ be determined—thus Alice’s claim of ownership is
the correlation values recorded from the trials. In each trial, "9t validated based solely on the test of the presence of her
pair of random 1000-element vectors whose components Jpésible watermarks.
normally distributed were inserted. Figs. 4 and 5 show the true
original, the watermarked image, and a fake original from a V. NONINVERTIBLE WATERMARKING OF IMAGES

test run on the images “Baboon” and “Peppers.” Each set of|n the previous section we demonstrated how one can fab-
the images are observed to be “perceptually similar.” A similgjcate an “original” image from a watermarked one such that
attack can also be engineered on the scheme in [9] whig§htful ownership cannot be resolved. We have accomplished
is based on addition of a signal derived from the DCT of s by inverting a watermarking encoding functiénin order
pseudonoise sequence to the DCTkot & image blocks.[0  to “remove” a watermark from an image rather than insert
The attack described above is universal in the sense thak. This is what we mean by anvertible watermarking
any image watermarked bgny scheme can be defeated. Inscheme. Clearly, removing this invertibility is a crucial step
the absence oftandardizationon the invisible watermarking in foiling our attack. In this section we shall formally define
technigques, or any specification of requirements on legitimatgsertibility and noninvertibility of invisible watermarking
watermarking schemes, anyone can claim ownership of agghemes, discuss noninvertible schemes and provide an ex-
watermarked image to which he or she has access. Thisafaple. Noninvertible schemes should not be considered a
because no matter which scheme Alice uses to watermatke-all, however: We shall demonstrate in Section VI that
her image, Bob can always use an invertible watermarkimgpninvertibility is a necessary but not sufficient condition for
scheme(&, D, Cs) (such as the one in Example 3) to create preventing further attacks.
counterfeit original (that is, he usé$ to create a fake original  Definition 1—Invertible Watermarking Schemes: water-
I’, and can then show that this image, when watermarkethrking schemé&, D, Cs) is invertible if, for any imagel,
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watermark insertion process, so that it is not possible to extract
a watermark from an image. The presence of a watermark in
an image would have to be inferred by some sort of “trapdoor”
function. The authors decided that this particular approach was
undesirable, as not only would such an approach run the risk of
producing a very complex and inflexible scheme, but it would
offer little help in fixing currently existing schemes.

Another approach follows from noting that in order to
fabricate a counterfeit original’, the attacker may have to
choose a watermarl’ before or duringthe construction of
I’. If we enforce the extra requirement that any watermark
inserted into an imagé be dependent upon (that is, a function
of) I, we may make it difficult for the attacker to select
a false watermark. Simply put, the attacker would have to
compute a watermarls’ dependent upon the final value of
I’, but that final value cannot be known ungif is used in
its computation. This can be achieved by computing a bit
sequenceB = {by,bs,---} from the imagel via a one-way
hash, that we then use in the process of watermarkir@ne

: way to use this bit sequence is to select the labeglshat
Fig. 5. Three “Peppers” images (from USC database). (Top) the watgpmpose the watermark itself. Another way is to use the bits

marked image(f) of the original with a 1000-element watermark sequencgy choose between two different insertion operatiensand
inserted. (Bottom left) The original image (Bottom right) The fabricated P n

“original” image I'. Measurements of the presence of watermarks in the@ for eachs;. If the One'Way_fu_ncm_)n IS Care_fu”y ng|gngd
images are presented in Table II. such that two perceptually similar images with nonidentical

pixel values will be hashed to vastly different bit sequences,
the bit sequence obtained from a one-way hash function of
the image to be watermarked will make the scheme secure
against any trial and error attacks that one can attempt in order
to construct a counterfeit original. With this consideration we
can adapt some well-known secure one-way hash functions
o led the i i . b such as_MDS [1_7], MD4 [18], and SHA [19] for our purposes.
£~ is called the inverse mapping, aqd, 5’) is amember  \ye wil provide two such examples, both variants of the
of the inverse image of undere. That is to say, a schemecgy ot 4. algorithm illustrated in Example 1. The first we
(€,D,Cs) is invertible if a single member of the inverse imaggyresent below, as an example of a noninvertible watermarking
of I under¢ can be feasibly computed. scheme. The second will be presented in Section VI, after we

Lemma 1—Invertibility and SWICO Attackin image wa-  gnow that the first istill susceptible to a refined version of our
termarked by an invertible watermarking sche@eD,Cs) IS attack despite noninvertibility!

susceptible to the SWICO attack using the same watermarkingaxamme 4: A modified version of the scheme described

scheme. by Cox et al. [2].
Proof: SetD’ = D and & = 6. We then have we first produce a 1000-bit one-way hash

N

Cs(D'(1),5") = 1 which satisfies (8). Assuming the roAbust-{bl’b27 -+, biooo} of the original image before computing its
ness of the watermarking scheme, we hdvel) ~ D’(). 2-D DCT. We then use two slightly different equations for
Therefore,Cs: (D(1), S") will be sufficiently large and (9) is inserting the watermark vector elements. For each frequency
also satisfied. bin v; to be modified, we choose one of the two formulas
Note that Definition 1 does involve the decoding functiodepending on the value of the hash bjt The formulas
D. For certain class of watermarking schemes, namely thee chosen to be different enough in their output that a
private schemes, the invertibility definition may not involve thevatermark vector consisting of the same vector elements, but
decoding functiorD—insteadCs(D([), S’) = 1 isimplied by using a different 1000-bit hash string, cannot be recovered
other conditions. The reasons for this have been describedrom the watermarked image.
Section IV, (12)—(15). The algorithm proposed by Getxal. Specifically, we use two versions of the second update
[2], for instance, is such an invertible watermarking schemdormula in [2] as follows:

It seems that the SWICO counterfeit attack developed {

there exists a mappin§~—! such that 1)¢-1(I) = (I, ),
2) £(I',8") = I, and 3)Cs(D(I),S") = 1, where &1
is a computationally feasible mapping,’ belongs to the
set of allowable watermarks, and the imagesind [’ are
perceptually similar. Otherwis€¢€, D, C5) is noninvertible.

in the previous section can be foiled through more careful =
requirements for watermarking schemes. In particular, we can

require that watermarking schemes used to establish rightiuthere in both cases was chosen to be 0.1. A 1000-bit
ownership must first satisfy the condition of noninvertibilityhash of the image is computed, and for each of the 1000
There are a number of ways to enforce this new requiremelairgest-magnitude AC coefficients, one of the formula is used
One approach would be to use one-way functions in tlidepending on the value of the hash it

Ui(l + ocsi), b; =0
bi=1 (16)

v (1 — as;),
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Fig. 6. Results of scrambling hash bits in watermark vectors. The original (as seen by the spike) and 999 copies with scrambled hashes.

Anticipating a possible attack involving rearranging wato circumvent our attack. In this section, we shall describe
termark elements to match the required hash values, @uwariation of our attack (actually, a more general instance
scheme requires that the elements be embedded in the higheur attack) that will nevertheless allow us to introduce a
magnitude matrix elements in a left-to-right, top-to-bottornounterfeit watermark into an image under this noninvertible
order. In addition, we impose the requirement tsatbe scheme. The results obtained in this section suggest that
positive—otherwise, an attacker can simply negate certairatermarking schemes must meet a stronger requirement
watermark vector elements to match the resulting hash bitghan noninvertibility as defined in Section V for resolving

We applied this watermarking scheme to a test image. Themnership.
original watermarkS is applied 1000 times, once with an In the previous sections, we assume the existence of one
original 1000-bit hash string, and the other 999 times usiragnd only one watermarked version of an imagein an
randomly selected bit strings. The 1000 different watermarksvnership dispute. It is not unreasonable to assume that
are tested for presenceintheimzfgé‘he results are presentedmultiple watermarked versions of the same imabemay
in Fig. 6. As illustrated in the figure, if the 1000-bit hash ofndeed exist. After all, if we cannot find out which so-called
the “original” hash string cannot be anticipated, the resultifgriginal” image is the “true original,” how can we decide
watermark cannot be expected to have a high degree wdfich watermarked version of an image is the “true water-
presence and is useless for counterfeit attack purpose&l marked” version in circulation? Bob is free to create as many

Example 4 illustrates a scheme that is difficult to invertvatermarked versions with his own watermarks embedded
Since (using our attack) the fake original ima@é is not after he has reverse-engineered a counterfeit origflh&bm
created until after the watermafX is decided upon—indeed, Alice’s watermarked versiod. Assuming Alice’s watermark
I’ depends onS’—the attacker cannot feasibly anticipatés robust enough, she can prove that all the watermarked
the associated hash stringy, 5, --} that must then be versions Bob creates contains her watermark, as they are
incorporated into the watermark. We believe the proposeeérived images of. To counter the claims, Bob has to prove
scheme is noninvertible although it seems difficult to proviae presence of his watermark in these watermarked images
this rigorously. and the watermarked version of Alice, in addition to the

presence of his watermark in Alice’s original.
We shall illustrate this form of attack using two watermarked

VI ATTACKS WITH MULTIPLE WATERMARKED IMAGES images, one created by Alicé, from her originall with her

In the previous section we defined what it means for \matermarkS embedded that is the true watermarked version,
watermarking scheme to be invertible, and showed an examplel the other created by Bal, from his counterfeit original
of what we believe to be a noninvertible scheme that appedtswith his watermarks’ embedded that is a fake watermarked
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single constraint (i.e., that(i’, s") = I) is relaxed. It follows
that any invertible watermarking scheme is quasi-invertible.
Watermarking schemes that are noninvertible can still be
susceptible to attacks (TWICO-attack) that eventually lead to
ownership deadlocks, if they are quasi-invertible. We shall
show that the modified scheme presented in Example 4 is an
example of a noninvertible scheme that is nonetheless quasi-
invertible, and still susceptible to counterfeit attack in a more
complex form.

———————— The problem with the scheme described in Example 4 is
that the 1000 watermark elements are chosen independently of
one another, allowing an attacker to “mix-and-match” elements
from a number of watermarks already present in an image to
create a new one that will also be present in the image. For
instance, imagine that an image is watermarked twice using the
Cox et al. algorithm, first with a watermarkV, and then with
a watermarkl’. Now imagine that the same image is instead

Watermarked with the following watermarkd”’ and 7,

Alice

I S

(original image)

(Quasi-inversion)

(watermark of fake original)

Fig. 7. Forging a watermark: the four-image case. If Bob can compute
image I’ (of reasonable quality) and watermafk such thatS’ is present

in I, even if watermarking’ with S’ yields an image different frond, the ~CONstructed from a 1000-element bit striag az, - - -, a1000:
counterfeit-attack is still successful. (TWICO-attack).
W(I Wi aizl T!I Wi ai:()
¢ ﬂ a; = 0 v E a; = 1.

image. Again, as in the SWICO attack, given orlywe want
to constructCs,, D', I, and S’ such that the properties in (8)1
and (9) will hold; but unlike the SWICO attack, here we d
not require that the insertion of the fake watermatkonto

Clearly, inserting the watermark&”’ and7” into an image
yields the same result as inserting the waterm&ykandT’,
Zince the same 1000 DCT elements are used for each insertion.
S In other words, the independence of the vector elements of a
Fhe coqnterfe!t original” must produce the same Wat(_arrr]arkeé]air of watermarks allows us to compose a new watermark
image [, but instead can _be another Wz?\termarked imétge vector out of elements of vectors already present in an image:
We (_:aII such a counterfeit-attack |_nv0IV|ng two watermarkeﬁi W and T are already present ifi, then arbitrarily chosen
versions of an image, a TWICO yin Watermarked mages vectorsW’ andT” can be expected to be equally present in

Counterfeit Original) attack. This is illustrated in Fig. 7. ; ‘1iq is the basis of an attack that defeats the noninvertible
Similarly, we can generalize the attack to involve multiplg.tame presented in Section IV.
(more than two) watermarked images. In this attack, Bob simply constructs a 1000-element water-
Notice that the TWICO attack demonstrates an even Mk IV, extractsV’ from I using the 1000-bit string111 - - - 1
dangerous property: A watermarking scheme need not figa; s, using the second insertion formula for every single
invertible to be susceptible to such a counterfeit attack. Thghtermark vector element) to form an imafje and similarly,
is, rather than having to compute an imageand watermark constructs a second watermatk and extracts it using the
vector 5’ such that marking” with 5" yields Alice’s water- string000 - - - 0 to form an image}. The two resulting images
marked /, Bob only needs to comput® and 5’ such that f/ and s are averaged to yield an imagé which he claims
marking [" with 5" yields an image possibly different fromi pe his original. This image is then hashed, and the real
but similar enough tal, in terms of perceptual quality and theyatermark S’ is computed thus: If théth hash bit of the
features preserved for watermark extraction, thiatan still ayerage is zero, Bob uses tik vector element of the second
be expected to lie if. This leads us to define another typgyatermark; else he uses tih element of the first, to build
of watermarking scheme: a 1000-element vectaf. Finally, he watermarkd’ with 1’
Definition 2—Quasi-Invertible Watermarking Schemés: to produce a watermarked imagdé, which he claims to be
watermarking schemg, D, Cs) is quasi-invertibleif, for any  the watermarked version of his “original¥’ is then a vector
image I, there exists a mapping~" such that 1)¥~'(I) = composed of elements frofi’ and 7" so as to match the
(I',8") and 2)C5(D(1), S") = 1, where £~ is acomputa- 1000-bit hash off.
tionally feasiblemapping, S’ belongs to the set of allowable Can such an attack work? After all, although watermarks
watermarks, and the imagésand I’ are perceptually similar. using this spread-spectrum scheme have been shown [2] to be
Otherwise, (£, D, Cs) is nonquasi-invertible robust to many operations performed upon a marked image, it
Lemma 2—Quasi-Invertibility and TWICO-Attackn im- is assumed that the operations are not based on any specific
age watermarked by a quasi-invertible watermarking schenmgormation about the watermark. Here we are averaging one
(€,D,Cs) is susceptible to the TWICO attack using the samgatermarked image with another whose watermark vector
watermarking scheme. “points” in exactly the opposite direction. Can either water-
Proof: Similar to the proof for Corollary 1. O  mark survive?
Notice that the definition of quasi-invertibility is similar to  As Fig. 8 shows, they do survive, and Bob’s mix-and-match
the definition of invertibility, the only difference being that anethod of constructing any watermark works astonishingly



CRAVER et al. RESOLVING RIGHTFUL OWNERSHIPS WITH INVISIBLE WATERMARKING TECHNIQUES 583

16 T T T T T T T T T

Significance of fake watermarks <

0 1 1 1 1 1 1 1 1 1

0 100 200 300 400 500 600 700 800 900 1000

Fig. 8. Results of averaging oppositely watermarked images. Here we see 1000 watermarks picked to fit 1000 randomly chosen hash strings.

well. For this third experiment, a watermarked image was usedWe first produce am-bit {b;,bs,---b,} one-way hash
to fabricate a fake original using this averaging techniquef the original image, perhaps combined with a relatively
increasing the value ofr in the formula from 0.1 to 0.27 small standard identifier in order to allow multiple distinct
so that the watermark exists more prominently, as well asatermarks to be inserted into the same image. We then
causing a visible change in image quality. One thousasdnply use this hash as the seed for the pseudorandom number
watermarks were created based on random bit strings, ayeherator used to generate the normally distributed watermark
each was tested for presence in tbeginal (i.e., Alice’s vector elements. A vector, then, is not considered an allowable
original) image. The mean correlation value was 9.97, wellatermark unless it could have been generated by a given
above random, and the highest computed correlation was 13#@rting seed for the (possibly standardized) generator.
The original (Alice’s) watermark is present in the fake original An attacker would need to be able to compute a fake original
with a significance of 14.2. This is clearly too close foi’ and a vectorS’ such that a one-way hash &f and some
comfort. allowable identifier will be a seed which generat#s Notice
What we have shown above is an example of a noninvertilileat any mix-and-match variant of our attack is rendered com-
watermarking scheme that, because of its quasi-invertibilitgletely useless by this technique, since arbitrarily constructing
still falls prey to the counterfeit-attacks. Hence we have @new watermarl’ from already existing watermarksandT
require that a good scheme for resolving ownership must tiedeed, usingainy method of constructing a vector other than
practically nonquasi-invertible. While the previous examplan allowable pseudorandom number generator) is very unlikely
illustrates how an algorithm cannot be made secure merely toyproduce an allowable watermark. Even then, determining
throwing a one-way function at it, this pitfall can actualljthe seed that generates an arbitrary allowable watermark is
be easily avoided by using another, simpler noninvertibleard.
watermarking scheme. Like the method posed in Example 4,The originator of the image would, when called upon to
this technique makes use of a bit string generated by a opeeve ownership, present the original image, the identifier if
way hash of the image (and perhaps some extra informatioohe is used, and the generator if no single standard generator
However, the string is used in a different way that eliminates picked. Clearly, some restriction on the choice of generator
the potential for mixing and matching. This scheme also allowgould be sensible. Notice that the actual watermark sequence
us to lighten up some the restrictions we placed on the ord#ves not need to be stored, since it is entirely dependent
and sign of the watermark vector elements. upon the image and identifier. We believe this scheme to be
Example 5: A more secure modified version of the schemeonquasi-invertible, and secure against the different types of
described by Coet al. [2]. attacks presented in this paper. O
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In conclusion, noninvertibility of a watermarking scheméor proper decoding. In practicé = 3,4 or 5. To detect
is necessary to prevent our counterfeit fabrication attadke watermark from an imagé, based on watermark, we
It may seem obvious in retrospect that noninvertibility isomputew = A — B, where A and B are the mean pixel
necessary for a watermarking scheme to be secure, especialiyes of the pixels in setd and B respectively.
when the problem of watermarking is approached from alf I is watermarked using and with valuek, thenw = k.
cryptographic point of view. However, until now the issu®therwise, ifS is randomly choseny = 0 for a typical image.
has not been addressed, the primary focus of research falliftge test statistics will then indicate the confidence level of the
upon engineeringobustnes&lone, under the assumption thatibsence or presence of a watermark. Here the test statistics
security would be guaranteed. is ¢ = w/sw, where s is the sample standard deviation of
But noninvertibility is not sufficient unless “invertibility” is w. It has a distribution with mea#/sz or 0, depending on
taken in a very general sense: an attacker does not needvhether there is a watermark presence or nof .iwe shall
be able to compute a fake origindl as an unwatermarkedwrite ¢ = D(1, S, k) to denote the computation of test statistics
version of/; he or she merely needs to computefarto be ¢ using watermarkS and additiont on imagel/. O
an unwatermarked version sbmeimages similar enough tb The above watermarking scheme does not involve an extrac-
that the fabricated watermark can be found irDesigners of tion operation with respect to a feature set from a reference
noninvertible schemes must therefore take extra care to ensiage in the decoding of the watermark. In such cases, an
that theirs are nonquasi-invertible as well. This is a surprisimgverse function€=! can be constructed straightforwardly to
development even from a cryptographic perspective—makiggld a counterfeit “original”f’ such that watermarkingf’
a watermark encoding scheme one-way is not enough to faith somes’ andk returnsi. This, however, does not directly
the watermark forging techniques described herein. Moreovinply the success of counterfeit attacks. A crucial requirement
proving that a scheme meets the more general requiremenf@fthe watermarking scheme to be invertible, and susceptible
nonquasi-invertibility may be difficult. We hope to promoteo a successful attack, is the presence of the attacker’s (Bob’s)
discussions of the potential pitfalls of engineering nonquasiratermark on the watermarked imagewhich has the wa-
invertibility. termark of the true owner—Alice—embedded, as well as on
the true originall. The challenge for Bob is to reconstruct
his watermark directly from, and without changing, the pixel
VIl ATTACKS ON PUBLIC WATERMARKING SCHEMES values of Alice’s watermarked image; this time, he cannot take
We have addressed invertibility and quasi-invertibility iadvantage of a reference such as the counterfeit original to do
the previous sections. Their definitions, and the definition af subtraction. In this case, we shall show in the following
invisible watermarking scheme as discussed in Section Il sgample that Bob can engineer a division stratégywhich
general enough to include a variety of invisible watermarkingffectively demonstrates the presence of his mark in Alice’s
schemes. However, as we have used as an example of comatermarked image. The attack is summarized in the following
terfeit attack on the private watermarking scheme proposegample.
by Coxet al.[2], in which an original image is necessary for Example 7: An implementation of a counterfeit attack on
the process of watermark extraction and decoding, some nihg watermarking scheme in Example 6.
have the misconception that if the extraction of the embeddedA successful attack requires the attacker Bob to come up
watermark does not involve explicit use of an original imagayith a division strategys’, andk’ such thay = D(1, 5", k') ~
the counterfeit attack may not have been succeeded. Becalléé, S, k). If S” is randomly selected, theR(I, S, k") = 0.
the extraction operation involves literally a subtraction™ To overcome this, Bob first chooses thest .S’ that forms
operation with respect to a reference image, a questiontio sets, A* and B*, such that the differencer, of the
ask is if one can take out the need of the reference in theeansA* and B*, is maximized. This in return will also
extraction process and how can the counterfeit watermarkingike ¢ a significantly large number. The optimal strategy is
scheme be implemented? After all, there are many invisibde follows: 1) compute the median of the pixel values of
watermarking techniques that do not involve the use of tHe 2) assign all pixels whose values are greater thario
original image (for example, [14], [5]) in the extraction ofA* and those smaller tham to B*; and 3) randomly assign
embedded watermarks. pixels whose values are equal to to A* or B* until the
The answer is, the same principle still holds. Indeed, susizes ofA* and B* are equal. These steps produce a large
counterfeit attacks can still be engineered. We shall show @ unrealistic in typical images (for example, ~ 87 for
implementation using the technique proposed by Pitas [14]the image Lena-% embedded commonly have values range
Example 6: A summary of the public watermarking schemdrom 2-5). In addition, the two selected set$ and B* are
proposed by Pitas [14] (similar scheme is also described not random-looking contrary to the common practice that
[71. the watermarkS’ is usually randomly chosen. Bob, however,
The watermark insertion procedure is as follows: Given aran introduce randomness into the two sdts and B* by
image!, divide the set of pixels into two equal setsand B randomlyswapping some fractiohof pixels between the two
(via a random selection of the two sets). The division strateggts. An attacker can start by smaland slowly increasé
S (that is, how to divide into the two set4 and B) is also to get the desiredi—this is possible because increasihg
the watermark in this case. To yield the watermarked imag#ecreasedgr. In our experiments] ~ 0.5. We denote the
k is added to each pixel imd. Both S and & are needed resulting sets’ and B’ which constitutes the division strategy
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S’. The counterfeit originalf’ can then be easily constructedOne such effort was aimed at developing watermarking tech-
by subtracting out:’ from the pixel values on the pixels inniques for digital data. A watermark in this context is a signal
A’. Thus watermarking” with &’ and set partitioning o4’ added to digital data such that it could be used to: 1) identify
and B’ will give the watermarked imagé. source of the data or uniquely establish ownership; 2) to
Experimental results show that the sets partitionedsSby identify its intended recipient; and 3) to check if the data
are random without any visible correlation, and the confidenbas been tampered with. Within each class of applications,
measurements on the presence of Bob’s watermark on Alicé'gre can be variations on the requirements of a watermarking
original and watermarked image are in line with, or bettescheme.
than, Alice’s measurements of her watermark presence inlt may have appeared from some of the ensuing work that
Bob’s counterfeit original and her own watermarked image. the most important property of such watermarking schemes
other wordsD(I, 8", k') ~ or > D(I, S, k) andD(I, S, k') ~ was their robustness. That is their ability to survive despite ma-
or>D(f’,S, k) and the attack is successful. Table IV sumlicious attempts at removal. Indeed, in this sense the research
marizes the confidence measurements in termg oh the efforts have been successful. Watermarking schemes have been
presence of watermarks in two test images with one test rproposed and shown to be remarkably robust. However, we
together with image quality measurementsofigainst/. The have demonstrated in this paper that the ability to embed
numbers vary slightly across different setsoaind S’. There robust watermarks in digital images does not necessarily imply
are no observable artifacts in the image quality. Note that Beflie ability to establish ownership, unless certain requirements
can use &’ different from thek Alice uses, or the same. Bothare imposed on the watermarking schemes. In the absence of
cases are illustrated in the table. In our trials, the entire attaslich requirements, Alice cannot simply lock away an original
on a 512x 512 image took up less than 1 s on a 100-MHimage that she can use later to establish ownership over a
PC with 32 MB of memory. O watermarked copy. So what can Alice do? She can still resort
In other words, the watermarking schemes presented ttconventional means of registering the image with a central
Example 6 are invertible. There are, of course, remediaathority and obtaining a copyright.
that can be deployed to make the attack more difficult, like Contrary to common belief that digital watermarking is a
imposing stringent requirements on how the sets can bere-all solution for copyright protection, we have shown that
partitioned. One method is to use similar solution suggesttttbre are certain limitations to what digital watermarking tech-
in Example 5 for private watermarking scheme: Use a ongigues can achieve. Some applications, like resolving rightful
way hash of the original image (possibly with combinationswnership, cannot rely on using watermarking techniques that
of the owner’s identification) as the seed to generate the a@¢ invertible or quasi-invertible. But then, proving that a
A and B. This will make the attack more difficult, but it hastechnique is not quasi-invertible could turn out to be very
not yet been proven impossible. Nonetheless, what we halifficult.
illustrated is that even the public watermarking schemes, if Despite these limitations, watermarking techniques (invert-
not designed carefully and used in the proper context (in oiile or otherwise) can still be useful for protecting Alice’s
case, using invertible watermarking schemes for applicatioingerests. For example, Alice can embed a different water-
involving ownership resolution), may not deliver what theynark in each copy of the image that she sells. This unique
have promised. However, we find it difficult to have onevatermark will enable her to determine the identity of her
general and systematic scheme to attack a wide variety of otBpecific customer who may be making unauthorized copies
public watermarking schemes; rather, a successful attack @id selling them for a profit. A watermark can also be used
any particular scheme or any class of watermarking schemss Alice to establish her ownership over versions of her

is a piece of smart engineering work by itself. image that have been visually modified. For example, Alice
can establish that it is her image that is embedded in a
VIII. D ISCUSSIONS AND CONCLUSIONS larger image. Current copyrighting mechanisms are not well

geared for addressing such situations, that in the future can

We now return to the questions that we posed in tl@asily arise, given the ease by which data in digital form

beginning. What is a watermark, why is it needed and ho(‘f‘én be manipulated and the widespread use of the Internet in

useful is it? Current copyrighting mechanisms for photograpisiy gissemination of digital information. One can list many

and images involve registration of the item being copyrighte o ariants of such applications demonstrating the utility
with a centralized authority.All contests of ownership are of invisible watermarks. However, different applications de-

then resolved by this central authority. It has been recognized | jifferent types of watermarking schemes with different
for quite some time now that these laws are quite inadequ?é%uirements

for d.ealmg with Q|g|tal data that can be so (_ea§|ly copied and . 4 y4ition to the counterfeit attacks introduced in this paper,
manlpulqted. This has_led to an interest W_'thm the res_ear&}é can study watermarking schemes that are robust against
community for developing copyright protection meChan'Sma'eneraI attacks (such as that proposed in [16]jetnoveor

6\We quote several sentences in [20] here: In U.S. copyright laws, copyrigﬁl'm'mSh the presence dghe Wa_termark_ in the Wate.rmark_ed
protection is secured automatically when the work is “created,” and a woltnages. On the other hand, it is also important to investigate

is “created” when it is fixed in a copy or phonorecord for the first time. Nervntographic protocols that can complement watermarkin
publication or registration or other action in the Copyright Office is require% yptograp P P 9

to secure the copyrights. There are, however, certain definite advantage§f'&})1emeS for effective digital COpyriQ_ht protectiqn. Fi_naHYv a
registration. side note on the types of attacks introduced in this paper:
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These attacks easily allow any one to claim ownership ~f Scott A. Craver received the B.S. and the M.S.
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