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ABSTRACT
Passive Radio Frequency IDentification (RFID) tags are commonly
used to provide Radio Frequency (RF) accessible unique identi-
fiers for physical objects due to their low-cost, lack of battery, and
small size. Besides this basic function, many novel RFID-based sens-
ing applications have been proposed in the last decade, including
localization, gesture sensing, and touch sensing, among others.
Nevertheless, none of these systems are in widespread use today.
We hypothesize that this is because the accuracy of these systems
does not meet application requirements when there are even minor
changes in the RF environment or in tag geometry, i.e., changes in
a tag’s orientation or flexing.

This paper uses both theoretical analysis and real-world experi-
ments to test this hypothesis. Our theoretical analysis shows that
even a small phase or RSS noise level can result in significant es-
timation errors. Our extensive real-world experiments find that
both the absolute and differential values of phase and RSS readings
of an RFID tag’s signal can vary as much as by π radians and 10
dB, respectively, due to small changes in the tag’s orientation or
flexing. Because of these large variations, RFID-based application
systems relying on the signal phase or RSS cannot meet application
requirements, confirming our hypothesis. In addition to this strong
negative result, we also present some insights into designing robust
RFID systems that are suitable for use in the real world.

CCS CONCEPTS
•Human-centered computing→Ubiquitous andmobile com-
puting systems and tools; Empirical studies in ubiquitous
and mobile computing; • Applied computing → Engineering.
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1 INTRODUCTION
RFID technology allows a reader to query a unique identification
code embedded in either an active or a passive1 tag over an RF
channel. It is widely used for smart identification, where a tag is
attached to a physical object, such as baggage, clothing, or a transit
token, and the reader identifies the object based on its ID [18].
Due to their low-cost (a few cents each), lack of battery, and small
size, passive RFID tags are in widespread use; their market value is
expected to rise to $14.9 billion by 2022 [27].

Beyond the traditional identification and authentication func-
tions of RFID systems, many RFID-based applications and systems
have been proposed in recent research, including decimeter-level
localization and tracking [45], fine-grained gesture/activity recog-
nition [9, 10], touch sensing [26], orientation sensing [43], and
device-free sensing [47], amongst many others [7, 8, 46]. These sys-
tems typically rely on detecting modifications to a tag’s response,
such as a change in Received Signal Strength (RSS) or phase. For ex-
ample, in a touch-sensing application, the reader detects that a tag
has been touched due to a change in its RSS and phase values [26].

Despite extensive work in this area for the last ten years or so,
novel uses of RFID tags have rarely progressed beyond research
prototypes, with nearly no usage in practice. We hypothesize that
RFID-based sensing systems are not widely used in practice because
they are not robust to even minor variations in the environment or
tag geometry. This hypothesis is motivated by our observation that
it is possible to achieve decimeter-level localization accuracy only
when the RF environment is stable (i.e., no people are moving) and
the tag is always facing the reader’s antenna head-on and is not
rotated. Similarly, when used for gesture sensing [9, 10], we can
reliably identify gestures only when the environment is stable and
the human target stands at a fixed location and repeats the exact
same gesture.

The goal of this paper is to validate our research hypothesis. We
also want to determine how to make novel RFID systems robust
enough to be used in practice. To do so, we first survey several
1Active tags need a source of energy; passive tags have no battery and harvest energy
from a reader’s RF signal.
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RFID-based applications and mathematically model the relationship
between phase and RSS readings and an application’s accuracy. We
find that even a small phase noise level of 0.5 radians or a small
RSS noise level of 2 dB can result in up to a 32◦ angle estimation
error or a 1.1 m range estimation error. This is corroborated by
extensive real-world experiments for seven different use cases and
four different environments, demonstrating that even when the
distance between a tag and a reader is fixed, both the absolute and
differential values of phase and RSS readings of an RFID tag can
vary by as much as π radians and 10 dB, respectively, due to changes
in the tag’s orientation and geometry. Based on these observations,
we conclude that RFID-based application systems are bound to
suffer large errors in practice due to these variations, validating our
hypothesis.

Although we find that most existing RFID-based applications
are not robust in practice, this does not mean that all RFID-based
applications are destined to be fragile. Instead, based on our experi-
mental results, we show how to improve the robustness of RFID
systems by using stable signal features and carefully selecting a
right type of tags for each application.

We make the following contributions:
• We comprehensively survey research into passive RFID-
based applications and find that the phase and RSS are the
most widely used signal parameters.

• We use theoretical models to study the impact of phase and
RSS noise on the accuracy of the angle and range estimations
of RFID systems.

• We conduct an extensive experimental campaign and find
that large phase and RSS variations are unavoidable in prac-
tice.

• We present insights into designing robust RFID systems.
Paper outline:We present background regarding RFID systems,
RSS and phase measurements in Section 2. A survey of existing
RFID applications and an evaluation of their resilience to phase and
RSS noise is in Section 3. We discuss experiments to determine how
much phase and RSS readings vary in realistic settings in Section 4.
We discuss how to improve the robustness of RFID systems in
Section 5. This work is concluded in Section 6.
Raw experimental data:We have made our testing software and
all raw experimental data openly available at https://www.dropbox.
com/s/z34h0lk7bc8x0p0/Raw-data-and-Software-code.zip?dl=0

2 BACKGROUND
Fig. 1 shows a typical passive RFID system, which consists of two
parts: a reader and a tag. The reader transmits an RF signal as
a query. The tag uses this query to power up and respond with
its ID. Since passive tags have no battery, RFID readers use a di-
rectional antenna to focus their power and increase their reading
range. Besides the ID, commodity RFID readers also measure two
RF parameters related to the tag’s signal: Received Signal Strength
(RSS) and Received Signal Phase (RSP), discussed next.

2.1 Received signal strength
RSS is the power of the tag’s signal received by an RFID reader.
Since RFID communicates using backscatter radio, which is funda-
mentally different from conventional radio (e.g., Wi-Fi radio), we

Backscatter signalTag Reader antenna

d

λ 

Figure 1: Illustration of a passive RFID system.

model the RSS reading R in dB using the monostatic backscatter
link budget introduced by Griffin et al. [14], as follow:

R(dB) = 10 log
[
CG ·CM ·CP · λ4

(4πd)4 · ξ 2
Ptx

]
, (1)

where, d is the distance between the tag and the reader’s antenna;
λ is the wavelength of the RFID signal; Ptx is the reader’s trans-
mission power; CG , which is a constant, is related to the antenna
gains of the reader and the tag;CM is the modulation factor, which
is a constant for a given reader; CP is related to the polarization
mismatch between the tag and the reader; and ξ is the path loss
factor that related to the environment. For a given environment
and deployment setup, CP and ξ also are constant. Thus, Eqn. (1)
can be simplified to:

R(dB) = 10 log
[
C · Ptx · λ4

d4

]
, (2)

where, C = CGCMCP /(44π 4ξ 2) is a constant.
Eqn. (2) shows that the RSS is a function of the distance between

a tag and a reader’s antenna. It is worth noting that this expression
models not only line-of-sight, free-space scenarios but also non-
line-of-sight, real-world scenarios with appropriate selection of
parameters such as the polarization mismatch value CP and the
path-loss factor ξ .

2.2 Received signal phase
RSP is the phase of the tag’s signal when received by a reader. In
free-space, the RSP is given by [20]:

ϕ=

(
2π
λ
2d +C ′

)
mod 2π , (3)

where, d is the distance between the tag and the reader’s antenna,
λ is the signal’s wavelength, C ′ is a constant which represents the
additional phase offset introduced by hardware of tags and reader
antennas. The expression shows that the phase is a function of the
distance between the tag and the reader’s antenna. However, in
reality, the phase can also be affected by multipath effects, channel
conditions, and among other factors.

In summary, the values of the RSS and RSP parameters mea-
sured by a tag reader depend on the distance between the tag and
the reader. Thus, by measuring these parameters, it is possible to
estimate the distance between a reader and a tag. This has been
exploited for applications, such as localization and gesture identifi-
cation. In the next section, we discuss these applications in more
details.
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3 RFID APPLICATIONS
In this section, we first present a survey of RFID-based applications
and systems. We also explain how these systems utilize phase and
RSS measurements. Then, we evaluate their resilience to phase and
RSS noise using standard theoretical models.

3.1 A Survey of RFID Applications
In the past few years, many RFID systems have been designed in
the research community, targeting a wide range of applications. We
survey these next.

3.1.1 Localization & Tracking. A common use of RFID tags is to
track and localize objects. For example, libraries can attach tags
to books in order to locate misplaced books and also to automate
the checkout process. Hospitals can use RFID tags to localize and
track their equipment. Tagging can also help them to manage their
inventory.

Most RFID-based localization systems use either mathematical
models or training schemes to track or localize a tag. For example,
Zhou et al. [48] first use the training scheme to map RSS measure-
ments to the locations of a tag. Then, they use the trained data set
to estimate the location of a tag from its RSS measurements. In
contrast, the system proposed by Sanpechuda et al. [29] takes a
different approach, deploying reference tags in many known loca-
tions. Then, it compares the RSS of a moving tag with the RSS of
reference tags to estimate its location with respect to references.
However, both systems have limited accuracy as they only rely on
the coarse-grained RSS measurement.

In order to achieve a higher localization accuracy (e.g., decimeter-
level), recent systems measure the tag’s phase information at mul-
tiple antennas or multiple frequencies, and then use the phased-
antenna array model to estimate the Angle-of-Arrival (AoA) [17]
or the Time-of-Flight (ToF) [41] of a tag’s signal. Although this
technique improves the localization accuracy, it works poorly in
multi-path environments. Since the estimated AoA or ToF might be
different from the true direction or the true distance (i.e., time-of-
flight) of the tagwith respect to the reader. To combat themulti-path
problem, other recent studies use both the phase and RSS informa-
tion [39, 40], and mathematical models to localize tags. For example,
PinIt [40] uses the Synthetic Aperture Radar (SAR) model and com-
pares the multi-path profile of a tag with reference tags to localize
the tag with higher accuracy.

3.1.2 Ordering. Another use-case of RFID tags is to find the relative
ordering of multiple objects. These applications determine only the
relative locations of tags rather than their absolute locations. For
example, to find a misplaced book on a library shelf, one needs to
find the relative location of the book with respect to other books.
OTrack [32] finds relative locations of tags using RSS readings.
The work proposed in Reference [33] uses the spatial-temporal
profiling of phase values to order tags in a two-dimensional space.
However, this system fails in multipath environments. To combat
the multipath effect, MobiTagbot [30] first detects multipath effects
by using the phase information of multiple channels, and then it
excludes phase readings that are distorted by the multipath effect.

3.1.3 Gesture & Activity Recognition. Some recent papers use RFID
tags for gesture and activity recognition [9, 10]. By attaching tags

to the human body and monitoring phase and RSS changes, they
can identify body gestures or activities. For example, FEMO [13]
monitors exercise activities by attaching RFID tags to dumbbells.
Similarly, ShopMiner [35] monitors customer shopping behavior
by using the phase measurements of tags attached to clothing.
Pantomime [34] relies on phase measurements from multiple tag-
arrays for a gesture-based interaction application.

3.1.4 Touch Sensing. Another application of RFID tags is to use
them for battery-free touch sensing [26, 28]. Specifically, when
a user touches the tag’s antenna, the impedance of the antenna
changes. This results in a change in the tag’s phase and RSS readings
which can be sensed by the RFID reader. For example, IDSense [24]
attaches tags to objects and identifies two touch events (swipe
touch and cover touch) by detecting the changes in the tag’s phase
and RSS information. PaperID [23] detects more than five types of
touch events by applying a supervised machine learning method
to the phase and RSS data. However, these systems can only detect
coarse-grained gestures. A recent system, i.e., RIO [26], detects the
fine-grained finger touch gestures by comparing the phase changes
caused by the finger against pre-calibrated phase data.

3.1.5 Orientation Sensing. Phase and RSS measurements of an
RFID tag change depending on the tag’s orientation. Therefore,
another application of RFID systems is to use RFID tags as orienta-
tion sensors [31, 43]. For example, Gupta et al. [15] estimate the 1D
orientation of a tag by tracking the tag’s RSS fluctuations. Shirehjini
et al. [36] determine the 2D orientation of a target (e.g. robot and
chair) by using a site-survey approach for both the RSS and phase
measurements. Tagyro [43] attaches an array of multiple tags to a
target and estimates the target’s 3D orientation by using the phase
offsets between tags.

3.1.6 Device-free Sensing. Unlike the applications discussed above,
device-free sensing systems do not require the object to carry any
tag. These systems use the phase and RSS changes induced by an ob-
ject on multiple tags that are attached to the environment to localize
and sense an object. For example, Tadar [47] detects the movement
of a target by using both phase and RSS readings of multiple tags
attached to a wall. D-Watch [42] uses a similar approach to localize
a human target, using multiple tags that are randomly deployed in a
room. GRfid [49] uses the phase information of tags for device-free
gesture sensing. R# [12] estimates the number of people in a space
by measuring the RSS variances of tags. TagScan [41] identifies the
material type of an object using the phase and RSS measurements
of tags that are deployed near it.

3.1.7 Other Sensing Applications. Beyond the applications discussed
above, there are many other RFID-based sensing applications. For
example, to estimate the vibration frequency of an engine, Tag-
beat [46] attaches an RFID tag to the engine and measures its phase
change. Reference [8] detects the liquid volume in a glass by at-
taching multiple tags to the glass and comparing their RSS values.
Sarma et al. [7] use RFID tags to detect the failure of a freezer.
Specifically, they can detect if ice is melting by attaching a tag to it
and monitoring the change in the RSS readings.
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3.2 Resilience to RSS and Phase Variations
All of the RFID-based applications in our comprehensive survey rely
on measurements of the phase and/or RSS readings of tags to infer
the distance and angle between a tag and a reader. This distance or
angle information is then directly or indirectly used for localization,
gesture sensing, vibration sensing, and so on. Therefore, the quality
of the phase and RSS information is critical for the accuracy of
RFID-based applications.

We next discuss the impact of phase/RSS noise on the accuracy
of RFID-based range and angle estimations. Specifically, we first
introduce an RSS-based range estimation model and a phase-based
angle estimation model. Then, we analyze the range and angle
errors introduced by phase/RSS noise by using, first, theoretical
models, and subsequently, numerical results.

3.2.1 RSS-based Range Estimation. The range model estimates the
distance between a tag and a reader using the tag’s RSS measure-
ments. Specifically, for a given environment and deployment setup,
the tag-to-reader distance d can be estimated, based on Eqn. (2), as
follow:

d = 10−
R
40 · λ · 4

√
C · Ptx , (4)

where, R is the tag’s RSS measurement, λ is the wavelength of the
RFID signal, Ptx is the reader’s transmission power, and C is a
constant and defined in Eqn. (2). By using this model, we can define
the distance error ratio as follow:

Ed = |1 − d2
d1

| = |1 − 10−
∆R
40 |, (5)

where, d1 and d2 are estimated distances using the true RSS mea-
surement (R1) and the noisy RSS measurement (R2), respectively,
and ∆R = |R2 − R1 | is RSS noise. Eqn. (5) implies that Ed is inde-
pendent of the reader’s transmission power, the channel frequency
(i.e., wavelength) and the antenna properties.

0 2 4 6 8 10 12
RSS Noise (dB)

0

10

20

30

40

50

Figure 2: Impact of RSS noise on the range error ratio.

Fig. 2 shows the relationship between the range error ratio and
RSS noise. As can be seen, a 2 dB and a 10 dB RSS noise level would
result in ∼11% and ∼44% distance errors, respectively. Note that a
common reading range of an RFID tag is around 10 m. That is to say,
the distance error for the 2 dB or 10 dB RSS noise level would be
∼1.1 m or ∼4.4 m, respectively, which exceeds the decimeter-level
accuracy requirement of most localization/tracking applications,

0°

Figure 3: Illustrations of the phase-based angle (i.e., AoA) estimation in (a)
and the range estimation error caused by the angle error in (b).

such as baggage sorting [45] or locating a misplaced book in a
stack [40].

3.2.2 Phase-based Angle Estimation Model. The angle of arrival
(AoA) refers to the direction of a tag’s arrival signal with respect
to an array of reader’s antennas, or the direction of a reader’s
arrival signal with respect to an array of tags. For simplicity, we
assume an antenna-array at a reader for our analysis. However, the
analysis for a tag-array is similar due to the inherent symmetry in
the mathematical model.

Specifically, consider a 2-element antenna array2 as shown in
Fig. 3(a). Then, the AoA θ is [1, 25]:

θ = arccos
(
λ |ϕ1 − ϕ2 |

4πD

)
= f (|ϕ1 − ϕ2 |), (6)

where, ϕ1 and ϕ2 are phases of a tag’s signal measured at two
antennas, λ is the wavelength, andD (< λ/4) is the distance between
two antennas. Considering a phase noise∆ϕ in the differential phase
measurement |ϕ1 − ϕ2 |, the AoA error can be expressed as follow:

Eθ = | f (|ϕ1 − ϕ2 |) − f (|ϕ1 − ϕ2 | + ∆ϕ)| . (7)

0 0.5 1 1.5
0

10

20

30

40

50

60

Figure 4: Impact of phase noise on the angle error.

Eqn. (7) shows that the AoA error is related to both the true phase
difference |ϕ1 − ϕ2 | and phase noise ∆ϕ. Fig. 4 shows the impact of
phase noise on AoA errors for different values of |ϕ1 − ϕ2 | and ∆ϕ.
2Note that although larger antenna arrays have better resolutions than 2-element
arrays, their errors are the same for the same phase noise level.
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As can be seen, even a 0.5 radians phase noise level would result in
an AoA error of 9-32◦. Such a large AoA error causes significant
localization errors. For example, when the distance between the
tag and the antenna-array is 5 m (d = 5), a phase noise level of 0.5
radians can result in a distance (or range) error of ∼ d · Eθ = 0.8-2.8
m, as shown in Fig. 3(b).

3.3 Summary
This section demonstrates that phase/RSS noise can significantly
impact the accuracy of range and angle estimations. For example,
even a fairly low noise level of 0.5 radians in phase or 2 dB in
RSS can result in an angle estimation error of 9-32◦ or a range
estimation error of 1.1 m. However, many applications require
highly-accurate distance and angle measurements. For example,
sub-meter accuracy is required for human body localization [42]
and decimeter-level accuracy is needed for baggage sorting [45]
or locating a book in a stack [40]. Similarly, a few degrees of error
in an angle estimation could make a robotic arm fail an assembly
task [39], or result in an accident in a cargo hold due to the failure
in a tilt alarm [16]. It is worth noting that some RFID systems use a
fingerprint-based method (i.e., a ‘training and testing’ approach)
instead of a phase/RSS model to estimate distance and AoA. How-
ever, this approach is also not robust, given that phase noise and
RSS noise can vary as large as π radians and 10 dB due to small
changes in a tag’s orientation or flexing (see Section 4). Thus, test
data is likely to differ significantly from training data unless the
environment and tag orientation is precisely controlled.

4 HOW ROBUST ARE PHASE AND RSS?
We now present experiments that investigate the degree to which
phase and RSS readings might change in realistic settings. Note
that most RFID readers support multiple antennas. Thus, some ex-
isting studies use differential phase and differential RSS for AoA
and distance estimations. Thus, in addition to absolute values, we
also conduct experiments to test the level of variation in differential
phase and RSS values between two reader antennas. We first de-
scribe our experimental test-bed and then detail the results for five
different RFID tag types in seven use cases and four environments.

4.1 Test-bed Setup
Hardware: An Impinj Speedway R420 reader [19] is employed
without any hardware or firmware modification. The reader oper-
ates in a frequency range of 902.75–927.25 MHz. The reader uses
two directional antennas with a 9 dBi gain and 63◦ beam widths of
elevation and azimuth [3]. The distance between the two antennas
is 8 cm (< quarter-wavelength). Five types of widely used tags, as
shown in Fig. 5 and Table 1, are tested.

Table 1: TAG TYPES

Type Description
1 Avery Dennison AD-227M5 [5]
2 Avery Dennison AD-383u7 [6]
3 Alien Squiggle ALN-9740 [2]
4 SMARTRAC Frog 3D [37]
5 Avery Dennison AD-172u7 [4]

Type 1
Type 2 Type 3 Type 4

Type 5

Figure 5: The five types of RFID tags used in our experiments.

Software: The software runs on a laptop and is implemented in
C# and MATLAB. The laptop communicates with the RFID reader
via an Ethernet cable using a low-level reader protocol [21]. Tag
backscatter packets, which contain phase and RSS information, are
received by two antennas at the reader and forwarded to the lap-
top for analysis. Note that commercial readers perform frequency
hopping to comply with FCC regulations [11], which creates in-
consistency between measurements. To avoid this, following best
practice, we use a software filter to only collect packets from the
same channel.

Table 2: DEFAULT EXPERIMENTAL SETUP

Parameter Value
Reader transmission power 32.5 dBm
Distance between tag and reader’s antenna 1.5 m
Deployment height of a reader’s antenna 1.5 m
Deployment height of a tag 1.5 m
Deployment angle of a tag 90◦ (see Figure 7(e))
Orientation of a tag ‘XY1’ (see Figure 7(a))
Bending shape of a tag Flat (see Figure 7(b))
Surface material that a tag is attached to Wood
Experimental environment Classroom

Deployment: We deploy one reader and one tag using the de-
fault setup values shown in Table 2.

Methodology: We evaluate the impact of different environ-
ments and setup parameters (i.e., use cases) on both the absolute
phase and RSS readings (with a single antenna), and the differen-
tial phase and RSS values (with two antennas). Specifically, in an
open classroom environment as shown in Fig. 6(a), we evaluate the
impact of seven parameters:

(1) Orientation,
(2) Bending or flexing,
(3) Surface material that a tag is attached to,
(4) Deployment angle, i.e., where the tag is in the antenna’s

beam (see Figure 7(e)),
(5) Deployment height of a tag above the floor,
(6) Small movements,
(7) Distance between a tag and the reader’s antenna.

For each evaluation, we change one parameter and keep the other
parameters the same as the default. More than 100 phase and RSS
readings are collected at each antenna and for each experiment.

To evaluate the impact of the environment, we perform experi-
ments in four different environments: a classroom, an office area,
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Figure 6: Four environments: (a) a classroom, (b) an office area, (c) an NLoS scenario, and (d) a through-wall scenario.
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Figure 8: Impact of tag orientations.

a non-line-of-sight (NLoS) scenario, and a through-wall scenario,
as shown in Fig. 6. Finally, we repeat all the evaluations for five
different tag types, as shown in Fig. 5. To aid other researchers
in repeating our experiments and validating our conclusions, we
have made our testing software and all the raw experimental data
openly available at https://www.dropbox.com/s/z34h0lk7bc8x0p0/
Raw-data-and-Software-code.zip?dl=0. We now discuss our experi-
mental results.

4.2 Impact of Tag Orientation
In practice, RFID tags are attached to objects (such as books, bag-
gage, etc.) that can be moved. Hence, it is essential to evaluate the
impact of tag orientation on phase and RSS readings. To do so, each
antenna collects the RSS and phase of a tag’s backscatter signal
for six different tag orientations while the other parameters are at
their default values. Specifically, we consider a 3D space with three
2D planes as shown in Fig. 7(a), where the ‘XY plane’ is facing the
reader’s antenna. For each 2D plane, we deploy one of five different

tag types along two different axes (such as XY1 and XY2) and then
collect phase and RSS readings.

Fig. 8 shows the results of this evaluation.3 It is evident that
changes in a tag’s orientation can cause significant changes in
absolute and differential values of both RSS and phase. For example,
for a Type 1 tag, absolute and differential phase readings can vary
by as much as π radians; the absolute RSS changes as much as
10 dB, and the differential RSS changes from -3 dB to 6 dB with a
gap of 9 dB. As discussed in Section 3.2, a phase or RSS noise level
(i.e., variation) larger than 0.5 radians or 2 dB would result in large
angle or range estimation errors. Thus, this experiment implies that
RFID-based systems (such as localization and tracking systems)
using Type 1 tags would not meet the desired level of accuracy
even when the tag’s location is fixed, if there can be changes in
the tag orientation. Therefore, relying on phase and RSS alone
may not sufficient to estimate the location of a tag. To solve this
problem, one could design an orientation-aware RFID system that

3In Figures 8(b) and 8(d), lines connecting data points have been added for visual
clarity.
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Figure 9: Impact of a tag’s bending. Note that tags of Type 1, 2, 3 and 5 are not readable when they are folded.
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Figure 10: Impact of surface materials.

takes changes in the tag orientation into account when trying to
localize it [22]. Note also that the variation in differential phase and
RSS values is generally lower than the variation in absolute values.
This suggests differential measurements are generally superior
to absolute measurements. Finally, note that some tags, such as
Type 2 tags, have much lower differential phase errors than Type
1 tags. Thus, careful tag selections can mitigate the impact of tag
orientations.

4.3 Impact of Tag Bending Shape
Objects in the real world vary in their surface geometry. For ex-
ample, the surface of a book is flat whereas the surface of a cup
or bottle is highly curved. Thus, flexible RFID tags placed on the
surface of an object could bend or flex. In this set of experiments,
we test the impact of a tag’s bending shape on its absolute and
differential phase and RSS readings. Specifically, we evaluate four
bending shapes shown in Fig. 7(b): ‘Flat’ and ‘C-shape’ represent
typical bending shapes, whereas ‘O-shape’ and ‘Fold’ are more
extreme levels of flexion.

Fig. 9 shows the impact of tag bending shapes. It is clear that the
tag flexion or bending can significantly impact its phase and RSS
measurements, depending on tag types. For example, the absolute
and differential phase values of a Type 3 tag change by more than
π/2 radians with different bending shapes. In addition, the absolute
and differential RSS values of a Type 1 tag can vary by as much
as 6 dB. We also find that the tags of Type 1, Type 2, Type 3 and
Type 5 are not readable when they are folded (as they might be, for
example, inside a book).

These results demonstrate that tag shape could have a significant
impact on phase and RSS readings. As a result, the accuracy of RFID-
based systems might degrade when tag shape changes. Therefore,
existing RFID based systems require the user to avoid changing
the shape of a tag. Moreover, careful choice of tag types and signal
features can mitigate the impact of bending: for example, the tag
Type 3 shows little variation in absolute or differential RSS values
for common levels of bending.

4.4 Impact of Surface Material
Different objects are made from different materials. Thus, it is in-
evitable that RFID tags will be attached to different surfacematerials
in real-world deployments. To evaluate the impact of surface mate-
rials on a tag placed on them, we attach RFID tags to four kinds of
surfaces4: a book, a piece of wood, a human subject, and a bottle of
water, as shown in Fig. 7(c).

The results in Fig. 10 demonstrate that, when the surface material
changes, the absolute and differential phase values of all tags vary by
as large as π/2 radians. Moreover, both the absolute and differential
RSS values can vary by more than 5 dB when the surface material
changes from an insulator (e.g., wood) to a conductor (e.g., water),
depending on tag types. Again, differential RSS values exhibit far
lower levels of variations than absolute values.

We make two observations based on the results. First, RSS-based
RFID applications will work well only when the tag is attached to an
insulator. Second, phase-based applications may not meet required
accuracy goals if the tags used in the application are attached to

4We also tested the surfaces of a smart-phone and a metal plate. However, most tags
are not readable when they are attached to metal surfaces.
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Figure 11: Impact of deployment angle. Tags of Type 5 are not readable when the deployment angle is 30◦ or 150◦.
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Figure 12: Impact of deployment heights.

different surfaces, such as a book or a glass of water, even if they
are co-located.

4.5 Impact of Deployment Angle
In most RFID applications, readers are fixed while tags are mobile.
Thus, the location of a tag in the reader’s receiving beam, which
we call the ‘deployment angle’ (see Figure 7(e)) is likely to change.
In this experiment, we evaluate the impact of deployment angles
on a tag’s phase and RSS readings. Specifically, we test five differ-
ent deployment angles: 30◦, 60◦, 90◦, 120◦ and 150◦, as shown in
Fig. 7(e), while keeping the distance between the tag and the reader
antenna the same (i.e., 1.5 m). The tag faces the reader’s antenna
when the deployment angle is 90◦.

Fig. 11(a)–(b) show that absolute phase and RSS values can vary
by as much as π radians and 15 dB (for a Type 3 tag) when the
deployment angle changes. In theory, the absolute phase values
should not change because the distance between the tag and the
reader is constant. The observed RSS changes are due to the direc-
tional property of the reader’s antenna. Specifically, the antenna
has a beam width of 63◦. Therefore, when a tag is located outside of
the antenna’s beam, the gain of the antenna decreases significantly,
resulting in change in RSS. Moreover, since we gather measure-
ments for only five different deployment angles, we should observe
five symmetric clusters in the differential phase measurements.
However, the results in Fig. 11(c) are not consistent with this. For
example, for Type 1, Type 2 and Type 4 tags, the number of clusters
is less than five and they are not symmetric.

Overall, the results imply that changes in the deployment angle
of a tag can result in very noisy phase and RSS readings. Unfortu-
nately, these changes in the deployment angle are unavoidable in

practical situations. As a result, some applications, such as local-
ization and tracking, are bound to suffer large errors when a tag
moves across the boundary of an antenna’s beam.5 One should se-
lect an appropriate antenna beam width based on the application’s
required coverage area.

4.6 Impact of Deployment Height
In most RFID applications, tags will be deployed at different heights.
For example, in a library, RFID tags are attached to books placed
in different shelves. To evaluate the impact of a tag’s height on
phase and RSS readings, we keep the tag’s location in 2D space
(i.e., the tag’s location is unchanged if we project the location of
the tag to the ground), and only change its deployment height with
four values: ‘Ground’ (0 m), ‘Desk’ (1.2 m), ‘Baseline’ (1.5 m) and
‘Overhead’ (2 m).

Fig. 12 shows that the absolute and differential values of both
RSS and phase can change significantly with different tag heights.
For example, the differential phase and absolute RSS variations of
the Type 2 tag can be as much as π/2 radians and 8 dB, respectively.
These phase and RSS variations are not surprising, since the tag-to-
reader distance changes when changing the deployment height of
a tag.

Since even a small change in the height of a tag can signifi-
cantly impact an RFID system’s range and AoA estimates, most
existing RFID-based localization and tracking systems require tags
and reader antennas to be deployed in the same 2D plane. However,
to make these systems practical, one should analyze RFID signal
features in 3D space, where a tag’s deployment height can indeed

5Note, it is impossible to differentiate whether an RFID tag is inside or outside of the
antenna’s beam based on the RSS measurement.
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Figure 13: Impact of small movements
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Figure 14: Impact of tag-reader distances.

change. Moreover, some tag types and signal features are less sensi-
tive to changes in the deployment height than others. For example,
the absolute RSS values of Type 3 tags does not vary much with
changes in the deployment height.

4.7 Impact of Small Movements
In many scenarios, locations of objects change slightly during usage.
Thus, we evaluate the impact of small movements on the phase
and RSS readings of a tag. To do so, each reader antenna measures
RSS and phase while we move a tag ∼10 cm away from its default
location, as shown in Fig. 7(d).

Fig. 13 shows that small movements do not significantly affect a
tag’s absolute and differential RSS readings because RSS is a coarse-
grained feature. However, the phase is sensitive to changes in a
tag’s location. For example, a 16 cm displacement can result in
up to 2π radians of phase changes. Moreover, both absolute and
differential phase readings of all tag types can change by as much
as π radians.

These results imply that RSS-based RFID application systems
are robust to small tag movements, while phase-based RFID ap-
plication systems are likely to encounter significant errors when
tag location changes even slightly. For example, in an RFID-based
touch sensing application, when one moves the tag slightly, touch
detection would continue to be robust if RSS is used for detection.
However, phase-based touch detection will suffer errors since it
requires the locations of tags to be fixed [26].

4.8 Impact of Tag-Reader Distance
In many RFID applications, such as localization, tracking and activ-
ity recognition, distances between tags and the reader may change.

Thus, we evaluate the impact of tag-to-reader distance on RSS and
phase by varying the distance between a reader and a tag from 1 m
to 11 m, while other parameters are kept at their default values.

Fig. 14 shows that absolute and differential values of both phase
and RSS readings vary when the distance between a tag and a reader
changes. This observation is consistent with theoretical phase/RSS
models. Our results also show that different tags have different
reading ranges. For example, the range of a Type 5 tag is limited to
2 m, while Type 3 and Type 4 tags are readable even at a distance
of 10 m. The results motivate us to select different tag types based
on the reading range requirement of different applications.

4.9 Impact of the Environment
Due to the diversity of their applications, RFID tags could be de-
ployed in different environments. We evaluate the impact of four
typical environments (see Fig. 6) on the phase and RSS readings of
a tag. For tractability, we only study changes in a tag’s orientation
in differing environments, but expect to see similar observations
for other cases as well.

Fig. 15–Fig. 19 show absolute and differential values for both
phase and RSS readings for five type tags in four different envi-
ronments. As can be seen, these values changes by as much as π
radians and 10 dB, respectively, for different tag orientations in all
four environments.

Overall, these results imply that existing RFID-based application
systems may not be able to guarantee accuracy even for the same
tag orientation as the deployment environment changes, due to
the large changes in both the absolute and differential phase and
RSS readings. For example, an RFID-based localization system that
works well in an open classroom, may have large errors in a library
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Figure 15: Impact of different environments on the phase and RSS readings of a Type 1 tag, when the tag has different orientations.
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Figure 16: Impact of different environments on the phase and RSS readings of a Type 2 tag, when the tag has different orientations.
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Figure 17: Impact of different environments on the phase and RSS readings of a Type 3 tag, when the tag has different orientations.
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Figure 18: Impact of different environments on the phase and RSS readings of a Type 4 tag, when the tag has different orientations.

environment due to large phase and RSS variations caused by the
rich multipath effect.

4.10 Observations
Our experiments conclusively demonstrate that, depending on the
type of tag, even small changes in the environment and system
setup can significantly impact absolute and differential values of
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Figure 19: Impact of different environments on the phase and RSS readings of a Type 5 tag, when the tag has different orientations.

both phase and RSS readings of RFID tags, resulting in significant
errors in the accuracy of resultant RFID systems. Based on these
results, we make the following two observations:

Observation 1: Variations in absolute and differential values of
both phase and RSS readings for a fixed setup and environment are
relatively small: i.e., error bars are quite small in most cases. This
confirms the high accuracy reported by developers of past RFID-
based applications but only when tag geometry and the RF environ-
ment is tightly controlled. Our results imply that this repeatability
does not imply robustness of these applications in practice.

Observation 2: The absolute and differential values of both phase
and RSS readings of RFID tags can vary significantly when tag
geometry and environmental conditions change. In most cases,
variations in absolute and differential values of both phase and
RSS readings are much larger than the noise level of 0.5 radians
and 2 dB discussed in Section 3.2. This implies that when the RF
environment and parameters such as tag orientation, tag-reader
angle, or exact deployment height change, most existing RFID-
based systems will be unable to meet application requirements.
This validates our research hypothesis.

5 DISCUSSION
Despite our negative results, we believe that there is still hope for
designing robust RFID systems that can meet application require-
ments. In this section, we discuss how to improve the robustness of
RFID systems by choosing the right signal features and tag types.

5.1 Choosing Appropriate Signal Parameters
As discussed in Section 4, even when the distance between a tag and
a reader is fixed, the absolute and differential values of both phase
and RSS readings of a tag vary depending on the environment, tag’s
orientation, etc. Therefore, to use phase and RSS measurements
for localization and sensing applications, current systems need fre-
quent re-calibration, which is impractical. However, depending on
the application, one might find other signal features, which are
more robust than absolute and differential measurements of RSS
and phase. For example, Wang et al. [38] presented a new signal
feature, the Differential Minimum Response Threshold (DMRT),6
which is much more robust than both absolute and differential RSS
measurements. Similarly, Xiao et al. [44] achieved fine-grained RFID
localization in complex environments by attaching two RFID tags to
6DMRT is the difference between the minimum transmission power levels of a reader
to activate two co-located RFID tags.

one object. By using two tags, they both calibrate and compensate
for the impact of a tag’s orientation on its phase and RSS mea-
surements. Thus, with their approach, high localization accuracy
is feasible. We believe that for other applications, such as gesture
sensing and device-free sensing, it might be similarly possible to
find and design new signal features that are much more robust than
RSS and phase parameters.

5.2 Choosing Appropriate Tag Types
Our experimental results (presented in Section 4) show that the
robustness of RSS and phase measurements significantly depends
on tag types. Therefore, it is important to choose the right type of
tags for the targeted application. For example, Fig. 14(b) shows that
Type 3 and Type 4 tags provide a much longer working range than
the other three types of tags. Therefore, if an application requires
a long working range, one should select these tags. On the other
hand, although Type 5 tag has a very short range, our results in
Fig. 19(b) show that this tag has more robust RSS measurements
in different scenarios compared to the other tags. Therefore, one
should choose Type 5 tags if the application requires a short range
but robust RSS measurements. In a word, to choose the right tag
type, both the application requirements and the signal features used
in the application must be taken into account.

6 CONCLUSION
This paper attempts to answer the question of why novel RFID-
based application systems remain research prototypes and have
not been widely deployed in practice. We find that existing RFID
systems primarily rely on phase and RSS measurements of RFID
backscatter signals to enable applications such as localization and
sensing. However, even a minor change in the environment or
a tag’s geometry (such as rotating or bending the tag) can cause
large variations in both the absolute and differential values of phase
and RSS readings, which can result in significant range and angle
estimation errors. Therefore, the accuracy of existing systems may
not meet application requirements in practice. In addition to this
strong negative result, we have also presented some insights into
designing robust RFID systems based on a proper selection of tag
type and signal feature. We believe that our results and insights
will help the research community in designing robust and practical
RFID systems which can meet application requirements in real
deployments.
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