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Rafail Ostrovsky
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MAILING ADDRESS: CONTACT INFORMATION:
UCLA Computer Science Department Phone: (310) 206-5283
3732D Boelter Hall, E-mail: RAFAILQCS.UCLA.EDU

Los Angeles, CA, 90095-1596

Research e Cryptography and Computer Security;
Interests e Streaming Algorithms;  Routing and Network Algorithms;

e Search and Classification Problems on High-Dimensional Data.

Education NSF Mathematical Sciences Postdoctoral Research Fellow

Conducted at U.C. Berkeley 1992-95. Host: Prof. Manuel Blum.
Ph.D. in Computer Science, Massachusetts Institute of Technology, 1989-92.

e Thesis titled: “Software Protection and Simulation on Oblivious RAMs”, Ph.D.
advisor: Prof. Silvio Micali. Final version appeared in Journal of ACM, 1996.
Practical applications of thesis work appeared in U.S. Patent No.5,123,045.

e Minor: “Management and Technology”, M.I.T. Sloan School of Management.
M.S. in Computer Science, Boston University, 1985-87.

B.A. Magna Cum Laude in Mathematics, State University of New York at Buffalo,
1980-84. Department of Mathematics Graduation Honors: With highest
distinction.

Personal e U.S. citizen, naturalized in Boston, MA, 1986.

Data

Appointments UCLA Computer Science Department

(2003 — present): Professor of Computer Science.
Recruited in 2003 as a Full Professor with Tenure.

UCLA School of Engineering
(2003 — present): Director, Center for Information and Computation
Security. (See http://www.cs.ucla.edu/security/.)

UCLA Department of Mathematics
(2006 — present): Professor of Mathematics (by courtesy).



Appointments Stealth Software Technologies, Inc.

(cont.)

Selected
Honors

(2008 — present): Serving on the Board of Directors.
Bell Communications Research

(1999 — 2003): Senior Research Scientist;

(1995 — 1999): Research Scientist,

Mathematics and Cryptography Research Group, Applied Research.
Berkeley

(Fall 1992 — August 1995): NSF Mathematical Sciences Postdoctoral

Research Fellow. Host: Prof. Manuel Blum.
IBM T.J. Watson Research Center, Hawthorne, New York.

(July — August 1992); (June — September 1991); (July — September
1990): Summer Internship research positions: distributed algorithms,
cryptography.

AT&T Bell Laboratories, Murray Hill, New Jersey.
(May — July 1990). Math Research Center. Summer Internship research
position: cryptography, distributed and parallel algorithms.

Index Technology Corporation, Cambridge, Massachusetts.
(1987 — 1989). Research Engineer, Product Planning, Architecture and
Research Group: algorithm design.

e Rosalinde and Arthur Gilbert Foundation Research Award, 2014.

e Fellow of International Association of Cryptologic Research (IACR), in-
ducted in 2013.

e Pazy Memorial Research Award, 2012
e Garrick Foundation Award, 2012.

e Invitee to the Third Annual National Security Scholars Conference, 2011 -
personal invitation by the Honorable Michael B. Donley, Secretary of the
Air Force.

e Quantum Information Processing (QIP) 2011: paper nominated for QIP
2011 plenary talk.

e Plenary Invited Speaker - FBI 2009 conference on cyber security and Law
Enforcement.

e Best Paper Award of the 2008 International Conference on Computing and
Combinatorics (COCOON-2008);

e Plenary Invited Speaker — Public Key Cryptography international confer-
ence, 2007.

e IBM Faculty Award, 2006.
e 2006 Xerox Corporate Innovation Faculty Award.

e 2006 Xerox Corporation Distinguished Lecture Series invited speaker.



Selected
Honors
(cont.)

Doctoral
Students

e Distinguished Cryptographer of the Year Lecture Series NTT Labs, Kana-
gawa, Japan, 2005

e B. John Garrick Foundation Research Award, 2005
e 2005 Xerox Corporate Innovation Faculty Award.
e OKAWA Foundation 2004 Research Award.

e SAIC 2002 Publication Prize for Best SAIC-employee Publication in Math-
ematics and Computer Science (SAIC bought Bellcore in 1997. SAIC was
Bellcore Parent company with over 40,000 engineers and scientists at the
time of the award).

e SAIC 2001 Publication Prize for Best SAIC-employee Publication in Math-
ematics and Computer Science.

e SAIC 1999 Publication Prize for Best SAIC-employee Publication in Infor-
mation and Communications Technology.

e Bellcore prize for excellence in research, 1996.

e Henry H. Taub Prize for the paper “One-Way Functions are Essential for
Non-Trivial Zero-Knowledge” 1993.

e NSF Mathematical Sciences Postdoctoral Research Fellowship, 1992-1995.
e IBM Graduate Fellowship, 1990-92.

e SUNY at Buffalo Department of Mathematics Undergraduate
Graduation Honors: With Highest Distinction, 1984.

Listed by Graduation year:

e Alan Roytman (CS Ph.D. 2014, now Postdoc at Tel-Aviv University Com-
puter Science)

e Ran Gelles (CS Ph.D. 2014, now Postdoc at Princeton University Computer
Science)

e Silas Richelson (MATH Ph.D. 2014, now Postdoc at UCLA)
e Akshay Wadia (CS Ph.D. 2014, now postdoc EE Department UCLA)
e Chongwon Cho (CS Ph.D. 2013, now Postdoc at HRL)

e Sanjam Garg (CS Ph.D. 2012), now a tenure-track faculty U.C. Berkely.
(As my student, Sanjam won 2013 ACM Doctoral Dissertation Award)

e Cheng-Keui Lee (CS Ph.D. 2012, now Security Researcher, LinkedIn)

e Abhishek Jain (CS Ph.D., 2012, now tenure-track faculty at Johns Hopkins
University.)

e Hakan Seyalioglu (Math Ph.D., 2012, now researcher at Google.)
e Joshua Baron (Math Ph.D., 2012, now researcher at RAND corporation.)
e Clint Givens (Math Ph.D., 2012, now math instructor in Maine)



Doctoral
Students
(cont.)

Post-
Doctoral
Fellows

Visiting
Researchers

e Vladimir Braverman (C.S. Ph.D. 2011, now C.S. tenure-track faculty at
Johns Hopkins University.)

e Nishanth Chandran (C.S. Ph.D. 2011, now researcher at Microsoft Research,
India.)

e Omkant Pandey (CS Ph.D., 2010, now Postdoc at UCLA.)

e Brett Hemenway (Math Ph.D., 2010, now tenure-track research professor at
U. Penn.)

e Paul Bunn (Math Ph.D.; 2010, now researcher at Google.)

e Ryan Moriarty (CS Ph.D., 2010, now entrepreneur in Silicon Valley.)

e Vipul Goyal (CS Ph.D., 2009, now researcher at Microsoft Research, India.)
e Steve Lu (Math Ph.D., 2009, now researcher at UCLA.)

e William Skeith (Math Ph.D., 2007; now CS tenure-track faculty at City
College of NY).

e Jonathan Katz (CS Ph.D. 2002, now Professor of CS at U. of Maryland,
Director of Maryland Cybersecurity Center (MC2))

e Dr. Silas Richelson (postdoc 2014 — present)

e Dr. Anat Paskin (postdoc 2012 — 2014) Now tenure-track faculty at Ariel
University, Israel.

e Dr. Alessandra Scafuro (postdoc 2012 — 2014) Now Postdoc at Boston
Univeristy.

e Dr. Vassilis Zikas (postdoc 2012 — 2014) Now researcher at ETH, Zurich

e Dr. Bhavana Kanukurthi (postodc 2011 —2014) Now tenure-track faculty at
[ISc, India.

e Dr. Jens Groth (postdoc 2005-2007) now professor at UCL, London.)

e Dr. Steve Lu (researcher at UCLA, 2014-present)

e Dr. Juan Garay (short term visits in 2010, 2011, 2012, 2013, 2014)

e Prof. Yuval Ishai (short term visit in 2012, 2013, 2014)

e Prof. Gepinno Persiano (short term visit in 2012, 2014)

e Prof. Yuval Rabani (short term visits in 2009,2010,2011,2012, 2013, 2014)

e Prof. Eyal Kushulevitz (short term visits in 2008, 2009, 2010, 2011, 2012,
2013, 2014)

e Prof. Ivan Vinsconti (Sabbatical from U. Salerno, 2009-2010 and 2011-2013)
e Dr. Serge Fehr (short term visit in 2011)



Visiting
Researchers
(cont.)

Professional
Activities

e Prof. Yuval Ishai (3-year Sabbatical from Technion 2009-2011)
e Claudio Orlandi (6-month visit from Aaharus U. in 2010)
e Prof. Eyal Kushilevitz (6-month sabbatical from Technion, 2010)

e Chair of the IEEE Technical Committee on Mathematical Foun-
dations of Computing 2015-2018. Elected by general voting at FOCS
2014 business meeting. Responsibilities include (among other obligations)
selection of Program Committee Chairs for 2016, 2017, 2018 FOCS confer-
ences.

e Advisory Board Member UCLA Advisory Board On Privacy and Data
Protection 2010-present.

e Editorial Board member, Journal of ACM 2014-present.
e Editorial Board member, Journal of Cryptology 2006-present.
e Editorial Board member, Algorithmica Journal 2005-present.

e Editorial Board member, International Journal of Information and Com-
puter Security. 2004-present.

e Steering Committee member, Conference on Security and Cryptogra-
phy for Networks (SCN) 2005-present.

e Program Committee Chair, FOCS-2011. 52nd Annual IEEE Sym-
posium on Foundations of Computer Science, October 22-25, 2011 Palm
Springs, California

e Guest Editor SICOMP Special Issue dedicated to FOCS-2011 best invited
papers.

e UC Privacy and Information Security Steering Committee, ap-
pointed by University of California President, Mark G. Yudof. 2010-2014.

e Program Committee Chair, Sixth Conference on Security and Cryptog-
raphy for Networks Amalfi, September 10-12, 2008. The proceedings of SCN
2008 appeared in LNCS 5229)

e Program Chair, IPAM (International Institute of Pure and Applied Math-
ematics) three month program on Cybersecurity. September trough Decem-
ber 2006 with over fifty participants invited to spend an entire semester in

residence at UCLA, and four workshops attracting over 150 participants.
(Funded by NSF'.)

e Program Co-chair, IPAM Workshop Locally decodable codes, PIR,
privacy-preserving data-mining, and encryption with special properties. Oc-
tober 25 - 28, 2006, IPAM.

e Vice-Chair of the IEEE Technical Committee on Mathematical
Foundations of Computing 2012-2014.



Professional
Activities
(cont.)

e Program Co-chair, IPAM Workshop Foundations of secure multi-party
computation and zero-knowledge and its applications. November 13 - 17,
2006, IPAM.

e Program Co-chair, Dagshtul Workshop Anonymous Communication and
its Applications October 9-14, 2005.

e Program Co-chair, IPAM Workshop Multiscale Geometry and Analysis
in High Dimensions October 19-23, 2004.

e Program Co-chair, DIMACS Workshop Cryptographic Protocols in Com-
plex Environments May 15-17, 2002.

e Program committee member PODS-2011. ACM SIGMOD/PODS Confer-
ence, Athens, Greece

e Program committee member ICALP-2011. The 38th International Collo-
quium on Automata, Languages and Programming, July 4-8, Zrich, Switzer-
land.

e Program committee member EUROCRYPT-2011. May 15th-19th, 2011,
Tallinn, Estonia

e Program committee member CT-RSA 2011. The Cryptographers’ Track
(CT-RSA) is a crypto research conference within the RSA 2011 Conference.

e Program committee member TCC-2010: Seventh Theory of Cryptography
Conference, 2010.

e Program committee member EUROCRYPT-2009 Cologne, April 26-30,
2009.

e Program committee member Algosensors-2009 5th International Workshop
on Algorithmic Aspects of Wireless Sensor Networks 2009.

e Program committee member FOCS-2008 49th Annual IEEE Symposium on
Foundations of Computer Science.

e Program committee member PKC-2007: International Workshop on Prac-
tice and Theory in Public Key Cryptography, (Apr 17-19 2007, Beijing).
China 2007

e Program committee member ACISP-2007: Australian Conference on Infor-

mation Security and Privacy July 2-6, 2007, Townsville, Queensland, Aus-
tralia.

e Program committee member ICALP-2006: 33rd International Colloquium
on Automata, Languages and Programming, July 9-16, 2006, Venice, Italy.

e Program committee member STOC-2006: Annual ACM Symposium on
Theory of Computing, May 2006.



Professional
Activities
(cont.)

e Program committee member PKC-2006: International Workshop on Prac-
tice and Theory in Public Key Cryptography, April 24-26, New York City,
USA.

e Program committee member INDOCRYPT-2005 December 10-12, 2005 In-
dian Institute of Science Bangalore, India, 2005.

e Program committee member Furocrypt-2005, Aarhus, May 22-26, 2005.

e Program committee member TCC-2005: Second Theory of Cryptography
Conference, Feb 2005.

e Program committee member SCN-2004: Security in Communication Net-
works 2004 (SCN’04) September 8-10, Amalfi, Italy.

e Program committee member PODC-2004: 23rd Annual ACM Symposium
on Principles of Distributed Computing, July 2004.

e Program committee member CRYPTO-2004: 24nd Annual IACR/IEEE
Conference on Cryptologic Research,

e Program committee member CRYPTO-2003: 23rd Annual IACR/IEEE
Conference on Cryptologic Research,

e Program committee member STOC-2003: Annual ACM Symposium on
Theory of Computing May of 2003.

e Program committee member CRYPTO-2002: 22nd Annual IACR/IEEE
Conference on Cryptologic Research.

e Program committee member RANDOM-2002: The 6th International Work-
shop on Randomization and Approximation Techniques in Computer Sci-
ence, September 13-15, 2002.

e Program committee member SCN-2002: Third Workshop on Security in
Communication Networks, September 2002, Amalfi, Italy

e Program committee member STOC-2000:Annual ACM Symposium on The-
ory of Computing, 2000.

e Program committee member SODA-2000: Eleventh Annual ACM-SIAM
Symposium on Discrete Algorithms, January 1-9, 2000, San Francisco.

e Program committee member SCN-99: Second Workshop on Security in
Communication Networks, September 1999, Amalfi, Italy

e Program committee member CRYPTO-98: 18th Annual IACR/IEEE Con-
ference on Cryptologic Research 1998.

e Program committee member ISTCS-97: 5th ISRAEL Symposium on Theory
of Computing and Systems, 1997.



Patents

10.

11.

12.

. Oded GOLDREICH and Rafail OSTROVSKY “COMPREHENSIVE

SOFTWARE PROTECTION SYSTEM” U.S. Patent No.5,123,045.

. Rafail OSTROVSKY and Eyal KUSHILEVITZ, “METHOD AND APPA-

RATUS FOR PRIVATE INFORMATION RETRIEVAL FROM A SINGLE
ELECTRONIC STORAGE DEVICE” U.S. Patent 6,167,392.

. Rafail OSTROVSKY, Giovanni DI CRESCENZO, And Yuval ISHAI,

“METHOD AND SYSTEM FOR NON-MALLEABLE AND NON-
INTERACTIVE CRYPTOGRAPHIC COMMITMENT IN A NETWORK”
U.S. Patent 6,301,664.

. Rafail OSTROVSKY And Yuval RABANI, "METHOD AND SYSTEM

FOR DETERMINING APPROXIMATE HAMMING DISTANCE AND
APPROXIMATE NEAREST NEIGHBORS IN AN ELECTRONIC STOR-
AGE DEVICE” U.S. Patent 6,226,640.

. William AIELLO, Rafail OSTROVSKY, And Sachin LODHA “A

METHOD FOR EFFICIENTLY REVOKING DIGITAL IDENTITIES”
U.S. Patent 6,397,329.

. Rafail OSTROVSKY, Yuval ISHAI, AND Giovanni DI-CRESCENZO,

‘“METHOD AND SYSTEM FOR PRIVATE INFORMATION RE-
TRIEVAL USING COMMODITIES” U.S. Patent 6,216,128.

. Rafail OSTROVSKY, Yuval ISHAI, AND Giovanni DI-CRESCENZO,

“SYSTEM AND METHOD FOR PRIVATE INFORMATION RE-
TRIEVAL USING VERIFIABLE COMMODITIES” U.S. Patent 6,438,554.

. Giovanni DI-CRESCENZO, AND Rafail OSTROVSKY AND S. RA-

JAGOPALAN “METHOD AND SYSTEM FOR TIMED-RELEASE
PUBLIC-KEY ENCRYPTION” U.S. Patent 6,813,358.

. Rafail OSTROVSKY AND Yuval RABANI METHOD FOR LOW DIS-

TORTION EMBEDDING OF EDIT DISTANCE TO HAMMING DIS-
TANCE. US Patent 8,060,808.

Rafail OSTROVSKY AND William E. SKEITH III METHOD FOR
PRIVATE KEYWORD SEARCH ON STREAMING DATA US Patent
8,201,237.

Rafail OSTROVSKY APPARATUS, SYSTEM, AND METHOD TO EF-
FICIENTLY SEARCH AND MODIFY INFORMATION STORED ON
REMOTE SERVERS, WHILE HIDING ACCESS PATTERNS US Patent
8,364,979.

Yair AMIR AND Paul BUNN and Rafail OSTROVSKY AUTHENTI-
CATED ADVERSARIAL ROUTING (application) US Pat. 12,922,141 -
Filed Mar 13, 2009.



Recent
Invited
Talks (x)

e Invited talk: Distinguished Lecturer of the Year, Johns Hopkins University
Computer Science Department, November 13, 2014.

e Invited talk: “Big Thinker Lecture Series” Yahoo Labs, Sunnyvale, Califor-
nia, March 19, 2014.

e Invited talk: Novel Privacy-Enhancing Technologies. UCLA Henry Samueli
School of Engineering and Applied Science, 2012 Technology Forum, March
13, 2012.

e Invited talk: NIST Privacy Enhancing Crytpography Meeting By invita-
tion only Workshop for Industry, Governnment and Academia, November
8, 2011.

e Invited talk: Success Stories and Challenges in Cybersecurity September 21,
2011, Institute of Pure and Applied Mathematics, Los Angeles.

e Invited Scholar: U.S. Air Force Third Annual National Security Scholars
Conference. April 26, 2011. (Invited by the Honorable Michael B. Donley,
Secretary of the Air Force.)

e Invited talk: Mathematics of Information-Theoretic Cryptography IPAM,
UCLA, March 3, 2011.

e Invited talk: Trends in Theoretical Cryptography (TTC 2011) January 10-
12, 2011, Tsinghua University, Beijing, China.
e Invited talk: MIT CSAIL Theory Colloquium December 7, 2010.

e Invited talk: MIT Quantum Information Processing (QIP) seminar, Decem-
ber 6, 2010.

e Invited talk: Caltech Computing and Mathematical Sciences Lecture Series
November 17, 2010.

e Invited talk: Aerospace Corporation Information Assurance Technology De-
partment, Computers and Software Division, Octover 7, 2010.

e Invited talk: 2010 Lockheed-Martin Anti-Tamper Conference, August 26,
2010, Forth Worth, Texas.

e Invited talk: 2009 Workshop on Cryptographic Protocols and Public-Key
Cryptography May 24-29 2009, Bertinoro, Italy.

e Distinguished Lecturer Seminar Series, U.C. Irvine Computer Science De-
partment, May 15, 2009.

e Plenary invited speaker at International Conference on Cyber Security 2009
organized by FBI and Fordham university.

e Plenary keynote speaker at PKC-2007 International Workshop on Practice
and Theory in Public Key Cryptography, China 2007.

(%) I did not keep detailed notes of my talks prior to September 2005, the ballpark is over a hundred invited
talks from 1989 to 2005.



Recent
Invited
Talks

(Since 2005)

e Invited talk: Sun Microsystems, 2007 Distinguished Lecture Series, January
2007, Palo Alto, CA, USA

e Invited tutorial: Series of IPAM lectures on Private Information Retrieval
September 2006, Los Angeles, CA, USA.

e Two invited tutorials at Homeland Defense and Security Conference 18-21
Octover 2006, Sorrento, Italy.

e Invited talk: 2006 Xerox Corporation Distinguished Lecture Series Los An-
geles, July 2006. USA

e Invited talk: Workshop on Data Surveillance and Privacy Protection Work-
shop Harvard, June 2006.

e Invited talk: Workshop on classical and quantum information security, Cal-
tech, December 15-18, 2005.

e Invited talk: Interdepartmental Seminar on Algorithmics University of
Rome “La Sapienza”, Italy. November 21, 2005.

e Invited talk: 2005 Distinguished Cryptographer Lecture Series NTT Labs,
Kanagawa, Japan, October 2005.

e Invited talk: Workshop on Cryptography and Information Security 2005
Tokyo, Japan, October 21, 2005.

e Invited talk: IEEE Information Theory Workshop on Theory and Practice in
Information-Theoretic Security Awaji Island, Japan, October 16- 19, 2005.
e Invited talk: Dagshtul Workshop. Germany, October 9-14, 2005.

e Invited talk: Southern California Security and Cryptography Workshop
September 24, 2005, Irvine, CA. USA

e Invited talk: Bertinoro Invited one-week course, International PhD School
on Mathematical Aspects of Modern Cryptography, Bertinoro, Italy
September 4-9, 2005.
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Funding e The Defense Advanced Research Projects Agency (DARPA)

- (2011-2015) 120 PROCEED program funded through the U.S. Office of
Naval Research under Contract N00014-11-1-0392. “Novel Foundations
of Advanced Security Technologies (N-Fast)”.

e National Science Foundation:

- (1992-1995) DMS-9206267;
- (2004-2009) CNS-0430254;
- (2007-2012) CNS-0716835;
- (2007-2012) CNS-0716389;
- (2008-2013) CNS-0830803;
- (2009-2014) CCF-0916574

- (2010-2015) TIS-1065276;

- (2010-2012) CCF-1016540;
- (2011-2015) CNS-1118126;
- ( )

2011-2015) CNS-1136174

e United States-Israel Binational Science Foundation:

- (2012-2016) BSF-2012378:
- (2008-2012) BSF-2008411;
- (2002-2008) BSF-2002354;

e California State Funding

- (2007) UC Innovation and Computer Research grant;

e Foundations and Industry

- (2014) Rosalinde and Arthur Gilbert Foundation Award,;
- (2012) Pazy Memorial Award;

- (2012) Garrick Foundation Award;

- (2007) Lockheed-Martin Corporation;

- (2006) IBM Faculty Award;

- (2006) Xerox Corporate Award;

- (2005) Garrick Foundation Award;

- (2005) Teradata Corporate Award;

- (2004) OKAWA Foundation Award;

- (2003) Intel Corporation Award;

11



Publications

1

Books

1]

Rafail Ostrovsky. Software Protection and Simulation on Oblivious RAMs. Ph.D. Thesis.
Massachusetts Institute of Technology Dept. of Electrical Engineering and Computer Sci-
ence. 1992. Software protection and simulation on oblivious RAMs. Thesis (Ph. D.)-

Massachusetts Institute of Technology, Dept. of Electrical Engineering and Computer
Science, 1992.

Book/Volume Editor

[5]

Eli Ben-Sasson and Rafail Ostrovsky (editors). Special issue on the fifty-second IEEE
annual symposium on foundations of computer science (FOCS 2011). SIAM J. Comput.,
43(2):654, 2014.

Shlomi Dolev, Rafail Ostrovsky, and Andreas Pfitzmann, editors. Anonymous Commu-
nication and its Applications, 09.10. - 14.10.2005, volume 05411 of Dagstuhl Seminar
Proceedings. Internationales Begegnungs- und Forschungszentrum fiir Informatik (IBFI),
Schloss Dagstuhl, Germany, 2006.

Rafail Ostrovsky, editor. IEEE 52nd Annual Symposium on Foundations of Computer
Science, FOCS 2011, Palm Springs, CA, USA, October 22-25, 2011. IEEE, 2011.

Rafail Ostrovsky, Roberto De Prisco, and Ivan Visconti, editors. Security and Cryptography
for Networks, 6th International Conference, SCN 2008, Amalfi, Italy, September 10-12,
2008. Proceedings, volume 5229 of Lecture Notes in Computer Science. Springer, 2008.

Book Chapters

Allan Borodin, Rafail Ostrovsky, and Yuval Rabani. In Discrete and Computational Ge-
ometry - The Goodman-Pollack Festschrift. Algorithms and Combinatorics Series 3143,
chapter Lower Bounds for High Dimensional Nearest Neighbor Search and Related Prob-
lems, pages 255-276. Springer Verlag, Berlin, 2003.

Rafail Ostrovsky and William E. Skeith III. Private Information Retrieval: Single-
Database Techniques and Applications. In G. Franceschetti and M. Grossi, editors, Home-
land Security Technology Challenges, pages 143-176. Artech House Publishing, 2008.

Rafail Ostrovsky, Ramarathnam Venkatesan, and Moti Yung. Fair Games Against an
All-Powerful Adversary (full version). In Jin-Yi Cai, editor, DIMACS Series in Discrete
Mathematics and Theoretical Computer Science, Vol. 13, pages 155-169. AMS, 1993. This

'Tn alphabetical order by publication type.
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work was first presented at DIMACS Complexity and Cryptography Workshop, October
1990, Princeton, NJ.

Rafail Ostrovsky and Moti Yung. On necessary conditions for secure distributed comput-
ing. In DIMACS Workshop on Distributed Computing and Cryptography, Feigenbaum and
Merritt (eds.), AMS, pages 229-234. 1990.

Journal Publications

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

William Aiello, Eyal Kushilevitz, Rafail Ostrovsky, and Adi Rosén. Adaptive packet
routing for bursty adversarial traffic. J. Comput. Syst. Sci., 60(3):482-509, 2000.

Yair Amir, Paul Bunn, and Rafail Ostrovsky. Authenticated adversarial routing. J.
Cryptology, 27(4):636-771, 2014.

Leonid Barenboim, Shlomi Dolev, and Rafail Ostrovsky. Deterministic and energy-optimal
wireless synchronization. TOSN, 11(1):13, 2014.

Joshua Baron, Karim El Defrawy, Kirill Minkovich, Rafail Ostrovsky, and Eric Tressler.
Spm: Secure pattern matching. Journal of Computer Security, 21(5):601-625, 2013.

Joshua Baron, Yuval Ishai, and Rafail Ostrovsky. On linear-size pseudorandom generators
and hardcore functions. Theor. Comput. Sci., 554:50-63, 2014.

Nir Bitansky, Alessandro Chiesa, Yuval Ishai, Rafail Ostrovsky, and Omer Paneth. Suc-
cinct non-interactive arguments via linear interactive proofs. In TCC, pages 315-333,
2013.

Allan Borodin, Rafail Ostrovsky, and Yuval Rabani. Stability preserving transformations:
Packet routing networks with edge capacities and speeds. Journal of Interconnection
Networks, 5(1):1-12, 2004.

Allan Borodin, Rafail Ostrovsky, and Yuval Rabani. Subquadratic approximation algo-
rithms for clustering problems in high dimensional spaces. Machine Learning, 56(1-3):153—
167, 2004.

Milan Bradonjic, Eddie Kohler, and Rafail Ostrovsky. Near-optimal radio use for wireless
network synchronization. Theor. Comput. Sci., 453:14-28, 2012.

Vladimir Braverman, Ran Gelles, and Rafail Ostrovsky. How to catch ly-heavy-hitters on
sliding windows. Theor. Comput. Sci., 554:82-94, 2014.

Vladimir Braverman and Rafail Ostrovsky. Effective computations on sliding windows.
SIAM J. Comput., 39(6):2113-2131, 2010.

Vladimir Braverman, Rafail Ostrovsky, and Carlo Zaniolo. Optimal sampling from sliding
windows. J. Comput. Syst. Sci., 78(1):260-272, 2012.
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[22]

[23]

[24]

[25]

2]

[27]

[28]

[29]

[30]

[31]

[32]

Harry Buhrman, Nishanth Chandran, Serge Fehr, Ran Gelles, Vipul Goyal, Rafail Ostro-
vsky, and Christian Schaffner. Position-based quantum cryptography: Impossibility and
constructions. SIAM J. Comput., 43(1):150-178, 2014.

Ran Canetti, Eyal Kushilevitz, Rafail Ostrovsky, and Adi Rosén. Randomness versus
fault-tolerance. J. Cryptology, 13(1):107-142, 2000.

Nishanth Chandran, Vipul Goyal, Ryan Moriarty, and Rafail Ostrovsky. Position-based
cryptography. SIAM J. Comput., 43(4):1291-1341, 2014.

Nishanth Chandran, Bhavana Kanukurthi, Rafail Ostrovsky, and Leonid Reyzin. Privacy
amplification with asymptotically optimal entropy loss. J. ACM, 61(5):29, 2014.

Nishanth Chandran, Ryan Moriarty, Rafail Ostrovsky, Omkant Pandey, Mohammad Ali
Safari, and Amit Sahai. Improved algorithms for optimal embeddings. ACM Transactions
on Algorithms, 4(4), 2008.

Julia Chuzhoy, Rafail Ostrovsky, and Yuval Rabani. Approximation algorithms for the job
interval selection problem and related scheduling problems. Math. Oper. Res., 31(4):730~
738, 2006.

Giovanni Di Crescenzo, Yuval Ishai, and Rafail Ostrovsky. Universal service-providers for
private information retrieval. J. Cryptology, 14(1):37-74, 2001.

Reza Curtmola, Juan A. Garay, Seny Kamara, and Rafail Ostrovsky. Searchable sym-
metric encryption: Improved definitions and efficient constructions. Journal of Computer
Security, 19(5):895-934, 2011.

Yevgeniy Dodis, Rafail Ostrovsky, Leonid Reyzin, and Adam Smith. Fuzzy extractors:
How to generate strong keys from biometrics and other noisy data. SIAM J. Comput.,
38(1):97-139, 2008.

Shlomi Dolev and Rafail Ostrovsky. Xor-trees for efficient anonymous multicast and re-
ception. ACM Trans. Inf. Syst. Secur., 3(2):63-84, 2000.

Matthias Fitzi, Juan A. Garay, Ueli M. Maurer, and Rafail Ostrovsky. Minimal complete
primitives for secure multi-party computation. J. Cryptology, 18(1):37-61, 2005.

Matthew K. Franklin, Ran Gelles, Rafail Ostrovsky, and Leonard J. Schulman. Optimal
coding for streaming authentication and interactive communication. IEEE Transactions
on Information Theory, 61(1):133-145, 2015.

Juan A. Garay, Clint Givens, and Rafail Ostrovsky. Secure message transmission with
small public discussion. I[EEE Transactions on Information Theory, 60(4):2373-2390,
2014.

Oded Goldreich and Rafail Ostrovsky. Software protection and simulation on oblivious
rams. J. ACM, 43(3):431-473, 1996.
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[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]
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