Fair Games Against an All-Powerful Adversary^�

Rafail Ostrovsky^y Ramarathnam Venkatesan^z Moti Yung^x

Abstract Suppose that a weak (polynomial time) device needs to interact over a clear channel with a strong (infinitely-powerful) and untrustworthy adversarial device. Assuming the existence of one-way functions, during this interaction (game) the infinitelypowerful device can encrypt and (computationally) hide information from the weak device. However, to keep the game fair, the weak player must hide information from the infinitely-powerful player in the information-theoretic sense. Clearly, encryption in this case is useless, and other means must be used. In this paper, we show that under a general complexity assumption, this task is always possible to achieve. That is, we show that the weak player can play any polynomial length partial-information game (or secure protocol) with the strong player using any one-way function; we achieve this by implementing oblivious transfer protocol in this model. We also establish related impossibility results concerning oblivious transfer.

In the proof of our main result, we present an interactive-hashing technique which forces a polynomial-time player to choose two inputs in the range of a one-way function, one of which it cannot invert, while perfectly concealing which input is that one. This technique allows us to reduce the complexity assumptions and to simplify the cryptographic primitive of general secure computation protocols with informationtheoretic security to one player. We believe that the interactive-hashing is a technique of independent interest.

∗ This work was presented at DIMACS Complexity and Cryptography Workshop, October 1990, Princeton, NJ; Preliminary extended abstract is in the proceedings of Sequences ’91, June 1991, Positano, Italy.

† University of California at Berkeley and International Computer Science Institute at Berkeley. Supported by NSF postdoctoral fellowship. Part of this work was done at Bellcore, IBM T.J. Watson Research Center and MIT.

‡ Bellcore, 445 South St., Morristown, NJ 07960. Early work supported by NSF-CCR9015276 at Boston University.

§ IBM Research, T.J. Watson Research Center, Yorktown Heights, NY 10598.

1 Introduction

Perfect security of information is cryptography’s ultimate goal. This is especially needed in interactions of a weak (polynomial time) player with an all-powerful adversary from whom one needs to hide information to keep the protocols secure and fair. This model of a weak player communicating with a strong one having unlimited computing power, represents naturally a variety of settings: the statistical zero-knowledge proof systems of [GMR], zero-knowledge arguments of [BCC] where the hiding from a verifier must be perfect (i.e. in information theoretic sense), computing a function with the help of powerful oracle while hiding the argument [AFK] and secure circuit computation while keeping one party perfectly secure [CDV, AF].

So far, all the works requiring information hiding from a strong adversary relied on assumed hardness of some specific algebraic functions, e.g., [BCC, AFK, CDV, AF]. This is in contrast to various applications where information must be hidden from polynomiallybounded adversary, such as pseudo-random generators [BM], computational zero-knowledge proofs [GMR, GMW1] and digital signatures [GMRi] which were shown to be equivalent to the existence of general one-way functions [ILL, H, N, OW, NY, Ro]. This motivates us to investigate the weakest possible complexity assumptions needed for information-theoretic security. We concentrate on general polynomial length partial-information games against an all-powerful adversary. The obvious need for perfect security makes this task seemingly hard to do (a strong player, after all, can always invert a general one-way function!). Partial information games [GMW2, Y] can be modeled as computations among parties where results are functions of private inputs (and possibly random coins as well); the computation provides correct results to the parties (according to the specified computations) while keeping the privacy of individual inputs uncompromised. Partial-information games are also known as “oblivious circuit evaluation”. Until recently, one needed to analyze each individual partial-information game of interest separately. Fortunately, the simple protocol of Oblivious Transfer (OT) due to Rabin [R] , is sufficient for all two-party secure computations. (This was put forth in [GMW2, Y] and sufficiency was shown in [K].) OT is a protocol between a sender and a receiver with an input string d. Using the protocol, the receiver gets d with probability 1/2 (and nothing otherwise) while the sender does not learn whether d has been received.

This completeness makes OT central in secure protocol designs. Thus, naturally one asks: what are the weakest complexity-theoretic assumptions needed to implement OT? When both players are weak, implementing OT using any one-way permutation, in some technical sense (using black-box reduction), is as difficult as separating P from NP [IR]; on the other hand trapdoor permutations suffice [GMW2] (a trapdoor function is, roughly speaking, a family one-way functions with the additional property that there is a secret associated with each function, whose possession enables easy inversion of the function in polynomial-time. In various settings where the players have unequal computational resources it is also not known how to implement OT (with a strong receiver or sender) without the trapdoor property. In this paper, we show (in section 3) a new technique for implementing the OT from (or to) an all-powerful adversary using any one-way function.

Remark: At a first glance, the role of trapdoor property seems superfluous since the strong player can invert a one-way function. That is, if one of the players is infinitelypowerful, why do we need a trapdoor, since the strong player can invert a one-way function for the weak player anyway? The problem arises as the strong player will then have full information of the inputs he helped to invert the one-way function on. So using the strong player to invert information does not allow any hiding of information. Thus, the original problem remains: how the weak player can hide information from the strong one using only a one-way function?

We also show a duality theorem: an OT between a strong receiver and a weak receiver is equivalent to an OT between a weak receiver and a strong receiver. (Moreover, we remark that our reductions between both protocols are polynomial. That is, whatever the running time of the original protocols, we get the dual protocol with only polynomial in the security parameter increase in the running time.) We further establish related impossibility results regarding OT (section 4), we show that non-interactive OT is impossible and that even when dealing with an all-powerful player, we must make complexity assumptions. We believe that the tools we design in this work are of an independent interest.

Player’s complexity: We explicitly suggest the notion of complexity of the player in a protocol, by stating bounds on computational power. Given a protocol with an underlying complexity assumption, the lower bound of a player is the minimal computational power needed to execute the protocol; similarly, the upper bound of a player is the maximum power allowed for its security properties to hold. In section 3 we show how an increased lower bounds on a player’s complexity enables a reduction of the protocol’s underlying complexity assumption.

Relation to earlier work: Rabin based his implementation of OT for honest parties on the intractability of factoring. In [FMR] an implementation of OT based on factoring and robust against cheaters was given. Various flavors of OT and their information-theoretic equivalence was studied [EGL, BCR, C, K, CK]. OT is complete for (two- and multiparty) secure distributed circuit evaluation (partial information games) among weak players [K, GMW2], and used to implement bounded-interaction zero-knowledge proof systems for NP in [KMO]. Yao [Y] used OT to construct secure circuit evaluation, based on factoring, while in [GMW2] it was based on any trapdoor permutation.

Cryptographic Applications: Our results can be used to reduce the complexity assumptions and to simplify many existing protocol specifications, and be applied in cryptographic scenarios. A variation on “two-party secure computation” [Y, GMW2, K] is a protocol for “two-party secure computation with one player perfectly (i.e., informationtheoretically) protected”. This was defined and implemented in [CDV, AF] based on specific algebraic trapdoor assumptions. When we apply our general methods and change the assumption from “any one-way permutation” to “any trapdoor permutation family” we can achieve our perfectly secure OT in the cryptographic setting (namely, when both players are polynomial time). This degree of (perfect) security is justified, if we need to conceal information for long time regardless of time and technological advances. Thus we assume we have to protect against a player which is indeed polynomial-time when executing the protocol, but is willing to perform off-line computations to later reveal the secret.

2 Definitions and preliminary results

We use the usual O, o and 1/o(1) (asymptotically tends to ∞) notations and the standard notions of one-way functions and permutations. W.l.o.g. we take our one-way functions to be length preserving. Let f be polynomial time computable and f(x) = y. An algorithm I(y) inverts f at y if f(I(y)) = y. f is one-way if every average polynomial time (randomizing) algorithm I fails to invert f on a 1/n^{O(1)} fraction of instances y from {0, 1}^n. We fix some s(n) = n^{1/o(1)} and call it infeasible. We call ε(n) = 1/s^{O(1)}(n) negligible and δ(n) = 1/O(n^c), c > 0 noticeable. Here n is a security parameter, which we omit when clear. A strong one-way function is invertible only on negligible fraction of instances. A permutation is length preserving and one-to-one. B(x, y) denotes the inner-product mod 2 of x and y. We use the following results.

Remark 1 [GL] Let f be one-way, and f(x) = y. Let G(ω, y, p) be an algorithm with internal coin flips ω running in polynomial time that guesses B(x, p) with probability (over p) 1/2 + ε . Then there is an algorithm that inverts f at y in polynomial time if ε = 1/O(n^c), c > 0 for all but negligible fraction of its coin-flips.

We get the following as an easy derivation from [VV].

Remark 2 Let the rows h_i, i := 1, k of matrix H_k be randomly and independently chosen from {0, 1}^n, non-empty A ⊂ {0, 1}^n, b ∈ {0, 1}^k. X̄_k = A ∩ {x : H_kx = b}, X_k = |X̄_k|. Then,

1. E(X_k) = 2�^k|A| and V ariance(X_k) = 2�^k |A|(1 − 2�^k ). The latter is proved using the fact that for a random h, the random variables are Y_j = B(x_j, h), x_j ∈ A are pairwise independent.

2. For large enough n, Prob[ ∃k ≤ n such that X_k = 1]= 1/O(1). To see this, let l be the largest integer such that E(X_l) ≤ 8 if |A| > 8 (l = 0 otherwise). Then, Prob[|X_l − E(X_l)| ≥ 3] ≤ 8/9. Now assume that |X_l| ≤ 12 and let B ⊆ X_l be a linearly independent set of r > 0 vectors. Next, for every c ∈ {0, 1}^r, a random h_{l+1} is a solution to Kh = c with probability

2�r, where the matrix K has the elements of B as rows. Taking c to be of Hamming weight

1 (or equivalently r − 1) we have the event that h_{i+1} is orthogonal to all but one vector in B which it isolates. Now iterating this on X_l ∪ {x : Hx = c}, we will isolate a single vector.

By a weak player we mean a randomizing polynomial time Turing machine and by a strong player an arbitrary randomizing Turing machine. A standard model for two-party protocols is a system of communicating Turing machines which have their private tapes as well as a communication tape [GMR].

Oblivious Transfer (OT) Protocols: Oblivious Transfer protocol (OT) is a twoparty interaction introduced by Rabin [R] in which a sender S has a bit b which he wants to transfer to a receiver R. Below, the probabilities involved are over sender’s coin flips and ε(n) is negligible. When S is honest (i.e. follows the protocol) R receives b with probability 1 2 + ε and knows whether or not he received it. When R does not get the bit he can predict sender’s bit only with probability 1/2 + ε (uncertain transferability requirement). S does not know whether R got the value (oblivious-ness requirement). An equivalent notion called 1-2-OT (1-out-of-2 OT) [EGL], involves S with two bits b_0 and b_1 and R has a selection bit i. After the transfer, R gets only b_i, while S does not know the value of i. 1-k-string-OT (for a constant k) is similar and equivalent to 1-2-OT, but S has k strings, instead of two bits.

In [Y] the notion of secure (also called oblivious) circuit evaluation (also modeling a two-player polynomial game) was proposed: as a common input, S and R are given a polynomial-size circuit C(·, ·). S and R have private inputs x and y respectively. At the end of the protocol, R gets C(x, y), while S has no information about y or C(x, y), and R gets no information about x (except, obviously, its consistency with C(x, y)). All these flavors of OT are equivalent to each other [C, BCR, K]; i.e., given any one of these protocols, one can implement any other protocol in such a way that if the protocol we started with is secure information theoretically, so is the resulting one. We denote by (strong OT−→weak) an OT from a strong sender to a weak receiver; analogously we define (weak OT−→strong).

3 Protocols

3.1 OT with perfect security against a Strong sender

In this protocol a strong sender S has a secret random input bit b, to be sent using OT to a weak receiver R. For clarity, we first treat the case of a strong one-way permutation. Below, x, y, h_i ∈ {0, 1}^n and all h_i are linearly independent. The following implements a technique which can be described as gradually “focusing” on a value, while maintaining information-theoretic uncertainty; we call it interactive hashing.

R(0) : R selects x at random and computes y ← f(x). Both x and y are secret from S.

• For i from 1 to (n − 1) do

S(i) : S selects at random h_i and sends it to R. R(i) : R sends c_i := B(h_i, y) to S.

S(n) : Let {y_0, y_1} = {z : B(h_i, z) = c_i, i < n}. S flips a random coin j, selects a random string p, |p| = n and sends to R a triple < p, y_j, v >, where v = b ⊕ B(p, f�^1(y_j)).

R(n) : If y = y_j , R computes b0 = v ⊕ B(p, x) as the resulting bit he gets from S via an “OT” protocol.

Figure 1

Theorem 1 The above protocol implements OT from an all-powerful (at least probabilistic NP or stronger) player to a probabilistic polynomial-time player, using any one-way permutation.

Proof: Let ω_S denote the coinflips of the sender; below |ε(n)| is negligible and |δ(n)| is noticeable. Clearly, R gets b with probability 1/2 + ε and S does not have any information if R got it.

In the other direction, assume some dishonest R00 not following the protocol can predict a honest S’s input bit b, for 1/2 + δ fraction of ω_S ; i.e. R00 can predict the inner product of B(f�^1(y_j), p), given v, p, y_j on 1/2+δ fraction of p’s. By the result of [GL] this is equivalent to the existence of a polynomial time algorithm R0. inverting f on both y_0, y_1.

The following expected (over its internal coinflips) polynomial time algorithm I(ω, y) inverts f on a noticeable fraction of y’s using the above algorithm R0; this yields a contradiction since I inverts strong one-way f on a noticeable fraction. Below we fix the random tape of R0 with a random string. Put k = (4c + 1) log n, where c is a constant defined later depending on R0.

1. abort:=0;

2. For i := 1 to n − 1 do:

Step(i): Record the current configuration of R0. Randomly choose the vector h_i and send it to R0.

If i ≤ n − k, and if c_i ≠ B(y, h_i) (mismatch), discard h_i, reset R0 to a configuration before sending h_i and choose a new random h_i and repeat until c_i = B(y, h_i) (match) or more than n trials have been made. If last trial is a mismatch set abort:=1;

3. If abort=1 exit the protocol and halt; Otherwise, using R0 try to invert f at y.

If it fails, go to the For loop, else I outputs the inverse.

The executions of R0 with its random tape fixed can be described by a tree: a node at level i has a child for every possible choice of queries h_i and the replies c_i. We say that a string y is consistent with a node u if it satisfies all the linear constraints specified by the path from the root to u. By a leaf we mean a node v at level n − 1 and it corresponds to two points that are consistent with v. By assumption at least ε = 1/n^c (w.l.o.g. c > 1) fraction of the nodes at level n − k have ε fraction of good leaves (where inverses of both points in the leaf are output) below them. To amplify the probability of success, we may sample polynomially many strings for random tape of R0.

Below we define a set G ⊂ {0, 1}^n with its complement G0 containing ≤ 2^n/n^{2c} strings. We call a leaf reachable if at least one point in it is in G. We claim that the fraction of leaves that are reachable is ≥ 1 − 1/θ(n^{2c}). To prove the claim, note that hyperplanes chosen by R0 are uniform and linearly independent. The number of elements in G0 that are consistent with a leaf has expectation |G|/2^n�^1 ≤ 2/n^{2c} and from Markov inequality we get the claim. From the above we can assume that ≥ 1/θ(n^c) fraction of such leaves are both good and reachable.

Let y be random and j ≤ n − k. Note that for distinct h0, h00 the random variables B(y, h0) and B(y, h00) are pairwise independent. At level j the number of X_j of h_i’s that result in an answer agreeing with y has expectation 2^n�^j�^1 and variance 2^n�^j�^2 . Hence by Chebycheff inequality, the P rob_y [|X_j − E(X_j )/2^n�^j | ≥ 1/n^c] ≤ 1/n^{2c+1}. Let the set of y’s for which the condition on X_j is satisfied for all j ≤ n − k be G. Summing up, we get P rob[G0] < n/n^{2c+1} = 1/n^{2c}. Let node u be randomly chosen at level n − k and Y be the number of elements from G0 that are consistent with u. Then E(Y ) ≤ 2^k/θ(n^{2c}) and V ar(Y ) ∼ E(Y ). Let N be the set of nodes u having the property that at least 1 − 1/θ(n^{2c}) fraction of y’s that are consistent with u are from G. Chebycheff inequality yields prob[N] ≥ 1 − 1/n^{2c} and this tells us that at least 1/θ(n^c) fraction of nodes u are in N and have ≥ ε fraction of good and reachable leaves.

We now begin to analyze the behavior of I. Consider the ratio r(u) of the probability that I reaches a node u at level n−k to that of R0 reaching u when u ∈ N. The distribution of hyperplanes chosen by I is uniform over the ones which yield replies consistent with y. So given a random y ∈ G the probability that I chooses h_i is ≥ 1/(1/2 + 1/n^c)2^n�^i, while R0 chooses h_i with probability 1/2^n�^i and the probability that a random y is consistent with u is 1/2^n�^k . From this we get r(u) ≥ 1 − o(1). Note that u is in N, the algorithm succeeds in inversion if the y is equal to a point in a good and reachable leaf reached by I. The probability (over y) of that is polynomial since there are only 2^k = n^{O(1)} possible values for a y given that it is consistent with u.

This shows that with polynomial probability (over y, h_i) I inverts. So on a polynomial fraction of y’s it inverts f, which is the needed contradiction.

Theorem 2 There exists an implementation of OT protocol from an all-powerful (at least probabilistic P^{#P} or stronger) player to a probabilistic polynomial-time player, given any one-way function.

Proof: We modify the above protocol as follows:

R(0) : R selects x at random and computes y = f(x). Both x and y are secret from S.

• m := 0 • Repeat

S(i) : S selects at random h_i and sends it to R. R(i) : R sends c_i := B(h_i, y) to S. m := m + 1

• until S sends a “stop” message.

P : S proves to R in zero-knowledge that the stopping condition satisfies ∃y_0, y_1{y_0, y_1} = {z : ∃x, f(x) = z and B(h_i, z) = c_i, i < n}. Next, by exchanging h^i_j, c^i_j, j := 1, m_i again as above S isolates a unique x_i as the inverse of y_i, i := 0, 1 and proves this uniqueness in zero-knowledge.

S(n) : S flips a random coin j, selects a random string p, |p| = n and sends to R a triple < p, y_j, v >, where v = b ⊕ B(p, x_i)).

R(n) : If y = y_j , R computes b0 = v ⊕ B(p, x) as the resulting bit he gets from S via an “OT” protocol.

Figure 2

In the above protocol the strong sender determines the values of m, m_i, i := 0, 1. With probability 1/O(1) in step (P) (isolating domain elements) a sequence of h_i, i ≤ m_i result in a unique x_i if the range of |f�^1(y_i)| < 2^{mi} (See Remark 2). Similarly the probability of success in the repeat loop (isolating range elements) is 1/O(1) as well. We need to show that revealing m_i the inner product values B(x_i, h^i_j) and c_k, k ≤ m preserves the security of one-way function f. Note that revealing m̄ := ⌊log |f({0, 1}^n)|⌋ preserves the security of f, since this could be randomly guessed with probability 1/n.

The following known observation shows that we may specify enough hash values of a pre-image x ∈ f�^1(y) to uniquely identify it in f�^1(y), while preserving the security. Consider F (x, A, k) = y ∘ A ∘ b, where A is a k × n random matrix, y = f(x), b = Ax and |b| = k ≤ n. Put k_y = ⌊log_2 |f�^1(y)|⌋ and let I0 be an inverter for F .

Let y be given and w.o.l.g. assume k_y > 2 log n. Fix any b0, |b0| = k_y − log n and choose a |b0| × n matrix A at random. Then the number X of inverses x satisfying Ax = b0, f(x) = b0 has E(X) = 2^{log n} and E(X)^2 ∼ E(X^2). From Prob[X = 0] = E(X^2)/E(X)^2 − 1, we get Prob [X > 0] ∼ 1. So we can guess the first |b0| bits of b at random. The remaining O(log n) bits of b, can be found using exhaustive search; then we can use I0 and get an inverter for f. It is easy to see from this that if I0 inverts F on those fraction y, A, b with |b| = k_y +O(log n), we can invert f on these y as well. Finally, let x ∈ B = {z : Az = b0, f(z) = y}, A0 be a random 2 log n × n matrix and c := A0x. Now the number of other elements in B satisfying A0z = c has expectation < 2/n and hence is zero with probability ≥ 1 −^2_n (when F is one-to-one as well).

Notice, that since the sender can perform P^{#P} computations, he can convince the receiver of any statement in P^{#P} [LFKN] (also [S] but the prover needs PSPACE power). Moreover, any interactive proof can be turned into a zero-knowledge one, assuming the existence of one-way functions [IY] (using bit commitment [N]). Let eS_j, j := 0, 1 be the simulator for such a P^{#P} protocol for proving the stopping condition for the repeat loop and the uniqueness of x_i respectively in step (P) above (the simulators get a guess of the number of iteration parameters m, m_0, m_1, and generate an interaction which is “zeroadditioal-knowledge” [GMR, GHY]).

Let k, c be as in theorem 1 and assume that some R0 inverts f on both points in the range after m rounds with the inverses satisfying the linear constraints specified in step (P) above. Then, following expected (over its internal coinflips ) polynomial time procedure I(ω, y) to invert f on a noticeable fraction of y’s using such R0.

1. start :

2. abort:=0; Randomly guess m, m_0, m_1 in the range [1, n].

3. For i := 1 to m do:

Step(i): Record the current configuration of R0. Randomly choose the vector h_i and send it to R0. If i ≤ n − k, and if c_i ≠ B(y, h_i) (mismatch), discard h_i, reset the R0 to a configuration before sending h_i and choose a new random h_i and repeat until c_i = B(y, h_i) (match) or more than n trials have been made. If the last trial was a mismatch set abort:=1;

4. Run the simulator fS_0.

5. Send random h^i_j , j := 1, m_i. Let c^i_j be the replies from R0. Run the zero-knowledge simulator fS_1.

6. If abort=1 exit the protocol and halt; Otherwise, using R0 try to invert f at y. If it fails (i.e. run time bounds are exceeded) go to start. Else I outputs the inverse.

Each random guess for the final values of m, m_0 and m_1 in the protocol by I is correct with probability 1/n.

We now assume that the guesses are correct (or given, a fact which, as shown above, still maintains the function strong one-way-ness and the intractability of inversion).

Next we exploit the fact that since the proofs are zero-knowledge and the inverting algorithm I executes zero-knowledge simulators eS, R0 can not distinguish the distributions on conversations resulting from “interactions” with I from that of actual interacting with a strong sender S.

We consider the following three cases (probability distribution ensembles). First, assume (1) an actual protocol executions with true zero-knowledge proofs, then (2) the inversion algorithm I execution, but with true zero-knowledge proofs as a hybrid, and finally (3) I (inversion algorithm with simulated proofs).

By a proof almost identical to theorem 1 (where cheating probability was translated to inversion probability), we can show that running I’s program, but with actual interactive proofs, inverts with polynomial probability in case (2), based on the noticeable cheating probability in case (1). (The interactive proofs assure the properties required by the function and the tree construction, otherwise the same arguments are used). Next, replace real zero-knowledge proofs (case (2)) by a simulation step (which is polynomial-time) as in (3) and assuming the guesses are given correctly (which gives the inversion algorithm I above, which is polynomial-time), in which case the algorithm may change its behavior. But, in case it leads to a noticeable difference in inversion probability, we may turn this difference (by, by now a standard arguments) into a distinguisher which can tell with noticeable probability whether its input is a simulation of a proof or a real proof, thus contradicting the zero-knowledge property of the proofs in steps 4 and 5. Thus, when guesses for m_i are correct, the inversion (in case (3)) succeeds in polynomial-time with polynomial probability.

To complete the proof notice that when the inversion algorithm takes time exceeding a fixed polynomial time bound, the protocol is aborted and restarted after resetting R0. (Alternatively, polynomially-many (n^4, say) parallel versions can be run a step at a time). This iterative (or multiple) application of I yields an expected polynomial-time inversion algorithm for a noticeable fraction of y’s, and a contradiction to the strong one-way-ness of f.

3.2 OT with perfect security against Receiver

Here, we present the dual notion of the perfect security of OT against the Receiver. We prove a more general result that perfect security (for one of the players) can be reversed, independent of the power of the players:

Theorem 3 (Duality Theorem for OT): Given an OT protocol with perfect security for one of the players, there exists an OT protocol with perfect security for the other player.

Proof: We show one direction. The other is similar.

Assuming (strong OT−→weak), the strong player can commit a bit by putting its value in a secure envelope: The receiver can guess the contents of the envelope only with probability 1/2 + ε, and except for ε fraction of his coin flips the sender can not “open” the envelope to reveal two different contents; also, the sender can prove the properties below of the contents of the envelopes in zero-knowledge [K].

We now construct a 1-2-OT (weak OT−→strong) protocol. Let the weak player have input random bits b_0 and b_1. The strong player makes pairs of envelopes P_0 = {e_1, e_2} and P_1 = {e_3, e_4} satisfying the following: the contents of the envelopes in a pair P_b is identical while the contents of the envelopes in P_1�_b are different for some b ∈ {0, 1}. Further there is a label l(e_i) ∈ {0, 1} such that it is distinct for each envelope within a pair. The weak player using (1-2-string strong OT−→weak) chooses the contents c_j of the envelope e_i ∈ P_j with l(e_i) = b_j, j := 0, 1. Then the weak player sends c_0, c_1 which for the pair P_i containing equivalent bits reveals no information about the weak player’s selection bit. Also, the weak player not knowing which pair contains equivalent bits, gains no information as to which bit the strong player received via 1-2-OT.

Remark: Many practical OT applications need prefect security for the sender. From any practical protocol that is information-theoretically secure for the Receiver, (see [GMW2], for example), the above yields an efficient OT protocol which is perfectly secure for the sender — under a general complexity assumption. A similar result, achieved independently, was reported to us by Crépeau and Santha, also L. Cowen and Y. Aumann have reported previous interest in the question.

4 Impossibility results

First, we show that OT is inherently interactive:

Theorem 4 It is impossible to implement a non-interactive cryptographic OT protocol (and 1-2-OT protocol).

Proof: Assume first both the sender S and the receiver R are weak. In this case, we prove the result by showing that Blum’s coin-flipping protocol [B] needs at least three messages and is reducible to 1-2-OT plus one additional message. Similar result holds for plain OT (when B’s win of the flip is redefined to mean “B successfully gets the input string” ).

Coin-flipping over the phone: Two parties A and B send each other messages M_{2i}�_1 and M_{2i}, i ≥ 1 respectively; at the end they agree on head or tail, each with probability (over their coin tosses) 1/2 + ε. If ε is negligible then the protocol is fair; else it is unfair. For coin-flipping, one message is clearly not enough, since A could sample the message space and choose M_1 to make the protocol unfair. In the case of two messages, A can not bias the outcome and hence B can sample and choose M_2 regardless of M_1 making the protocol unfair.

The reduction: A chooses two strings x_i ∈ {0, 1}^k, i ∈ {0, 1} of different parity and executes a 1-2-string-OT to B. Along with the first message message of the OT, A sends a guess b for the parity of the string received by B. After this transfer, B sends A the string he got, and both parties agree the result is head if B received x_i with parity b, and tail otherwise. Clearly, this implements a fair coin-flipping.

Now we extend the proof for the case when players have unequal power. Assume a one-message 1-2-OT from weak S to strong R exists. S sends one message M based on its internal state I which encodes two strings: s_0, s_1. R should get only one of them (say s_0) with probability at least 1/2 − ε and at most 1/2 + ε, and get s_1 with negligible probability (at most ε). A strong R can always compute, given M and S_0, all S’s internal states I0 consistent with M and a fraction of at least 1/2 − ε of them should result in calculating the other string s_1, (which is the only one which can give such a high probability), a contradiction. Now assume a one-message 1-2-OT from strong S to weak R is possible. A coin-flip which starts by S moving first requires three rounds, otherwise, after the first round S should not be able to determine the outcome; similarly, after the second round R who samples the message space should not know the outcome. Thus, a third message is needed. However, the reduction above holds, a contradiction.

When both players are weak, existence of OT protocol yields a one-way function [IL, BCG]; we next show explicitly that complexity assumptions (and a weak player) are needed for OT (related ideas have appeared in [K], another related more recent result is in [K2]).

Theorem 5 It is impossible to implement an information-theoretic OT protocol.

Proof: The following Mental Poker is shown impossible in [SRA]: given two honest (but curious) players A and B, deal each one card from a deck of three cards {x, y, z}. The hands should be drawn uniformly at random and be disjoint.

We show that if information theoretically secure OT were feasible then so is Mental Poker, deriving a contradiction. First, recall that OT is equivalent to 1-3-OT and 1-2-OT protocols. A transfers one card to B using 1-3-OT. Since A presents the three (arbitrary encoded) cards in random order during 1-3-OT, the card is random and secure from A. Similarly B transfers by 1-2-OT one of the remaining cards to A. This implements Mental Poker.

5 Discussion and Conclusion

As explained earlier in the introduction and section 2, the notion of partial-information games was considered in [Y, GMW2]. They defined what is a playable game (secretly executable by the parties themeselves, without invoking any trusted parties.) In [GMW2], it was shown (by modeling a game as an “oblivious circuit evaluation”) that if both players are polynomially bounded algorithms, then all such games of polynomial size are playable, given a trapdoor permutation. Moreover, OT was shown to be complete for all two-party partial-information games [Y, GMW2, K], independent of the power of the players (i.e., via information-theoretic reductions [K]). That is, given an OT protocol (realization), then any game which is computable in random polynomial-time and which involves the private inputs of participants, can be realized correctly giving results to the players without compromising the privacy of inputs (i.e., giving no computational advantage in guessing the other player’s input beyond what is semantically implied by the known outputs and the knowledge of one’s own input); further, notice that OT itself is such a game and given a protocol (realization) for partial information games implies a realization of OT itself.

In this paper, for players with different computing power, we presented implementation of OT (in both directions) based on any one-way function. This fact, jointly with work of [Y, GMW2, K] imply that if one-way functions exist, then all polynomial-length partialinformation games between a polynomially bounded player and an all-powerful player are playable. Similarly, given any trapdoor permutation family, polynomial-time players (as in the cryptographic setting) can take part in any such game with one player being protected in the information-theoretic sense; as mentioned in the introduction, previously this was only known under specific algebraic trapdoor assumptions [CDV, AF]. The player who simulates the strong player first presents a trapdoor permutation and certifies in zero-knowledge the validity of this property (see [BY] for the need for certification in this case). Then, the players can use OT in both directions, and can use the availability of OT to further validate their actions; all these activities can be done while one user’s input remains informationtheoretically secure.

Note that as the player complexity of the sender grows, the underlying complexity assumption for the OT protocol becomes weaker (more general) (by following the cases in the above discussion, and in Theorems 1 and 2).

More generally, we present an efficient technique to force a polynomial-time player to choose two inputs y_0, y_1, so that on one of them (say y_b) the player can not invert a oneway function, while keeping the value of b perfectly secure. Such techniques seems to combine with other method and to yield various implications of which we list the following examples. The technique was employed in characterizing instance-hiding zero-knowledge proof systems [FO]. It was also used in implementing bit commitment protocols with players of unequal power [OVY2]. It can also have applications to zero-knowledge proofs, showing that any zero-knowledge proof protocol designed for a honest verifier can be compiled into a zero-knowledge proof protocol for any (even cheating) verifier [OVY3] based on general complexity assumptions (this was originally based on algebraic assumptions, e.g. for statistical zero-knowledge proofs the discrete logarithm was used in [BMO]). Another important implication is implementing perfectly secure zero-knowledge arguments (defined in [BCC]) based on general complexity assumptions in [NOVY].

To summerize, the general paradigm of “information-theoretic security based on intractability of cryptographic tools”, was developed and applied extensively in the last decade (e.g., [BCC, CDV, AFK, AF]). However, this valuable paradigm was always connected to some specialized property of one of various algebraic functions. It seems that the interactive hashing technique finally provides for a better understanding of and a wider cryptographic base for this general paradigm, since it enables us, when combined with other tools, to design its various primitives based on general complexity assumptions.

Acknowledgments

We thank Gilles Brassard, Claude Crépeau, Oded Goldreich, Shafi Goldwasser, Silvio Micali, Moni Naor and Noam Nisan for helpful remarks and discussions, and their interest in this work.

References

[AF] M. Abadi and J. Feigenbaum. Simple Protocol for Secure Circuit Computation Symposium on Theoretical Aspects of Computer Science, LNCS, Springer Verlag, 88. (Also: J. of Cryptology).

[AFK] M. Abadi, J. Feigenbaum and J. Kilian. On Hiding Information from an Oracle Journ.

Comp. Sys. Sci. 39 (1989) 21-50.

[BCG] M. Bellare L. Cowen, and S. Goldwasser The Nature of Key-Exchange, DIMACS proceedings, Workshop on Distributed Computing and Cryptography, 1991.

[BM] M. Blum, and S. Micali How to Generate Cryptographically Strong Sequences Of Pseudo-Random Bits SIAM J. on Computing, Vol 13, 1984, pp. 850-864, FOCS 82.

[BMO] Bellare, M., S. Micali and R. Ostrovsky, The (True) Complexity of Statistical Zero Knowledge Proc. ACM Symp. on Theory of Computing, 1990.

[BY] M. Bellare, and M. Yung, Certifying Cryptographic Tools: The Case of the Trapdoor Permutation Crypto-92.

[B] Blum M., Applications of Oblivious Transfer, Unpublished manuscript.

[BCC] G. Brassard, D. Chaum and C. Crépeau, Minimum Disclosure Proofs of Knowledge, JCSS, v. 37, pp 156-189.

[BCR] G. Brassard, C. Crépeau and J.-M. Robert, Information Theoretic Reductions among Disclosure Problems, IEEE Symp. on Foundations of Computer Science, 1986 pp. 168- 173.

[CDV] D. Chaum, I. Damgard and J. van-de-Graaf, Multiparty Computations Ensuring Privacy of each Party’s Input and Correctness of the Result, Crypto 1987, pp 87-119.

[C] C. Crépeau, Equivalence between Two Flavors of Oblivious Transfer, Crypto 87.

[CK] C. Crépeau, J. Kilian Achieving Oblivious Transfer Using Weakened Security Assumptions , Proc. IEEE Symp. on Foundations of Computer Science, 1988.

[EGL] S. Even, O. Goldreich and A. Lempel, A Randomized Protocol for Signing Contracts, Comm. of ACM v. 28, 1985 pp. 637-647.

[FO] J. Feigenbaum and R. Ostrovsky, A Note On One-Prover, Instance-Hiding Zero- Knowledge Proof Systems In Proceedings of the first international symposium in cryptology in Asia, (ASIACRYPT’91), November 11-14, 1991, Fujsiyoshida, Yamanashi, Japan.

[FMR] Fischer M., S. Micali, C. Rackoff An Oblivious Transfer Protocol Equivalent to Factoring, Manuscript.

[GHY] Z. Galil, S, Haber, and M. Yung, Minimum-knowledge interactive proofs for decision problems, SIAM J. on Computing, 1988. (also: FOCS, 1985 pp. 360-371).

[GL] O. Goldreich and L. Levin, Hard-core Predicate for ANY one-way function, Proc. ACM Symp. on Theory of Computing, 1988.

[GMW1] O. Goldreich, S. Micali, and A. Wigderson, “Proofs that Yield Nothing but their Validity”, FOCS 86; also J. ACM (to appear)

[GMW2] O. Goldreich, S. Micali and A. Wigderson, How to Play any Mental Game , Proc. ACM Symp. on Theory of Computing, 1987.

[GMR] S. Goldwasser, S. Micali and C. Rackoff, The Knowledge Complexity of Interactive Proof-Systems, Proc. ACM Symp. on Theory of Computing, pp. 291-304 1985.

[GMRi] S. Goldwasser, S Micali and R. Rivest, A Digital Signature Scheme Secure Against Adaptive Chosen-Message Attacs SIAM J. Comput., 17 (1988), pp.281-308.

[H] J. Hastad, Pseudo-Random Generators under Uniform Assumptions STOC 90

[ILL] R. Impagliazzo, R., L. Levin, and M. Luby Pseudo-Random Generation from One-Way Functions” STOC 89.

[IL] R. Impagliazzo and M. Luby, One-way Functions are Essential for Complexity-Based Cryptography Proc. IEEE Symp. on Foundations of Computer Science, 1989.

[IR] R. Impagliazzo and S. Rudich, On the Limitations of certain One-Way Permutations , Proc. ACM Symp. on Theory of Computing, pp 44-61, 1989.

[IY] R. Impagliazzo and M. Yung, Direct Zero-Knowledge Computations Proc. Crypto 87, LNCS Springer-Verlag, 1987.

[K] J. Kilian, Basing Cryptography on Oblivious Transfer , Proc. ACM Symp. on Theory of Computing, pp 20-31, 1988.

[K2] J. Kilian, Completeness Theorem for Two-party Secure Computation , Proc. ACM Symp. on Theory of Computing, 1991.

[KMO] J. Kilian, S. Micali and R. Ostrovsky Minimum-Resource Zero-Knowledge Proofs, Proc.

IEEE Symp. on Foundations of Computer Science, 1989.

[LFKN] C. Lund, L. Fortnow, H. Karloff, and N. Nisan. Algebraic Methods for Interactive Proof Systems, Proc. of the 31st FOCS (St. Louis, MO; October, 1990), IEEE, 2–10.

[N] M. Naor Bit Commitment Using Pseudo-Randomness Crypto-89 pp.123-132. (Also:

J. of Cryptology).

[NY] M. Naor and M. Yung, Universal One-Way Hash Functions and their Cryptographic Applications, STOC 89.

[NOVY] M. Naor, R. Ostrovsky, R. Venkatesan, M. Yung, Perfect Zero-Knowledge Arguments for NP Can be Based on General Complexity Assumptions Proceedings of CRYPTO- 92, Santa-Barbara, CA, August 17-20, 1992.

[OW] R. Ostrovsky, A. Wigderson One-Way Functions are Essential for Non-Trivial Zero- Knowledge Prooceedings of the second Israel Symposium on Theory of Computing and Systems (ISTCS93) Netanya, Israel, June 7th-9th, 1993.

[OVY2] R. Ostrovsky, R. Venkatesan, M. Yung, Secure Commitment Against Powerful Adversary: A Security Primitive based on Average Intractability. In proceedings of 9th Symposium on Theoretical Aspects of Computer Science (STACS 92) February 13-15, Paris, France, LNCS, Springer-Verlag.

[OVY3] R. Ostrovsky, R. Venkatesan, M. Yung, Interactive Hashing Simplifies Zero-Knowledge Protocol Design, Eurocrypt 1993 proceedings, May 24-27 1993, Norway.

[R] M. Rabin How to Exchange Secrets by Oblivious Transfer TR-81 Aiken Computation Laboratory, Harvard, 1981.

[Ro] J. Rompel One-way functions are Necessary and Sufficient for Secure Signatures STOC 90. [S] A. Shamir. IP = PSPACE, Proc. of the 31st FOCS (St. Louis, MO; October, 1990), IEEE, 11–15.

[SRA] A. Shamir, R. Rivest and L. Adleman, Mental Poker, Technical Memo MIT (1979).

[VV] L. Valiant and V. Vazirani, NP is as easy as detecting unique solutions, Proc. ACM Symp. on Theory of Computing, 1985.

[Y] A. C. Yao, How to Generate and Exchange Secrets, Proc. IEEE Symp. on Foundations of Computer Science, 1986.