Batch Codes and Their Applications

Yuval Ishai* Eyal Kushilevitzt
Technion Technion
yuvali@cs.technion.ac.il eyalk@cs.technion.ac.il
Rafail Ostrovsky* Amit Sahai®
UCLA Princeton University
rafail@cs.ucla.edu sahai@cs.princeton.edu
ABSTRACT 1. INTRODUCTION
A batch codeencodes a string into anm-tuple of strings, called In this paper we introduce and study a new coding problem, the

buckets such that each batch df bits from z can be decoded interestin which is both purely theoretical and application-driven.

by reading at most one (more generallybits from each bucket. ~ We start by describing a general application scenario.

Batch codes can be viewed as relaxing several combinatorial ob- Suppose that a large databasexdgtems (say, bits) is to be dis-

jects, including expanders and locally decodable codes. tributed amongn devices: After the data has been distributed,
We initiate the study of these codes by presenting some con-a user chooses an arbitrary subsetiaich) of k items, which she

structions, connections with other problems, and lower bounds. Wewould like to retrieve by reading the data stored on the devices. Our

also demonstrate the usefulness of batch codes by presenting tw@oal is to minimize the worst-case maxiniaad on any of them

types of applications: trading maximal load for storage in certain devices, where the load on a device is measured by the number of

load-balancing scenarios, and amortizing the computational cost ofbits read from it, while also minimizing the total amount of storage

private information retrieval (PIR) and related cryptographic proto- used?

cols. To illustrate the problem, consider the case= 3. A naive way
. . . to balance the load would be to store a copy of the entire database
Categories and Subject Descriptors in each device. This allows to reduce the load by roughly a factor of
E.4 [Coding and I nfor mation Theory]: Miscelleneous; F.24nal- 3, namely any:-tuple of items may be obtained by reading at most
ysis of Algorithmsand Problem Complexity]: Miscelleneous [k/3] bits from each device. However, this solution triples the total
amount of storage relative to the original database, which may be
General Terms very expensive in the caseis large. A natural question is whether

one can still achieve a significant load-balancing effect while re-
ducing the storage requirements. For instance, suppose that only a
Keywor ds 50% increase in the size of the original database can be afforded
(i.e., a total of1.5n-bit storage). By how much can the maximal
load be reduced under this constraint?

For these parameters, no clever way of replicating individual data
bits (or “hashing” them to the three devices) can solve the problem.
Indeed, any such replication scheme would leave at keASbits
that can only be found on one particular device, say the first, and
*Some of this research was done while at AT&T Labs — Research hence fork < n/6 there is a choice ot items which incurs a load
and Princeton University. Research supported in part by the Israelof & on this devicé.

Science Foundation. In light of the above, we need to consider more general distribu-
fSome of this research was done while the author was a visiting tion schemes, in which each stored bit may depend on more than
scientist at IBM T.J. Watson Research Lab. Research supported inone data bit. A simple construction proceeds as follows. Partition
part by the Israel Science Foundation. the database into two patfs R containingn,/2 bits each, and store
iSupported in part by a gift from Teradata.
$Research supported in part by grants from the Alfred P. Sloan ' The term “device” can refer either topdysicaldevice, such as a
Foundation and the NSF ITR program. server or a disk, or to a completely virtual entity, as in the applica-

tion we will describe in Section 1.3.

2Both our measure of load and the type of tradeoffs we consider are

similar to Yao'scell-probemodel [33], which is commonly used to
Permission to make digital or hard copies of all or part of this work for gnodel time-storage tradeoffs in ‘?'ata structure pro*?'ems-
personal or classroom use is granted without fee provided that copies are One could argue that unless théems areadversariallychosen,
not made or distributed for profit or commercial advantage and that copiesSUCh @ worst-case scenario is very unlikely to occur. However, this
bear this notice and the full citation on the first page. To copy otherwise, to IS NOt the case wheh is small. More importantly, if the queries
republish, to post on servers or to redistribute to lists, requires prior specific 2&'¢ made bylifferentusers, then it is realistic to assume that a large
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coding, distributed storage, load balancing, locally decodable codes
private information retrieval

permission and/or a fee. fraction of the users will try to retrieve the same “popular” item,
STOC'04,June 13-15, 2004, Chicago, lllinois, USA. which has a high probability of being stored only on a single device.
Copyright 2004 ACM 1-58113-852-0/04/000635.00. Such a multi-user scenario will be addressed in the sequel.
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L on the first deviceR on the second, anflé R on the third. Note In defining multiset batch codes, we make the simplifying as-
that the total storage ik5n which satisfies our requirement. We  sumption that prior to the decoding process the users can coordi-
argue that eacbair of itemsiy,i» can be retrieved by making at  nate their actions in an arbitrary way; we only “charge” for the bits

mostoneprobe to each device. Consider two cases,, lf> reside they read. We note, however, that most of our constructions can
in different parts of the database, then it clearly suffices to read onebe modified to require little or no coordination between the users
bit from each of the first two devices. On the other hand, it with a small degradation in performance.

both reside in the same part, say then one of them can be re- Aside from their direct application in a multi-user scenario, an

trieved directly from the first device, and the other by reading one additional motivation for multiset batch codes is that their stronger
bit from each of the other devices and taking the exclusive-or of properties make them easier to manipulate and compose. Hence,
the two bits. Thus, the worst-case maximal load can be reduced tothis variant will be useful as a building block even in the single-
[k/2]. This achieves significant reduction in load with a relatively user setting.

small penalty in storage.
penatly g 1.2 Our Results

1.1 Batch Codes We have already insisted on minimal load per device — every
We abstract the problem above into a new notion we cadltah batch is processed with onbyne bitbeing read from each device.
code and we give several constructions for these new objects. | herefore, the two quantities of interest are: (1) Storage overhead,

An (n, N, k,m,t) batch codeover an alphabeE encodes a  @nd (2) the number of devices (which must be at least in our
stringz € £" into anm-tuple of stringsys, . .., ym € £* (also setting) . This leads to two fundamental existential questions about
referred to aducket} of total lengthV, such that for each-tuple batch codes: First, can we construct codes with arbitrarily low stor-
(batch of distinct indicesiy, . .., i € [n], the entriese;, ..., zi, age overhead (rate — ) as the number of querigs grows, but

can be decoded by reading at mestymbols from each bucket. with the number of devices: still bei_ng “feasib_le" in terms_ok?
Note that the buckets in this definition correspond to the devices S€cond, can we construct codes with essentially the optimal num-
in the above example, the encoding lendto the total storage, ~ Der of devices#u ~ k) with storage overhead(k)? We resolve
and the parameterto the maximal load. Borrowing from standard ~ POth of these questions affirmatively, and also show a number of
coding terminology, we will refer ta/N as therate of the code. interesting appllcatlo_ns of batch codes_and our constructions. Our
When considering problems involving several parameters, one téchniques and precise results are outlined below:
typically focuses the attention on some “interesting” settings of the BATCH CODES FROM UNBALANCED EXPANDERS In the above
parameters. In this case, we will mostly restrict our attention to a example we first considered a replication-based approach, where
binary alphabet and to the caseé = 1, namely at mosbne bit each item may be replicated in a carefully selected subset of buck-
is read from each bucket. This case seems to most sharply capturets but no functions (e.g., linear combinationsye¥eralitems can
the essence of the problem and, as demonstrated above, solutionge used. For the specific parameters of that example it was argued
for this case can also be meaningfully scaled to the generaf case. that this restricted approach was essentially useless. However, this
Moreover, the casé = 1 models scenarios where only a single is not always the case. We observe that if the assignment of items to
access to each device can be made at a time, as is the case for theuckets is specified by ambalanced expander gragvith a weak
cryptographic application discussed in Section 1.3. From now on, expansion property), then one obtains a batch code with related pa-
the term “batch code” (otn, N, k, m) batch code) will refer by rameter$. Using random graphs of polynomial size (where the
default to the above special case. random graph can be chosen and fixed “once and for all”), we ob-
We will typically view n, k as the given parameters and try to tain batch codes with parameté¥gn = O(log n) andm = O(k).
minimize N, m as a function of these parameters. Note that in This answers Question 2 above affirmatively for non-multiset batch
our default setting we must have > k. It is instructive to point codes. The code can be made explicit by using explicit construc-
out the following two (trivial) extreme types of batch codes: (1) tions of expanders [31, 8], but with weaker parameters.

C(z) = (z,z,...,x), i.e, replicater in each bucket; in this case This expander-based construction has sarherentlimitations.
we can use an optimah (i.e., m = k) but the ratel /k is very First, it cannot be used for obtaining codes whose rate exdg@ds
low. (2) C(x) = (z1,%2,...,Ty,), i.€., €ach bit ofr is putin a (unlessm = Q(n)). Second, even for achieving a smaltenstant
separate bucket; in this case the rdteis optimal butm is very rate, it is required that, depend not only o but also om (e.g.,
large. Our goal is to obtain good intermediate solutions which are the random graph achieves rat3 with m = k*/?n!/2). Third,
close to being optimal in both aspects. this approach cannot be used to obtaiunltisetbatch codes, since

MULTISET BATCH CODES The load-balancing scenario described it cannot han_dle th? case where many users request th_e same item.
above involves aingle user. It is natural to consider a scenario These limitations will be avoided by our other constructions.
where k distinct users, each holding some quéyy wish to di- THE suBcUBE coDE Our second batch code construction may
rectly retrieve data from the same devices. There are two main Pe viewed as a composition of (a generalization of) the code from
differences between this setting and the default one. First, each sethe above (L, R, L & R)" example with itself. We refer to the re-
lected itemz;, should be recovered from the bits read by jite sulting code as theubcube codeas it admits a nice combinatorial
user alone, rather than froall the bits that were read. Second, interpretation involving the subcubes of a hypercube. The subcube
while previously thek queries were assumed to be distinct, this as- code is anultisetbatch code, furthermore it can achieve an arbitrar-
sumption cannot be made in the current setting. Since the indicesily high constant rate. Specifically, any constant rate 1 can be

i; now form amultiset we use the terrmultiset batch code refer realized withm = k°('°¢1°5*), While the asymptotic dependence

to such a stronger type of batch code. 5This is a reasonable assumption in some scenarios (e.g., if such a
coordination is cheaper than an access to the device, or if it can be
“The decoding procedure in the above example can be vieweddone off-line).

as [k/2] repetitions of decoding a batch code with pa- SThis is very different from the construction of standard error-
rameters(n, 1.5n,2,3,1), yielding decoding with parameters correcting codes from expanders (cf. [29]), in which the graph spec-
(n,1.5n,k,3,[k/2]). ifies parity-checks rather than a replication pattern.
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of m on k will be improved by subsequent constructions, the sub- ADDITIONAL EFFICIENCY CONCERNS While we have mainly fo-
cube code still yields our best results for some small valuds of cused on the most basic efficiency measures of batch codes, there
and generally admits the simplest and most explicit batch decodingare several other natural measures to be considered. These include

procedure. efficiency of encoding and decoding, amount of coordination be-
BATCH CODES FROM SMOOTH CODESA g-guerysmooth codéa tween the users in the multi-user setting (or thistributedcom-
close relative ofocally decodable coddd8]) maps a string: to a plexity of decoding), efficiency of handling online additions and

codewordy such that each symbol afcan be decoded by probing deletions of queries, average case performam_:e, and so forth. We
at mostg random symbols iy, where the probability of any partic- ~ note that most of our solutions perfofiavorably in most of these

ular symbol being probed is at magtjy|.” We establish a two-way ~ asPects.

general relation between smooth codes and multiset batch codes. In . o

particular, any smooth code gives rise to batch codes with related1.3  Cryptographic Applications

parameters. However, this connection is not sufficiently tight to  |n addition to their immediate application to the general load-
yield the parameters we seek. See Section 1.4 for further discus-halancing scenario discussed above, batch codes are also motivated
sion. by the following cryptographic problem. Arivate information
BATCH CODES FROMREED-MULLER® cODES By exploiting retrieval (PIR) protocol allows a user to retrieve an itenfrom

the structure of Reed-Muller codes (beyond their smoothness), wea database of size while hiding ¢ from the servers storing the
obtain batch codes with excellent parameters. In particular, for database. There are two main settings for PIR. In the information-
any constant > 0, we obtain a multiset batch code with rate theoretic setting, there are two or more servers holding copies of the
n/N = Q(1/k°) andm = k - log>*'/¢*°() k. Thus, the number  database and the default privacy requirement is thatiead¥idual

of devices is within a polylogarithmic factor from optimal, while  server learn no information abodut In the computational setting

the storage overhead is onty — answering Question 2 above af- for PIR, there is typically only a single server holding the database
firmatively for multisetbatch codes. Using Reed-Muller codes we and the privacy requirement is relaxeddomputationalprivacy,

also get multiset batch codes with rai¢gN = 1/(¢! + €) and which should hold against computationally bounded servers and
m = k1 E=D+e) for any constant > 0 and integel > 2. under some cryptographic assumption.

THE SUBSET CODE The batch codes we have constructed so far ei- The current state-of-the-art PIR protocols can achieve a very low

ther require the rate to be below 1/2 (expander, Reed-Muller Codes)’;:r?mmuni_c?]tion ctlomplexi(;cf. [9. 4, 2_0}6]), butﬁc}m tth(:—‘_ othe(rj hand
or achieve high rates at the expense of requirintp be (slightly) €y are inherently very expensive in ’ermsx:o putatiorand re-
super-polynomial ink (subcube codes). Our final construction, quire (n) operations on the Servers’ part [5]. Itis thus hlghly
which admits a natural interpretation in terms of the subset Idttice, desirable taamortizethe computational cost of PIR ovémueries

avoids both of these deficiencies. Specifically, we get the following made by the user. An initial step in th's. direction was mad_e in [5],
result, answering Question 1 above in the affirmative: where it was shown that the computational cost of handling mul-

tiple queries in certain PIR protocols can &gghtly amortized by

For any constant rate < 1 there is a constant > 1 using fast matrix multiplication.

such that for every and sufficiently large: there is an Batch codes can be used to obtain much better amortization of
(n, N, k, m) multiset batch code with/N > p and the computational cost of PIR while only moderately increasing
m = O(k°). the (low) communication. Specifically, &n, NV, k, m) batch code

— . L with bucket sizesV;, 1 < j < m, provides a reduction frork-

In other words, one can insist on adding only an arbitrarily small query PIR tom invocations of standard PIR on databases (buckets)

percentage to th_e original storage, yet reduce the load by any de-of sizeN;. Any nontrivial batch code, satisfying.™ , N; < nk,

sired amount; using only p_oI;(k) devices. . . ._implies amortized savings to the time complexity. (This assumes
L parameters of the different constructions are summarized "Mthat the database has already been preprocessed to its batch encod-

the following table. ing.) In terms of asymptotics, the amortized savings are most ap-

[ Code ] rate [ m [ multiset?] pealing wher¥k is large, e.g.k = n° for some constartt < € < 1.
Expander 1/d < 1/2 O(k - (nk)/(d-1)) No In this case one can combine the single-server PIR protocols of [20,
Q(1/Togn) O(k) 6] with our batch code constructions to get protocols that are “es-
Subcube p<1 kO Uoglogk) Yes sentially optimal” with respect to both communication and com-
RM /00 —e <1/2 | k-EY/E-D+o(D) Yes putation. Specificallyk items can be privately retrieved using
Q(1/k) % - (log k) 2T 170D k'*t°® communication and:!T°") computation. We stress that
Subset p <1 eien) Yes even wherk is a small constant, batch codes still allow to obtain

significant concrete savings. Also, the use of batch codes applies to
NEGATIVE RESULTS The focus of this paper has primarily been both the information-theoretic and computational settings for PIR,
constructions of batch codes and their applications (see below),and does not introduce any error probability or privacy loss. The
but as with most interesting combinatorial objects, finding optimal reader is referred to Section 5 for a more detailed discussion of
lower bounds is an intriguing open question. We give some initial this application, including its comparison to an alternative hashing-
lower bounds (tight in some instances) based on elementary com-based approach.

binatorial and information-theoretic arguments. Our amortization results for PIR substantially improve the previ-
ous ones from [5]. In contrast to [5], however, they do not directly
apply to the case where tiequeries originate from different users.

8 A Reed-Muller code is one whose codewords correspond t all T_hey als_o do not _apply to the “PIR with preprocessing” model con-
variate polynomials of total degree at mdsbver a finite fieldF, sndered_ln [5], wh_lch _allpws to preprocess _the dgtabase but requires
where|F| > d + 1. the savings to kick in immediately (starting with the user’s first
9The subset code may be viewed as a subcode dfitteey Reed- query). Still, our techniques have an interesting corollary for this
Muller code. The latter, however, does not suffice for our purposes. setting as well, discussed in Section 5.

"Using the more general terminology of [18], this i$@q, 1/2)-
smooth code.
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ADDITIONAL CRYPTOGRAPHIC APPLICATIONS PIR can be a output of which is called &ucke} and a decoding algorithni
useful building block in other cryptographic protocols. Hence, amor-such that:
tization res_ults for PIR_carry over to various other protocol prob- « The total length of alln buckets isN (where the length of
lems. For instance, using efficient reductionsstquery PIR [15, b

", each bucket is independentf
24, 25, 11], one can get protocols f@) -Oblivious-Transfef26, " ) " . .
12] which are essentially optimal with respecthoth time and e Foranyz € X" and{is,...,ix} C [n], A(C(2), i1, .. .,ik) =
communication. Previous solutions to this problem achiesied (%iy,..., %), and A probes at most symbols from each
ther (essentially) optimal communication or (essentially) optimal bucketinC(z) (whose positions are determineddy. .. , ix).
computation, but not both simultaneously. Significant savings are we will sometimes refer toas thedatabaseBy default, we assume
also possible in other contexts where PIR is used (e.g., [10, 23, 13,batch codes to bsystematici.e., the encoding should contain each

7]). Again, the reader is referred to Section 5 for more details. symbol ofz in some fixed position. Finally, am, N, k, m) batch
: i N, 1 h F = 1}.
14 Reated Notions codeis an(n, N, k, m, 1) batch code ove {0,1}
Below we survey a few of the interesting relations between batch ~ For “multi-user” applications, it is natural to consider the follow-
codes and other primitives. ing stronger variant of batch codes.

RELATION WITH INFORMATION DISPERSAL. Similarly to the ap-
plication of erasure codes to information dispersal [27], batch codes
also have applications to distributed data storage. However, the
two problems differ both in their main goal (fault tolerance vs. load
balancing) and in the type of data to which they cater: the former
can be meaningfully applied tosingle, largeitem, whereas batch
codes are most interesting in the casenainy smalitems.

RELATION WITH RANDOMNESS CONDUCTORS The entropy sm-
oothening property of expanders, extractors, and similar objects  Thg following special case of (multiset) batch codes will be par-
(generalized under the term “randomness conductors” [8]) makeSijcyarly useful:

them intuitively related to batch codes. In fact, replication-based

batch codes witht = 1 are equivalentto unbalanced expanders DEFINITION 2.3 (PRIMITIVE BATCH CODE). Aprimitive batch
with expansion factor 1. However, when dropping the (very re- codeis an(n, N, k,m) batch code in which each bucket contains
strictive) replication requirement, batch codes seem to no longer a single symbol, i.eV = m.

have analogues in the world of randomness conductors. o o )
Note that primitive batch codes are trivial in the single-user case,

RELATION WITH LOCALLY -DECODABLE/SMOOTH CODES As L . .
S but are non-trivial for multiset batch codes because of multiple re-
noted above, smooth codes naturally give rise to batch codes. How-

ever, batch codes and smooth/locally-decodable codes are very difduests forthe same item. Next, we give some simple rel_atlons be-
ferent objects. In particular, the smoothness property implies sig- tween our default choice of the parametels £ {0,1},¢ = 1)

. N and the general one.
nificant fault tolerance, whereas batch codes require virtually none
(an extreme example being the expander-based construction). Intu- | emma 2.4. The following holds both for standard batch codes
itively, smooth decoding requires a highgndomprobing pattern, and for multiset batch codes:
whereas batch decoding only require the existenome$uch good . o
pattern for anyk-tuple of items. An additional separating example 1+ An(n, N, k,m, t) batch code (for an arbitrary) implies an
is given by high degrebinary Reed-Muller codes. In Section 3.5 (n,tN, k,tm) code (witht = 1).
we show that despite their superiority as smooth codes, they cannot 2. An(n, N, k,m) batch code implies atn, N, tk, m,t) code
achieve the batch decoding parameters we obtain via subset codes. ~ and an(n, N, k, [m/t] ,t) code.

The relation of our problem to the last two notions is quite in- 3. An(n, N, k, m) batch code implies afn, N, k, m) code over
teresting. First, batch codes provide in some sensenamon re- ¥ ={0,1}", for an arbitrary w.
laxation of expander-type objects and smooth codes. While many 4. An (n, N, k,m) batch code oveils = {0,1}* implies a
other connections between these types of problems exist (e.g., both (wn, wN, k, wm) code overs = {0, 1}.
can be constructed from multivariate polynomials [3, 32, 28] and
both are useful in the context of derandomization [1, 17, 30, 21]),
we are not aware of another problem whose formulation provides 3. CONSTRUCTIONS
an almost direct relaxation of these two notions. Second, viewing In this section we describe our different batch code construc-
(certain) expanders agestrictedclass of batch codes, whose per-  tions. Due to lack of space, some of the proofs have been omitted
formance can be improved \@neraﬁzatiomsuggests that it m|ght from this extended abstract and can be found in the full version.

be fruitful to investigate similar relaxations of related notions, or to
look for additional applications of randomness conductors which 3.1 Batch Codesfrom Unbalanced EXpanderS

DEFINITION 2.2  (MULTISET BATCH CODE). An(n, N, k,m)
multiset batch codés an (n, N, k, m) batch code satisfying the
following additional requirement. For anyultisetiy, iz, ..., i, €
[n] there is apartitionof the buckets into subsefs, . . ., S, C [m)]
such that each iterm;, j € [k], can be recovered by reading (at
most) one symbol from each bucketdn This can be naturally
generalized ta > 1.

can benefit from a similar relaxation. Consider the case of “replication-based” batch codes, where each
bit of the encoding is a physical bit af Then, we may represent
2. PRELIMINARIES the code as a bipartite graph, where theertices on the left cor-

respond to the data bits, the vertices on the right correspond to

int?rézltsej?r??nn dmf)tiegg;et)h;r;/}?)zg?;?agfogztgg\?voe?ns t\rllvee F\fglrlat:sethe buckets, and there is an edge if the bit is in the corresponding
- . bucket; in thi is the number of . By Hall’'s theorem
ters. We start by defining the default notion of batch codes. bucket; in this casév is the number of edges. By Hall's theorem,

the graph represents &n, N, k, m) batch code if and only if each
DEFINITION 2.1  (BATCH CODE). An(n, N, k, m,t) batchcode setS of at mostk vertices on the left has at legdst| neighbors on
overY is defined by an encoding functiéh: " — (X*)™ (each the right. In the following we use standard probabilistic arguments
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to estimate the tradeoffs between the parameters we can get usingre not part of the final encoding.) Combining the two pairs, at
this approach. most two items need to be read from each high-level bucket. We
Parameters. Fix parametersy, k,d. The expander will have: can now apply again the same procedure, decoding the pair in each
vertices on the left vertex set, andm (to be specified) on the right ~ Nigh level bucket by probing at most one position in each of the
vertex setB. The graph is constructed as follows. For each vertex corresponding low-level buckets. Hence we get a (multiset) code
u € A on the left, the following procedure is repeatédimes: ~ With N = (9/4)n, k = 4, andm = 9. In what follows we
Choose a uniformly selected elemante B, and add the edge ~ formally describe a generalization of this idea.

(u, v) to the graph. (If it already exists do nothing.) A standard  Here and in the following, it will be useful to first construct a

union bound analysis gives the following: “gadget” batch code for a small database of sizeand then extend
it to a larger code attaining the same rate. The following simple
THEOREM 3.1. Letm > k- (nk)Y @~V .. Then, with proba- lemma crucially relies on the multiset property of the code, and
bility at leastl — t~2(¢~1)| the neighborhood of every sefsc A does not apply to the default notion of batch codes.

such thatS| < k contains at leastS| vertices inB. LEMMA 3.3 (GADGET LEMMA). LetCo be an(no, No, k, m)

REMARK 3.2. We make several remarks concerning the expandefoultisetbatch code. Then, for any positive integethere is an
based approach to batch codes: (n, N, k, m) multiset batch cod€ withn = rng and N = rN.

) _ We denote the resulting codeéby (r - Co).
1. Forthe single-user case, the expander-based approach (which

is equivalent to the replication-based approach) offers several ~ Let£ denote a parameter which, for fixadk, will allow to trade
practical advantages. For instance, once a good constant- between the rate and the number of buckets.

degree expander graph is fixed, the encoding function can be . . N
g P grap g LEMMA 3.4. For any integerd > 2 andn, there is a primitive

computed in linear time, and only a constant number of bits . : - ooy
in the encoding need to be updated for any change in a single ;’;ajz’ k, m) multiset batch cod€, withn = £, N =m = £ +1,

bit of 2. =2

2. Whend is constant, the value of: in the above analysis de- PROOF The encoding function o€, is defined byC,(z) =
pends not only o, but also one. We note thatthisisnotan (1, @2, ..., z¢, T1®x2®. .. Dx,). To decode a multisii, 32}
artifact of the analysis, but an inherent limitation. we distinguish between two casesiilf# i», then the two bits can

3. The above bound can be made fully expliditi§ a constant, be directly read fro_m the two correspo_nding buckets (and the_re is
because the expansion properties can be checked in polyno-10 néed to read bits from the remaining buckets). For a pair of
mial time. identical bits{s,}, one of them can be read directly from tith

bucket, and the other can be decoded by taking the exclusive-or of

4. We call the reader’s attention to the following setting of pa- o o
g go.p the bits in the remaining buckets[]

rameters: Letl = O((1/¢) log nk), in which case we obtain

m = (1 + €)k. Note that this is only possible because of our 14 make this construction general, we should extend it to handle
very weak expansion requm_ement. A lossless expa_nder, forlarger database size and number of querie. Lemma 3.3 can
instance, would trivially requiren > (1 — €)dk. Thus, itis be used for increasing the database size using the same number
important to make use of the weak expansion condition to get ¢ b ckets. Towards handling larger valueskofwe define the
optimal parameters. following composition operator for batch codes.
5. Known explicit constructions of unbalanced expanders yield
various interesting settings of parameters, though all of these ~ LEMMA 3.5 (COMPOSITION LEMMA). LetC; be an(ni, Ny,
are quite far from optimal: k1, m1) batch code and’, an (n2, N», k2, m2) batch code such
that the length of each bucket @, is n» (in particular, N1 =
e The explicit construction of unbalanced expanders of m;n,). Then, there is afin, N, k, m) batch codeC withn = n4,
[8], Theorem 7.3, yieldsl = 20°g1°6™? and m = N = miNa, k = kikz, andm = mym». Moreover, ifC, and
O(kd). », are multisetbatch codes then so &, and if all buckets of’>
(kd) C ltisetbatch codes th G, and if all buckets ot
e The explicit construction of unbalanced expanders of have the same size then this is also the cas€fowe will use the
[31], Theorem 3, yields two possible settings of param- notationC; ® C» to denote the composed code
eters: (1)d = log®n for some constant > 1, and

_ o(log k)lte S S To construct a batch code with general parameters we first
m= (120 lj )2 » which is csuperpolynom|a| i (2) compose the cod€, with itselflog, k times, obtaining a primitive
d =2V°8°8")" "andm = k°, for some constant > 1. code with parameterso, k, and then apply Lemma 3.3 with =
3.2 The Subcube Code [n/no].

Expander-based batch codes have two inherent limitations: their LEMMA 3.6. For any integers! > 2 andd > 1 there is a
rate cannot exceely2 and they cannot satisfy the stronger multiset (primitive) multiset batch cod€ withn = ¢4, N = m = (£ +
property. We now describe a simple (and fully explicit) batch code 14 andk = 2%.
construction which can overcome both of these limitations. ProOF C¢ is defined inductively as followsC! = C;, and

The underlying idea is to recursively apply thdl; R, L ® R)” cl = (¢ Cil—l) ® C, (where *' is the gadget operator from
encoding described in t_he intr_oduction. For !nstance, suppose th_atl_emma 3.3 ande’ is the composition operator from Lemma 3.5).
each of the 3 buckets is again encoded using the same encoding; can pe easily verified by induction ahthat this composition is

function. The resulting code h@sbuckets of size:/4 each. Now, well defined and tha€¢ has the required parameters]
a batch oft = 4 items can be decoded as follows. First, arbitrarily

partition them into two pairs and for each pair find the positions  In the full version we give a combinatorial interpretation(@f
in the “high-level” buckets that need to be read for decoding this in terms of the subcubes of the hypercUéf. Using C¢ with
pair. (Note that the high-level buckets are just logical entities and d = log, k as a gadget and applying Lemma 3.3, we get:
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THEOREM 3.7. For any integersk,n and ¢ > 2 there is an
explicit multiset batch code with parametens= (£+1)'°82 *1
klogz(lJrl) and N = |'n/£d'| em k10g2(1+1/l) . n.

By setting? = O(log k), the rate of the code can be made arbi-
trarily close to 1. Specifically:

COROLLARY 3.8. For any constanp < 1 and integerk there
is an integerm (= kP~ (1°s 126 ¥y sych that for all sufficiently large
n there is an(n, N, k, m) multiset batch code with/N > p.

In the following sections we will be able to achieve a constant
rate withm being polynomial irk.

3.3 Batch Codesfrom Smooth Codes

The notion of smooth decoding arose from the contelaadlly-
decodableerror-correcting codes [18]. Intuitively, a smooth code is
one where any input symbol can be decoded by looking at a smal

the second approach, applied to a typical range of parameters, gives
the following.

THEOREM 3.10. LetC : ¥ — ™ be ag-query smooth code.
Then, for anyk such thatkq/m > logm, the codeC' describes
a primitive (n, m, k, m, t) multiset batch code over with ¢t =
kq/m + 2(kqlog m/m)'/?. Hence for the samethere is also a
primitive (n, tm, k, tm) multiset batch code.

REMARK 3.11. Both of the above batch decoding algorithms
(corresponding to Theorems 3.9, 3.10) are described as random-
ized Las-Vegas algorithms. However, they can be derandomized
using limited independence. The same holds for randomized de-
coding algorithms that will be presented in the next sections.

We end this section by noting a weak converse of Theorem 3.9.
The decoding procedure of &n, m, k, m) primitive multiset batch

|code gives rise to aexpectedm/k)-query smooth decoding pro-

subset of symbols, such that every symbol in the encoding is lookedc€dure: to smoothly decode, run the batch decoder on the mul-

at with roughly the same probability. Formallygequery smooth
code overX is defined by an encoding functiaii : ¥ — ™
together with a randomized, non-adaptive decoding proceflure
satisfying the following requirement. For all € X" and indices

i € [n], we have thatD®(®) (i) always reads at mogt symbols
of C'(x) and correctly outputs;. Moreover, for eacty € [m)]
the probability ofC'(x); being read byD®(®) (i) is at mostg/m.
We will also consideexpected;-query smooth codes, where the
expected (rather than worst-case) number of queries made by
is bounded byy. In contrast to most of the literature on locally-
decodable codes, we will typically be interested in smooth codes
whereg is quite large (sayy = O(n°) for somel < ¢ < 1).

We suggest two simple generic approaches for converting a smoolt)

code into a primitive multiset batch code. In fact, both approaches
do not modify the encoding function, and only make an oracle use
of the smooth decoder.

The first approach applies the following greedy strategy. The
batch decoder processes the items sequentially. For eachi;item
the smooth decoder is repeatedly invoked until it producgtumle
of queries that have not yet been used. The batch decoder reads t
corresponding symbols and recovagg. This process continues
until all & items have been successfully decoded. This approach
yields the following theorem:

THEOREM 3.9. LetC : £ — ¥™ be ag-query smooth code.
ThenC describes a primitive multiset batch code with the same
parameters as the smooth code, where [m/q*|.

The gap betweek = m/q*> andk = m/q (the best one could
hope for) is significant whea is large. In particular, it makes The-
orem 3.9 totally useless when> m!/2. In the next sections, we
will see two cases where this gap can be narrowed down using spe
cific properties of the underlying codes, and one where it cannot.

When Theorem 3.9 cannot be used at all, the following alter-

tiset{i, ,...,4}, and pick a random se%; of buckets from the:
disjoint sets allowing to decode. We stress though that even the
specific notion of grimitive multisebatch code is quite loosely re-
lated to smooth codes. Moreover, for general (non-primitive) batch
codes, the above converse of Theorem 3.9 is essentially vacuous.

3.4 Batch Codesfrom Reed-Muller Codes

Reed-Muller (multivariate polynomial) codes are a well known
example for smooth codes. Hence, one can apply the generic trans-
formations from the previous section to get batch codes with related
parameters. We will show that their special structure can be used
to obtain significantly better batch decoding procedures.
hLet ¢ denote the number of variables, where> 2, andd a
ound on the total degree of the polynomials we consider. We use
F' to denote the field over which the code will be defined, where
|F| > d+ 2. We assume by default thf| is not much larger than
d+ 2 (e.g.,|F| = 2Moe20d+2T),

Recall that the Reed-Muller (RM) code is defined as the evalua-
tion of all degreel polynomials on al| F'|* evaluation points. Each

nelch polynomial can be defined not only by picking (arbitrary) co-

efficients for each of th¢’**) monomials of degree at mogtbut
also by picking (arbitrary) values of the polynomial evaluated at

some specified subsét of (";d) points in F*. The existence of

such a subset df’ is a simple consequence of the linear indepen-
dence of the monomials of degree at mésivhen viewed as vec-
tors of their evaluations of*. Thus, we associate the= (“}%)
input values with the evaluations of a degree (at mdgplyno-
mial at the points inS. Note that this yields a systematic code of
lengthm = |F|* = (ad)’. We refer to this code as &, d, F)

RM code. For any constaiit the rate of thg¢, d, F') RM code is
roughly1/¢! and its degree satisfies= ©(m*/*).

" We start by quoting the standard smoothness property of RM

codes.

native decoding strategy may be used. The batch decoder indepen- | gmma 3.12. Any (¢, d, F) RM code (With F| > d + 2) is a

dently invokes the smooth decoder on each ofthems. Call such
an experiment-successful if no symbol is requested more than

g-query smooth code with=d + 1.

times. Using a Chernoff bound and a union bound one can estimate Our first goal is to maximize the rate. Hence, we would like

the minimalt for which the experiment is-successful with posi-
tive probability. For such, the code may be viewed as a primitive
(n, m, k, m, t) multiset batch code, which can be converted into a

to usel = 2 variables. However, in this case Lemma 3.12 gives
smooth decoding witly = ©(m!/?), and so Theorem 3.9 can
only support a constarit. The following specialized batch decod-

standard batch code using Lemma 2.4 and Lemma 3.3. An unfor-ing procedure gets around this barrier and, more generally, obtains
tunate byproduct of this conversion is that it decreases the rate ofbetter asymptotic bounds on in terms ofk when/ is small. The

the code by a factor af Hence, the current approach is unsuitable
for obtaining constant-rate batch codes witk 1. An analysis of
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high-level geometric idea is to decode each target point using a ran-
dom line passing through this point, where by slightly increasing



the field size one can afford to “delete” all intersections between
different lines. This yields the following theorem.

THEOREM 3.13. For any constant$},e > 0, an (4,d, F) RM
code with|F'| = ad, wherea = 1+ 3(1 4+ ¢) andd = w(£log d),
defines a primitive multiset batch code o¥éwith parameters =
(“+9), m = N = (ad)*, andk = Bd(ad)"~>.

PARAMETERS ACHIEVED. The improved analysis yields the fol-
lowing for the case wheréis constant: LeB, ¢ be set to arbitrarily
small constants. The rate of the code then will be arbitrarily close
to (1/£!). On the other handyn = O(k - k/(*~1). In particu-

LEMMA 3.17. ForanyT € (!)) andT’ C T, the itemz 1 can
be decoded by reading all valu&s such thatS € L 1.

PROOF Using the inclusion-exclusion principle, one may ex-
presszr as a function oft» and the value¥s such thatl” c
S ¢ T as follows:

er=Yr — > Yrugy+ Y Yougam— (D)
J1¢T J1<j2; j1,j2¢T
—|T’
+(=1)v7 " Z Y0r00s i}

j1<'-'<jw—|T’\ , in €T

Note that the subsetS involved in the right hand side of Eq. (1)

lar, this code is interesting even for the bivariate case. Again us- gre precisely those i . [

ing Lemma 3.3, we obtain codes with rate arbitrarily closé 2,
andm = O(k?). Note that the alphabet size for these codes is
g = O(log |F|) = O(log k). The alphabet can be turned to binary
using Lemma 2.4, increasing by a factor ofg = O(log k).

Finally, by combining Lemma 3.12 with Theorem 3.10 one gets
codes with sub-constant rate, but whetecan be made very close
to k:

THEOREM 3.14. An(¢,d, F') RM code defines a primitive mul-
tiset batch code oveF with parameters: = (“d), m= N =

(ad)t, k = Q((mlogm)/d), andt = log m. ’

PARAMETERSACHIEVED. Suppose we set parameters as follows:
¢ = =% andd = O(log' ™'/ n). Then the theorem above,
together with Lemma 3.3, yields a multiset batch code uNth=
O(n - k%), m = O(k - log'**/< k), andt = (1 + ¢)logk. If we
reducel to 1 using Lemma 2.4, we obtain multiset batch codes with
N = O(n - k°log k), andm = O(k - log>*t/* k). Note that the
alphabet size for these codesl$log |F'|) = O(log log k). Using
Lemma 2.4, the alphabet can be turned to binary, increasity

a factor ofO(log log k).

3.5 TheSubset Code

In this section we describe our final construction of batch codes.

LEmMMA 3.18. The (¢, w) subset code is aexpected'm /2" )-
query smooth code, where = > (!).

PROOF From the previous two lemmas, for each itemthere
are2" disjoint spaced.r r+ of valuesYs, from each of whichcr
can be decoded. The smooth decoder can now proceed by picking
T' C T atrandom, reading all the valugs such thatS € Ly v,
and recoveringer from the values read. Since the spadgsy-
form a perfect tiling of all sets§ C [¢] such that|S| < w, the
expected number of queries is exaoty2”. [

We now look at the asymptotic parameters achieved by the subset
code. LetH (-) denote the binary entropy function. Set= a/ for
somel < a < 1/2. (Choosinga < 1/2 is necessary to ensure
constant rate.) Using the approximatidi_, (f) ~ 27 gnd

the inequality(,*,) < (L) we get:

w

l—w
CLAIM 3.19. For any constant < a < 1/2, the(¢,w = a¥)

subset code has length ~ 27 (*)’ and raten/m > 1 — a/(1 —

). Itis an expecteg-query smooth code with~ m!~*/H (),

It follows that we cannot apply the generic transformations from

Section 3.3 to get batch codes with a constant rate, regardless of the

relation betweerk andm. Theorem 3.9 cannot be applied because
q > m'/? (and moreovery is the expectechumber of queries).

In contrast to all previous constructions, it will simultaneously achieveneorem 3.10 cannot be applied because it results in codes with

an arbitrary constant rate and keeppolynomial ink.

Let ¢, w be parameters, whefe< w < £. A typical choice of
parameters will bev = o/ for some constarit < o < 1/2. While
we are primarily interested in codes over the binary alphabet, it will
be convenient to view the alphabet as an arbitrary Abelian gkbup
(whereX = Z, by default).

The (¢, w) subset codés a primitive batch code with = (‘)

andN = m = 3 (7). We index each data item by a unique

setT € (!)) and each bucket by a unique sub$etC [¢] of
size at mostw. The content of buckef is defined by:Ys e

2755, |T|=w ©T- Thatis, each bucket receives the sum (or exclusiv

sub-constant rates.

BATCH DECODING THE SUBSET CODEGiven a multisef, ..., Tk

of items to be decoded, we would like to assign to €Bch direc-

tion T} C T; such that the spacdsr, v, . .. , L,y will be pair-
wise disjoint. One approach that comes to mind is to pick the direc-
tions 77} uniformly at random independently of each other. How-
ever, it is easy to verify that iy, T, are disjoint (or even nearly
disjoint) thenLr, 7 and Lz, will intersect with high proba-
bility. Another reasonable approach would be to greedily assign
to each itent; a directionT of the highest available weight, such

dhat no pointin the spackr; ! has been used before. (The advan-

or) of the data items labelled by its supersets. Before describing atage of heavy seff; is the small size of the corresponding spaces.)
batch decoding procedure for the subset code, it will be instructive This approach as well is too crude, since it may cause adjacent sets

to analyze its performance as a smooth code.

def

DEFINITION 3.15. ForanyT € (Y)) andT’ C T, let Ly 1
{SC[f:SNT =T A|S| <w}. We will sometimes refer to
Lz as thespacedefined by the poirif’ and thedirection”.

The following lemma follows immediately from the definition.

LEMMA 3.16. If T', T" are distinct subsets @f, thenLy 7+ N
LT’TH = 0

The following lemma is crucial for establishing the smoothness
property of the subset code.
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to totally block each other at an early stage of the process. How-
ever, these two approaches provide the intuition we need for our
solution. The former approach works well whenever the sets are
“not too far” from each other, whereas the latter approach works
well whenever the sets are “not too close” to each other.

We combine the two approaches by picking each direction inde-
pendently at random from a distribution which is biased towards
heavy directions. Specifically, let ea@li be obtained fronT; by
selecting each element with probabilgy4. We analyze the prob-
ability that the space&r, 7 andLTb,Tl; intersect by first consid-
ering the case wheré€,, T}, are close, and then the case they are
far.



LEMMA 3.20. SupposéT, N Ty| < w/3. ThenPr[Lg, 7 N
Ly, gy # 0] =277

PROOF. The random variablgl;, UT;| is larger than a binomial
variable with5w/3 trials and success probabilig/4. By Cher-
noff’s bound,Pr[|T, U Ty|] < w] < 279, The lemma follows
by noting that whenevelfT; U T;| > w, the spaced.r, r, and
LTb,Té must be disjoint. [

LEMMA 3.21. SupposéT, N Ty| > w/3. ThenPr[Lg, 7 N
Ly, gy # 0] =277

PROOF. For the space&r, 1 andLTb,Tl; to intersect, the sets
T, andT; must contain precisely the same elements from the in-
tersectionT;, N T,. The probability of the latter event is clearly
bounded by~ O

By combining Lemmas 3.20, 3.21 and taking the union over all
(];) bad events we may conclude that there is an efficient (Las-
Vegas) algorithm for batch decodiig= 2 items . Substitut-
ing the code parameters we get:

THEOREM 3.22. For any0 < a < 1/2, k, and sufficiently
large ¢, the (¢, w = af) subset code is a primitive multiset batch
code withm ~ 27(®)* raten/m > 1 — a/(1 — ), and batch
sizek = 29W) = pp(a/H ()

Finally, using Lemma 3.3 we obtain non-primitive codes with an
arbitrarily high constant rate and = poly(k).

COROLLARY 3.23. For everyp < 1 there is some > 1 such
that for everyk and sufficiently largen there is an(n, N, k, m)
multiset batch code with rate/ N > p andm = O(k°).

3.5.1 Relation with binary Reed Muller codes

The subset code may be viewed as a subcode of the binary Reed-

Muller code. Specifically, wheX = Z, the (¢,w) subset code

is defined by theé-variate polynomials ove#, whose monomials

all containexactlyd = ¢ — w distinct variables (rather thaat
mostd variables). Because of this restriction, one can truncate all
evaluation points of weight less than

It is thus natural to compare the performance of subset codes to

binary RM codes. It is implicit in a recent work of Alon et al. [2]
that the binary Reed-Muller code defined by/lallariate polynomi-
als of degree (at most)is (2¢*' — 2)-smooth. However, we show
that whend > ¢/2 (which is necessary for achieving rate above
1/2) any systematf€ binary RM code cannot be batch decoded.

CLAIM 3.24. Let C be a systematic binary Reed Muller code
defined by-variate degreed polynomials wherel > ¢/2. Then,
viewed as a primitive multiset batch code,does not support de-
coding everk = 3 items.

PROOF Letp, denote the polynomial encoding Leti € [n]
andv € Z§ be such that for allk: we havep, (v) = z;. (Such
i exist sinceC' is systematic.) LefS5i,S>, Ss denote the disjoint
subsets of evaluation points used for decoding the mulfiseti}.
By linearity we may assume wlog that for eagh the bitz; can
be decoded by taking theum(over Z>) of the evaluations op,
on points inS;, and by disjointness of the sets we may assume
that v ¢ S1 US>, Let Si =S U {U} and S’Z = S U {U}

'0Recall that a code is systematic if each entry @fppears in some
fixed position of the encoding. In fact, it suffices in the following
thatsomeentry ofz appear as an entry of the encoding.
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It follows that the characteristic vectors 6f, S5 are codewords

in the dual code, hence each contains the evaluations of a degree-
(¢ — d — 1) polynomial on all points inZs. (The dual code of a
binary¢-variate RM code of degregis a binary/-variate RM code

of degreel — d — 1, cf. [22].) Letq:, g2 denote the polynomials

of the dual code corresponding 8, S3. SinceS; N S5 = {v}

the polynomialg; g» must evaluate td on v and to0 on all other
points. Note that the unique polynomial satisfying this has degree
¢. But sinced > /2, the degree ofj1¢g> must be less thafi— a
contradiction. [

4. NEGATIVE RESULTS

In the full version of this paper we obtain several simple lower
bounds for batch codes, some of which are tight for their setting of
parameters. Summarizing, our bounds cover the following cases:

e First, we show a general bound fowltisetbatch codes, re-
lating their rate and to the minimum distance of the batch
code treated as an error-correcting code. Then, we go on to
study cases whem is close tok:

e We show that if one is only willing to haves = k servers,
then the trivialV = nk bound is essentially optimal.

For multisetbatch codes, we observe (trivially) that >

(2k — m)n holds. For the special case of exactly one addi-
tional serverfn = k + 1), we further improve this bound to
N > (k—1/2)n, and show that this is tight. In particular, this
shows that the simplg(L, R, L ¢ R)” batch code mentioned

in the introduction is optimal for the case = 3,k = 2.

e All our constructions of multiset batch codes go thropgim-
itive batch codes. However, we show that thisat with-
out loss of generality, because for primitive codes, a stronger
bound holds. In general, in order to ha¥e < kn, we show
thatm > |[(3k + 1)/2|. This is also tight, and the result-
ing primitive batch code for this value oh has N/n
;1 Bk +1)/2).

All formal statements and proofs can be found in the full version.
Below we give a representative lower bound proof, establishing the
tightness of the(L, R, L& R)” construction from the Introduction.

THEOREM 4.1. Let C be an(n, N, 2, 3) multiset batch code.
Then,N > 1.5n.

PrROOF We consider only multisets of two identical queries
For each such pair, the decoder should recey&om two disjoint
subsets of buckets. Hence, for eddhere is a bucket;, such that
x; can be decoded in two possible ways: (1) by reading one bit
fromb;; (2) by reading one bit from each of the remaining buckets.

Forj = 1,2,3, letn; count the number of indicesssuch that
b; = j. Let X be a uniformly distributed string (frorff0, 1}™) and
X; its restriction to the bit$ such thab; = ;. Note thatH (X;) =
n;. Let (B1, B2, B3) denote the joint distributiol©(X'), where
B; is the content of bucket

We are now ready to derive the lower bound. We have assumed
that all bits inX; can be recovered fronB, Bs. SinceX; is
independent ofX», X3, we have:

n1 < H(B2Bs3 | X2X3) (2
= H(B2 | X2X3) =+ H(B3 | B2X2X3)
< H(B:|X2)+ H(Bs | Xs)
Similarly,
ny < H(B1 | X1) + H(Bs | Xs) 3



and
ns < H(By | X1) + H(B | X») 4
Summing Eq. 2,3,4, we have:
3
n:n1+n2+n3§2(zH(Bj|Xj)> (5)
j=1

Finally, since
H(B;) =1(B;; X;)+ H(B; | X;) =n; + H(B; | X;)
by summing oveyj and substituting Eq. 5 we get:
H(By) + H(B2) + H(B3) > 1.5n

as required. [

5. CRYPTOGRAPHIC APPLICATIONS

In this section we describe the application of batch codes for
amortizing the time complexity of private information retrieval (PIR),
(’f)-OT, and related cryptographic protocol problems. We refer the
reader to Section 1.3 for background on the PIR problem and rele-
vant previous work.

Amortized PIR. Recall that a PIR protocol allows a ugérto re-
trieve thei-th bit (more generally, thé-th item) from a database
z of length n while keeping the valug private. (The follow-
ing discussion applies to both the computational setting for PIR
where typically there is only a single server holdimgand the
information-theoretic setting where is held by several servers.)
We consider th¢})-PIR problem where the user is interested in re-
trieving k bits from then-bit stringz. This problem can obviously
be solved by picking an arbitrary PIR protocBland invoking it
(independently) times. The complexity of the resulting protocol
is k times that ofP; in particular, the servers’ time complexity is
at leastk - n. Our goal is to obtain significant savings in the time
complexity in comparison to the above naive solution, while only
moderately increasing the communication complexity.

We start by observing that such an amortization can be achieved
usinghashing This can be done with various choices of parame-
ters; we outline a typical solution of this kind. The user, holding
indicesiy, ..., 4 of items it would like to retrieve, picks at ran-
dom a hash functio : [n] — [k] from an appropriate family
H. (The choice ofh is independent of the indices, . .., dx.) It
sendsh to the server(s) and from now on both the user and the
server(s) uséh as a random partition of the indices ofinto k
buckets of size (roughly)/k. This ensures that, except with prob-
ability 27%(*), the number of items hashed to any particular bucket
is at mostr log k. Next, to retrieve thé indices ofz, the user ap-
plies the PIR protocaP to each bucket log k times. Except for
2~ probability, it will be able to retrieve alt items. It is not

it to the database in a preprocessing stage; however, for any fixed
h there is (an efficiently computable) set of queries for which the
scheme will fail.

Below, we show thabatch codegrovide a general reduction
from (})-PIR to standard})-PIR which allows to avoid the above
disadvantages. More specifically, to solve {ff¢-PIR problem,
we fix some(n, N, k,m) batch code which will be used by the
server(s) to encode the databaseThe user, given thé indices
i1, ..., thatitwants to retrieve, applies the code’s batch-decoding
procedure to that set; however, rather than directly read one bit
from each bucket, it applies the PIR proto@lon each bucket to
retrieve the bit it needs from it while keeping the identity of this bit
private. Denoting by’ (n) and7'(n) the communication and time
complexity of the underlying PIR protoc@ and byNi, ..., N,
the sizes of buckets created by the batch code, the communication
complexity of this solution i3~ | C'(V;) and its time complexity
is "™ | T(N;).* This reduction ierfectin the sense that it does
not introduce any error nor compromise privacy. Hence, it can be
applied to both information-theoretic and computational PIR pro-
tocols.

Batch codes may also be applied towards amortizingctive-
munication complexitgf PIR. This implies significant asymptotic
savings in the information-theoretic setting, but is less significant
in the computational setting (since there the communication com-
plexity of retrieving a single item depends very mildly oh

Two additional consequences for PIR. In addition to the direct
application of batch codes to amortizing the cost of PIR, our tech-
nigues (specifically, the constructions of very short smooth codes)
have two qualitatively interesting applications to PIR. The firstis to
PIR with preprocessing. In the model considered in [5], the servers
preprocess the database in order to reduce the time it takes to an-
swer a user’s query. In contrast to the question of amortized PIR
considered here, the savings in the time complexity should apply
to each single query (rather than to a batch of queries together).
The goal in this model is to minimize time, extra storage (in excess
of n), and communication. The subset code construction yields
the following interesting corollary: there exist PIR protocols with
preprocessing in which all three quantities siraultaneouslygub-
linear.

The idea is the following. Lef'(z) be the(¢, w) subset-encoding
of the database. It follows from the proof of Lemma 3.18 that
the code iperfectlysmooth, in the sense that its smooth decoding
procedure probes each bit in the encoding veistactlythe same
probability. Hence, one can obtain PIR protocol with preprocess-
ing as follows. At the preprocessing stage, comtite) and store
asinglebit of the encoding at each server. (Note that this approach
is radically different from the one in [5], where at leasbits are
stored at each of a small number of servers.) Applying the smooth
decoding procedure, the user approaches only the servers storing
the bits it needs to read. Thus, the communication complexity is

hard to see that the above hashing-based solution indeed achievesqgyal to the query complexity of the decoder. Privacy follows di-

the desired amortization effect: the total size of all databases on
which we invoke PIR is only log k - n, in comparison tdn in the
naive solution.

rectly from the perfect smoothness requirement: each individual
server is approached with equal probability, independently of the
retrieved item.

The above hashing-based method has several disadvantages. Firstgy | emma 3.18, the expected number of bits read by the smooth

even if the original PIR scheme is perfectly correct, the amortized
scheme is not. (Alternatively, it is possible to modify this solution
so that perfect correctness will be achieved, but at the expense

losing perfect privacy.) Second, the computational overhead over a

single PIR invocation involves a multiplicative factor @log k —

this is undesirable in general, and in particular makes this solution
useless for small values bf Finally, for efficiency reasons it might

be necessary to reusee.g., to let the server pick it once and apply
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j=0

decoder isy = m/2”, wherem = % (

! For the purpose of this analysis, we ignore the computational over-
head incurred by the encoding and decoding procedures. It is im-
portant to note though that encoding is applied:tonly once (as

long as the database is not changed) and that the cost of decoding,
including the decision of which bit to read from each bucket, is
quite small in our constructions.

) is the length of

£




the code (or the total storage). Also, = (!) is the length of
the database. By an appropriate choice of parameters {e.¢-,
V) we have sublinear extra storage. (= %, (§) = (1 +

J

o(1))n), and sublinear communication complexity and time com-

plexity (g = m/2" = o(n)).

Another interesting corollary is that sublinear-communication

Beyond the Degree/2 Barrier. Proc. 34th STOCpages
659-668, 2002.

[9] B. Chor, O. Goldreich, E. Kushilevitz, and M. Sudan. Private
information retrieval. IrProc. 36th FOCSpages 41-51,
1995. Journal versionl. of the ACM45:965-981, 1998.

10] B. Chor, N. Gilboa, and M. Naor Private information
retrieval by keywords. Manuscript, 1998.

information-theoretic PIR is possible even when the total number [11] G. Di Crescenzo, T. Malkin, and R. Ostrovsky. Single

of bits stored at the servers is significantly smaller than In all

previous information-theoretic protocols from the literature, each
server stores at least bits of data (even when these bits are not

necessarily physical bits af [14, 5]), hence the minimal amount
of possible storage is at least.

Applicationsto Oblivious Transfer and to other protocol prob-
lems. (})-OT (k-out-of-n Oblivious Transfer) strengthef})-PIR

by requiring that the user does not learn any information akout
other than thek (physical) bits that it chose to retrieve [26, 12,
16]. Note that the above reduction fraffy)-PIR to (7)-PIR (us-
ing batch codes) cannot be directly applied for reduc(ijj)gOT

to (7)-OT, since it allows the user to get bits of information

Database Private Information Retrieval Implies Oblivious
Transfer. InProc. EUROCRYPT 200@ages 122-138.

[12] S. Even, O. Goldreich, and A. Lempel. A randomized
protocol for signing contract€. ACM 28:637-647, 1985.

[13] J. Feigenbaum, Y. Ishai, T. Malkin, K. Nissim, M. Strauss,
and R. Wright. Secure Multiparty Computation of
Approximations. InProc. 28th ICALR pages 927-938, 2001.

[14] Y. Gertner, S. Goldwasser, and T. Malkin. A random server
model for private information retrieval. IRroc. 2nd
RANDOM LNCS 1518, pages 200-217, 1998.

[15] Y. Gertner, Y. Ishai, E. Kushilevitz, and T. Malkin. Protecting
data privacy in private information retrieval schemes. In
Proc. 30th STO(Cpages 151-160, 1998. Journal versidn:
of Computer and System Sciend&3(3):592-629, 2000.

(rather thark), and even these are not necessarily physical bits of [16] O. Goldreich. Secure multi-party computation. Available at

x. However, itis possible to obtain similar amortization (§)-OT
by using efficient reductions from this primitive (q)-PIR (e.q.,

using [15, 24, 25, 19, 11]). Thus, the application of batch codes

carries over to th¢} )-OT primitive as well.

PIR is a useful building blocks in other cryptographic protocols. [
In particular, PIR has been used for various special-purpose se-

http://philby.ucsb.edu/cryptolib/BOOKS, February 1999.
[17] R.Impagliazzo, A. Wigderson. P=BPP unless E has
Subexponential Circuits: Derandomizing the XOR Lemma.
In Proc. 29th STOCpages 220-229, 1997.
18] J. Katz and L. Trevisan. On the efficiency of local decoding
procedures for error-correcting codesHroc. 32nd STOC
pages 80-86, 2000.

cure computation tasks such as keyword search [10], distance ap{19] J. Kilian. A Note on Efficient Zero-Knowledge Proofs and

proximations [13], statistical queries [7], and even for generally
compiling a class of communication-efficient protocols into secure
ones [23]. Most of these applications can benefit from the amorti-
zation results we obtain for PIR, at least in certain scenarios. For
instance, in the keyword search application the cost of searching
several keywords by the same user is amortized to the same exten

as for the underlying PIR primitive.
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