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ABSTRACT OF THE DISSERATION

Design and Validation of a Layered Approach

to Fault Tolerance for Distributed Applications

by

Israel Yi-Hsin Hsu
Doctor of Philosopyin Computer Science
University of California, Los Angeles, 2014

Professor Yuval TamitChair

Clusters of message-passing computing nodes provide high-performance platforms for dis-
tributed applications Cost-effectve implementations of such systems are based on commercial
off-the-shelf (COTS) hardware and software components. One trend in the deployment of such
systems is to scale up the number of compute nodes t@rdatiher performance \&ls. The
higher component count results in a corresponding higher ra@lafef Anothertrend is to
deploy clusters for mission-critical applications or in harsh environments, where reliability
requirements are higher than in a controlled lab set@8ajh of these trends point to an increas-
ing need to emplofault tolerance techniques to meet the reliability requirements of the applica-

tions being recuted.

We present a layered approach to providing fault tolerance for message-passing applications
on compute clusters that are based on COTS hardware components, COTS operating systems,

and a COTS API for application programmers. This approach relies on highly-resilient cluster



management middieare (CMM) that ensures the swai of key g/stem services despite the
failure of cluster componentsA key feature of this CMM is that it prides services that enable
and simplify usetevel implementation of fault tolerance for applications without dictating the
specifc techniques empjed. In particular while application-transparent techniques are sup-
ported, the CMM also supports application-spediéchniques that are tailored and optimized
for the characteristics and requirements of speapplications.To this end, we ha devdoped

an API that can be used in the implementatioraaftftolerance by the application programmer
as well as by deslopers of usetevel libraries that provide application-transparent fault toler

ance.

The efectiveness of our layered approach is demonstrated\ahsbéed with seeral appli-
cations employing different techniques for fault tolerance. The entire system is subjected to a
fault injection campaign.We dhow that the CMM services that supposduft tolerance tech-
niques operate reliably and with veryMoverhead. V& dso shaov that application-specd fault
tolerance techniques detect and vecdrom a \ast majority of manifested faults while imposing

much lower performanceverhead than application-transparent schemes.
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Chapter One

| ntroduction

Clusters of computers Y@ hbeen successfully depled in a wide variety of
ernvironments. Onone hand, increasingly & clusters for high-performance computing
(HPC), with tens of thousands of processing nodes in a single system, are being used for
executing long-running scientd workloads [Dong05].As the number of components in a
system increases, the probability that at avergi ime a component fails also
increases [Schr06]On the other hand, small clusters can be embedded in mission-critical
applications or used in harsh environments such as on unmanned spacecraft for remote space
exploration [Some99].The rate of component failure is high in some embeddedoeaments
due to exposure to extreme temperatures, vibration, and high-energy particles. Both of these

trends point to the increasing need of fault tolerance for applications running on clusters.

This dissertation presents angileates a layered architecture for sate-implemented
fault tolerance in clusters running distributed applicatioi$ie goal of the design is to
provide a set of services to aid the implementatioraaftftolerant distributed applications in
a way that minimizes the performancevethead and implementation comyily.
Additionally, snce the characteristics and requirements ofedht applications are best
supported by differentafult tolerance techniques, the services must support a wide variety of

fault tolerance mechanisms.

Our layered approach is maied by the fact that cluster management midete

(CMM) typically employs aggresss fault tolerance techniques due to itwnoreliability



requirements. Therare two key reasons for this common design. First, CMM failure leads
to the failure of the entire clusteBecond, only a small fraction of the clusserésources
(cycles, memoryetc) are typically spentxecuting CMM code, so aggressi fault tolerance
techniques in the CMM ke little impact on @erall cluster resource utilization. The main
theme of this dissertation is toveage the high reliability of the CMM by providing services

that facilitate the implementation of fault tolerance for applications.

Section 1.1 introduces the typical layered software architecture present in most compute
clusters. Sectiorl.2 describes what kinds of services can aid the implementaticaulof f
tolerant distributed applications. Section 1.8egian werview of how these services are
implemented and validated in our CMNhe contributions of this dissertation areegi in

Section 1.4, and a roadmap of the remainder of the dissertation is provided in Section 1.5.

1.1. TheLayered Architecture of Clusters

Clusters typically host a layered software architecture as shown in Figurdtlthe
lowest layers, a cluster is composed of commerciathefshelf (COTS) processing nodes
connected by a fast communication netkv Eachnode runs a caentional non-distribbted
operating system (OS)Software known as cluster management migddie (CMM) runs on
each node on top of the OFhe CMM is responsible for managing the nodes and other
system resources of the clustérprovides services such as launching applicationsysspa

processes, scheduling, and responding to unexpeatets ée.g., node failure).

Many clusters are configured with additional sadiw layers that provide highlevel
abstraction of the clusteroompute resources for simplifying theveé®mpment of distrilnted

applications. Br example, the Message Passing Interface (MPI) [Mess95]des facto



| Distributed application |

Message passing

| node || node || node || node |
N\ / 7

C network D)

Figure 1.1: Typical layered architecture of cluster systems

standard that spe@k an abstraction for message-passing processes along with a set of point-
to-point and collectie wmmunication operations, freeing the application programmer from
encumbering details such as remoteecation, mapping of processes to nodes, and
establishing message-passing connections among the processes of theedistpplication.

The highest layer in the cluster software architecture consists of application code.

1.2. Designing Servicesto Support Fault-Tolerant Distributed Applications

Our work focuses on the primig goerations that are common to rgdfault tolerance
techniques used by distributed applicatioR®r example, techniques to detect corruption in
application-leel data will vary from application to application, but typically an error
detection in one process must be communicated to other processes sy ttat tteordinate
for diagnosis and regery. This communication is an example of a service that a reliable

centralized entity can provide.

Some fault tolerance techniques require a disgteith application to perform actions that
must irvolve interaction with the CMM.For example, fault-free processes may determine

that a process is faulty and that its outputs and messages are errohbeukult-free



processes can simply agree to ignore messages sent by the faulty pracessote complete
solution would be to terminate thaulty process. Since the CMM manages processes on

behalf of applications, the application must request the CMM to terminate the faulty process.

Our work considers a variety of fault tolerance techniques for distributed applications,
and denes a mnimal set of services that can support the implementation of these techniques.

A detailed explanation of this process igagiin Chapter 3.

1.3. Implementing Servicesin Cluster Management Middleware

The end-to-end gument [Salt84]n system design mak a case for implementingulit
tolerance in the highest layespplication code. The basic argument is that application-
specifc information is required in order to perform, at least, to perform &tiently, the key
phases ofdult tolerance mechanisms (e.g., error detection, erroveggo Hencejt may be
best to implement fault tolerance entirely at the applicatioml.leFor example, an
application-transparent checkpointing and rollback error vieegoscheme will inolve
periodic checkpointing of the entire application statwever, for a particular application,
the size of the state that must be checkpointed to enableaneosay be significantly smaller
than the size of the complete application state. Hence, for such an application, an application-
specifc checkpointing and rollback error remoy scheme will hee a nuch lowver

performance werhead than an application-transparent scheme.

Despite the end-to-end qament, there are reasons to implement fault tolerance
mechanisms, completelyr partially, in lower layers. First, implementing fault tolerance
mechanisms in lower layers may be justf when such implementation yields better

performance (lower performancerephead) than implementation at higher layefs.good



fault tolerance example of this is the use of error-correcting codes to enabledreifie
correct information despite errors. Second, there are some functions that cannot be
implemented without the wolvement of lower layersFor example, as part of error regay,

a dstributed application may need to gpaa process on a cluster node that it was not

previously using. This operation requires thelnement of the CMM.

We identify seeral criteria for designing CMM services to support applicatimetle
fault tolerance. First, the CMM services should be general in order to suppariety \of
fault tolerance techniques. Second, the CMM services should be simple. Systenxigmple
contritutes to decreased reliability because the probability of system failure increases with the
number of components or interactions within the systeil@nce CMM services should add a
minimal amount of complexity to the CMMThird, the CMM services should be lightweight;
that is, thg should not require manresources or a lot of time to perforrfihe CMM must
maintain high wailability and be able to service application requedigiehtly and promptly
Fourth, the CMM services should be designed in suclaythat the CMM cannot fail due to
malicious behavior of a failed application. Increased interaction between the CMM as a

server and manapplications as clients must not cause the CMM to be less reliable.

1.4. Contributions

In this research, we deop and validate a layered software architecture for
implementing fault tolerance for distributed applications. This work makes theviiodjo

contributions:

A layered infrastructure that fediently supports implementation of a range of

distributed fault tolerance techniques.



* The design of a set of lightweight CMM services for supporting dig&

application-leel fault tolerance.

. Implementation of multiple fault tolerance techniques in MPI applications thet tak

advantage of a trusted, reliable central authority.

e Validation of the layered approach through general argktea fault injection

campaigns.

» Comparison of performanceverhead of application-specific fault tolerance

schemes to that of application-transparent ones.

Performance measurements of the cluster while running MPI applicationgrsktothe
CMM services designed to support application fault tolerance impose vweoyéchead. The
CMM services to broadcast error nmi#tions and synchronize processes of an application
take 10 ms oréss. Br terminating and spawning processes at the request of the application,
the CMM adds less than 2 ms delay on top of the time that the locakno8eises to

terminate or spawn the process.

Another ley result of this research is the implementation and measurement of multiple
fault tolerance techniques used to impmrdhe reliability of existing MPI applicationsWe
modified four MPI applications to use fault tolerance techniques to detect anerréoom
process hangs and crashes and also corruption in applicatgbrsiate. Throughfault
injection campaigns, we obsex/ that the modified MPI applications correctly detected and
recovered from all process hangs and crashes, and detected aneredcipom wer 90% of

cases of data corruption, while incurring less than 30&thead on gecution time.



1.5. Roadmap of the Dissertation
The rest of the dissertation igganized as follows.

Chapter 2 presents pieus research as it relates to the layered approachvidivea
representate st of distributed systems with respect to what fault tolerance mechanisms are
implemented at what layers of the syste@hapter 3 presents the design of the layered
approach, explaining the justification for the implementation of the set of supporting services
at layers bela the application code. Chapter 4 describes the implementation of the layered
approach, ceering all software layers including the CMM, application libraries, and MPI
application code.Several MPI applications hae keen modified to use application-specif
fault tolerance techniques. These modifications are presented in Chapter 5. The entire system
is validated and tested with these MPI applications uraldt ihjection campaigns, and these
results are also presented in ChapteFmally, Chapter 6 concludes the dissertation with a

summary of the work and offers directions for future work.



Chapter Two

Related Wor k

The ley ingredient for implementing fault-tolerant systems is redundaRedundant
data and redundantxeeution can be automatically implemented by modular redundant
hardware, by system-lel software, or by applicationdel code. Thischapter reiews

distributed systems that implement fault tolerance for applications in all of these three layers.

The chapter begins in Section 2.1 with a brief definition of terminology used in the
remainder of the dissertation. Section 2.2ews theoretical results on implementireult
tolerance for distributed systems. Section 2.3 discussefattors that influence the layer at
which fault tolerance mechanisms are implemented, wheth@tving hardware only a
combination of hardware and systemdesoftware, or a combination of hardware, system-
level software, and application sofase. Section®.4, 2.5 and 2.6 wew a representatie
selection of fault-tolerant systems according to these factors, providing the context for the
design that is presented in the remainder of the dissertdioally, Section 2.7 summarizes

the work reviewed in this chapter.

2.1. Fault Tolerance Ter minology

Research in fault-tolerant systems spans ymgears and man projects. The
terminology used to describe faults aadlf-tolerant systems haswaped accordingly wer
the years.For example, an early proposal of terminology isegi in[Ande82] while a fuller

taxonomy of faults and properties of fault-tolerant systems is describpalvin04]. This



section defines the terminology used in the remainder of the dissertation.

Herein we adopt marof the concepts defined ilAnde82]. Asystemis a machine that
is defined by itsspecification, a cmmplete description of ko the system interacts with its
ervironment. Theernvironment is composed of one or more other systemssystem
interacts with its environment via an in@e€, consuming inputs and producing outputs
according to its speatfation. Thespecifcation is composed of a finite set ®fternal states
and a state transition function. At the moment the external state of a sysiatesi&om its

specification, the system is said tos@ahibited afailure.

Internally, a g/stem is composed of a set of one or more connected components.
Components themselves may be viewed as systems. The sydésigh specifes hav its
components interact. The internal behavior of a system is described by a tuple of its
components’ external states and a state transition function. The sydbsigh also défes a

function that maps internal states to external states.

In the context of the presentovk, the systems under consideration are digtkeih
applications. Thecomponents of the distributed application are its application processes
connected by a message-passiagility. An goplications eiwvironment includes input

sources, outputs, and interactions with its run-time environment such as a cluster manager.

A system failure is a symptom of a problem in the interaction among the system’
components or within some of the components theraselWhena component fails, its
external state deviates from its spewtion. Thisdeviation is anerror in the system.Errors
are caused byaults, which are deiations that are internal to a systentbomponents. A

system that igault-tolerant is able to detect errors in its internal state andeptethe error



from causing a systemifure. Inother words, the system is able to transform its internal state
such that itsernal state does not deviate from its spe&ifon. Componentand algorithms
that are implemented in the system to detect and/eeb@m errors are callefault tolerance

mechanisms.

The implementation of fault tolerance mechanisms depends upon the clasksatof be
tolerated. Rults are classéd by the resulting behavior of the faulty compoiriBatb93]. In
the most general class of faults, that of the Byzanané flLamp82],the faulty component
exhibits arbitrary behdor, including the ability to misrepresent its own state and manipulate
its interactions to masquerade as afeddnt component. Authenticated Byzantine
fault [Lamp82] is slightly more restricted: theadilty component bekas abitrarily, except
that it cannot masquerade as another compon&nhang fault occurs when thedlty
component stops making progress and ceases generating output or state changes visible to
other componentsFinally, the most restrictie dass is the dil-stop fawult [Schl83], also
knovn as a crash, in which theauity component stops making progress and other

components are immediately maaeaee of the fault.

Faults can also be classtl by the duration of their fefcts. Thisclassifcation depends
on an assumption that a fault-free component can reliably test another component to
determine whether it isabilty. Note that this classdation does not describe the errors
committed by the faulty componenf component that is permanently faulty does not pass
ary test by a fault-free component,ymar in the future. A component that has an intermittent
fault passes tests at some times anld it other timesA component that has a transieatlt
fails tests for a short time and then passes all subsequent tests (unless another aefparate f

afflicts the component).
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2.2. The Consensus Problem in Fault Tolerance

A key ingredient of fault tolerance mechanisms for distributed applications is/echie
agreement among distributed fault-free componehRts.example, in order to detect a single
faulty component, a majority of fault-free components must agree thaaria@ot fiulty and
that another component iauity. The Consensus problem may be defined asvistidcach
component, or procesisproposes an initialaluev;. A process may irmocably decide on a
value that is one of the initialalues. Ifall fault-free processesecute Consensus algorithm,
then the following three properties are satisfied for fault-free processes: Each process must
eventually decide on one of the initial values (validity), all processes tieaide decide on the

same value (agreement), aner@ually all processedecide (termination) [Barb93].

Algorithms to sole Consensus ha been studied for decades in agrbody of verk.
This body of work may be divided into dworthogonal approaches that spring fronotw
different ways of modeling systems. These areas of research are known as sygtem-le
diagnosis and the Byzantine Generals problem. Research on tleeseedw is sumsyed in

[Barb93].

2.2.1. System-Level Diagnosis

The goal of system-el diagnosis is to produce a diagnosis of which components in a
system aredulty. In the seminal wrk [Prep67]the so-called PMC model describes a system
of connected component&ach component tests a subset of other components of the system,
and the test result is either that the tested component is fault-fraeltyr The syndrome is
the collection of all test resultsSystem-level diagnosis is a static analysis of a syndrome,

resulting in the identification of up tofaulty components. In the original PMC modelyft-
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free components that test other components report reliable test results, auiie f
components can report incorrect results for tests of other components. The problem that
system-legel diagnosis solves is to ave & a mapping between tester components and tested
components so that the resulting syndrome reliably indicates which componeisltgred

to t faults. If such a mapping exists for a systemnofomponents, the system is called
diagnosable. Prepara¢h al. showed that fardiagnosability the system must kia & least
n>2t+1 components and that each component must be tested by attlesber

components.

One practical weakness of the classic PMC model is that the test syndrome must be
collected at a reliable centralized entity of the systéntentralized arbiter that is reliable
and connected to all nodes of a disttédal system can beggensve o implement, and it could
also be a single point ofaifure. Kuhl and Reddy proposed algorithms to remdhe
requirement for a centralized arbitdn [Kuhl80, Hoss84] algorithms are presented in which
each component independently determines the syndrome by testing neighboring components
to which the are directly connected and receiving messages containing test results from other
components not directly connected to itself. Because faulty components can corrupt messages
as thg are forwarded to other components, there is redurydanong messages and message
paths. Anoptimal algorithm presented in[Bagc91] requiredl® p + O(n + pt) messages,
where p is the number of participating fault-free components, taisdthe number ofdulty

components.
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2.2.2. The Byzantine Generals Problem

The seminal work on the Byzantine Generals problers motvated by the design of a
reliable aircraft control system known as S[®ens78] in which system designers needed
clock synchronization across distributed processors in the presence of a single faulty clock.
This work shaved that to mask the effects df faulty clocks, at least 8+ 1 docks are

needed.

Further work on the problem of clock synchronization resulted in theitt@i of a
spectrum of models of computation for distitiled systems. The most general of such models
is the asynchronous model in which no time bound exists on the processors gpked nor
on message latenc In contrast, the synchronous model assumes real-time bounds on process
speeds and message latenciés. between these tw extremes exist seral partially
synchronous model$Dwor88, Chan91l]. The asynchronous model is the estalas an
algorithm that can be implemented in this model will work correctly in a partially
synchronous or synchronous modélowever, a fundamental result of the asynchronous
model of computation is that no deterministic algorithm exists to eElmnsensus if just a
single process experiences a craatltf not to mention the more inclusi fault classes
[Fisc85]. Intuitvely, this so-called FLP impossibility result stems from the inability to
distinguish a crashed process fromeery slaw’’ process, which prents alry consensus

algorithm from terminating.

In one partially synchronous model, boundgse on processor speed and message
lateng but are not knen a priori, and they only hold after some unknown timét is proven
in [Chan91]that in this model of computation, with crash failures, consensus is solvable with

n=2t+1, wheren is the number of processors ahds the maximum number ofadlty
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processors.

Lamport et al. recast the problem of achieving consensus in the midstulty f
processors as a problem of Byzantine generals of different cities agreeing to attack a
designated city at a specific time by only passing messages to ea¢matheell-knovn as
the Byzantine generals probl¢bamp82]. Messagesould be delayed for a timeutnot
infinitely delayed, representing the use of the partially synchronous model of utiestrib
computing. Asubset of generals are allowed to be traitorous, meaning tlyatahdie in
their messages, committing to attack whery theuld actually retreat instead. Thifaulty
behavior is less restricted than that of crashldres. Lampors lutions for solving the
Byzantine generals problem showed that for consensus to beegchiehe presence of
traitorous generals, there must be at least3f + 1 generals. Aralgorithm was also gen

that involved sendingrf—1)x (n—2)x.--x(n— f —1) messages.

Research in both areas of systenelaliagnosis and the Byzantine generals problem
share the conclusion that reaching agreement in the presefdauify components requires
a majority of fault-free components and a large number of messapamges (or tests and
diagnosis rounds) to determine which components aukyf In both models, the required
number of components and messages is significantly reduced when a reliable centralized

arbiter can be used.

2.3. Implementing Fault-Tolerant Systems and Applications

There are manfault tolerance techniques to choose from when implemengualy- f
tolerant distributed applications. This dissertation focuses not on the techniques teemselv

but on how these techniques are implemented within a layered software architetiture.
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particular fault tolerance techniques can be implementeclusively in hardware, in a
combination of hardware and systerde software, or across more layers including
hardware, system-leel software, application libraries, and applications theneslvThe
choice of the layer of implementation is dependent on applications’ reliability requirements

and on whether fault tolerance mechanisms need to be transparent to the applications.

2.3.1. Supporting Reliability Requirements of Multiple Applications

Some systems are designed xeceite only a specific set of applications with common
reliability requirements. In such systems the fault tolerance techniques can be implemented in
hardware and lower layers of software, without specialization fgrgamticular application.
Furthermore, there is no need to interface with the application to determine itscspecif
reliability requirements. All applications argeeuted reliably by employing the sameuft

tolerance techniques.

If the applications running on the system areerdie with respect to their reliability
requirements, ansingle fault tolerance mechanism is likely to be unacceptable for use with
all the applicationsSpecifically it is likely to not be able to meet the reliability requirements
of some applications but provide for others higher reliability than necessary with an
unacceptably high performancevethead. Thus,such a system should support the

simultaneous deployment of multiple fault tolerance mechanisms.

2.3.2. Trangparency of Fault Tolerance Techniquesto Applications

Fault tolerance implementation that is transparent to the application is not

programmatically visible to the application and applicationeldper Because thealllt
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tolerance techniques are wholly implemented in layerswbele application code, the
application code is dreloped with the simplifying assumption that the system is reliable, that
is, faults do not xst. Application transpareng is very desirable because it frees the
application programmer from the complexity of error detection andvegcocode.
Furthermore, application transpargnof fault tolerance implementation enablegay
application code to bexecuted reliably without modifying the application cod®&pplication-
transparent implementation of fault tolerance techniques imposes a cost on application
performance and resource usage due to the underlying implemestassanmption that
applications do not va a use redundancfor fault tolerance. Therefore the implementation

must create and manage redungaot behalf of the application.

In non-transparent fault tolerance implementation, or application-gptaift tolerance,
the fault tolerance technique i%isible” to the application desloper The application
developer must provide input to the underlying system or mu&n a@mplement the
redundang in application code. The benefit gained for the increased complexity in
application code is that the fault tolerance technique can be niarierdgf Thisis because
the application programmer can use \ktezlge of application-specific characteristics to select
a wbset of application state for which redundarmimplemented. Thughe overhead of

maintaining redundant state is reduced.

The costs and benefits of application-transparaalt fiolerance are described in more
detail in Chapter 3. The following three sections describe related fault-tolerant systems in
which fault tolerance mechanisms are implementedaaibws layers, from hardware to

application code.
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2.4. Implementation Using Modular Redundant Hardware

The first group of systems implemerauft tolerance xclusively through the use of
redundant hardare. These@mplementations provide fault tolerance that is transparent to all

layers of software, including system#software and applications.

o FTMP

FTMP [Hopk78],was a fult-tolerant distributed computer designed for aircraft control,

requiring high reliability for all programs running on the computer.

Triple modular redundagavas used for processor modules and memory modiash
module was connected to a triply-redundant bus via a voterdted wn the inputs from the
bus. Ary single failed module of a triple-redundant modulaswautomatically masked by the
voter. Such failures included generation of wrong resulihie system also automatically
configured spare modules to replace faulty ones, based on the output afteh® vlhus,

hardware failure was completely masked from software.

FTMP’s design freed softare deelopers from programming software to handle errors
due to hardwareaflure. Thecost of such a design is the inclusion of gnaadundant
modules and custom logic connecting the modules togeRetundant and spare modules
and luses cannot be used independently to increase computing and communication
throughput, and the Vel of fault coverage is the same for all applicationgyaelless of the
applications ectual requirement for fault toleranc&or applications that are mission-critical

or that irvolve maintenance of human life, such a design and its high cost are appropriate.
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o Stratus

The Stratus computfVebb91] was computer system designed twideofault-tolerant
computing to financial service companielske FTMP, the Stratus computer implemented

fault tolerance wholly in hardware, withoutyamvavement of software.

A Stratus system as composed of processor boards, memory boards, and I/O controller
boards that connected to a dual-redundant backplase Processdpboards each contained
dual synchronized processor&.check circuit on the board compared the outputs of tioe tw
processors. Ithe comparison failed, the board would silentiyl.f Processoboards were
paired so that each pair of boards (composed of a total of four processors) was clock-
synchronized. Thereforepmputation was not affected by the failure of one board of the pair

because the other board continued operating correctly.

Memory boards and 1/O controller boards also contained dual redundant components and
self-checking hardware to enforcailfsilence. MultipleStrata systems could be connected
together via a proprietary redundant bus known as StrataLBHCh StratalLINK contained
two independent links that could be used in parallel for increased communication throughput.

When one link failed, faileer to the remaining working link was automatic.

As in the case of FTMPSratus preided fault tolerance to all application soéxe
regardless of the applicatiog’actual reliability requirements, at the cost of modular redundant

hardware.

O IBM System z10

IBM’s System z10[Clar09] was a business computing system that used redundanc
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within processors instead of modular redundant processors to implement fault toldia@ce.
guad-core z10 processor relied on inline error checking of functional units, parity bits and
ECC to protect datapaths and state elements, andgterction checkpointing of architected

state for rollback recery.

The processor distinguished between “soft err@nsd “hard errors. To recover from
soft errors, the processor restored the checkpoint, purged its caches, and retageédhe f
instruction. ® recover from hard errors, the coreaw halted and its job was migrated to
another core on the processdhe error detection and re@y was implemented transparent

to the application.

2.5. Implementation Using COT S Hardware and System-L evel Software

In contrast to the systems in Section 2.4, the rest of the systems presented in this chapter
use commercial-off-the-shelf (COTS) hamhe to reduce the cost of implementing
application fault tolerance.COTS hardware emphasizes performanoeer oreliability.
Reliability is achiged by anploying multiple COTS hardware components, and redundanc
is managed by custom system saite: Specitally, these systems use system software to

maintain replicas of applications for error detection andvergo

o SIFT

The SIFT systerfWens78], lie FTMP, was designed to handle aircraft control.
However, SFT used multiple COTS processor modules and memory modules that were
controlled by specially-programmed systemwelesoftware. SIFTS nodules were loosely

coupled, only periodically synchronized through a Byzantmdtftolerant agreement
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protocol. A global eecutive pogram replicated application processes across multiple

processors.

Outputs of tasks wereoted on by the globalxecutive kefore being used as inputs for
subsequent tasks. Output of the votemswised by the globakeeutive o detect errors,
diagnose the source of the errors, and ramfaulty nodes from the system. As a critical

program itself, the globakecutive was also replicated across multiple processors.

O Deta-4

Delta-4 [Pave94] was adult-tolerant general-purpose cluster computeke SFT, the
Delta-4 system was composed of COTS processing nadldike SFT, Delta-4 was a cluster

computer designed for running distributed applications.

Each Delta-4 node was equipped with a custaisflent network access card AR)
that was connected to a local area mek(LAN). The NAC internally used dual modular
redundang for its processors and memory to enforcaibsilent property: If the states of the
duplex modules dverged, special circuitry permanently disabled th\ essentially causing
“failure” of the entire processing nod€@ne component of the systenwdesoftware was a
custom communication protocol programmed to run on tA€ [drocessors. Thigrotocol
enabled a communication endpoint to be transparently replicated across multiple processing
nodes. Theprotocol used totally ordered multicast and a Byzantudt-tolerant agreement

protocol to mask inconsistent messages from faulty replicas.

The Delta-4 middiare used the NC capability to replicate application processes
across seeral nodes for fault tolerance. The degree of replication could be adjusted according

to the reliability requirements of the applicatiofin application that needed to tolerdtdail-
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stop faults would be replicated acroks 1 nodes; an application requiring toleration bf
Byzantine faults would be replicated acrogs+2l nodes. Thectual replication of processes
was gplication-transparent. Deltast'entralized cluster manageknovn as the Replica

Domain Manager (RDM), was also replicated to tolefaByzantine-faulty replicas.

In the case that the communication protocol detected an inconsistent repliceatiantif
was ®nt to the RDM which then directed recdgufation of the applicatios’replicas. The
RDM terminated thedulty replica and replaced it with aweeplica using the state of the
surviving replicas. Thus, Byzantine faults in application replicas were completelyethask

and faulty replicas were automatically and transparently replaced.

O RAIN

The Reliable Array of Independent Nodes (RAIN) project[BohoO&k v& research
project focused on tolerating permanent and transient faults in the network of cluster
computers. Irthe RAIN clusternodes were equipped with multiple network interface cards
(NICs) for fault tolerance as well as for additional communication throughput, and the
network topology vas redundant to tolerate the failure ofy @ngle NIC, link, or netwrk

switch.

RAIN middlewvare, running on top of the Linux operating system, monitored and
provided a consistent we of link status. The middieare also implemented a distuted
group membership service, providing a consistent global efefault-free nodes connected
to the cluster The group membership service tolerated nodes that were fail-stbiy. f
RAIN middleware also included a library for running message-passing parallel programs, and

this middlevare enabled message-passing applications to use the increased communication
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throughput of redundant links, similar to the redundant StrataLINK of the Stratus system.
The system afforded no otheault tolerance mechanisms for message-passing parallel
programs other than masking yasingle fault in the network, resulting in a graceful

degradation of communication throughput.

2.6. Implementation Using COTS Hardware, COTS OS, Cluster Middleware and

Application Software

The last group of systems are those that us&@ C@ardware and COTS systernde
software to build very lw-cost systems that support high-performance computing (HPC)
applications. Bult tolerance for applications, if it exists at all, is implemented inleger

software, in middieare or in the application code itself.

HPC applications typically wa looser real-time requirements than mission-critical
applications, that is, tlyetolerate longer times to detect and nexofrom an errar HPC
applications can trade fashort recoery time for higher computation throughputherefore,
research on implementing fault tolerance for these applications focuses on fault tolerance

mechanisms that ke lower performancewerhead than replication of the entire application.

2.6.1. Cluster Management Middleware

Clusters are distributed computers built from T&Ocompute nodes connected by a
COTS network, with each node running a COTS single-node @$iddleware layer of
user-level software, called the cluster management migdie (CMM), &ists to manage the
compute nodes and the applications running on thé&mthe bare minimum, CMM is

responsible for allocating compute resources to dige applications, starting applications
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(including remote spaning of processes), scheduling applications kacetion, and cleaning
up terminated application®revious CMM designs ha dso provided various functionality

for implementing application fault tolerance, which are reviewed in this section.

O GLUnix

One of the earliest cluster management middie projects, GLUnNix [Ghor98] prades
a dngle-system image to the usebstracting the cluster as a single system capable of
executing parallel and sequential jobs. GLUnix\&s to implement services similar to those
present in single-node UNIX OSr-or example, a signal sent to a parallel application is
atomically broadcast to all of the processes of the application. GLUnix also implements

signaling of individual processes.

GLUnix provides minimal facilities for application fault tolerance: when the michtie
detects that a process of a digitéd application has crashed, it immediately terminates and
cleans up the surviving processes of the applicafigpically, applications that must sume
such a failure would empjocheckpointing, relying on the user to manually restart the
application with special command-line arguments that instruct the application to start
executing from the checkpointed state. While this solution may feetefe for clusters with
very low rates of failure, it puts an unreasonable burden on the user for managing application

checkpoints and restarts.

0O Chameleon

Chameleon [Kalb99]s an object-oriented software infrastructure for supportangt-f

tolerant eecution of applications on COTS clusters. The infrastructure includes library of
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objects that application programmers cawoke for implementing applicationel fault
tolerance mechanisms, such as heartbeat monitoring, application-directed checkpointing and
rollback, and output fanout and input voting for supporting replicated procdsgesxisting
parallelized message-passing applications, Chameleon demonstrated an MPI application

modified to increment a progress counter that is monitored for detection of application hangs.

The CMM itself also employed the same objects for its own fault tolerance, with all
CMM processes monitoring heartbeats from each other in order to tolerate CMM process

crashes.

The Chameleon CMM and fault tolerance support for applicationsryssimilar to the
present work in that application-specific fault toleran@s wnplemented with modltations
in application code.However, the interface between applications and the CMM was not
clearly defined and xplained. Therealso was not an consideration for distrited

applications tolerating faults other than process crashes and hangs.

O Starfish

Starfsh [Agba99] is a distrimted heterogeneous run-time environment for MPI
applications that prades application-transparent checkpointing and rollbackveeg@and an
extended API for application-directed checkpointing and ragardtion. Application
processes can be run in a cross-platform portable virtual machine, which allows a process to
be checkpointed and restarted on a node with a differenten@s. The Starish CMM
provides an API for use by applications to add and renppocesses during run-time, but it

was ot explained he these reconfigurations are integrated with MPlI communications.
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0o HARNESS

HARNESS [Dong98]was a duster manager that provided services to digtad
applications for tolerating process crash&¥hen a process of a distributed application
crashed, HARNESS notified the surviving processes of the applicai®RNESS also
enabled application processes to request pecesses to be spawned and added to the

application.

The HARNESS services were used to implemerMPI [Fagg05], a modified MPI
API that enabled MPI applications to sweriprocess crashed=T-MPI is described in more

detail in Subsection 2.6.3

2.6.2. Checkpointing and Rollback Recovery for MPI Applications

One common API used by HPC applications is the Message Passing Interface (MPI)
[Mess95]. MPlenables portable delopment of parallel applications by providing a high-
level abstraction of processes and communication operations among processes. The MPI
standard specifies that all communications among application processes are ralialtle, b
does not specify gnother behavior in the presence of errobs.particular the state of the
message-passing layer is undefined in the presence of crashed proEessbs reason,
much of the research on prding fault tolerance for MPI applications focuses on the use of
application-transparent checkpointing and rollback vego where rollback reogery is
accomplished through termination of the application and restarting of the application with a

flag to indicate that>@cution should begin from checkpointed state.

The challenge of checkpointing concurrent communicating processes igoitb a
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committing inconsistent checkpoints. When a proceswvaiglia message from a sending
process, a dependsnés formed of the receer’s gfate on the sender'date. A global
checkpoint of a distributed applicationscansistent if and only if, for #ery message in the
checkpointed state that is rewsl, the checkpointed state also includes the sending of that
message; otherwise, the global checkpoininmnsistent. Seveal protocols hee been
designed to ensure that checkpoints are consistent, including coordinated
checkpointing [Stel96and message logging [Bosi02, BoutOFor a full surwey d these

checkpointing protocols, see [EIno02].

0O RENEW and Egida

Two projects, RENEWNeve98] and Egida[Rao099] stand out from the mavorks on
checkpointing MPI applications not only becausey tilplemented and compared multiple
checkpointing protocols but also becauseytliesigned a general framerk for the
implementation of n& checkpointing protocols. Having a common franwork for

implementing different checkpointing protocols facilitates comparison among the protocols.

In both RENEW and Egida, the implementation of a checkpointing protocol forms a
“layer” within the message-passing middéee. Belav the checkpointing protocol layer
RENEW and Egida frameorks provide implementations of commonwidevel services
related to checkpointing, such as committing state and loggegseto stable or olatile
storage, and tagging application messages with additional informatikibove the
checkpointing layerthe framevorks define a set ofvents to which a checkpointing protocol
may react.For example, coordinated checkpointing protocols may rely on the expiration of a

periodic timer to start the checkpointing process; the fnarieimplements timervents and
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invokes a timer-expired procedure that is provided by the checkpointing protocol.layer
Similarly, a message logging protocol must perform actions faryemessage receipt; the
framavork invokes the checkpoint protocol laysrmessage-receipt procedure whestea

message is recesd.

The «istence of the RENEW and Egida franueks is evidence of the maturity of the
research on application-transparent checkpointing for message-passing applications as well as
the acceptance of checkpointing as a valuable fault tolerance technique for high performance
computing despite its costs. Such costs include performarehead to commit state and
message logs to storage, communicatieerteead, and requirements for a large amount of
stable storage. These costs can be reduced or eliminated if checkpointing is instead

implemented at applicationvd code.

2.6.3. Application-Specific Fault Tolerance M echanisms

We havediscussed the use of replication of application processes to tolerate Byzantine
faults and the use of rollback re@oy in tolerating system-detected crasulfs. Inthis
subsection, we presentveeal fault tolerance approaches that enable a distributed application
to detect and reeer from non-crash faults without theveshead of replicating entire
processes or redundantly storing the entire application sf@tese mechanisms are
implemented in part or wholly in application code; that is,ytlaee not application-

transparent.

O Algorithm-Based Fault Tolerance

Algorithm-baseddult tolerance (ABFT) refers to the technique of redundantly encoding
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application data, modifying the applicatierdgorithms to operate on the encoded data, and
using the encoded results to detect and correct errors and diagnose faulty components. In the
seminal vork [Huan84]JABFT was introduced and applied to matrix operatioMsitrices are
augmented with checksum rows and columns. The matrix operation operates on the
augmented matrix operands, producing an augmented result mgtexchecksum rows and
columns of the result matrix are used to detect and correct errors in the result fatrix.
example, a ABFT matrix multiplication procedure can be parallelized to run on processors
configured in 2-dimensional mesh in which inputs can be multicasted to all the processors in a
row or column. Eachprocessor computes one location in the result matrix. When the result
matrix is obtained, checksum rows and columns are recalculated and compared to the result
matrix’s checksum rows and columns. An inconsisteiscused to correct the result matrix as

well as to locate theatilty processor Reconfguration to eliminate or repair thelty

processor was not described in the original ABFT work.

ABFT for matrix operations is scalablézor matrices of sizen x n the amount of
processing for the original non-fault-tolerant algorithmOi@?). The additional redundant
processing of checksum rows and columns is on the orde(rn)f The main drawback of
ABFT techniques is that theonly apply to a narne set of algorithms, namely matrix

operations.

O Distributed Recovery Blocks

Recovery blocks with acceptance teff&and75] are commonly used to tolerageilfs
due to software desigradilts, but the can also be used to tolerate transieantlts. An

application is divided into blocks of code, with each block possibly having multiple

28



implementations, or “try blocks.T he result or application state followingeey try block is
test against an acceptance tese acceptance test indicates whether the try biretuéed
correctly If the acceptance tedtils, application state is rolled back to the state before the try

block was entered and a secondary try blockéswged.

The work in[Kim89] describes a system for distributing tkecation of recoery blocks
across multiple processorsThis idea is combined with systemut fault detection
in [Hain0O] for efficient application-heel fault tolerance. Theirault tolerance scheme applies
to a distributed application in which a frame of input data is divided to be processed by
processors in parallel. Each processecates a primary try block which performs
computations on its portion of the input. Then, each processies a backup try block
which performs computations on a neighboring prosegsition of the input. For lower
ovehead, the backup try block only computes an approximate result based on a reduced-
precision version of the neighbsrjportion of input. Thus each process maintains a full-
precision version of its own state as well as a reduced-precisision of one neighb&’
state. Wheran acceptance test on the results of a primary try block fails, the processseco
by rolling forward to the reduced-precision version of the neighbor that serves as its backup,

instead of rolling back to a previous full-precision version of its state.

This scheme was applied to a real-time disted target-tracking application in which
thirty moving targets must be tracked in noisy radar data. In this application, rollback
recovery was too slar to satisfy real-time requirements. Their resultswhbat when backup
try blocks computed based on just 15% of the primary preceg®it, no targets were lost

and no real-time deadlines were violated.

The taget-tracking application only handled fail-staqults. If each primary block is
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bacled up by multiple backup blockgeeuted by different processes, the multiple results can

be compared to detect and reedfrom faults causing incorrect results.

o FT-MPI

FT-MPI is an extension of MPI that enables applications to implement application-
specifc recovery mechanisms to reger from process crashe#is mentioned in subsection
2.6.2, the MPI Standard states that the state of the MPI communication layer and the MPI
application is undefined after a process crashcontrast, FAIMPI [Fagg05] modifies MPI
semantics so that after process crashes, surviving processes can restore a valid state for the
message-passing layguossibly replacing crashed processes with newlyvspd ones, and

perform recwery of application-lgel state.

With FT-MPI, after an MPI application process crashes, all MPI communication calls
return a special error code to the application. Furthermore yifpeotess is blocked in a
blocking MPI communication call, the operation is unblocked, and the MPI function returns
the same special error code. The MPI application can then initiate rolvidmecoery of

the state of the message-passing layer by calling an FT-MRergdanction.

The implementation of FT-MPI depends on the ability of an application to detect crashes
of remote processes=T-MPI was implemented for the HARNESS CMM [Dong98], which
had a facility for notifying application processes of process cresitse FFMPI semantics
only cover tolerance of process crashes. The present work builds upon FT-MPI semantics to

enable MPI applications to detect and redrom other kinds of faults.
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2.7. Summary

All fault tolerance activities in a disttiibed application—error detection, diagnosis,
recovery, and reconiguration—irvolve ggreement among the processes of the application.
this chapter we he reviewed research on the theoretical limits of solutions for agreement in
distributed systems with faulty processors, showing that toleratidnppbcessors thatxgibit
fail-stop behavior requires at least=2f +1 processors, and for processors thahileit
arbitrary behwaior, that number increases to=3f +1 processors. Furthermordahe
algorithms used to reach consensus in such situations requiyenmasages, the number of
which scales super-linearly with respecntoMuch simpler algorithms can be used when an
pre-designated wabys-reliable arbiter can assist in reaching consen3iee next chapter

explains hav the CMM can perform such a role.

This chapter also véeewed seeral CMM with respect to he they interface with &ult-
tolerant distributed applications. As far as we Wwnoone of the research on CMM design
presents a careful analysis of which fault tolerance services or techniques should be
implemented by the CMM versus which should be implemented in higher layers cdrgoftw

such as application libraries and the application code itself.

Finally, this chapter ndewed presented some application-specific fault tolerance
techniques, showing that such techniques may still require interaction with CMM wlyen the

are used in applications that are distributed acrosy omampute nodes.
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Chapter Three

L ayered Fault Tolerance for Compute Clusters

Fault tolerance for high-performance distribd applications is increasingly important
due to unreliable cluster nodeAs the number of nodes in a cluster increases, the probability
of a single node failure at avgh time also increasesFurthermore, the reliability of
integrated circuits may decrease due to shrinking feature size and lolteges. Clusters
can also be deployed in harsh environments, where radiation and other conditions can cause
malfunction in the hardare. Althoughmuch work has focused on making high-performance
applications &ult-tolerant, most of the work is concerned only with fail-stop faults, in which
faulty processes crash. Such faults are easy to detect, aed,tigat a cog of fault-free

application state exists, easy to negdrom.

The goal of this work is to enable distributed applications running on clusters to detect
and recoer from process crashes, process hangs and arbitrary faultyidrelsach as the
generation of incorrect results. All of these errors are easily detected by replicating
applications and comparing the outputs of the replit&swever, replication imposes a great
cost—at leash times the resources required to maintaireplicas. Therexist mary fault
tolerance mechanisms that enable detection andragcérom hangs and incorrect results
while using fewer resources than replication. Our work focuses on system support needed to

implement such fault tolerance mechanisms for distributed applications.

This chapter describes in general terms what is needed to impleauéintoferance

mechanisms for distritied applications and \gs justification for implementing certain
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functionality as CMM services. Section 3ifistly explains a general principle for the greater
efficiengy of application-specit fault tolerance mechanismsep fault tolerance mechanisms
that work for all applications. Section 3.1 also describegm@ions to the principle, leading
to an implementation thatvolves multiple software layersa way that is not application-
specifc. Section3.2 «plains the use of CMM for implementing services that supuit f
tolerance mechanisms for applicatiorfsnally, Section 3.3 proposes a set of CMM services

to be implemented.

3.1. End-to-End Argumentsfor Application-Specific Fault Tolerance

The general solution for implementing applicaticewlf tolerance is to introduce
redundang for the applicatiors date. Fr example, checkpointing is a fault tolerance
mechanism that stores copies of application state made aticspsmiits in time in an
applications execution. Process-e&l replication is another example of a mechanism that
maintains copies of the application, where replicas of applications are simultaneously
executing. Bothof these mechanisms can be implemented in an application-transpagent w
so that thg work for all applications in general,gadless of the structure of the applicat®n’

data or the behavior of its algorithms.

The cost of &ult tolerance mechanisms in terms of resource usage and performance
overhead is due mainly to the maintenance of redundant sfte. amount of state to
maintain can be reduced significantly by taking adege of application-speicf
characteristics. & example, a checkpointing mechanism may omit committing application
state that can be quickly recomputed from the checkpointed state after rollbagyreao

replication mechanism may use altenmatigorithms that approximate the original algorithm
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while using fewer computational resourceéhe gain in dfcieng/ from using application-
specifc characteristics for adding redundgncomes at the cost of implementing the
mechanisms for each application or group of applications with similar characteristics.
Assuming that the gain infedieng/ outweighs the additional cost in implementation, we can
argue that all &ult tolerance mechanisms should be implemented in applicationispecif

manner as much as possible.

Implementing application-specific fault tolerance mechanisms is an instance of the end-
to-end argument in system desi{dalt84]. Theargument for end-to-end design states that
certain functionality can be implemented correctly and completely only with theldahge
of the application running at the endpoints of a communication system; providing the
functionality as a feature of the communication system is not possible or may be redundant.
The application of the end-to-endgament to fault tolerance mechanismsolues what
layers the mechanisms should be implemented at and whether the mechanisms should be
specifc to the applications tlyeare supporting. Some mechanisms such as detection of node
failure operate without andependence on application-specific knowledge and would offer no
beneit from application-specific kneledge. Othemechanisms benefit from application-

specific knowledge, as described ato

Given that it is sometimes desirable to implement application-gpefatilt tolerance
mechanisms, we must consider what layers should vméved in the implementationin
typical clusters employing COTS hardware and COTS OS, there \aréaddities for the
hardware or OS to easily determine application-specific characteristics for implementing more
efficient fault tolerance mechanism&o implement such facilities could complicate haadev

and OS for the benefit of aviiekinds of applications while incurring significant cost for all
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applications. Brt of this cost may wolve instrumenting OS code or adding measurement
capability in hardware to measure and analyzents at run-time that indicate the
applications behavior We assume that modification of the hardware and OS toensa&h
characteristics visible within these layersxpensve o the point that it ngates the lav-cost
motivation of using COTS hardware and T® OS in the first place. The remaining option is
to implement application-specific fault tolerance mechanisms in-les#r processes,

involving CMM, application libraries, and the application code.

A typical CMM manages xecution of applications on a general-purpose high-
performance cluster using very little kmledge of application-specific characteristics.
Application-specit procedures are implemented in application libraries and application code
in order to leep the CMM implementation simplddowever, there are some cases where
involving the CMM in implementation of application-spécifault tolerance mechanisms

yields benats. Thenext section describes these cases.

3.2. Involving the CMM in Implementation of Fault Tolerance M echanisms for

Applications

There are tw cases where imlvement of the CMM in implementing application-
specifc fault tolerance mechanisms can be benefician ¢hough there are no application-
specifc procedures implemented in the CMM. The first case are the functions that
application-speci€ fault tolerance mechanisms need to perforot kvhich must be
implemented in the CMM and OS=ar example, an application fault tolerance mechanism
may need to terminate a faulty process and spawrwapraeess to replace it. The CMM

manages processes on behalf of distributed applications; permitting a poteratiddyy f
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application to perform these tasks could impact the health of other applications and of the
cluster itself. The second case are the functions that can be implemented ficienty in

lower layers. For example, an OS immediately detects a process crash whereas aitéidtrib
application must use heartbeat messages and timgentis o detect a process that has

crashed.

It is concevable that some of the functionality of the second case presented adubd
be implemented in an application library instead @blving the CMM. The benefit of using
the CMM is that the CMM has very high reliability requirements. As the manager of the
cluster and all applications running on the clystee CMM is a critical component of the
cluster and must be reliable. When the CMM fails, the entire cluster has failed, and there is
nothing an application can do to guarantee cormeetution. Inother words, applications
running on a cluster implicitly depend on the correct operation of the Chdiding CMM
functionality which application-specifi@filt tolerance mechanisms camake smply males

this dependence explicit.

3.3. CMM Servicesfor Supporting Application Fault Tolerance

In this section we propose a set of services to implement in CMM in order to support
fault tolerance mechanisms for distributed applicationg mnsider general requirements of
fault tolerance mechanisms performing four actions: error detection and notification, error
diagnosis, error resery, and reconfiguration of application processés error is detected
when a fault tolerance mechanism concludes that the state of the system or application is
incorrect. Theerror detection mechanism must notify the system or application so that

normal eecution can be stopped. In error diagnosis, fault tolerance mechanisms identify and

36



isolate the erroneous state. In error kecy fault tolerance mechanisms restore the state to
be erroffree. Finally in reconfguration, fault tolerance mechanisms repair or replaegléyf
component so that it cannot commit more errors in the future (unless it is stricken with

another fault).

3.3.1. Error Detection and Notification

Detecting hangs and arbitrary incorrect hetaof a faulty application process requires
application-speci€ knowledge. Hence,one must use application-dependent code to
implement detectors for these kinds of errors. Detecting a process hang requiviesigao
of how much time application algorithms takto eecute. Detectingmissing output,
extraneous output, and incorrect output requires knowledge of the applisaeaifications
regarding correct output. Hangs and arbitrary incorrect behavior can be detected by
replicating the entire application and comparing the outputs of the replicas; this is a special
case of application-dependent code where multiple instances of the application code itself are

executed.

To keep the CMM simple, we refrain from implementing functionality that depend on
application-specit characteristics.Therefore, we do not implement in the CMM replication

or ary other service that assists in detection of hangs and arbitrary incorrect behavior.

Crashes and hangs both result in a failure toemakigress and can be detected by
application-specift code in which application processes periodically compare the progress of
the application to the passage of tim&és mentioned earlier in this chapt®S oftware
already detects process crashes. Since the @Séction mechanism isvent-based, in

contrast to the applicatidower timer-based mechanism, an application would respond to
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crashes more promptly if it handled crash notifications based on tlsed€&ction.

Although the single-node OS is not able to notify processes running on other nodes of a
crash, it can notify the CMM, which in turn can notify the remaining processes of the
application. Crashnotification is therefore a useful service that CMM can implement without

knowledge of application-specific characteristics.

An application process is prematurely terminated when the node that it is running on has
failed. Sincethe entire node is lost, this can only be detected by the CMM or the application
itself, portions of which are still running on other nodéee CMM must detect nodaifures
using its vn mechanisms since it has to keep trackvail@ble cluster resources. Since the
CMM manages cluster resources, it has the informatigadimg which nodes each
application is using. Hence, it is very simple to add to the CMM the capability of notifying

the application when one of the nodes the application is using fails.

In the abwe dscussion we ideni#d three sources of error detection: the operating
system, for process crashes; the cluster manémenode failures; and application-specif
code, forhangs and corruption of applicatiorvéke state. Onceary error is detected, the

distributed processes must be notified quickly for coordination in diagnosis andryeco

Notification of error detection can be accomplished through the distributed applgation’
message-passingdility. Howeve, there are seral reasons to separate the error ra#tfons
from normal messages related to the applicaidstributed computation. First, nothations
of error detection may originate from entities other than the application itsalfexample
the cluster manager may detect a failed node, or the message-passing implementation may

detect a broken connection. It would be intvasb modify existing application code so that
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these entities are treated as communication endpoints on the saheslhe applicatiors
processes. Secondn error notitation should be handled as soon as possible in order to
prevent the spreading of corrupted state through message-padsingarticular processes
must be able to handle such notificatiomenaf they arrive while the process is bloek. For
example, a fault-free process expecting to neeai nessage from a sender may be béstin

a Hocking message rees& qoeration at the time of the errofhe error may hae dfected the
sender such that it fails to send the message that theaesgects. Thdault-free recerer

in the blocking operation must be interrupted by the erroricatibn so that it canxecute

diagnosis and regery mechanisms.

The abwe dscussion leads us to a solution whereby the CMMiges a reliable
asynchronous communication service for distributing erroricatibns. Theservice enable
communication between the cluster manager and the application, and it enables one
application process to interrupt other application processes, ie they are blocked in

message-passing operations.

3.3.2. Diagnosis

Diagnosis is the process of identifying the faulty components in a systema
distributed application, the’‘components’ are the individual processes. Hence, onayw
diagnosis can be implemented by applications is for application processes to perform system-
level diagnosis [Prep67]where the processes of the application test each.othsr
mentioned in Section 2.2.1, producing a correct diagnosis in a distributed system isxcomple
because faulty components can fail to send messagesrthsupposed to send, send more

messages than there supposed to send, or send incorrect messalfah. a fault-tolerant
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CMM, the cluster manager is a reliable and trusted entity that can potentially simplify the
diagnosis processkar example, the reliable trusted central cluster manager can provide a
very simple mechanism for identifying a majority vote among diagnoses produced by the

application processes and transmitting the results to all fault-free processes.

3.3.3. Error Recovery

There are tw ways to restore error-free state: rollback xecp and roll-forward
recovery [Camp86]. In rollback error receery, an arlier error-free state of the application, is
restored, and computation resumes from that earlier state. The end-to-end argument applies to
rollback because the application programmer has the mastraess about what application
state is critical for correct rollback and at what points in tteewgion such state should be

committed to reliable storage.

In roll-forward error recweery, the application replaces its erroneous state withlyae
created correct state and continugscation. Thenew correct state may not @ been
reached in the past, and it may also neehaen reached had there been no erkarowing
how to aeate a correct statevimlves application-specific knowledge, so the end-to-end

argument applies to the implementation of roll-forward vego

3.3.4. Reconfiguration of Application Processes

Reconfguration consists of actions &k to preent a faulty component from causing
another error In terms of processes of a distributed application, reconfiguration naalyen
removal of processes diagnosed to lailty, and replacement of faulty processes witlilf-

free processes. The CMM manages processes on behalf of applications to maintain the health
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of the cluster and to prent an application from interfering with the processes of another
application. Thereforeémplementing reconfiguration of application processes musivie

communication between the application and the CMM.

3.4. A Set of CMM Servicesfor Supporting Application Fault Tolerance

This chapter explains whsome functionality related to application fault tolerance can
be easily implemented in the CMM, beneath the application, lsayele other functionality
are best left to the application-specific code for implementatiankeep CMM algorithms
simple and reliable, wevaid introducing application-specific routines to the CMMstead,
in defining a set of services to add to the CMM we consider only functions that must be
implemented by the CMM and functions that are mofieieftly implemented by the CMM

and system software.

We propose in this chapter the foling set of CMM services that can be implemented
to support application fault tolerance: (1) an asynchronous communicatiity fenabling
communication between applications and the cluster manager and enabling interruption of
application processes for error notification, (2) error detection for prematurely terminated
processes due to crashes and node failures, (3) a reliatiohg ®ervice, (4) a service to

terminate an application process and (5) a service to spawn an application process.
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Chapter Four

Design and I mplementation
of the Layered Approach

Having identifed in Chapter 3 a set of services to implement in CMM for supporting
application &ult tolerance, we proceed in this chapter to define the way a udlisttib
application communicates with the cluster managdéis chapter also presents the application
programming interface (API) we designed fov@epers of application libraries and MPI
applications. Ouwork on CMM is based on axisting Byzantine fault-tolerant CMM called
Ghidrah. Thischapter ends with a description of the Ghidrah CMM and the moatidns

made to implement the weCMM services.

Section 4.1 introduces the Ghidrah signal API, a feature of the Ghidrah CMM to
facilitate sending and dekry of short asynchronous messages among the cluster manager
and application processesAllowing application processes and the cluster manager to
generate asynchronous nmi#tions can result in complesituations where multiple
asynchronousvents «ist at one time and must be handled in an ordedy. \Whus, in this
section, we present a protocol for handling asynchronous notifications and service requests
and replies among the cluster manager and the application processes. The protocol manages
this complexity with the goals of minimizing the amount of state maintained by the cluster

manager and simplifying error handling and rextp code in applications.

While application programmers are free to use the Ghidrah signal APl described in

Section 4.1, we designed another API at a highedl [&f abstraction for decloping fault-
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tolerant MPI applications. Section 4.2 begins by describing the extensions of previdus w
knovn as FIMPI to enable MPI applications to re@ from process crashes. The section
then presents G-MPI, our extensions teNf¥1 to enable application-specific error detection
and recwgery, including detection of and reesy from process hangs and corruption of
application-leel state. Examplesource code of a fault-tolerant G-MPI application is

presented in Section 4.3.

The remaining sections of this chapter discuss further implementation d&adson
4.4 first describes the Ghidrah CMM as xisted before our work on adding CMM services
for application fault tolerance. Then it describes our nicatibns to implement group
requests and process termination and spawning serWé¢bie implementing and testing the
CMM services, we disa@red flaws in Ghidral® ggoup communication protocol used for
communication among CMM processesSection 4.5 describes Ghidrah’goup
communication protocol, the flaws we digeed, and the modifications made to remde

flaws.

4.1. Asynchronous Communication for Fault Tolerance Mechanisms

As explained in Subsection 3.3.1, asynchronous communication is needed among
application processes and between the application and the cluster maikbager
“ asynchronousmeans that the recipient of a message is interrupted teediétle message.
This enables noiiation of error detection to be dedied to application processes as soon as
possible, whether a process xeauting a long local computation or is bl@tkon a message-

passing operation.

Subsection 4.1.1 describes acifity of the Ghidrah CMM that enables asynchronous
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communication among the application processes and the cluster managerSubsections
4.1.2 and 4.1.3 delop a protocol for the usage of Ghidrah signals for applicatuit f

tolerance.

4.1.1. Ghidrah Signals

The Ghidrah CMM provides asynchronous signaling for applications c&ihedrah
signals. The motvation for the design of Ghidrah signals is to enable application processes to
interrupt and communicate with each other for coordinating xbeugon of fault tolerance
mechanisms. Ghidrasignals also enable the cluster manager to interrupt the application in
case of an error detection such as a nadeiré. Ghidrahsignals are not intended for
“normal’ application communicationsFor ‘‘normal” communications, applications use a
message passing librarguch as MPI, in which application processes communicate directly

through the cluster network.

A Ghidrah signal can be sent from an application process to the cluster manager or to
another process of the same applicatiénGhidrah signal can also be broadcast to all the
processes of a particular application from the cluster manager or from one of the processes of
the application.Even if a broadcast originates from an application proakthe processes

of the application, including the sendesceve the broadcast.

Ghidrah signals that are sent from an application processes to one or all the processes of
the same application are forwarded through the cluster manager (see SectionHedcs).
all signals from a particular source aeid their destinations in the order sent (with the
exception of broadcasts that are dropped, as explained later in this subsdatidhgrmore,

all broadcasts axe & al the application processes in the same or@arce signals are sent
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through the reliable CMM, if a sender processwveedi a signal to the local CMMgent (see
Section 4.4.2) the CMM ensures that the signal will reach its destination(s), as long as the

destination node(s) is/are fault-free.

voi d handl er(int signum int srcpid, int destpid, int arg) :Function prototype
for Ghidrah signal handleinvoked in sgnal-handling context to delr a Ghidrah signal to the
application process. The handler i®@@uted atomically and must not block.
srcpi d anddest pi d are application process identifiers assigned by CMM.
If srcpi dis GSIG_CM, then the source is the cluster manager.
If destpid is GSIG_BROADCAST, then the signal was broadcasted to all processes of the
application.

void G Signal (int signum int destpid, int arg) : Sends Ghidrah signal of signal
numbersi gnumwith argumengr g to dest pi d.
If dest pi d is GSIG_BROADCAST, then the signal is a broadcast request to the CMM. If performed
by the CMM, signalsi gnum with agumentar g will be broadcasted to all processes of the
application. sr cpi d of the broadcasted signal will be set to the process igendif the requesting
process.
If dest pi d is GSIG_CM, then the signal is a group request for CMM sesiiggmumwith agument
arg.

void G Signal _handler(int signum void (*handler)(int, int, int, int)) :
Registers functiohandl| er as the signal handler for Ghidrah signal nungiegnum

Figure 4.1: API for Ghidrah signals

The Ghidrah signal API, implemented in a C-language application library is described in
Figure 4.1. The Ghidrah signal is a short message containing a signal nusobere and
destination identifiers, an optional argument, and an epoch nuniber meaning of the
signal number is application-defined, except for a set of pre-defined signal numbelisdpecif
in Table 4.1. The meaning of the argument depends on the signal nuhhigeuse of the
epoch number is opaque to the application programmer; its usage is explained in Subsection

4.1.3.

Application processes request CMM services by sending Ghidrah signals to the cluster

manager Each service is requested with a unique pre-defined signal number; some services
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Signal Type Meaning
GSIG_REQ_SETQUOBM | grouprequest| requestto change quorum sizertg
GSIG_REQ_KILL groupequest| request to kill process with VP4Dg

GSIG_REQ_SRWN

group request

request to spawn and add a process

GSIG_REQ_SYNC groupequest| request to synchronize on vaueg

GSIG_NTF_DIED broadcast notification of crash of VPIDar g, or reply for
GSIG_REQ_KILL: kill of VPIDar g completed

GSIG_REP_QUORMSET | broadcast reply for GSIG_REQ_SETQORUM: quorum size
set toar g

GSIG_REP_AKK_KILL broadcast acknavledgment of GSIG_REQ_KILL: kill of VPID
ar g initiated

GSIG_REP_ACK_SRWN broadcast ackneledgment of GSIG_REQ_3WN: spawn and
add a process initiated

GSIG_REP_SRWNVNED broadcast reply for GSIG_REQ_SRVNED: spawn and add fa
process completedr g contains process'VPID and
node address

GSIG_REP_SYNC broadcast reply for GSIG_REQ_SYNC: synchronized ocalue
arg

GSIG_ERR_DISASREE broadcast group request failed due to no quorum

specifes that the

Table 4.1: Pre-deined Ghidrah signals.
application processes to the cluster manager;

Pre-defined group requests are signals sent from
pre-defined broadcasts are signals

broadcasted from the cluster manager to application processes.

Upon completing a requested service, the cluster manager replies with a broadcast

also require an argument included in the signal. The top section of Table 4.1 defines each

service and lists the signal name the process uses to request that service.

Ghidrah signal. The reply contains a pre-defined Ghidrah signal number that corresponds to
the group request thatas performed, as defined in Table 4Hor example, the table
reply for the process termination service GSIG_REQ KILL
GSIG_NTF_DIED. Thereply also contains the argument that was specified in the group

request gcept in the case of the spawn service: the group request GSIG_REYNSPes

46



not specify an argument, but the corresponding reply GSIG_REWIESED contains an
argument specifying the spawned procegsocess identifier and node address. The purpose
and meaning of the tw"acknowledgment’broadcast signals, GSIG_REP_ACK_KILL and

GSIG_REP_ACK_SRWN, are described in Section 4.1.3.

After the application process sends a request for a service to the cluster méweager
cluster managerahbys indicates its response in the immediately succeeding broadcast signal.
The cluster manageartesponse will be either a reply to the application prosesguest, or it
will be some other broadcast communication. The application proeegs la copof each
request it sends until it determines whether the request has been accepted or Bomeed.
the process is allowed to Ve mly a single outstanding request, this is not a Sicamt
overhead. Theapplication process determines whether the cluster masagsponse is a
reply to its own request by comparing the contents of the broadcast signalvio itsquest.
Specifically the signal from the cluster manager is a reply to the precesgiest only if the
broadcass dgnal number corresponds to the requesginal number (as defined in Table 4.1)
and the broadcast’ agument is equal to the application procesgquest ajument.
Otherwise, this response indicates that the cluster manager has dropped this application
processs latest request.Again, there is anxeeption for the spawn request: the cluster
manages response GSIG_REP_ARNED is a proper reply to an application process’
GSIG_REQ_SRWN request gen though the arguments in the request and the reply do not

match.
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4.1.2. Group Requests

An applications requests for service from the CMM must lailf-tolerant. Afaulty
application process could request a service in ewbhich could possibly cause further
failure. For example, a faulty process could request thatu#t-free process be terminated.

To tolerate such bek#or, requests to the cluster manager must be sent redundantly from a
quorum of processesThe group of redundant Ghidrah signals sent from a quorum of
processes is calledgroup request. Redundant Ghidrah signals match if all contents of the
signals are equal except for the identifier of the signals’ senders. Once the cluster manager
has receied matching redundant Ghidrah signals from a quorum of processesyérsi¢he

group request and begins performing the service.

As explained in the previous section, the cluster manager broadcasts a reply for each
accepted request. Hence, using the mechanism discussed in Wneugrsection, the

application process can determine whether the request it sent has been accepted or dropped.

An example of a group request and cluster manager reply is illustrated in Figuhe 4.2.
this example procesk has sent an incorrect group requedtie to an errorProcesses, y
and z are fault-free; hence thiesend matching group requesis When the cluster manager
receves the requisite number of matching group requests (in this case, 3), it accepts the

request and performs servige Finally, it replies to the application by broadcastag

The cluster manager may reject a group request and indicate that rejection by
broadcasting to all the processes of the application a GSIG_ERRGREBR signal. Such
rejection happens as soon as the cluster manageveemuests (signals) from a &gfent

subset of the applicatia’processes to determine that reaching a quorum is not possible.
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Figure 4.2: Group request and cluster manageaeply, with one faulty application process.
The quorum size is 3.

Furthermore, the request will be rejected if a quorum of matching requests is ned¢drecei
within a preset timeout period. This timeout period begins as soon as the cluster manager
receves the first group requestTypically, group requests are made by application processes
that hae dready eecuted a distributed diagnosis procedure. The communication in the
diagnosis procedurefettively synchronizes the processddence, assuming known bounds

on both message delays and differences in thevwelgieeds of different processes, group
requests from a quorum of fault-free processes should besegdsy the cluster manager

within some preset timeout period.

Error notifcations from the cluster manager interrupt the receipt of a quorum of
matching group requests, implicitly informing all of the application processes that the group
request has been dropped. Broadcast requests from one of the appdigabioesses could,

potentially dso interrupt the collection of a quorum of matching group requégtsvever,
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special mechanisms in the protocol canvemé such potential interruptions initiated by
possibly faulty processes. The issues related to the interruption of group requests are

explained further in Subsection 4.1.3.

The quorum size, the required number of matching group requests the cluster manager
must recaie, can be set by the application. When the application is started, the quorum size
is initialized to the number of processes in the application. The application can reduce the
guorum size according to Wwomary simultaneously faulty processes it can tolerakar
example, an application of processes that tolerates one faulty process would set the quorum
size ton—-1. Reducingthe quorum size reduces the number of group requests the cluster

manager has to reeei and buffer.

4.1.3. Simplifying the Handling of Ghidrah Signals

Ghidrah signals ge every application process and the cluster manager the ability to
send interrupting messages ay aime. Considethe use of Ghidrah broadcast signals for
notifying applications processes of error detectidagors can be detected atyaime by ary
of the n application processes and by the cluster manddeitiple errors can cause multiple
broadcast signals to be generated; a single error detected by multiple parties can also cause

multiple broadcast signals to be generated.

In general, there is considerable comjilein programming application processes to
send matching group requests and consistently handle broadcasted signals. In order to
successfully send matching group requests forveegofault-free processes need to agree on
the state of the application based on the broadcast signgisdébeve. If there is no

guarantee on the order of delly of broadcast signals, then fault-free processes must
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implement a consensus protocol to agree on broadcast signasetdebefore imoking ary

other fault tolerance mechanism. Furthermore, fovengarror, gpplication processes do not
know a priori how mary broadcast signals will be deéred. Eachhandler of an error
notification must be programmed to expect and handle an unknown number of additional

signals that may or may not be deted.

To avoid requiring applications to implement a consensus protocol just to handle
delivery of broadcast signals, we specify Ghidrah broadcast signals to be atomic.
Implementing atomic broadcast signals is easily accomplished by using the centralized cluster
manager (see Section 4.1.1). When an application process sends a Ghidrah broadcast signal,
it actually sends &roadcast request to the cluster manageiThe broadcast request contains
the application process’ chosen signal number and argument and the constant
GSIG_BROADCAST as the destinationThe cluster manager sends the broadcast request to
all application processes as a broadcast sighthlbroadcast signals are sent by the cluster
manager and all point-to-point communication channels between the cluster manager and
application processes are reliable. Therefore all processegerdmisame broadcast signals

in the same order.

As mentioned abae, even with atomic broadcast of signals, there is still complexity in
handling multiple notifications from the cluster manager and from other application processes
that can arise from a single errofhis complaity is due, in part, to the fact that the
application processes do not kna priori how mary notifications will be delrered for the

error. The rest of this section explains a simple protocol we used to managed this complexity.

We dvide the eecution time of the cluster manager and the entire application logically

into numbered epochdlhe cluster manager enforces a general rule that in a single epoch, the
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application is imolved in handling only one broadcast signal or one group request with reply
An application process canVJea most a single outstanding request at a tinBnce a
process has sent a request, it must wait for a broadcast signal indicating that either the service

was performed or its request was dropped.

Epochs are implemented for each application and the cluster manager \as. fdlloe
cluster manager and each application process maintainsg/aftte current epoch number
Application processes attach their current epoch number to broadcast requests and group
requests. Whener the cluster manager broadcasts a Ghidrah signal to the applicatist, it f
increments its epoch number and attaches this ep®ch number to the broadcast signal.
Upon delvery of the broadcast signal, the application process uses the epoch number attached

to the signal to update its gppf the current epoch number.

Enforcing the restriction that an application will handle only owenteper epoch
simplifies the application code, but the cluster manager must still be able to handle multiple
events occurring per epoch. There aretoptions for dealing with multiplevents occurring
within the same epoch: (1) The cluster manager can ordevehts @nd maintain a queue of
events that hae ot been presented to the application or (2) the cluster manager can choose an
evelt to handle and ignore the others, forcing the entities that createdetiie that were
ignored to create them again in a later epddle chose to implement the second option in
order to minimize the complexity and amount of state maintained by the cluster martager
second option also simplifies the application code for the case that a single error generates

multiple detection and notificatiorvents.

The cluster managertules for choosing whichvents to handle in an epoch are simple:

(1) If the cluster manager and an application process both generate an asynchronous
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communication in the same epoch—whether broadcast signal or group request—the cluster
manages communication takes priority and the application prosessmmunication is
dropped. (2)f multiple application processes generate multiple broadcast signal requests and
group requests in a single epoch, the cluster manager chooses one to handle, and the rest are

dropped.

To implement the ab@ two rules, the cluster manager simply examines the epoch
number attached to application processes’ requests. The cluster manager yneupiest
whose epoch number does not match the cluster masageent epoch numbefThe cluster
manager accepts the first request it neeeiwhose epoch number matches the cluster
manages airrent epoch, and it then increments its epoch numenceforth, ay request
sent from the same epoch as the accepted request is dropped because its epoch number no

longer matches the cluster manageu'rrent epoch number.

Figure 4.3 illustrates anxample of a group request being dropped due to the cluster
manager advancing to the next epoch. In theré, the cluster manager broadcasts signal
containing epoch numbeér Then in epoch the cluster manager broadcasts signahusing
it to advance to epodht 1. Theapplication processes also send a group request for sarvice
during epochi. When the cluster manager enters epoetl, it drops the group request
receved from processx because that group request has not been matched in a quorum of
redundant group requests. In epachl the cluster manager drops the group requests from
processes and z because their epoch numbers do not equdl. Finally in epochi + 1,
processex, y andz send a n@ group request for servicewhich is accepted by the cluster

manager.

The solution of dropping requests of application processes shifts the responsibility of
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Figure 4.3: Two events in one epoch: Cluster managdroadcast signal causes application’
group request to be dropped.

gueueing of multiple vents from the cluster manager to the applicatittowever, with
careful implementation of application-specific fault tolerance mechanisms, queueing and

retrying of broadcasts and requests may be unnecessary.

As an example of the claim made in the previous paragraph, consider the scenario
illustrated in Figure 4.4, where twfault-free processes andy, detect an error and each
request broadcast signals in the same epoch. The cluster manager broadcasts<’process
signal and drops process broadcast request. Once all the application processewveecei
processx’s notification of an error detection, thell invoke an gpplication-specit diagnosis
procedure to determine what the error is and what to do tearecburing this diagnosis
procedure, all fault-free processes, including processesl y, must come to an agreement
on the state of the application. That means that processes must agree that aittigr

detected the same erroor there were tw erors detected. Regadless of the ihal
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determination, processs dropped broadcast request does not need to be broadcasted because
its error detection as communicated to the other processes in the diagnosis proc@flure.
there is a situation where proceseeeds its broadcast requestifiddl, it can generate a we

broadcast request in a subsequent epoch.)

epoch i epoch i+1

broadcast a
cm
a / a
X

\

\

N
\J

Figure 4.4: Two broadcast requests in one epoch. The cluster manager broadcastt the f
broadcast request and drops the second broadcast request.

There is one situation that is notveted by the simplifying rules discussed atathe
case when the cluster manager has multiple asynchromeuass éhat it must notify the
application of. This case does not occur when there are multiple node failures or process
crashes, for the cluster manager already serializes these error detections and broadcasts a
single notification for each detection. This case also does not occur with multiple group
requests pending for an application, for the application is allowedveodhaaximum of one
request for service at a time. This case occurs only when the cluster manager is in the process

of executing a service requested by the application when it detects an errorfelots Hfe
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requesting application, such as a process crash or a node failure.

detect broadcast
failure of f “reply for u”
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Figure 4.5: Two events in one epoch: Error detected by cluster manager duraogiteon of
service. ApplicationprocessesX, Y and Z send group request for serviteto cluster
manageiCm. BeforeCM replies with broadca4, it detects a failure of application process

f.

Figure 4.5 illustrates the case of a CMM error detection occurring while the cluster
manager is »ecuting a service on behalf of the applicatiohhere are tw options for
handling the tw events. Inthe frst option, the cluster manager serializes thents by
postponing the error notification until after the service is complete and the cluster manager
has broadcasted the service rep{fhe cluster manager cannot serialize thents in the
opposite order because we assume that services cannot be undone yrace ithiéated.

This is certainly true for a service that terminates an application proddss.3econd option

is to immediately notify the application of the error detection.

We dhose to implement the second option described in theopieparagraph because it
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Figure 4.6: Handling two events in one epoch: Cluster manager broadcasts erroicatith
during execution of service. The error ndtiition in broadcasb is interpreted by the
application processes as the dropping of its group request for sérvice

frees the cluster manager from maintaining a queuevesfte to notify the application of.
However, as shown in Figure 4.6, broadcasting the error ncéifion presents an ambiguity to
the application processes. Because the application processesmdtareceved a reply
regarding their group request, thewill interpret the deliery of the error notitation as
meaning that the cluster manager has dropped their reduiest.will not be expecting the

delivery of the cluster managsrieply when the service is complete.

To lve the ambiguity of receiving an error natdtion after the applicatios’'service
has been initiated, the cluster manager precedes its error notification broadcast with a special
acknavledgment broadcast indicating that the requested service has been iniateot b

completed. Upomeceving this broadcast signal, application processesvknaxpect one or
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Figure 4.7: Handling two events in one epoch: Cluster manager precedes broadcast of error
notification with an acknowledgment of the applicationgoup request. The
acknowledgmen€ indicates to the application that its group request for setvitas been
initiated but not completed and that an error notification will feltbe acknowledgment.

more error notifications before the cluster managesivice reply is deliered. Thg aso
know not to send another group request until the reply iseeli. Thissolution is illustrated

in Figure 4.7.

We assume that this special case of errors detected by the cluster manager during the
time it is eecuting a service is very rare. Thus, the acknowledgment broadcast is only sent
when the cluster manager has an error notification to send while a service is pending. If no
errors are detected duringeeution of a service, the only broadcast signal that the cluster

manager sends is a reply broadcast indicating that the service is complete. This minimizes the
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number of broadcast signals the cluster manager must send in relation to a request for service.
Furthermore, only ter of the CMM services we implement are naeauted by the cluster
manager atomically: terminating an application process and spawning an application process.
All of the other group requests areeeuted atomically and therefore cannot be interrupted by

an error detection.

To summarize the rules of whiclvents get handled in an epoch from the point ofwie
of an application process, we describe the possible responses an application process should
expect to receie dter sending a request to the cluster manager broadcast requests, the
application processxpects to recee ather its own broadcast signal or a different broadcast
signal from another application process or from the cluster manegkcating that its

broadcast request was dropped.

For group requests, the application process expects toveecee of four broadcast
signals: (1) G_SIG_DISAGREE, indicating that no quorum of agreeing processesfer
the current group request, (2) a reply broadcast indicating that the cluster manager accepted
and performed the service that the application process requested (see Subsection 4.1.2), (3) a
reply broadcast indicating that the cluster manager accepted and performed a sézvece dif
from the application processtequest, meaning that this application process was not part of
the quorum, (4) a reply broadcast indicating that the cluster manager initidgtelid lnot
complete the service that the application process requested, or (5) a reply broadcast indicating
that the cluster manager initiatedthlid not complete a service that the application process

did not request, meaning that this application process was not part of the quorum.

There is a critical problem that the protocol describedasanfthis subsection does not

solve. Thisis the problem that, as mentioned in thevfmes subsection, a broadcast request
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from one of the applicatiog’processes could, potentiglipterrupt the collection of a quorum

of matching group requests. In this scenario, a single Byzaring-fapplication process

can pre@ent a quorum ofdult-free processes from making progress on a group request simply
by repeatedly sending broadcast requests. In fact, this problem exists in our implementation.
However, we bkelieve that the small modification described heloesoles this bug, assuming
known bounds on both message delays and differences in theaedadieds of dierent

processes.

Our solution to the problem described @bads to ald a rule to the cluster manager’
handling of broadcast requests: If the cluster managenvesaibvoadcast request during an
epoch in which it has already rees one or more group requests, it drops the broadcast
request and counts it as a group request from that process that does not ynattoér aymoup
request in the current epoch. This modification could, of coursey all@ulty process to
block broadcast requests fromuft-free processes by simply initiating a group request at the
beginning of eery epoch. This latter problem is resolved based onatithat it results in a
failure to reach a quorum gerding the faulty group request, leading the cluster manager to
broadcast a GSIG_ERR_DISAGREE signAl.process that does notJyeaa gnding group
request but recees a GSIG_ERR_DISAREE signal, enters the applicatiorlf-diagnosis
procedure. Thisule eventually causes all the fault-free processes to enter self-diagidms.
self-diagnosis procedure identifies the faulty process (the one that sent the odgltal f
group request) and leads to it being killed by the cluster mankg#ould be noted that we
have ot formally proved the correctness of this mechanism andehaot validated it

experimentally.
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4.2. G-MPI: Extending MPI Semanticsfor Application Fault Tolerance

While the basic API presented in Section 4.1.1 is useful in construetitigtélerance
mechanisms for distributed applications, a highesl lef abstraction is helpful for deloping
fault-tolerant message-passing applicatiori3eveloping fault-tolerant programs volves
writing code that detects, diagnoses, andvesofrom errors.The receery block[Rand75]
is a basic softare structure for error detecting and nezg code. Fault-tolerant
applications use this structure by dividing normal application code into functional blocks
which may include nested block&ach block is terminated by an acceptance test on the
block’'s autput. If the acceptance test fails, an error has been detected, and control is
transferred to a rewery block to repair the errorWhen blocks xecute in parallel and
interact through message-passing, coordination among blocks is required so that either all of
the blocks pass their acceptance tests or all of the blocks fail their acceptancd hessts.
coordination preents errors from propagating from blocks that failed their acceptance tests to

blocks that passed their acceptance tests.

In addition to parallel blocks communicating to coordinate their acceptance tests,
distributed applications can mekuse of asynchronous notifications, or exceptions, to
implement error reaery [Camp86]. Exception handling enables the safe interruption of
concurrently gecuting and communicating blocks,geedless of their nesting Vel, so that

they can coordinate for error recery.

The higheflevel abstractions described al® sow that implementation of alult
tolerance mechanisms can be baadfby an API that combines asynchronous rmatiions
and message-passin@his section describes our design for G-MPI, a message-passing API

based on MPI that combines these facilities.
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G-MPI solves tw problems with the standard MPI API that obstruct thesid@ment of
fault-tolerant message-passing applicatiomstst, MPI does not specify the state of the
message-passing layer after an error has occuifédés lack of specification practically
means that processes cannot reliably communicate via message-passing in an error condition.
Second, MPI does not permit the membership of the set of processes in an application to be
modified. Shouldthe application programmer decide to use the @MM’s rvices to
terminate faulty processes and spaww peocesses, the state of the MPI communication
context must be manipulated in aay that the MPI API does not alo G-MPI implements

additional API and slightly different semantics to solvese tw problems.

4.2.1. FT-MPI: Extending MPI Semanticsfor Recovery from Process Crashes

Our approach to extending the MPI API builds upon the approach-bfAFJFagg05],
briefly introduced in Subsection 2.6.ET-MPI extends MPI semantics so that application
processes can continue to communicate after process crashes and can modify the membership
of the set of processes in response to process crastawe, FT-MPI solves the tw
problems mentioned abe for process crasheur implementation of G-MPI shares the
same extensions to MPI semantics that FT-MPindsf Thissubsection describes \wo
FT-MPI notifies an application process of a crashwhbe application specifies twoto
recover MPI state after the crash so that message-passing can continue waid-K#|

implements recgery of MPI state.

When a process crashes, the state of the MPI implementation nayezly the MPI
communication context represented by MPI communicators, becomds.inFT-MPI

semantics permit the application to continueceting, but all MPI communication calls
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cease to function, only returning the MPI error code MPI_ERRHER. If an application
process is xecuting an MPI call that is bloekl at the time that the MPI communication
contxt becomes welid, FT-MPI specifies that the call becomes unbkatkand returns
MPI_ERR_QOHER. Wthout this unblocking beléor, the blocked call may wer complete
and return (see Section 3.3.1),yar@ing the process fronmxecuting recoery actions so that

normal computation can resume.

An FT-MPI application can rewer a valid communication cont by having all
surviving processes woke the FT-MPI recwery function, MPl _Conmm dup(), with a
special parameter of FT_MPI_CHECK_RECER. Similarto MPl _I nit (), the FFMPI
recovery function constructs a meMPIl communication context and returns a singiédv
MPI world communicator All other MPI communicators that the application ioasly

created are destroyed.

The FT-MPI recwery function is a collectie all; it does not return with the weMPI
communication context until all the surviving processegehalled it and all the nvely
spavned processes Ya@lledMPl 1 nit (). For newly spawned processd®l I nit()
returns a special return code—MPI_RBEZERED instead of the usual MPI_SUCCESS—to
indicate that the process has joined an existing application ivergcoAfter the calls to
MPI _Init() and the FT-MPI reoeery function return, the application resumes normal
execution. Itis the applicatiors responsibility to restore applicationvg state to naly

spawned processes.

To drect hav the FT-MPI recwery function constructs the weMPIl communication
contet, the application specifies @ommunicator mode and a message mode. The

communicator mode specifes whether the crashed processes should be replacedvlyy ne
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spavned processes andiad/1PI ranks should be assigned to the surviving amdpnecesses
in the nev communication contd. Themessage mode specifes whether messages that were

in-transit between surviving processes at the time of the crash shouldvesededr dropped.

The FT-MPI recwery function performs a reeery algorithm that guarantees that all
processes va the same membership list for constructing they emmunication cont,
even when there are additional process crashHse algorithm designates one application
process as thdeader process. Theleader communicates with all other application
processes-peons—to determine the state of am@& Pl communication conke. Theleader
sends messages to all processes to query theivdurtdor an MPI application originally
started withn processes the leader expects to kecai btal ofr + m=n-1 messages (not
including itself), where is the number of surviving processes ands the number of crash
notifications from the CMM. Once it reces these messages, it requests of the CMM
process spawns to replace crashed proce$gbsn the CMM replies with ackmdedgment
that the processes Ve been spawned, the leader constructs the WPl communication
context and proposes it to the peonghe peons agree to the proposal using a multi-phase
commit protocol. If at aptime another process crashes, the leader restarts the entugyeco
algorithm. Ifthe leader process crashes, peons eleavdeasler using an atomic test-and-set
primitive that is implemented as a centralized service of the CMM. if$tepeon to set the

value becomes the neleader.

The implementation of FMPI’'s recovery function only tolerates process crashéaur
G-MPI API also preides a receery function, G MPl _Recover_com(), but its
implementation can tolerate a Byzantiaetty application process, as the next subsection

will explain.
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4.2.2. G-MPI: Extending MPI Semanticsfor Application Fault Tolerance

While FT-MPI enables MPI applications to rgep from system-detected process
crashes, it does not enable them to detect andeareitom application-detected errors such as
hung processes and corruption of applicativetlstate. Furthermoreis recwery function
does not tolerate a Byzantine-faulty process. G-MPI enables implementation of application
fault tolerance for MPI applications by further extending the semantics and APHMPET
This subsection describes theotadditional facilities provided by G-MPI for applications to
use: the G-MPI alert flag and G-MPI signals. The subsection ends with a description of

G-MPI's recovery function,G_MPI _Recover _commr( ), and its implementation.

In G-MPI, as in FT-MPI, an application procesMPl communication context becomes
invalid when a process of the application crashes. When the MPI communication context is
invalid, all MPI communication calls return the MPI_ERR_ALERTor code, and bload
MPI communication calls unblock to return the same error code. The G-MPI implementation
registers an internal Ghidrah signal handler to rexgrocess crash broadcast signals
(GSIG_NTF_DIED in Table 4.1) from the CMM. This handlevaidates the application
processs MPI communication congt. TheMPIl communication context becomes valichig

only upon successful exit from the G-MPI reexy functionG_MPI _Recover _com).

Applications that detect application-spé&ciérrors also need a way to cause blocking
MPI communication calls to unblock and return an error code. G-MPI provides a way for
application processes to enable this behavior of MPI communication calls by adding a
Boolean flag to the MPI stateHence, in the G-MPI implementation, there areo tw
components of MPI state in each application process: the MPI communicatioxt eoatéhe

new flag, called theG-MPI alert flag. When the G-MPI alert flag is raised, or set, all MPI

65



G MPI _Alert_raise() : Sets the alert flag, causing all MPI calls to unblock and return with error code
MPI_ERR_ALER.

G MPI _Al ert_cl ear () : Clears the alert flag; all MPI callxecute normally.

G MPI _Al ert_check() : Checks state of the alert flag; returns MPI_SUCCESS if alert is not raised, or
MPI_ERR_ALER if alert is raised.

G MPI _Reform conm(MPI _Comm conm MPI _Comm *newcomr) : Remoes dead ranks and
integrates n& ranks into n& MPI_COMM_WORLD. This function is analogous to FWIPI's
recovery function.

Figure 4.8: API for manipulating G-MPI state

void handler(int signum int srcrank, int destrank, int arg) : The function
prototype for GMPI signal handlers.
srcrank anddest r ank are MPI ranks in MPI_COMM_WORLD.
If srcrank anddest r ank are equal to the recipieattank, then the signal is a local signal.
If srcrank is G_MPI_SIG_CLUSTER_MANGER, then the sender is the cluster manager.
If dest r ank is G_MPI_SIG_BRADCAST, then the signal was broadcasted to all ranks of the task.
void G MPl _Signal (int signum int destrank, int arg) :Sends GMPI signasi gnum
with argumentr g to dest r ank.
If dest rank is G_MPI_SIG_CLUSTER_MANMGER, then the signal is a group request for CMM
servicesi gnumwith argumengr g
If destrank is G_MPI_SIG_BRADCAST, then the signal is broadcasted to all ranks.
void G MPlI_Signal _handler(int signum void (*handler)(int, int, int,
i nt)) : Setshandl er as signal handler for signal gnum

Figure 4.9: API for G-MPI signals

communication calls in that process return the MPI_ERR_ALEBRor code, and bload

MPI communication calls unblock and return the same error datheen the G-MPI alert flag

is clear dl MPI communication calls operate normallApplication processes manipulate
and check the state of their G-MPI alert flag by using the G-MPI alert API specified in Figure
4.8. The three functionsG MPI _Alert _raise(), G M _Alert clear(), and

G _MPI _Al ert _check() are not MPI communication calls sinceytlemly change or read
state that is local to the process. Hencey thél work even if the MPI communication

contxt is invaid. The G-MPI alert flag is also implicitly cleared by
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Signal Type M eaning
G_MPI_SIG_REQ_SETQUQOBM | grouprequest| requestto change quorum sizargo
G_MPI_SIG_REQ _KILL groupequest| request to kill process of MPI ramg

G_MPI_SIG_REQ_SRVN

group request

request to spawn and add a process

f

G_MPI_SIG_REQ_SYNC grougequest| request to synchronize on valige

G_MPI_SIG_NTF_DIED broadcast notification of crash of process of MPI raakg, or
reply for G_MPI_SIG_REQ_KILL: kill of MPI rank
arg completed

G_MPI_SIG_REP_QUOBMSET | broadcast reply for G_MPI_SIG_REQ_SET@ORUM:
guorum size set targ

G_MPI_SIG_REP_E£K_KILL broadcast acknavledgment of G_MPI_SIG_REQ_KILL: kill o
MPI rankarg initiated

G_MPI_SIG_REP_ACK_S®RNN broadcast ackngledgment of G_MPI_SIG_REQ_BW/N:
spawn and add a process initiated

G_MPI_SIG_REP_S®VNED broadcast reply for G_MPI_SIG_REQ_SWWNED: spawn and
add a process completed; meaning afg is
undefined

G_MPI_SIG_REP_SYNC broadcast reply for G_MPI_SIG_REQ_SYNC: synchronized
on valuearg

G_MPI_SIG_ERR_DIS&REE broadcast group request failed due to no quorum

G_MPI _Recover _conmm().

Table 4.2: Pre-defined G-MPI signals

Section 3.3 explains applications’ need for asynchronous inter-process communication

for error notifcation and also for interaction with the cluster manag&MPI provides a

signaling facility calledG-MPI signals that is analogous to Ghidrah signals defined in

Subsection 4.1.1. The G-MPI signal API is defined in Figure 4.9, and the pmedl&-MPI

signal numbers are defined in Table 4.2. The only salient differences between the Ghidrah

signal APl and the G-MPI signal API are that the G-MPI signal API refers to processes by

their MPI rank rather than by process idaets assigned by the CMM and that the reply for

the spawn request, G_MPI_SIG_REPABMED does not specify an gument. Thisis
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because the newly spaed process is not assigned an MPI rank and included in the MPI

communication context until the successful return frivPI _Recover _com).

As is the case with Ghidrah signal handlers, G-MPI signal handlersalednin a
signal handling context, interrupting the main code of the application. Hence, G-MPI signal
handlers recute atomically and must not blockThis means that MPlI communication

operations cannot be safelywaked from within a G-MPI signal handler.

The invocation of G-MPI signal handlers can interrupt MPI communication calls,
including blocked MPI communication call$lowever, G-MPI signals do not cause blaak
MPI communication calls to unblock prematurelfhis is to allev application processes to
handle the delery of G-MPI signals without &tcting the gecution of the applicatios’main

code.

Application processes can use the G-MPI alert flag in combination with G-MPI signals
to interrupt and notify peer processes of application-detected errors assfoldl processes
of the application register a G-MPI signal handler for a specific application-defined G-MPI
signal number The signal handler call& MPI _Al ert rai se() to raise the process’
G-MPI alert flag. When an application process detects an error such as an incorrect value or a
lack of timely progress, it calls& MPlI _Si gnal () to broadcast the application-defd
G-MPI signal number to all processes of the applicatldpon delvery of that G-MPI signal,
each process raises its own G-MPI alert flagentually every fault-free application process
obseres the MPI_ERR_ALER error code returned from an MPI communication call, and
they can then proceed to coordinate for performing application-specific diagnosigerseco

and reconfiguration.
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void G MPl _set_wall _timer(long time, int arg, void **handl e) : Set a timer eent
to fire tinme microseconds from now; when fired, the Ilocal G-MPI signal
G_MPI_SIG_LOCAL_ALARM is delNered, with argument ofarg. The pointer*handl e is
assigned to an opaque object to be used to dismiss the viener e

void G MPl _set task tinmer(long tinme, int arg, void **handl e) : Set a timer eent
to fire ti me microseconds from no in “task time”; when fired, the local G-MPI signal
G_MPI_SIG_LOCAL_ALARM is delered, with argument cdir g. “Task time” stops when the task
is stopped by the cluster manager (i.e. not schedule to run in the cldgierpointer* handl e is
assigned to an opaque object to be used to dismiss the vienér e

void G MPI _disniss_tiner(void *handl e) : Dismisses timenent referenced bjandl e.

Figure 4.10: API for G-MPI timer @ents

void G MPI _Enter_cs() : Enter a critical section of code in which delly of G-MPI signals is
suspended. Awing G-MPI signals are queued for deliy upon exiting the critical section.

void G MPI _Exit_cs() : Exit a critical section of codeAny G-MPI signals that were queued during
the critical section are deéred before this function returns.

void G MPI_Signal wait () :Block until delvery of a G-MPI signal.

Figure 4.11: API for managing G-MPI signal debry

G-MPI signals are implemented using Ghidrah signéisnce, G-MPI applications must
not invoke the Ghidrah signal API directlyThe G-MPI implementation registers itsvio
Ghidrah signal handlers which translate the process iag#atdf Ghidrah signals to MPI rank
numbers. Thes&hidrah signal handlers thernvoke the application processG-MPI signal

handlers that were registered when the process callgBl _Si gnal _handl er ().

Since both the Ghidrah application library and the G-MPI library use POSIX signals (for
delivery of Ghidrah signals and for timeouteats in the reliable point-to-point message-
passing protocol, respeatly), it is not safe to permit the application programmer to manage
POSIX signals directly Therefore G-MPI provides additional APl for managing application-
level timer events and for protecting critical sections of application code from being

interrupted by G-MPI signalsThese functions only affect the state of the process in which
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they are invoked. TheAPI for managing timervents is defined in Figure 4.10, and the API

for managing deliery of G-MPI signals is defined in Figure 4.11.

Signal Type Usage

G_MPI_SIG_LOCAL_CONNECTION| local| broken point-to-point communication connectipn
involving MPI rankarg

G_MPI_SIG_LOCAL_ALARM local | timer event expiration; arg is the argument speifl
in G MPl _set_wal |l _tiner() or
G MPl _set _task_tiner()

Table 4.3: Pre-defined local G-MPI signals

In addition to the pre-defined G-MPI signals that correspond to Ghidrah signals, G-MPI
defines two additional signals that alecal signals, sgnals that only interrupt the process that
they were generated byThese are listed inable 4.3. Application processes can handle these
G-MPI signals by registering a handler @aMPI _Si gnal _handl er (). The first local
G-MPI signal, G_MPI_SIG_LOCAL_ALARM, is delered upon epiration of a local timer
event that is scheduled via G MI _set _wall _tinmer() or
G MPI _set task tiner(). The second local G-MPI signal,
G_MPI_SIG_LOCAL_CONNECTION, is delered to an application process whegrea
broken connection is detected by the processdiable point-to-point communication protocol
used to transmit MPI messages. This signal can be used by application processes to detect

hung processes.

TheG_MPI _Recover _com() function receoers a\alid MPI communication conxe
after process crashes andwpa. Like FT-MPI's recovery function, upon successful return
G_MPI _Recover _conmm() provides a n& global MPI communication conte (i.e. MPI

world communicator), and all previously constructed communicators are \gktralsolike
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FT-MPI, G_MPI _Recover_com{) is a collectve qeration: it does not return until all
nevly spawned processes callMPl _Init() and all other processes call
G MPI _Recover_comm(). The G_MPI _Recover _com{() specifcation differs from
that of FFMPI's recovery function in one important aspect: the remy of a valid MPI
communication context maif. If this happensiG MPI _Recover conm() will return
MPI_ERR_ALER to dl processes that called it, an®Pl _Init() will return
MPI_ERR_ALER to dl processes that called it. The reason for this is towalibe
application to handle errors that occur while processes are agreeing onwthklRie

communication context.

To enable a simple implementation of tki& MPI _Recover _com{) function, the
G-MPI implementation layer in each application process records changes to the process
membership of the applicatiohis is done consistently by all fault-free processes, since the
cluster manager reliably notifies all the processes of the application of process addition and
removal using the broadcast signals GSIG_REFPASRED and GSIG_NTF_DIED (see

Table 4.1), respeatély.

The G _MPI _Recover _comm() effectvely performs a barrier synchronization
operation. Uporreturn from this function, the fault-free processes muse hansistent
communicators. This is achi&ed wusing Ghidrals s/nchronization  service,
GSIG_REQ_SYNC. Agpart of G MPI _Recover _com(), at least a quorum ofllt-free
processes must send a GSIG_REQ_SYNC request. The argument for this request gan be an
vaue. All fault-free processes must wait for the corresponding GSIG_REP_SYNC reply
using G_ WPl _Si gnal _wai t () (Figure 4.11). Since the GSIG_REP_SYNC signal is

ordered with respect to all other notifications from the cluster managan receipt of this
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signal, all fault-free processesvieaonsistent membership lists.

As mentioned earlierG_MPI _Recover _com() may return MPI_ERR_ALER
indicating filure. Thiscan happen if, for example, the process k@sea cash notifcation

while waiting for the GSIG_REP_SYNC reply.

Using the mechanisms described \adhe actions of each process in response to an
error depends on the type of error that occursa Apcess crash, detected by the manager
versus B)a process hang or a process that generates incorrect outfigsignal handler that
eventually causes MPI calls in the process to return MPI_ERR_ALERords information
that the process can use later to determine the type of error that ocdMined. a process
determines that there is gpe A error it simply callsG_MPI _Recover _com( ), which,
in turn, sends a GSIG_REQ_SYNC request, waits for a GSIG_REP_SYNC amgplthen

returns with a n@ MPI world communicator.

When a process determines that thengotentially a Type B erroy it must first initiate
distributed diagnosis. The assumption is that at least a quorum of processes iderdifytyhe f
processes and initiate a sequence of requests to kill those processes. After each
GSIG_REQ_KILL request, the process c&isMPl _Si gnal _wai t () to wait for a reply
After a process sends GSIG_REQ_KILL requests for all the processes its diagnosis results
indicate that it should Kkill, the process callsMPl _Recover _comm{(). As described
abore, G_MPI _Recover_com{) sends a GSIG_REQ _SYNC requestaite for a

GSIG_REP_SYNC rep)ynd then returns with a meMPI world communicator.

If recovery requires spawning a we process, this is also done before -calling

G MPI _Recover _comm(). Snce GSIG_REP_EBK SFAWNED broadcast signals are
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ordered with respect to GSIG_REP_SYNC signals, all processee hansistent

communicator states whé& MPI _Recover _commn() returns.

4.3. An Example G-MPI Fault-Tolerant Application

This section presents example G-MPI application code to illustrate the usage of G-MPI’
modifications to the MPI APl and semantics. The example showsahG-MPI application
detects and rewers from a single process hang or crakhalso handles a process that hangs
and then crashes some undedl time later The routines presented here can be extended to
handle multiple faulty processes, yigted that there are enough fault-free proceseaahble

to diagnose the faulty ones.

MPI applications can be transformed intaulf-tolerant G-MPI applications by
implementing tw types of changes, which we terfsyhchronous’ and “asynchronous”.
The “synchronous’section of the changes are made inline with the existing application code
and consists of checking MPI functions’ return codes for the MPI_ERR_ALdERr code
and an application-specific function to handle error diagnosisyegc@nd reconiguration.
The *asynchronous’ section consists of the G-MPI signal handlers implemented and
registered by the applicatiorAs we will see in the example code, the asynchronous section
responds to G-MPI signals by changing the state of a small set of ghimbles in the
application process and raising the G-MPI alert flag. The synchronous section can then
determine that G-MPI signals were detied by observing the MPI_ERR_ALHERerror code
returned by MPI functions, and it can determine the contents of the signals by reading the

global variables.
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/* cause of G Ml alert */
const int NONE = O;
const int CRASH = 1;
const int HANG = 2;

volatile int rank _crashed = -1;
volatile int alert_cause = NONE

voi d handl e_crash(int signum int srcrank, int arg)

{
al ert _cause = CRASH

rank_crashed = arg;
G Ml _Alert raise();
}

Figure 4.12: Application’s handler for G-MPI signal G_MPI_SIG_NTF_DIED

4.3.1. Detecting a Process Crash

Because the OS and CMM perform the work of detecting a process crash and notifying
the surviving application processes, the code for handling the notificatieryisimple. The
application implements a handler for the G-MPI signal G_MPI_SIG_NTF_DIED as shown in
Figure 4.12. The handler simply records the cause for raising the G-MPI alert flag and the
MPI rank of the crashed process in the globariables al ert cause and
rank_crashed, respectrely. It then raises the G-MPI alert flagrhis change is in the
asynchronous section of the application code. The only change in the synchronous section is

to register this G-MPI signal handler.

4.3.2. Detecting a Process Hang

Detection of process hangs is handled by the synchronous section of the application code

by timing the gecution of application procedures, as illustrated in the application function
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int do_computation(...)

{

int rc;

/[* Set timeout expiration to nunmber of mcrosec from now

long int timeout = ...;

/* Pointer to opaque tinmer event object: */
void *tiner;
G MPl _set_wall _tinmer( timeout, 0, &tinmer );

/* perform conputation and conmuni cation */
rc = G.MPlI_Alert_check();
if ( rc == MPI_ERR _ALERT ) {

G MPl _dismiss_timer( timer );

di agnose_recover _configure();

}

G MPl _dismiss tinmer( tinmer );
return ...;

Figure 4.13: Application’s code for timing a computation

const int APP_SI G HANG = 100;

/* G Ml signal handler for G Ml _SI G LOCAL_ALARM */
void handl e_alarn{int signum int srcrank, int arg)

{
G MPI _Si gnal (APP_SI G HANG, G _MPl _SI G BROADCAST, 0):

}

/* G Ml signal handler for APP_SI G HANG */

voi d handl e_hang_detection(int signum int srcrank, int arg)

{
al ert _cause = HANG

G Ml _Alert raise();
}

Figure 4.14: Application’s handler for G-MPI signal APP_SIG_HANG
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do_conputation() in Figure 4.13. When a processtiimer event expires, the
asynchronous section of the application i®ked. Specifcally, the applicatiors handler for
G_MPI_SIG_LOCAL_ALARM, handl e_al arn(), is called. The handler requests
broadcast of an application-defd G-MPI signal, APP_SIG_HANG, as shown in Figure
4.14. Subsequentldl processes handle the APP_SIG_HANG broadcast signal in the same
way: the application handldrandl e_hang det ecti on() records in the globalariable

al ert _cause the cause for raising the G-MPI alert flag and raises the G-MPI alert flag.

4.3.3. Recovering from a ProcessHang or Crash

The synchronous section of the application code isiedtibf an existing error by
observing the MPI_ERR_ALERerror code returned by MPI functionglternatively, if the
application code isxecuting a long-running local computation that does natka ay MPI
calls, it can periodically poll for an error by callirg@ MPI _Al ert _check(). This
function returns MPI_ERR_ALERf the G-MPI alert flag is raised or MPI_SUCCESS

otherwise.

Once the application code observes the G_MPI_ERR_AL&PRr code, it inokes an
application-defineddi agnose_r ecover _reconfi gure() function. If application
processes need to bgeeuting application-specific regery from a common point in the
application code, it is the application processsponsibility to unwind the call stack before

invoking di agnose_recover _reconfigure().

The example applicatios’ implementation of
di agnose_recover _reconfigure() is shavn in Figure 4.15. Some supporting

functions called by this function are shown in Figure 4.16The
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MPl _Comm conmy /* MPlI world comuni cator */
const int VOTE_TO CONTINUE = 1;
voi d di agnose_recover _reconfigure()

{
i nt hungrank, rc;
do {
if (alert_cause == CRASH) {
request _spawn();
} else if (alert_cause == HANG {
G Ml _Alert _clear();
hungrank = di agnose_hung_process();
if ( GMI_Aert_check() == MPI _ERR ALERT ) {
/[* GMI alert flag was rai sed during di agnose _hung process() */
if ( alert_cause == CRASH ) {
request _spawn();
}
} else {
if ( hungrank !'=-1) {
request _kill (hungrank);
request _spawn();
} else {
/* Al processes are responsive */
synchroni zed = 0;
G MPI _Signal (G MPI _SI G REQ SYNC, G MPI _SI G CM VOTE_TO_CONTI NUE)
if ( synchronized '=1) {
/* Quorum of processes failed to agree to continue. */
app_fail();
}
}
}
}
al ert _cause = NONE;
G MPI _Recover_com{ &onm); /* Recover MPI communication context. */
recover_app_state(); /* Recover application-level state. */
/* 1f another process fails during the calls to G MPI _Recover_conmm()
or recover_app_state(), then handle the new alert: */
} while (G Ml _Alert check() != MPI _SUCCESS);
}

Figure 4.15: Application’s synchronous function for diagnosis, reeny and reconfiguration
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di agnose_recover _reconfigure() function reads the globalaviables set by the

asynchronous section of the code to determimetbgroceed.

If a process crashasg detected, application processes simply request a process spa
a process hang was detected, application processesute a diagnosis procedure to

determine which process is unrespuasi

The diagnosis procedure, callddagnose_hung_process() may be implemented
by having all processes send and reply to shmihg” messages via MPIl. The function
returns the MPI rank number of the hung process or -1 if all processes réplgatocess is

unresponsie, di agnose_recover _reconfi gure() requests it to be terminated.

Figure 4.15 shes that the G-MPI alert flag is cleared immediately befoxekimg
di agnose_hung_process() so that MPI communication can proceed. Note that the
MPI communicators are stillalid because no process has crashddwever, if a process
subsequently crashes duringkeeution of di agnose_hung_process(), then the
applications G-MPI signal handlehandl e_crash() in Figure 4.12 will raise the G-MPI
alert flag again, causing thedi agnose _hung process() to receve te
G_MPI_ERR_ALER error code and to return without completing the diagno$isen the
di agnose_recover _reconfi gure() function handles a process crash instead of an

unresponsie rocess.

As the cluster manager completes the process termination and spawn requesissit notif
application processes by broadcasting G-MPI signal replies @ale %.2). For process
termination, the reply is the same as the mmatifon for a process crash, so the same

handl e_crash() handler is imoked. For process spawn, the application handles the
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voi d request _spawn()
{
G MPI _Signal (G MPI _SI G REQ SPAWN, G M°Pl_SIGCM 0);
G MPI _Signal _wait();
if ( spamned !'= 1) {
/* Delivered signal was not the spawn reply. */
/* There is sone additional error that | cannot handle. */

app_fail ();

voi d request _Kkill (int rank)

{
G MPl _Signal (G MPI _SIG REQ KILL, GMI_SIGCM rank);
G MPI _Signal _wait();

if ( rank _crashed !'= rank ) {
/* Delivered signal was not the kill reply. */
app_fail ();
}
}
void app_fail ()
{
MPI _Abort(comm 1);
}

Figure 4.16: Supporting functions iroked by di agnose_r ecover _reconfi gure()

volatile int spawned = O;

/* Handler for G Ml signal G MPI_SI G REP_SPAWNED: */
voi d handl e_spawn(int signum int srcrank, int arg)

{

spawned = 1;

}

Figure 4.17: Application’s handler for G-MPI signal G_MPI_SIG_REP A®NED
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G_MPI_SIG_REP_S®NN reply using thehandl e_spawn() handler shown in Figure

4.17.

After requests to terminate and spawn processege hHaen completed, the
di agnose_r ecover _reconfi gure() function invokes the G-MPI recwery function
G _MPI _Recover _comm(). Upon successful construction of the MPI communication
contet, the di agnose_recover _reconfigure() function calls the application-
defined r ecover _app_stat e() function to restore error-free applicationvde state.

(The implementation of this function is application-specific, so it is not shown here.)

Finally, Figure 4.18 shas the example applicati@yai n() function, with the &miliar
MPI _Initialize() function's return code being tested for the MPI_RECOVERED return
code. Notethat when a newly spawned process observes the MPI_RECOVERED return
code, it calls therecover app_state() to restore applicationdel state that
corresponds to the reamed state of the surviving processes. Processes can communicate via
MPI in recover _app_state() so that the newly spawned process can learn the
applications aurrent state from surviving processes. Once applicatis-Bate has been

restored, normabe&cution resumes.

Although we do not describe yaexample code for detecting and handling other types of
application-detected errors (e.g. out-of-rangkigs), the frameork described in this section
gives the application programmer freedom to implement arbitrarily comppplication-
specifc detection, diagnosis, and reeoy algorithms. For responding to an application-
detected error that is not a process crash or hang, an approach similar to the handling of
process hangs can be usédrst, the application defines amé&-MPI signal number to use

for broadcasting the detection of this type of erfbine application also dieies a ne value
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int min(...)
{
int rc;
/* Register all G MI signal handlers: */
G _MPI _Si gnal _handl er (G_MPI _SI G NTF_DI ED, handl e_crash);
G _MPI _Si gnal _handl er (G_MPI _SI G_REP_SPAWNED, handl e_spawn) ;
G MPl _Signal _handl er(G MPI _SI G LOCAL_ALARM handle_alarm;

G _MPI _Si gnal _handl er (APP_SI G HANG handl e_hang) ;
G _MPI _Si gnal _handl er (G_MPI _SI G_REP_SYNC, handl e_sync);

rc = MPl _Init(...);
if ( rc == MPI _RECOVERED )
recover _app_state();
if ( GMI_Aert_check() !'= MPI_SUCCESS ) ({

di agnose_recover _reconfigure();

}
}

rc = do_conputation();

MPI _Finalize();
return O;

Figure 4.18: Application’smai n function

for the global ariableal ert _cause (see Subsections 4.3.1 and 4.3.2 and Figure 4.12).
Theal ert _cause is set to this ne value in the signal handler for thewmn&-MPI signal.
Then in di agnose_recover _reconfigure() (where alert _cause is read),
application processes caxeeute a distribited algorithm to diagnose the error and to agree on
the correctre action. Alternatvely, if the application employs rollback remoy of the entire

state of the application no further diagnosis of the erroneous state is necessary.
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4.4. Ghidrah Cluster Management Middleware

With the goal of deployment for data processing in spaceGhidrah CMM includes
aggressie fault tolerance capabilities [LiO1, Li02]. Theeall structure ofGhidrah is shavn
in Figure 4.19. The system consists of four components: a replicated centralized pamnager
agent on each node, a library for user applications, antluated computet’called the
Spacecraft Control Computer (SC@3hidrah supports running multiple parallel applications
with gang scheduling; in Figure 4.19 the circles represent processes of three user tasks labeled
T1, T2, and T3. The Manager Group performs clustetevel decision making, such as
scheduling andalult management. An agent on each node reports node statud$/iantger
Group, performs commands at the node on behalf ofMa@ager Group, and provides an
interface between application processes and the CMNe useileve library, linked with
evay user application, provides the mechanisms for setting up intra-task communication and
includes the implementation of G-MPI (Section 4.2). The CMM design and implementation
is focused on maintaining the basic cluster functionality despjtesiagle faulty node.The
minimum *“basic cluster functionalitythat must be maintained is the ability to submivne
tasks, to continue thexecution of tasks on operational nodes, and to maintaerab

scheduling and monitoring of the system.

4.4.1. Reliable Centralized Cluster Manager

The most critical part of th&hidrah CMM is the centralized manageHence, the
manager employs aeé replication [Li0O1] across three processellahager Replicas, or
simply Replicas) running on different nodes.Each manager operation is performed

independently on each of tivanager Replicas. Messages exchanged amdreplicas, and
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betweenReplicas and agents are authenticated (signed [Lamp82]) to ensure that faulty nodes

cannot forge messages from other nodes) & the message is forwarded by the faulty node.

Manager
Group

Mana.ger Manager Spacecraft
Replica Replica Control
\ / Computer
Manager

Replica

I

! agent : agent s

Figure 4.19: Logical structure of the Ghidrah CMM

Agents act only when reegng identical authenticated commands from at least tw
Manager Replicas. Hence, aReplica that stops or generates incorrect commands cannot
corrupt the system. If grReplica or agent suspects an error iR@plica, a message is sent to
all Replicas to initiate aself-diagnosis procedure. Self-diagnosis consists of a Byzantine-
fault-tolerant agreement protocol to detect and diagn®®placa with corrupted state. If tar
Replicas agree that a thirdReplica is faulty, they run a replica recovery procedure to
command the agent on thaufty Replica’s node to terminate thReplica. They aso send a

command to an agent on another node to spawn &egaveca.

The Manager Group detects nodeailures by observing a loss of periodic heartbeat
messages fromgents. Each Agent sends a heartbeat message to one baRkplica evey

75 ms, alternating between theotwackup Replicas for each heartbeatence, a backup
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Replica should expect to reocst a leartbeat from a specific Agenveey 150 ms. Each
backupReplica checks for receipt of Agent heartbeatsrg 225 ms (three times longer than

the Agents period for sending heartbeats). If heartbeateehat been receed from an

Agent in two consecutre diecks, theManager Group sends a probe message to elicit a
response from the Agent. If the Agent does not respond to the probe message within 120 ms,

theManager Group declares the node as failed.

The CMM'’s tme to detect a failed node that ieeeuting aReplica is longer than for a
failed node without aReplica running on it because thdanager Group diagnoses itself
before turning its attention to diagnosing Agent’s missing heartbeatsReplicas send
heartbeats to each otherersy 75 ms and check for reved heartbeatsvery 150 ms. When a
Replica detects one missin&eplica heartbeat it initiates the self-diagnosis procedure to
expose the dulty Replica. While the Replicas are running self-diagnosis, the timereets
related to checking for missinggent heartbeats are ignored until the self-diagnosis procedure
is finished. Inthe case that Beplica is unresponse during self-diagnosis, the self-diagnosis
procedure times out after 400 ms. This means thavenage, detection latepf a failed

node running &eplica will be 200 ms longer than that of a failed node not runniRgp#ica.

4.4.2. An Agent on Each Node

Each ‘agent’ is implemented using three processes, caflgeht, Agent-Helper, and
Agent-Keeper. The Agent communicates directly with thdanager Group, including sending
periodic heartbeats. It also forwards Ghidrah signals from Miaeager Group to the
destination application proces$he Agent-Helper receves Gnidrah signals from application

processes and forwards them to the |dgent. The Agent-Keeper is a very small process
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that monitors heartbeats from tiAgent and Agent-Helper, restarting both if the heartbeats

stop.

4.4.3. Ghidrah Application Library

Ghidrah includes a uséavel library to be linked to applicationsThe library enables
application processes to be controlled by the local agent at start-up and termination and to use

an asynchronous communication facility known as Ghidrah signals.

The application library implements an initialization function that causes the application
process to open twnamed pipes at startup: one named pipe is forviegeiGhidrah signals
from the Agent and the other named pipe is for sending Ghidrah signals tagtme-Helper.
The first message the process reeeirom theAgent is amapping message that provides the
total number of processes in the task, a flag indicating whether the task has been restarted, and
a list of processes in the task and their communication endpoint addresses (including which
nodes thg are running on). The processes in the list are idedtiby uniquevirtual process

ID (VPID) numbers that are assigned by the cluster manager.

The initialization function uses the mapping information to open reliable point-to-point
communication channels with each of the other task processes. These communication
channels are used for the applicattomessage-passing, i.e. MPI messages. After the
mapping message, all subsequent messages sent Bydifiteto the process ar&hidrah

signals.

The Ghidrah signals API described in Section 4.1.1 is also implemented in the

application library Ghidrah signals are sent to and rgedifrom the cluster manager via the
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processs local Agent. Ghidrah signals are sent via named pipe toAbent-Helper, which
forwards it via another named pipe to thgent. The Agent sends the signal to the cluster
manager The cluster manager sends (or broadcasts) the signal Agehieon the destination
process rmode. Thatlocal Agent writes the Ghidrah signal contents to the destination
processs named pipe and interrupts the application process with a POSIX SIGINT signal.
The application librarg handler for the SIGINT signal reads the contents of the Ghidrah
signal from the named pipe and thewokes the applicatiors handler for that Ghidrah signal,

if any has been registered.

The application library also has iadlization function to be iwroked by the application
when it is ready to terminatéhe finalization function properly closes the named pipes, thus
alerting the CMM that the process is terminating normdfiyhe process crashes (terminates
abnormally) the improper disappearance of the writer of the named pipeAgetiieHel per
causes the OS to dedr the SIGPIPE POSIX signal to tiigent-Helper. In dther case, the
Agent-Helper then notifies its localAgent of the process termination, and tAgent sends a

message to cluster managegaeing the gent.

4.4.4. Radiation-Hardened Spacecraft Control Computer

The SCC controls the entire spacecraft, including handling communication between the
cluster and its human operators on Eaitless of the SCC implies loss of the spacecratft.
Hence, while the entire cluster is built using commercial-off-the-shelf techndlugysCC
uses radiation-hard technology and other aggredault tolerance techniques to ensure the
survival of the spacecraft. The design of the CMM musetaito account the need to interact

with the SCC and can takdvantage of thexastence of this “hard cofe.H oweve, the SCC
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is not designed for high performance and must notubgelmed with routine operation of the

cluster.

Ghidrah takes advantage of the SCC by relying on its ability iwgraeset the nodes of
the cluster The Manager Group commands the SCC to werreset a node if it stops
receving heartbeats from the nodeAgent. The Manager Group also sends periodic
heartbeats to the SCC and a report each time the self-diagnosis procedure is itfittated.
SCC stops receiving consistent heartbeats from at leadflawager Replicas, it power-resets
all of the cluster nodes (i.e. resets the entire clusters possible that failure of the self-
diagnosis procedure will causplicas to erroneously initiate merounds of self-diagnosis
repeatedly The SCC maintains a record of recent self-diagnosis initiations and triggers a
reset of the entire cluster if the number of self-diagnosis initiatieerseopecified period of

time exceeds a fixed threshold.
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Figure 4.20: FsmTask, the cluster managerfinite state machine for a task.
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See Figure 4.11

A App-spawn /
C/eafZ"lZ//(x) / Clear AckedFlag
Cheary,
9
Running Wait-for- Wait-for-

terminate-
running

allocate-
running

FsmProc(x) in
Terminated-normally or
Terminated-abnormally /

Broadcast GSIG_NTF_DIED(x)

Terminate /
Kill to FsmProc(x)

Res-allocated(x) / nil

o Terminatin Wait-for-
NG -
S16 1 0me, atng spawn-
Moy, O running )
5 running

Spawn to FsmProc(x)

Spawning-
running

FsmProc(y) in Terminated-abnormally AND AckedFlag is set /
Broadcast GSIG_NTF_DIED(y)

FsmProc(y) in Terminated-abnormally AND AckedFlag is not set /
Set AckedFlag;
Broadcast GSIG_REP_ACK_SPAWN;
Broadcast GSIG_NTF_DIED(y);

Figure 4.21: Continuation ofFsmTask: states handling task requests
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L abel

Meaning

Inputs: Cluster manager events

Res-allocated

Cluster manager has allocated compute nodes for all of thes
processes.

task’

mo

Res-remued One or more compute nodes assigned to the task has beevede
from the cluster (e.g. due to node failure).

Spawn Cluster manager is ready to spawn processes for the task.

Terminate Cluster manager is ready to terminate processes for the task.

Spawn-TO Spawn timeouvent has fired.

Terminate-TO

Terminate timeoutent has fired.

App-restart

Cluster manager accepted tas@oup request to terminate and rest
the task.

art

App-terminate

Cluster manager accepted s&agidup request to terminate the task.

2SS

App-kill(x) Cluster manager accepted taskjoup request to terminate proce
with VPID x.
App-spawn Cluster manager accepted &gldup request to spawn a process.

Inputs: Statesin FsmProc

Any FsmProc in st
{or st2}

One or mord=smProc is in statestl or statest2

All FsmProc in st1
{or st2}

All of task’s FsmProc are in statest1 or statest2

FsmProc(x) in st

FsmProc of process with VPIX s in statest

Outputs: Commands sent to FsmProc

Res-allocated

Notiff=smProc that resource for that process has been allocated

Spawn NotifyFsmProc that process should be spawned
Terminate NotifyFsmProc that process should be terminated
Outputs: Cluster manager actions
Resetctr Reset value oftr to 0
Incrementctr Increment value oftr
Schedulev Schedule timeoutvent ev to fire in the future
Dismissev Dismiss (cancel) timeouvent ev
Broadcassig(x) Broadcast Ghidrah signglg with arg set tox.
Set/Clear AckedFlag Indicate that acknowledgment of acceptance of group signal has/h

been broadcast

Table 4.4: Legend of state transitions lsmTask
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4.4.5. Implementing Application-Directed Process M anagement

The Ghidrah CMM keeps track of the state of each task and eachpgasiésses using a
set of three finite state machines (FSM3he cluster manager maintains a FSM for each
task, called=smTask. This FSM controls FSMs that the cluster manager maintains for each
process of the task, calldesmProc. Finally, FsmProc issues commands tagents which
handle the commands with a per-process FSM c&éathgentProc. The FSMs specify the
actions of the CMM with mgad to task processes—allocating resourceswsiey,
scheduling, terminating, and handling process crashes and aibdest TheFSMs also

specify hav the cluster manager handles a tas&uests to terminate and spawn processes.

L abel ‘ M eaning

Inputs: Cluster manager events
(See also Cluster manager outputBsmProc in Table 4.4)

Res-allocated Cluster manager has allocated compute nodes for this task process.

Res-remued Cluster manager remed compute node (e.g. due to node failure)

Inputs: M essages from Agent

Spawn failed Agent failed to spawn process, or process did not conneigeit
Spawn succeeded Agent spawned process, and process connectédetat
Terminated normally Process disconnected fragent and terminated normally

Terminated abnormally]  Process crashed

Outputs: Commands sent to Agent

Spawn Commandgent to spawn process

Terminate Commandgent to terminate process

Table 4.5: Legend of state transitions lFsmProc
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Figure 4.22: FsmProc, the cluster managerfinite state machine for a task process
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The cluster manager'FSM for managing the state of a taslsmTask, is shown in
Figures 4.20 and 4.21. The states ksmTask shavn in Figure 4.20 follw the overall
“ lifetime” of a task within the CMM, from the first state where the taskits allocation of
compute nodes beforeeeution, to the terminal states indicating whether the task terminated
normally The inputs td=smTask are @ents from the cluster manager and state changes from
the tasks per-proces$smProcs. Theoutputs of this FSM are actions for the cluster manager
and commands to the cluster managgerprocess FSMs. These inputs and outputs are

defined in Table 4.4.

An instance ofrsmTask is created and the initial transition to steait-for-resource is
made when the user commands the cluster managredote a nev task. InstateWait-for-
start, the compute node resourcevédeen reserved for the task and the taséita its turn
to begin &ecuting. In state Starting, the cluster manager has issued commands to the
compute nodesAgents to create and beginxecuting the task processe®nce all of the task

processes are confirmed to be runnipgnTask transitions to the stateunning.

When all processes v& terminated normallyFsmTask transitions to statderminated-
normally, after which the state of the task may be cleaned up by the cluster manager
However, task processes may terminate abnormadiguest to terminate the entire task, or
request to restart the entire task. These three possibilities ava slsdransitions out of the

Running state.

During theWait-for states irFsmTask, the task waits in a queue for service by the cluster
manager Ghidrah supports running multiple tasks simultaneously and \aitly gcheduling.
But for simplicity, Ghidrah only starts, restarts, or terminates one task at a fiimerefore,

wheneer a task-level service is requiredFsmTask enters aWait-for state, and the task is
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placed in the cluster managegervice queue.

Associated with each task aRdmTask are two timeout @ents, Sart-TO and Terminate-
TO and two counters,Sart-ctr, Terminate-ctr. The timeout eents are scheduled to detect
failures where the system takes too long to start or terminate processes of &Hask.
counters are used to retry traléd operations for a limited number of timdsor example,
when ary of a tasks processes fail to span FsmTask terminates all of the task’processes

and retries allocation and spawning.

Two new state transitions out of stateunning in FsmTask handle acceptance of the
task’s requests to terminate a process and spawn a prothesadditional states that handle
these requests are shoin Figure 4.21. The FSM clears and sets a flag c#ltkddFlag
according to whether the cluster manager has acknowledged the acceptance of ghe task’
request. Agdescribed in Section 4.1.BsmProc only broadcasts an acknowledgment of the
acceptance immediately before broadcasting another signal that is generated before the

request has been completed.

Each task process hasawSMs tracking its statd=smProc is maintained by the cluster
manager and FsmAgentProc is maintained by the processlocal Agent. The inputs of
FsmProc are commands generated lesmTask and messages from the proceggjent. The
outputs ofFsmProc are commands to thigent. FsmProc’s inputs and outputs are defined in

Table 4.5.

State machin&smAgentProc is executed by the task proces$ocal Agent. Its inputs are
commands that are outputted frdfamProc as well as updates from the OSaeling the

state of the task processts outputs are system calls to the OS to create and terminate
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Spawn /
Fork-exec;

Process-connect /
Spawn succeeded to FsmProc

Create pipes

201dws4 0} Ajjew.Jou pajeulwa| 2014Ws 4 0} Aj[ewJouge pajeuiuLa]
/ 108UU0DSIP-SS8001d / JUBISIXeUOU SS800.d

20.dws 4 0}
A|lewiouge pajeuiwia]
/JUS)SIXaUOU SS800.d

sadid Aosysaq ‘I
/ @jeulwIa ]

Terminating
Terminated

Terminate /
Kill; Destroy pipes

sadid Aosyseq
‘It / umeds

Restarting

sadid 8jea1) ‘09X8-3404
/ JUS}1SIX8UOU-SS800.1d

Figure 4.23: FsmAgentProc, the Agent’s finite state machine for a task process
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Label ‘ M eaning

Inputs: Cluster manager events
(See Cluster manager outputd=smProc in Table 4.4)

Inputs: OS events

Process-connect Task process connected to pipes and requested task mapping

Process-disconnect Task process disconnected from pipes and terminated normally

Process-nonexistent | Task process crashed without properly disconnecting from pipes

Fork-exec failure OS returned error code in eitth@r k or exec

Outputs: Commands sent to FsmProc (cluster manager)

Spawn succeeded Notifies the cluster manager that the process is running
Terminated normally Notifies the cluster manager that the process terminated normally
Terminated abnormally]  Notifies the cluster manager that the process has crashed

Table 4.6: Legend of state transitions FsmAgentProc

processes and create and destine pipes that are used for communication betweeAdeat
and the task proces#. also outputs messages that are seRstaProc in the cluster manager

All of FsmAgentProc’s inputs and outputs are defined in Table 4.6.

4.5. Group Communication in Ghidrah CMM

Ghidrah CMM uses a custom group communication protocol for messages sent by the
group of Manager Replicas to the Agents on each compute riddeng testing of our
implementation of Ghidrah group signals, a major desigm Was discwered in this group
communication protocol.This section describes the group communication protocol, its

design flav, and hawv the flav was fixed.
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4.5.1. An Optimized Design for Group Communication

Ghidrah CMM processes send messages via reliable connection-based point-to-point
communication channels€Each Agent is connected to each Replica, and all of the Replicas
are connected to each other; As is typical for reliable point-to-point communication protocols,
copies of sent messages are kept by the sender in case retransmission is Aeeeeshge
sent from the Manager Group to an Agent or sent from an Agent to the Manager Group is
referred to as @roup message. The group message protocols are layered on top of the
reliable point-to-point channel#A group message is sent to an Agent by having each Replica
independently generate and sengreup message replica to the Agent. The Agent sends a
message to the Manager Group by sending to the primary Replica. The primary Replica

forwards the message to the Backup replicas.

Although the group message protocol is layered on top of the point-to-point protocol, the
separation between the dvayers is not strict due to\sal optimizations we designed for
Ghidrah. Thefirst optimization is that group messages to the Agents areuiferdal for
retransmission at the group message protocol .layestead, the are huffered and
retransmitted as part of the reliable point-to-point layére second optimization is that for
group messages from the Manager Group and from Agents are not acknowledged by point-to-
point acknavledgments. Insteadhey are acknowledged bgroup acknowledgments sent by
the group message protocol lay@the group message protocols and the optimizations are

described in more detail b&lo

A listing of pseudocode accompanies the description of the communication protocols in
this section. A legend for the terminology and message formats used in the pseudocode

appears in Figure 4.24. Theykvariables used to implement the protocols are listed in Figure
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4.25 for the Replicas and Figure 4.26 for the Agemseudocode for the point-to-point
communication layer is listed in Figures 4.27 through 4.29. Pseudocode for the group
communication layer is listed in Figures 4.30 through 4.32 for group messages from the

Manager Group to the Agent and Figures 4.33 through 4.35 for group messages from the

Agent to the Manager Group.
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CsSn : The Channel Sequence Number (CSN) included in andinigfthe order of group messages
from a client to the server grouggssh : The Global Send Sequence Number (GSSN),
included in all group messages from the server group to clients, defines the order of group
messages sent by the server group to all clients.

F'sn : The Receie Sequence Number (RSN) assigned to messages destined for gregsetp by
the primary server replica in order to establish a total order on all group messages.

seq : Point-to-point reliable sequence number attached to all reliably-sent messages.

[GROUP-MSG-CGgsn, gssh,, payload, c[t A group message of type GRIP-MSG-
CG from clientC to the server group, with CSN 68N, acknonvledgment of group-to-client
message with GSSN @SSh ¢, and contentspayload. The contentgpayload may be
O (empty), meaning that this @RIP-MSG-CG only acknowledges that the client has
receved group message with GSSN g8SN .

[GROUP-MSG-GCgsn g, gssn, payload, il A group message of type GRIP-MSG-
GC from a server replicato the client, containing an acknowledgment of receipt of the
client’s goup message with CSN BN, the GSSN of the server group messggen,
and the contentpayload. The contentpayload may bell, meaning that this GRUP-
MSG-GC only acknowledges that the server group hasveecdient message with CSN of
CNack-

(WRAPPER-MSGysn, msg, ill: A message of type WRAPPER-MESSAGE containing
RSN rsn, group messagdnsg from a client, sent by seev replical to another seer
replica.

[PTP-MSG,seq, ackseq, msg, grp, src, dest, cert]: A point-to-point reliable message
sent with point-to-point sequence numiseq, acknovledgment of the destinatien'®end
sequence numbeRCKkseq, and payloadmsg of type GROUP-MSG-GC or some other
point-to-point messagelf MSg payload isJ, then this message is only a point-to-point
acknavledgment. 1fmsg is of type GROUP-MSG-GC, thergrp is set to 1; otherwisgrp
is set to 0. The message also includes a checksum and the seddedture, together
represented bgert.

match (n1, m2) : For ary two goup message replicas (GRP-MSG-GC) ml, m2,
match 1, m2) returnstrue if and only if all fields ofm1 and M2 except the lastiéld
(point-to-point source) are equal.

unwrap (\rmsg) : For ary message of type WRAPPER-MS®rmMsg, unwrap (vrmsg)

returnswrmsg’s msg

Figure 4.24: Legend for pseudocode
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Replicated state:

CSN;evg (X) : the most recent in-order CSN regi from clientX.

0SSNgyt : the most recently used GSSN.

R : set of identifiers of the current set of agtierver replicas

primary : identifier of the current primary server repli@iimary [0 R

B : set of identifiers of the current set of backup server repligas, B [] { primary}
'SN|a« : the last in-order RSN processed by the server replica

Non-replicated state:

conn(X) : boolean value that is truef it point-to-point connection with endpoirk has been established;
initialized to false.

L : a log of delvered group messages, used to provide group messages thaissig’ in other serer
replicas.

PMB : Point-to-point Message Buffer stores reliably-sent point-to-point messages that nba been
acknowledged

OMB : Out-of-order Message Buffer stores messageswetteut of order for later delery

Se0cvg (X) : the point-to-point sequence number most recently vet@i-order from source

Sefsent (Y) : the point-to-point sequence number most recently sent in-order to destiation

SEQacked (V) : the point-to-point sequence number of the message most recently acknowledged by degtination

Figure 4.25: State of a Replica

A significant part of Replicas’ performanceethead is comparison of replicated state;
therefore, we optimize the group message protocol to minimize the size of replicatethstate.
the Ghidrah group communication protocol, saritimacknowledged group message replicas
arenot part of the replicated statdRather sent group message replicas become part of the
state of the point-to-point connection that each Replica has with the Agddmis,

retransmission of a group message replica is accomplished independently by eachsReplica

reliable point-to-point connection with the Agent.

Each Replica maintains a sequence number that is incremerggdtiene a group
message is generatedgaalless of the destination of the message). This sequence number
called the Global Send Sequence Number (GSSN), is attached to each group message and is

part of replicated state. Since fault-free Replicas are deterministic,attaeh matching
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conn(X) : boolean value that is truefifi point-to-point connection with endpoirX has been established;
initialized to false.

CSNgyt : the highest CSN sent to the server group

CSNycked - the highest CSN acknowledged by the server group

CMB : Client Message Buffer stores unacknowledged group messages sent to the server group

GMB : Group Message Buffer stores group message replicas admitted from server replicas

0SSNggiv : GSSN of the most recently dedred group message

R : set of identifiers of the current set of agti®rver replicas

primary : identifier of the current primary server repli@iimary [0 R

B : set of identifiers of the current set of backup server repligas, B [] { primary}

PMB : Point-to-point Message Buffer stores reliably-sent point-to-point messages that nba been
acknowledged

OMB : Out-of-order Message Buffer stores messageswvesteut of order for later delery

Se g (X) : the point-to-point sequence number most recently vedé@i-order from source

Seqsent (V) : the point-to-point sequence number most recently sent in-order to destiyiation

Se0acked (V) : the point-to-point sequence number of the message most recently acknowledged by degtination

Figure 4.26: State of an Agent

GSSNs to matching group message replicag shad. TheGSSN is used by the Agent to

detect missing or out-of-sequence group messages due to a faulty Replica.

In the Agent, we distinguish among three states for the receipt of a group message
replica: 1)a message being phically received; 2) a message beingdmitted after passing an
integrity check (checksum), authentication, and a message order check (elimination of gaps in
seq); and 3)a message beinglelivered in the Agent for processing after ensuring that a
majority of Replicas sent matching group message replicas. The reliable point-to-point
protocol is modified on the Agent so that, for group message replicas, a point-to-point
acknavledgment isnot sent when the group message replicargseived. Instead, agroup
acknowledgment is sent only when the group messageddsvered in the Agent. Since group
messages must be acknowledged by group acknowledgments, point-to-point

acknavledgments of group message replicas are redundant and therefore orhhtsd.
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ptp_send payload, grp, dest) {
# SrCis sendes identity
if 1conn(dest) and payload # [ then
let ptpmsg = [PTP-MSG, 0, Opayload, grp, src, dest, OO
PtPMSYacked false
add ptpmsg to PMB
else ifconn(dest) then
if payload # [J then incremenseq gy (dest)
let ptpmsg = [PTP-MSG,seqq (dest), seq,qq(dest), payload, grp, src, dest, certl]
sendptpmsg to dest
}
ptp_reliable _sendpayload, grp, dest) {
ptp_send payload, grp, dest)
add ptpmsg to PMB
scheduldRetransmitTimeoutdest, seqq (dest)) event

}
0 Upon receiving reliably-sent point-to-point messgipmsg from Src do {
# dest is recever’s identity
# ptpmsg = [PTP-MSG,seq, ackseq, payload, grp, src, dest, certd
if conn(src) then
if Seq = Seq,qvq(Src) + 1+ window or seq < Sed;q,q(Src) then drop out-of-ordeptpmsg

else ifseq > SeQ,qq(Src) + 1then
add ptpmsg to OMB

if grp = Othenptp_send((l, grp, src)
else ifseq = SeQqq(Src) + Lthen
Seqrcvd(src) < s
if grp = Othen
process_ptp_aclsic, ackseq)
ptp_sendl({, grp, Src)
deliver_ptp_messadetpmsg)
else #56] < Sefg(SrC) +1
if payload = [ then
process_ptp_acls(c, ackseq)

if ackseq < Seqgent(SrC) then
let msg be the message RMB whoseseq = ackseq + 1

sendmsg to S'c

Figure 4.27: Point-to-point communication procedures that are common to Agents and
Replicas: sending and receiving messages
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optimization reduces load on Replicas by freeing them from processing point-to-point
acknavledgments of group message replicas. Since acknowledgments are sent only when the
message iglelivered, the point-to-point protocoadmits messages that are duplicates at the

point-to-point connection Vel.

Admitted group message replicas awdfdred by the Agent, in the Group Message
Buffer (GMB), until the requisitef + 1 matching group message replicas are admitted.
(Ghidrah is currently implemented with 3 Replicas, whérel.) At that point, the group
message is dekred at the Agent.The Agent then sends to the Manager Group a group
acknavledgment containing the GSSN of the group message juse@eli Whena Replica
processes this acknowledgment, it notifies its point-to-point connection to that Agentythat an
buffered sent messages with GSSNs up to the acknowledged GSSN should be considered

acknowledged.

As described abe, the point-to-point sequence numiseq is used to ensure that there
are no gaps (lost messages) in the sequences of messages admitted by the Agent from each
Replica. TheAgent detects admitted duplicate messages based on their GSBRhis
purpose, the Agent maintains the GSSN of the lastaleti group messagg$nggi,). If the
GSSN of an admitted group message replica is less than or egssig,, the Agent sends
to the Manager Group a group acknowledgment contamssg,y;,. If there are no messages
in the GMB with GSSNs matching the admitted message, the admitted message is discarded.
The message is also discarded if the GMB already contains a message from the same replica

with a matching GSSN.

If a Replica is &ulty, the Agent may not rece matching group message replicas from

all the ReplicasFaulty Replicas may fail to send their group message replicas to the Agent or
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deliver_ptp_messages_in_ofstc) {
while there existgotpmsg in OMB such thatptpmsg's seq = Sedqq(Src) + 1 do
# ptpmsg = [PTP-MSG,seq, ackseq, msg, 1, src, dest, certld
remove ptpmsg from OMB
if grp = Othen
process_ptp_aclsf(c, ackseq)
ptp_send(, grp, src)
deliver_ptp_messad@tpmsg)

connectk) {
initiate 3-way handshakonnection establishment witk

}

O Upon establishing connection withdo {
conn(x) « true
# SeQsent (X) andseq g (X) have keen initialized as part of the connection establishment protocol
Seqacked(x) - Seqsent(x)
for eachmsg in PMB with dest = X, do
ptp_sendrfsg's payload, grp, X)
if PtPMSY cked then remee Msg from PMB
else schedulRetransmitTimeoutdest, Seqent (X)) event

}

disconnectx) {
conn(x) — false
dismiss allRetransmitTimeouty, seq) events, for allseq
remove dl messages sent % from PMB
remove dl messages reocad from X from OMB

Figure 4.28: Point-to-point communication procedures that are common to Agents and
Replicas: deliering messages, connecting, and disconnecting

send group message replicas that do not match the correct message. If some admitted group

message replicas with the same GSSN do not match, at some point the Agent can determine

that it is no longer possible for it to get the requigite 1 matching group message replicas.

If at most f sener replicas can beafilty, this situation implies that the Agent iaulty.

Hence, the Agent terminates itself.
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o UponRetransmitTimeoutd, seq) event fires do
for eachptpmsg in PMB such thatptpmsg's dest = d andseq is in [ Se0ackeq () + 1, SQsert (d)]
# ptpmsg = [IPTP-MSG,seq, ackseq, payload, grp, src, dest, cert[]
if sender is client and = primary and ptpmsg's grp = 1and
ptpmsg has been transmitted more than 3 times then
for each replicg in B do
ptp_send payload, grp, j)
else
ptp_send payload, grp, d)
scheduleRetransmitTimeoutd, seq) event

process_ptp_aclsi(c, ackseq) {

S « Se(--1acked(src) +1
while S < ackseq and ptpmsg exsts in PMB such thatptpmsg’s seq = Sdo

dismissRetransmitTimeoutdest, S)
remove ptpmsg from PMB

incrementSed scked (SIC)
increments

Figure 4.29: Point-to-point communication procedures that are common to Agents and
Replicas: handling acknowledgments and acknowledgment timeouts

group_send_to_clienpéyload, c) {
if payload # [J then
incrementgSSN g
letmsg = [BROUP-MSG-GCgSSNgey, CNyeyg(C), payload, il
ptp_reliable_sendisg, 1, c)

Figure 4.30: Replicai reliably sends a group message replica to Agent

When the first group message replica with a particular GSSN is stored in the GMB, the
Agent schedules a timewent associated with that messag&SSN. If the Agent admits
group message replicas with the same GSSN from all the Replicas before the expiration of the
timer, the timer gent is canceled At that point, all the messages with that GSSN are vedho

from the GMB. However, if the timer gent fires, indicating that the Agent failed to reeei
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deliver_ptp_messadetpmsg) {
# ptpmsg = [PTP-MSG,seq, ackseq, msg, grp, Src, ¢, certl]
if grp = Othen handlemsgy
else
#msg = [GROUP-MSG-GCgssn, ackesn, payloadl]
if gsSsSn > gSSNgqiy then
if [On [0 GMB such thatm's src = src andmatch (s payload, payload) then
#MSg is a duplicate message replica

discardmsg

else
GMB — GMB [] {msg}
let Mgsy ={m 0O GMB : m's msy's seq = seq}
let Magree = {M U Mg, - match fn's payload, payload)}
if Mgsn = {msg} then schedul®eplicaTimeoutgeq) event
else if [Magree| = ORI / 21+ L then
deliver_group_messageg)
for eachmIM yeq, do
#m = [GROUP-MSG-GCgssn, ackcsn, payload[]
# Seq = point-to-point sequence number MipmMsg whosemsg payload ism
# SIC = point-to-point sender din
SeQrcvd(dea) < S&q
deliver_ptp_messages_in_ofistc)
else if [Mgeq| = [Magree|l > ORI / 21— 1 then clientC terminates
else #JSSN < gSSNyqiv
let Myssy ={m O GMB : m’s gssn = gssn}
if Mgen = 0 or [M [ Mges, © M's SrC = Src then discardnsg
else
GMB ~ GMB [ {msg}
Mg$n < Mgssn D { msg}
let Magree = {M U Mges, - match fn's payload, payload)}
if [Mgssn| = |RIthen
dismissReplicaTimeoutgssn) event
GMB « GMB - My,
if [Magree|l = |R| then
Seq“:vd(src) < S
if payload # [J thenclient_send_to_groul)
deliver_ptp_messages_in_o(sc)
elseclient_send_to_grouperror report”)

Figure 4.31: Agentcidentifies the next group message to\ali
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enough matching group message replicas in a timaly twe Agent sends an error report to
evey Replica. Also, if the Agent recgss dl group message replicas but some of those
messages did not match, the Agent sends a point-to-point error repastyt&Replica. If, at

the time of iring, the GSSN associated with the timer is less than or equsbiigy;, (the
message has been defed), the Agent rem@s from the GMB all the messages with that
GSSN. Havever, if the GSSN associated with the timer is greater gsam,g;, (the message

has not been dekred), the Agent reschedules the timeogné If three such timeoutents

for the same GSSN fire, the Agent concludes that the messages it admitted with that GSSN

were sent by faulty Replicas and rare®from the GMB all the messages with that GSSN.

To wupport reliable group communication from the Agent to the Manager Group, each
Agent maintains a sequence number called the Channel Sequence Number (CSN). The CSN
is incremented and included imeey group message with a non-empty payloéthe CSN is
not incremented when the Agent sends a group adkdgment.) TheCSN is used by the
Replicas to enforce FIFO dedry of the Agents goup messages. The Agent manages the
connection to the Manager Group in the sanag that it would manage a reliable point-to-
point connection, xxept that the CSN is used to order messages instead oV-lavéb
sequence numheiAt the point-to-point layerto sesnd a group message, the Agent sends the
message to a particular Replica (usually ghenary Replica). Asan optimization, Replicas
do not acknowledge the Agemtgoup messages using point-to-point ackigalgments.
Instead, once the group message isva&ld to a Replica, the Replica sendggraup
acknowledgment to the Agent. The group acknowledgment contains the CSN of thverdeli
message. Th@roup acknowledgments are handled in the same way as group message

replicas rgarding receipt, admittance, and dety.
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deliver_group_messa@esg) {
#msg = [GROUP-MSG-GCgssn, ackesn, payload, src, dest, certl]
incrementgSSNggiy
process_server_group_gekkesn)
handle payl oad
}

process_server_group_delckesn) {
if ackesn = csnygeq + 1then
for eachptpmsg in PMB whosepayload hascsn = ackcsn
# ptpmsg = [PTP-MSG,seq, ackseq, payload, grp, src, dest, cert[]
process_ptp_aclsi(c, seq)
incrementCSNgcyeq

}

o UponReplicaTimeoutgeq) expires do {
let Mg ={m 0O GMB : m's msy’s seq = seq}
client_send_to_grouperror report”)
if ReplicaTimeoutgeq) timer has expired three times then
GMB « GMB - Mgy
else
rescheduldReplicaTimeoutgeq) timer event

Figure 4.32: Agent c delivers a group message, processes a group acknowledgment, and
handles a group message timeout

client_send_to_groujpayload) {
if payload # [J then
incrementCSNgant
let msg = [GROUP-MSG-CGgSNgyt, 9SSNgaiv, Payload, cl
ptp_reliable_sendisg, 1, primary)

Figure 4.33: Agentc reliably sends a group message to the Manager Group

If an Agents goup message needs to be retransmitted, the Agent retransmits the point-

to-point message to the primary Replica up to three times. If the message needs to be
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deliver_ptp_messadetpmsg) {
# ptpmsg = [PTP-MSG,seq, ackseq, msg, grp, ¢, i, certl]
if grp = 1then
if SrCis clientC then
# msg = [GROUP-MSG-CGgsn, ackgssn, payload, srcl]
if i = primary then
incrementr SN, o4
letwrmsg = WRAPPER-MSG/sn,,, ptpmsg, il
for eachj (B do
ptp_reliable _sendyrmsg, O, |)
deliver_group_messag@ermsg)
else # (B
let wrmsg = WRAPPER-MSG, Optpmsg, i[]
ptp_reliable_sendarmsg, O, primary)
scheduld’rimaryProgressTimeout,(csn) event
else#grp =0
if SrCis clientCthen
handle ptpmsg
else ifsrcis replicaj [IR then
#msg = WRAPPER-MSGysn, m, jO
if i = primary then
m — unwrap (nsg)
deliver_ptp_messade)
else ifi (0B then
if MSy's rsn # rsnj,¢ + 1then
initiate self-diagnosis
else
increment SN 5
m — unwrap (nsg)
if mis of typeGROUP-MSG-CGhen
deliver_group_messag@esg)
else
handlem

}

0 UponPrimaryProgressTimeout,(csn) event fires do
if CSN;eyg(C) < CSNthen
initiate self-diagnosis

Figure 4.34: Replicai processes a group message from Ageat wrapper message from
Replicaj
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retransmitted more than three times, the Agent sends the message using the point-to-point
protocol to both backup Replicas. This ensures that the Manager GrowyesdoeiAgents

message in the case of a faulty primary Replica.

45.2. A Flaw in the Group Communication Protocol

Because of the increased interaction between a fault-tolerant application and the cluster
manager generated by our design, the group communication protocolsxereised more
thoroughly than in prgous testing of Ghidrah CMM. During this testing, we disged two

flaws with the group communication protocols as describedeabo

In the manifestation of the first fla the Agents goup acknowledgment causes the
point-to-point protocol to send messages out of sequence. Consider Figure 4.36, where the
Replicas of the Manager Group, labeledpas b1, andb2, send a group message with GSSN
10 to an Agent.The Figure shows point-to-point messages between the Agent and each of the
Replicas. Replicdd2’s goup message replica is lost due taaltt TheAgent delvers the
group message when after re@eg matching group message replicas frprmandbl, and it
sends a group acknowledgment with GSSN 10. The group atdaigment causes all of the
Replicas to dismiss the point-to-point messagesivied in sending GSSN 10Later, the
Manager group sends another group message with GSSN 11 to the samé laggmatint-to-
point message fror2 that carries the group message replica is rejected by the sgein-
to-point protocol as out of orderfFurthermore,b2 cannot retransmit the group message
replica of GSSN 10 because it has been dismissed by the groupviezdlgroent. Hencéhe

point-to-point connection betwed?2 and the Agent is broken.

The fix for the flav is to have the Agent send a group acknowledgment only after
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deliver_group_messag@ermsg) {
let msg = unwrap (vrmsg)
#msg = [GROUP-MSG-CGgsn, ackgssn, payload, cll
if i 0 B andPrimaryProgressTimeout,(csn) event was scheduled then
dismissPrimaryProgressTimeout,(csn) event
process_client_group_atkckgssn)
if payload # [ then
if €SN = €SNy g(C) + 1then
incrementCSN, ¢q(C)
group_send_to_client, c)
L « L [ {wrmsg}
handle payload
}

process_client_group_atkckgssn)
# Find the ptp msg buffers associated with G SBKgssn.
let ptpmsg be the message RMB such thatptpmsg's group messagmsg's gssn = ackgssn

# ptpmsg = [PTP-MSG,seq, ackseq, msg, 1, src, dest, certld
if lconn(dest) then

ptpmsgacked « true
else

if seq > Seqacked(dest) then

Seqacked(deSt) < S&q
dismissRetransmitTimeout(desseq)

remove ptpmsg from PMB

Figure 4.35: Replicai delivers a group message from Agent

receving group message replicas from all of the Replicas. It stilvetsligroup messages
after recering f +1 group message replicas, but sending group acknowledgment is delayed.
If a group message replica is lost, as in the cab2'efGSSN 10 message, the entire Manager

Group will eventually retransmit the group message. This is shown in Figure 4.37.

The second fla relates to an attempted optimization to combine both point-to-point
messages and group messages onto one point-to-point connection. Group messages would be

acknavledged with group acknowledgments and point-to-point messages that did not carry
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G10 G11
b2 R >
G10\b / G111
b1 A At
I o\ \

/

agent

Deliver Deliver Out-of-order
G10 G11 msg from b2

Group ack
G10

Figure 4.36: A flaw exposed by a dropped group message replieeplica b2 cannot
retransmit group message replica G10 because it has been dismissed by tregimgnt’
acknowledgment.

2\ /]

pri \\ \ \ ?j
agent >
Deliver Deliver Group ack Group ack
G10 G11 G10 G11

Figure 4.37: Agent sends a group acknowledgment only after receiving all three group

message replicas

group message payloads would be acknowledged with point-to-pointvélekigonents. The
problem is illustrated in Figure 4.38, whes2 s=nds a point-to-point message to the Agent
which is lost due to a fault, and then the Manager Group sends a group message with GSSN

10. Becausagroup message replicas areffered and retransmitted by the point-to-point
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protocol in the Replicas, the group ackhedgment processed 2 causes it to also dismiss

all preceding point-to-point messageldence, b2’s point-to-point message is permanently

lost.

Y A
N7

pri

agent d
Deliver Group ack
G10 G10

Figure 4.38: A flaw exposed by a dropped point-to-point messaBeplicab2 will never
retransmit the point-to-point message because the Aggmtup acknowledgment also
serves as a cumuladi pint-to-point acknowledgment.

Another fundamental issue with combining group messages and point-to-point messages
on one channel is that there is no guarantee that Agenisrdmint-to-point messages and
group messages in the same order that ée sent by a Replica. This is due to thdedént

conditions of deliery between the ta/protocols.

Our fix for the second fla was to separate the point-to-point messages and the group
message replicas into twseparate communication channeilthough this means that each
Replica and Agent must maintain twice as ynegliable point-to-point channels, the change

does not increase the size of replicated state in the Replicas.
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Chapter Five

Evaluation of the Layered Approach

We evaluated the multi-layered approach for implementing fault tolerance for distdb
applications by running fault injection campaigns on MPI applications that were modified for
fault tolerance. This chapter begins in Section 5.1 with a description of four MPI applications
that were modified to tolerate process crashes, process hangs, and incorrectTiesuits:

CMM services were used to implement application-specific mechanisms for error detection
and recwery for these applications. Application-transparent mechanisms were also

implemented for comparison, and yraee described in Section 5.2.

Section 5.3 describes ouxperimental setup.We wed software-implementadilt
injection (SWIFI) combined with virtualization tadilitate the recution of a variety ofdult
injection campaigns.

Before validating the fault-tolerant MPI applications, thalff tolerance of the Ghidrah
CMM needed to be tested for reliabilityf the CMM is not reliable, we cannokpsect
applications to run on the cluster reliabl§gection 5.4 describes a set of fault injection
campaigns used toxercise the fault tolerance mechanisms of the Ghidrah CMMese
campaigns exposed 11 flaws in the CMM which weted before higher layers of the cluster

software architecture were tested.

After testing the reliability of the CMM, the response times of the GMM services
were measuredSection 5.5 presents these measurements and describes the fault injection

campaigns used to obtain them.
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Finally, Sections 5.6 and 5.7 discuss the performance of thdt-tblerant MPI
applications and theirafilt tolerance mechanisms. Section 5.6 presents the performance
overhead of the application fault tolerance mechanisms when no faults are injected, and
Section 5.7 describes thault injection campaigns and fault injection results for each of the

MPI applications.A brief summary in Section 5.8 closes the chapter.

5.1. Implementing Application-L evel Fault Tolerance for MPI Applications

To demonstrate the fefctiveness of the CMM services for applicaticawult tolerance,
application-specit fault tolerance mechanisms were implemented for four MPI applications.
The fault tolerance mechanisms enabled the MPI applications to detect errors including
incorrect results, hung processes and crashed proce3ses. section describes the
applications and the modiations made to implement application-specific fault tolerance

mechanisms.

511 LAMMPS

Large-scale Atomic/Molecular Masgly Parallel Simulator (LAMMPS) is a classic
molecular dynamics simulation code [Plim95jvdeped at Sandia National Laboratories.
LAMMPS is written in MPI and C++, and it is one of the applications in the SPEC MPI2007
benchmark suitdMiill10]. The simulation is parallelized by dividing the simulated three-
dimensional space intog®ns, with the simulation of one region assigned to one process.
The simulation runs in iterations; each iteration simulates one time stebying local
computations and communication among processes computing on neighbgiong.reAfter

each iteration, LAMMPS computes and outputs summary thermodynamic data of the entire

115



system, such as number of molecules, temperature, pairwisgy,eaed pressure are

computed for the entire space.

LAMMPS code already implements some application-specific fault tolerance
mechanisms. BecausAMMPS is designed to simulate closed systems, it checks that the
number of molecules in the system remains constant. When moleculébsitedue to

computational erro, AMMPS outputs a warning but does not stop the simulation.

LAMMPS also implements application-specific checkpointing of the simulation state to
a file. The user specifies o often checkpoints are committedlo perform rollback
recovery, the user starts LAMMPS with additional arguments specifying the checkpoint file to

read from.

We ran LAMMPS with two different inputs,‘€am” and “Ij’ ’, which exercised diferent
portions of LAMMPS code. These inputs are examples included in the LAMMP Saseftw

distribution.

During preliminary &ult injection testing we observed that small perturbations of the
state of the application (e.g. through CPUiseer bit-flips) often did not cause obsaiole
errors in the simulation resultsThis is reasonable because LAMMPS simulatesrye
molecule, and the perturbation of the state of a single molecule among thousands of molecules
is unlikely to impact the result of the simulatioHowever, we dd obsenre rare occasions in
which a fault injection would cause the simulation to be unstable and output values that were
mary orders of magnitude bfrom the correctalues. Sometima®sults of the floating point
computations were ven “NaN’. Therefore we chose to implement error detection

mechanisms that checked for large changes in the thermodynamic data across time steps.
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The error detection mechanism we implementestkes as follows: When summary
thermodynamic data is computed, all processesved® results instead of just the process
of MPI rank 0. Processes compare the results to those of the previous time stgpvaltian
differs from the previous time stepialue by more than a factor of 10 (larger or smaller), the
process signals an erroFor molecule counts, the process signals an error if thereyis an

change to the molecule count.

The checks on the variation of the thermodynamic data are admittedly coarse, made with
the assumption that sudden changes in the data from one time step to another are errors. It is
concevable that some simulation inputs correctly cause thermodynamic data to change wildly
from time step to time step, and this behaviould cause the error checking to produaled
error detections.Developing more intelligent error detection mechanisms that work for all
possible LAMMPS input would require a deeper understanding of LAMMPS algorithms and

molecular behavior.

We dso modifed LAMMPS to time the simulation of each time step. Since the amount
of computation and communication does not vary across time steps, we implemented
conservatie imeouts to detect hung process&#e nodified LAMMPS to time the firstive
time steps for computing theeiage time for one time steg-or the remaining time steps, a

timeout was set conservady at ten times thevarage.

We nmodified LAMMPS so that processes detecting a hang or erronatuwes broadcast
a G-MPI signal with an application-specified signal numbenocesses handle the dety of
this signal by raising the G-MPI alert flag (see Subsection 4.2.2). Handling of hung processes
follows the procedure described in Section 4.3. It is possible that the diagnosis fails to

identify ary processes as hung, or otherwisailfy. In that case, since no component is
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identified as &ulty, no reconfguration is done and all the processes of the application perform

rollback receoery.

We nodified the LAMMPS checkpointing facility to write checkpoint data to the
processs memory instead of to diskWe wanted to aoid writing checkpoints to disk because
in our virtualized environment (see Section 5.3) multiple virtual cluster nodes share one
physical disk. Having multiple processes writing checkpoint data to the disk wowe ha
introduced significant delay due to resource contention on the HisWever, Snce memory
is not stable storage (checkpoint data is lost if the application process crashes), we
programmed each process to store its checkpoint data to its own memory and to sgnd a cop

of it to one other application process via MPI message-passing.

The changes we made to implement error detection andiergcamechanisms for

LAMMPS added 636 lines of code to LAMMPS’ original 108,993 lines of C++ code.

5.1.2. ClustalW-MPI

ClustalW is a bioinformatics application for producing multiple sequence
alignments [Thom94].ClustalMPI is an MPI parallelization of ClustalWi03]. Unlike
LAMMPS, ClustalW-MPI is an iniger code. ClustallMMPI performs multiple sequence
alignments in three distinct phaseSor al of our runs we use a set of sequences from the
BioBench benchmark suite [Alba05] containing 430 protein sequences ob@yea of 350
symbols in each sequence. In timstfphase, all of the sequences to be aligned are read in
from a fle and an alignment and difference score is computedv®y g@air of sequences
(pairwise alignment). The pairwise alignment and computation of the difference score is an

embarrassingly-parallel process because alignment of each pair of sequences is independent
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from alignment of eery other pair In ClustalWAMPI, one manager process assigns pairs of

sequences to be aligned to mavorker processes.

To detect erroneous values in the first phase, we added a routine in the manager process
to check the wrker processes’ alignments and difference scores. The manager process uses
its sequence data and anker process dignment to recompute the thfence score. If a
recomputed difference score does not match the score returned byotkey; ihen a
corruption has either faicted the manager’aility to compute the difference score, or the
worker’s ability to produce a valid alignment and difference scorle time to redundantly
compute the difference score in the manag€@(l + N) whereM andN are the lengths of
the two squences andM + N is the maximum possible length of the alignmeiitis
additional cost is reasonable considering that the time for trkewto align the pair of
sequences ©(MN).

In the second phase of ClustaMPI, a neighbor-joining clustering algorithm is used on
the difference scores to construct a binagyide tre€. T he guide tree is used to order the

multiple alignment in the third phase.

The second phase is not parallelized axatw@es in a very short amount of time on the
manager process—Iless than 1% of the totetwgion time of ClustalW using our test input.
Therefore, rather than design a fast check of the results of this phase, wiedromistalW
MPI to redundantly xecute the clustering algorithm in oneoiker process. The manager

process and worker process then compare the trees formed to detect errors in this phase.

In the third andihal phase, alignments are progredsi performed according to the

order indicated by the guide tree, from thevésao the root. Depending on the shape of the
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tree, mag of the alignments can be performed in parallel. The third phase is similar to the
first phase in that erkers independently align sequences in parallel and return the alignment

and its alignment score to the manager.

For detection of erroneous state in the third phase, we again added a routine to the

manager process to check worker processes’ alignments be recomputing the alignment scores.

Hang detection is implemented in each of the three phases. linstn@ntl third phase,
the manager schedules timeowtres for receiving results fromawker processes, andovker
processes schedule timeowemsts for receiving work units from the manager proceBse
second phase also uses timeowgnés between the manager process and thriew process

duplicating the managesrjob.

For error recavery, we implemented application-specific checkpointing of the manager
process date. Wrker process date is not checkpointed because their state can be
recomputed by hang the manager process resend tloeker's work unit. Because theulk
of the e&ecution time (more than 98% for our input) occurs in the third phase, we
implemented checkpointing only during the third phase. The checkpoint data consists of the

guide tree and the results returned by workers in the third phase.

Our implementation of fault tolerance mechanisms for ClustalW-MPI added 1059 lines

of code to ClustalW-MP$ aiginal 17,932 lines of C code.

5.1.3. Nqueensand TSP

Nqueens (eight queens puzzle usimgyueens on amxn chess board) and TSP

(traveling salesman problem) are message-passing applications thatyednpide-and-
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conquer algorithms toirfd solutions in an embarrassingly-parallel mannémn both
applications, a single manager process assigns independakt wwits containing
subproblems to wrker processesWorker processes savthe subproblem and return their
results to the manager process. Nqueens and TSRarepplications’ in the sense that
they were created to use mempegmpute cycles and networking bandwidth, ang the not

use optimal algorithms to s@\vhe problem at hand.

Nqueens uses a depth-first search algoritithe manager process places thst fm
gueensm< n, on a lmard and then sends the board tocaker process, which continues the
depth-frst search to find where the remaining m queens should be placetpon inding
ary solution, the vorker process sends it to the manager process. When applicationespecif
error detection is enabled, the manager checks thatahemprocess slution is valid, that
is, the board does notVyeany gieens sharing the samewaolumn, or diagonal For all of

our runs, we usa = 15 andm = 5.

TSP uses a na& dynamic programming algorithm to search all paths to find the shortest
path forn cities. Awork unit consists of a partial pathvolving m cities wherem varies
from O ton—1. Theworker process returns all partial pathgadring m+ 1 dties whose
lengths are less than the length of the shortest path fourak sBefcause each work unit
consists of very little computation, the performance of TSP is communication-bound, with a

communication bottleneck at the manager process. In our runs of FSB.

For application-specit error detection, we implemented checks in the manager process
on the validity of the paths returned by arker process.Specifically the manager process
verifies that the number of cities in the pathsmn + 1 and recomputes the length of the path.

It also checks that thergt m cities match the subpath that is originally sent to tleker
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process. lfary of these tests fail the path is rejected and the work unit is assigned to another

worker process.

We implemented hang detection for both TSP and Nqueens by having the manager and
each verker process initially measure the time interval between communicat#otisneout
is conserdatively scheduled at ten times the measured ialerif a manager fails to rece
solutions in this amount of time, or aiker fails to receie a work assignment, the process
broadcasts an application-defined G-MPI sigrtdandling of the hang detection proceeds as

described in Section 4.3.

We dso implemented application-specific rollback re@y by checkpointing the state
of the manager process in both TSP and Nqueens. The staterkar ywrocesses is not
checkpointed because its state can be recomputed by having the manager resemk the w
unit. Themanager processdeckpoint is stored in its local memory and in the memory of

one worker process, transmitted via MPI message-passing.

Our implementation of application-specific fault tolerance mechanisms for TSP added
544 lines of code to TS®uriginal 450 lines of C++ code. Our implementation the same for

Nqueens added 574 lines of code to Nquearginal 1,824 lines of C code.

5.2. Implementing Application-Transparent Fault Tolerance

As discussed in Chapter 3, our layered approach is based on an end-to-end design
argument, with &ult tolerance mechanisms implemented with application-specifisl&dge.
To justify the effort of implementing fault tolerance mechanisms at least partially in

application code, we compared the layered application-specific approach to application-
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transparent mechanisms. In particulare compared the performanceveshead of the
application-speci€ mechanisms described in the \poeis section to application-transparent
process replication for error detection and application-transparent checkpointing for rollback
recovery. This section describes our implementation of these application-transparent

mechanisms.

For approximating the cost of application-transparent error detection, we implemented
application-transparent replication of processes using an MPI library vetopled called
RepMPI. RepMPluses the MPI Standasd“profiling interface’ to wrap all MPI calls for
implementing additional functionalityHence, RepMPI intercepts an applicat®mcalls to
MPI and transparently replicates the applicasanéssage operations across process replicas.
The wrapping facility of the profiling interface enables us to implement RepMPI without

making aiy changes to the underlying G-MPI implementation.

RepMPI transparently designates half of an applicatigmbcesses to xecute as
duplicates of the other half. Hence, for a non-duplicated task pfocesses, RepMPI
requires that the task be started with 2 processes. RepMPlvirtualizes’ the MPI rank
assignment so that, from the point ofwief the application, each pair of processes shares the
same logical MPI rank assignment. (From the point ofi\aeéthe underlying G-MPI library
evay process still possesses a unique MPI rafkr)the remainder of this section, we use the
word “rank” to refer to the applicatios’logical non-replicated we and the vord “process”

to refer to a replica of the rank.

When one process of rank sends a message to a process of ranikepMPI
transparently delers the message to both processes representing jrarimilarly, to

complete a message reeeigperation, a process with rankmust receie identical messages
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from both processes representing the sender withiraRepMPI implements only point-to-

point communication operations; collegicommunication operations were not implemented.

RepMPIs communication protocol for duplicate processes is very simple. One process
of each pair is designated as the primary process and the other as the backup Yfoesss.
process with ranksends a message to procgsisoth instances of processend the message
to the primary of procesg. The primary process compares the message contents and then
forwards a cop of the message to the backup proceBath the primary and backup
processes send an acluledgment to the primary process of the sendée primary process
of the sender compares theotwcknovledgments and forwards one goto the backup

process.

Since we did not implement with RepMPI an application-transparentvergco
mechanism, the semantics of MPI calls in RepMPI after an error is detected echo the
semantics of the original MPI Standard, that is, the state of the RepMPI communication
contet is undeined. Specitally, when the primary processtomparison of tw replicas’
messages fails, the primary process broadcasts a G-MPI signal to indicate the error
RepMPIs handler for this signal walidates the RepMPI communication caxiteo that all of
the process’ communication calls to RepMPI return MPI_ERRTKER. Wth message-
passing thus disabled, application processes must performpahcation-specit cleanup

actions (e.qg. flushing 1/0O buffers) and then terminate.

RepMPIs communication protocol isverly simple in that it allows a primary process to
be faulty in a way that is undetectable by other procesSpscifically the primary process
can misrepresent to the backup process the result of its comparisom méssage replicas.

It can drop messages that it reesi It can also corrupt the sending processessages
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before forwarding them to the backup process. Fully solving these problems would require
use of a much more complegroup communication protocol. Hence, a full correct
implementation of a mechanism dikRepMPI is likely to hae a hgher oerhead than
RepMPI. Havever, for completeness, it should be noted that there is a simple optimization of
RepMPI that we ha mot implemented: having the backup process send a digest of each

message instead of the entire message.

For application-transparent error reey, we modified an existing checkpointing
software called Distributed MultiThreaded Checkpointing (DMTQRhse09]. Theoriginal
version of DMTCP caused a distributed application to stop and commit a coordinated
checkpoint. Eaclprocesss dack, heap, and writable mapped memory was committed to a
file on disk. To make DMTCP checkpointing comparable to our applications’ in-memory
checkpoint, we modified DMTCP to write the checkpoint to memory and sendyattye

checkpoint to another application process.

5.3. Experimental Setup

This section describes the haahe and software configuration of the clusters used for
testing and alidation. Thisvalidation infrastructure has four main components: (1) a
virtualized clusterusing virtual machines for compute nodes; (2) a saffault injector; (3)

a fault injection campaign manager; and (4gaility for logging information for postmortem

analysis. Eacbf these components is described in the subsections.belo
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5.3.1. A Virtualized Distributed System

Since validation requires subjecting the system to a large number of faults, a meaningful
validation campaign mustxecute for long durations. Hence, it is desirable to run multiple
campaigns simultaneously on multiple disitdd system instances. This may be impractical
in mary environments if each distributed system is actually composed of multigieigaih
computers. Thigssue proides part of the matation for using system-e virtualization
technology to run multiple nodes of the distited system under test on a single/gtal
computer In particulat for the experiments we report here, the entire digth system is

consolidated on a single physical host.

Virtualization technology allocates a compigersources, such as CPUs and 1/O
devices, to multiple virtual machines (VMs). Each node of the digiih system runs as a
VM, and each VM runs itsven OS and useevel software. A virtual machine monitor
(VMM) enforces isolation among the VMs so that the activities of one VM do not affect other
VMs. We wse the Xen VMM [Barh03], which gés drect access to the pbical computes
hardware devices to one piileged VM. The pwileged VM can start, halt, or shutwo
unprivileged VMs. It also hosts disk images for the virtual disks in eachwieged VM and
routes the netark trafic anong the VMs and with other computers outside the virtualized

environment.

In addition to reducing the required haate resources, running nodes in VMsvles
three main benefits ver using physical machines. First, it enables implementiagit f
injection software partially or completely outside of the VM, minimizing intrusion on the
system under testSecond, nodes implemented as VMs can be easily and quickér{peset

without specialized hardave. Finally the virtualized environment can provide a lightweight
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communication facility among VMs through shared memory that can be used for coordinating

fault injections and for logging system responses.

5.3.2. Fault Injection in a Virtualized Environment

To be wseful, a fault injector must be Rible in the types of faults that can be injected,
the times at which faults can be injected, and thgetarwhere faults can be injectedle
have devdopedGigan [Le08], a flxible SWIFI capable of injecting a variety of faults into OS
kernels and uselevel processes.Gigan can operate in non-virtualized systems but also has
capabilities optimized for virtualized system&igan’s operation is based otmiggers and
actions. Triggers are set to fire after some threshold has been reached or semehas
occurred in the target machindriggers can fire based on timers, instruction breakpoints,
process creation/termination, and performance monitoringnte (e.g., CPU yle
count) [Carr98]. Associated with each trigger is a set of one or naoti®ns to be performed
at the time the trigger isréd. To maximize fleibility, an ation either injects a fault or sets

another trigger.

Unprivileged ~ Unprivileged
Privileged VM VM1:node 1 VM2: node 2

Campaign
Agent
FI Agent
Guest OS Guest OS Guest OS
FI Interface

Vv

Figure 5.1: Architecture of VMM-level injector
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Unprivileged ~ Unprivileged
Privileged VM VM1:node 1 VM2: node 2

Campaign
Agent
| riagent ||[{l| Fragent |

Guest OS Guest OS Guest OS

| Fault Injector | | Fault Injector |

Figure 5.2: Architecture of OS-bed injector

The purpose of a fault injection campaign is &didate system operation under some
well-defined fault model.For example, the goal may be t@aldate correct operation as long
as, within a period off seconds, no more thannodes in the system operate erroneously
Hence, for a particularxperiment, the injector must not inject additional faults once the

worst-case scenario being tested is reached.

Gigan implements tw goproaches to fault injection: the VMMwMd injector
(Figure 5.1)and the OS-ddl injector (Figureb.2). Wth the first approach, the injector is
implemented completely outside of the VMs. This implementation has four components: the
Fault Injector in the VMM, theFault Injector Agent (FI Agent), the Fault Injector Interface
(FI Interface), and the Campaign Agent. The Campaign Agent tracks the progress of the
campaign, gathers information about the state of the system under test, and instructs the FI
Agent to pause or resume fault injectiorthe FI Agent creates the triggers and actions as
specifed by the &ult injection campaign. At the beginning of each test, the FI Agent sets
triggers and actions by sending commands to the Fault Injector via the FhdateMVhera

trigger fires, the Fault Injectoxecutes the associated actions.
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With ary fault injection, it is desirable to minimiz@trusiveness, i.e., minimize the
impact of the dult injection on the behavior of the target system. The VMdtimjector
can operate without grknowledge of the internal structure of a VM running as a node in the
system under test. Furthermore, it does not requiye changes to such VMs and has
essentially no impact on their normal operatibtowever, treating the VM as a “black box’
does not all tarmgeting specific uselevel processes or OS data structures within the VM.
The only exception to this opacity is that the Fault Injector can distinguish between the VMs
execution of processes and OS«kcode. Thisexception is due to the fact that the VM OS
runs in a higher hardware ypitege level than the uselevel processes, and the act of
switching prvilege levels is visible to the VMM. The VMM-led injector can use this
visibility to target the VM OS by injecting faults only when the CPU xeceting at the
higher privilege leel.

To target useflevel processes, a VMM-iel injector would need to be able read and
parse data structures of the guest OS, such as process Rdtlest than add such comxitg
and OS dependeynto the VMM-level injector,Gigan implements a second approachdalf
targeting, the OS-Mel injector (Figure 5.2). The OSwd injector consists of an FI Agent
running inside each VM to be tmted, the Fault Injector as a module in each VMs guest OS,
and the Campaign Agent running in thevipeiged VM. As a uselevel process, the FI Agent
can irvoke rvices of the guest OS tather information on the state of uderel processes
and use this information to set triggers and actidirgggers and actions are set via system
calls to the Fault Injector module. When a trigger fires, this modigeuges the associated
actions. Aswith the VMM-level injector the Campaign Agent signals the FI Agents to pause

and resume fault injection®8Because the FI Agent runs only to set triggers and actions and
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the Fault Injector is aste anly when triggers are fired, there is negligible intrusion by these

components on the operation of the VMs.

OS-level FI Agents must be coordinated so that fault injections into the target VMs occur
as specified by the fault injection campaidtith Gigan's OS-level FI Agents, coordination
is based on synchronized clocks and network communication. The Network Time Protocol
(NTP) is used todep the wall clocks of the VMs synchronized. In some cases, the FI Agents
on the different VMs are assigned fdient time slots during which thecan perform
injection. In addition, the Campaign Agent can command Fl Agents to pause or resume
injection using uselevel signals sent via SSH connections. The virtualizedrenment does
enable an alternag method of coordination with potentially lower intrusion: processes on
different VMs can communicate using memory pages that are shared amony\éMsose
to use time for coordinationver the lover-intrusion shared memory design forotweasons.
First, NTP and usdevel signals use very g system resources such that thengof ezen
lower intrusion does not justify the added complexity of sharing memory between VMs.
Second, the OS+el Fl agents as designed are portable t@ldation infrastructure that uses

physical machines instead of VMs.

5.3.3. Injection Campaign M anagement

In order to be able to interpret the results of the injection campaign and use them to
correct flaws in the system, eackperiment (injection) must be performed starting with a
fault-free system.Specifically latent erroneous state from one injection must not bevedlo
to “contaminate’the results of the méinjection. Thus, in order to maximize the speed of an

injection campaign, the validation infrastructure should restore the system to a fault-free state
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as quickly as possible.

Using SWIFI, thehardware of the system under test cannot be permanentictat.
Hence, a reboot (or power reset) of a node weseny faulty state in volatile memory (CPU
registers and memory)For a dstributed system running on physical machines, issuing a
reboot command from within the faulty node may not work because the node could be
crashed or hung. Using VMs instead ofypical machines enable$ower-cycling’ the

nodes without the use of special hardware (e.g. Intelligent Platform Management Interface).

Powerresetting a VM is not sfitient to repair a faulty node because fault injections can
cause a node to write erroneous data to disk. The validation infrastructure must isolate and
remove such erroneous disk state betweesperiments. Furthermoresrroneous disk state
may need to be sed for later analysis to assist in debugging the tested systepassible
way to meet these requirements is tovwaahe VMs old disk image to a safe location and
make a opy of a*“ golden’ uncorrupted disk image for the VMswaelisk image. Since VM
disk images can be quite d@r (hundreds of MB), copying an entire disk imageuld

introduce long delays between experiments.

To reduce the delay of restoring disk state, the validation infrastructure uses a union
mount inside each VNDkaj06]. For each unprileged VM, the pwileged VM hosts tw
disk images: a read-only image containing the wilpged VMs root file system, and a read-
write image for the union mousttranch file system. The union mount of the root and
branch file systems is performed by the guest OS at boot ulesequentlyal writes to the
root file system are redirected by the guest OS to the branch file system. After halting an
unprivileged VM, the Campaign Agent mes the image containing the branch file system to

another directory for storage and later analysis, andveempty image is copied in its place.
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The Campaign Agent then commands the VMM to power-reset the unprivileged VM.

The use of union mount vnlves guest OS support and is thus sehs intrusve.
However, the benefit gained by this intrusion is a significant reduction in the time spent
restoring disk state before booting a VWhis is due to the fact that the size of the braiieh f
system can be small reladi 0 the size of the root file systenkor example, the size of the
root file system of each Ghidrah cluster node was 2.5GB while the size of the hlanch f
system was limited to 9@B. Copying the 2.5GB image took up to one minute, while

copying the 50MB image took at most one second.

5.3.4. Logging for Postmortem Analysis

A key goal of ary fault injection campaign is to identify and correct flaws in the system’
fault tolerance mechanisms. In support of this goal, the infrastructure must provide a
mechanism for collecting detailed functional and timing informatigarding the actions of
the injector as well as the resulting actions of all the components of the system undks test.
diagnosis of a fla often requires focusing the information collected to particular components
of the system, this mechanism must be iguméble to easily include or exclude a variety of

information sources.

To meet the abee requirements, our validation infrastructure records timestamped
information logged by three components: the location of fault injections, logged bguthe f
injector; information related to detection of and rexyp from errors, logged by uséavel
processes running on the nodes (VMs) of the system under test; and, for each node of the
system under test, usage of CPJd¢les and memory of all the processes, as well as process

creation and terminatiorvents, logged by a systemasource monitor running as a usdevel
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process on each nod&he noderesource monitor is useful for diagnosing problems such as

hung processes and memory leaks.

Each VM runs a usdeve log client process which recess logs from various processes
on that node via named pipes and sends themtloe network to théog server on a remote

physical machine. Thieg server writes the logs to its local file system for later analysis.

There is a possibility that thesource monitor and logging activities on each node will
impact the operation of the system (undesirdbteusiveness). With virtualization, less
intrusive resource monitoring could be implemented from the VMWhis would require
significant additional complety in the VMM — an ability to access and parse internal data
structures of the OSeknel of the VMs.Additionally, instead of usindog clients to transmit
logs to thelog server, virtualization could be exploited for lower intrusion by using shared
memory pages between each of the wipged VMs and the prileged VM. During the
design and later experimentation with our infrastructure we determined that, for our purposes,
the intrusveness of the implemented mechanisms wagigible and did not justify the added
complity of the alternatie implementations. Furthermorie present resource monitoring

and logging mechanisms are portable to a distributed system running on physical machines.

5.4. Validating Ghidrah CMM

This section describes the validation of Ghidrah CMM fault tolerance. Although the
focus of our work is applicatioratilt tolerance, the applications depend on the reliability of
the CMM for correct xecution. Thereforave used a variety of fault injection campaigns on
the CMM. The fault injections exposed a number of implementadioltsf (flaws) in Ghidrah

CMM. Theseflaws were ixed before running fault injection campaignsadining fault-
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tolerant applications.

5.4.1. Design of Fault Injection Campaigns

A fault injection campaign is a set of fault injections thatve.cmmmon properties, such
as fault injection type, target, and timingfter an injection is performed, the system under
test is allowed to run for a deéd period of time to obseswhether the injected fault caused
an erroy whether the error was detected by the system, and whether the systeaneteco
from the detected errorThe campaign may also direct when andvtibe system is to be

restored to fault-free conditions in preparation for subsequent injections.

Campaign Description
Campaign Time Selection of I njection target
dot (s) target node

1Pf 60 Round-robin One randomly selected CMM process
General | 2Kf 60 Random OS kernel

3Kf 15 Random* OS kernel

4Pf 60 Round-robin Two randomly selected CMM processes
Ghidrah- | 5Pf 60 Round-robin Two randomly selected CMM processes
specific | 6Kf 60 Node not running  OS kernel

Manager Replica

Flaw- 7Pt 30 Random Manager Replica
specific | 8Pt 30 Random Agent

Table 5.1: Descriptions of CMM fault injection campaigns. The campaign name indicates
the injection target anafilt type: the first letter is the gat, P for userlevel process oK
for OSkernel; the second letter is the fault typéor bit-flip or t for procesgermination.
*Target node selection changed only after the target node is power-reset.

To validate Ghidrah and itslt tolerance mechanisms we designed three kindsudf f

injection campaigns: 1@eneral campaigns that injected faults with minimal gerd to the
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design of Ghidrah, 2) Ghidradpecific campaigns that injected faults based on the design of
Ghidrah, and 3jlaw-specific campaigns that injected faults designed to reproduce conditions
known to actvate flaws that were exposed by thestf two kinds of campaigns.Table 5.1
summarizes all of the campaigns. The general campaigns were usefpbsing a number

of flaws in the Ghidrah CMM.Because the Ghidrah-specific campaigns used injections
specifc to the design of Ghidrah, thevere able to expose more flaws that were very ahlik

to be exposed by the general campaigviany of these flaws were exposed only after tens of

hours of fault injections.

For the campaigns wolving bit flips, the injected fault as a single bit flip into a
randomly selected general purpose register of the x86 architedtueeselection of the bit of
the register to flip was also random. Single bit flips were used becaydeatlebeen shan
to best capture the fett of hardware transient faults caused by particle strikes to the
system [Cha96].Since x86 processors\alrelatively few regsters, each of these registers is
frequently used. Hence, a large fraction of faults injected irdsters are manifested as
errors. Thusfault injection into registers resulted in accelerated stressing of Glsdaait
tolerance mechanismd-ault injection into memory was not performed because memory

corruption has been shown tovkaa bw eror manifestation rate [Le08, Sieh02].

The timing of fault injections was varied in order to introduce errorsfarelift points of
execution of the system.For each campaign, time was divided into periodic slots (see
Table 5.1),with one injection performed per time slot. The injection trigger was scheduled to
fire after a random interval from thednening of the time slot up to half of the time slot
duration. fer injections of bit flips in rgisters that targeted a specific process or the OS

kernel, the action for the time-based triggemsanot the actual injection. Instead, the action
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was to ®t a second trigger to fire after a randomly-selected number of instructions, up to 5000
instructions, werexecuted by the tajet process or OSeknel. Thesecond trigges action

was to perform the bit flip.

In all of the campaigns, the Campaign Agent read the SCC log so that it cawdd po
reset nodes on behalf of the SCGhidrah was designed to handle only a single natleré
within the time it takes to detect and reeofrom such &ilure. Henceas discussed in
Subsection 5.3.2Zhe injection infrastructure had to refrain from additional injections while
the node reset was in progresBherefore, the Campaign Agent paused all fault injection

during an SCC-requested node power-reset.

None of the campaigns pented faulty state in the target node from being propagated to
fault-free nodes (e.g. via a corrupt message sentdalaffee node).However, Ghidrah was
designed to detect and handle messages with corrupt payldads, it was not surprising
that our experiments did noxmose ay fault propagation to fault-free nodes. Separabekw
in [Li02] performed fault injections on message payloadsatmate Ghidrats fault-tolerant

communication protocols.

There were tw general campaigns: Campaign 1Pf used the @&-igjector to taget
CMM processes; Campaign 2Kf used the VMMdeinjector to target the guest O3s
discussed in Subsection 5.3.3, a nodril ideally be rebooted after each injection in order
to ensure a fault-free state before the next injectidowever, in order to accelerate the
experiments, this was not done with these campaidrss shortcut had the potential to
produce incorrect results — failure of the system under test due to a latent error from a
previous injection coupled with the current injection manifesting as dmultaneous node

failures. Inour runs of Campaigns 1Pf and 2Kf, this circumstance did not occur because
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faulty state either caused an immediate error or wesaoitten before an error could be

caused.

Campaign 3Kf was designed to decrease the possibility of simultaneous errors in
multiple nodes while, at the same time, acceleratagt finjections into the guest O3n
Campaign 3Kf, a tget node was randomly selected, and it remained the target uatiiedt f
in such a way that the SCC requested it to beepoeset. Subsequentlg rew famget node
was ®lected for the next injectionsThus, a single node could be targeted for multiple
injections without clearingalulty state between injections, but at no time was there more than

one node subject to fault injection.

The Ghidrah-spedd campaigns stressed Ghidrah based on knowledge of its design.
Campaign 4Pf injected bit-flip faults as Campaign 1RGept that in each time slot an
injection was performed in ter randomly selected CMM processes on a single target node.
Like Campaign 1Pf, t@eted processes were not terminated after each fault injection
experiment to remee faulty state. In some cases, this did cause a fault injected in one time
slot to be manifested as an error in a later time slot. When this impaateManager
Replicas simultaneously Ghidrah responded correctlwith the SCC resetting the entire

cluster.

Demonstrating the flexibility of the infrastructure, Campaign 58§ & modification of
4Pf that eliminated the incorrect propagation of tHeot$ of one injection to the follang
injection, without requiring a time-consuming node rebd&®f was similar to 4Pf except that
the targeted processes wepgleitly terminated near the end of the time sl@hidrah
detected the terminated processes and automatically stavtepgromesses to replace them.

Thus, the system ag quickly restored to a fault-free state by the time the next time slot
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began.

Campaign 6Kf stressed Ghidtrahmeplica recwery procedure by attempting to cause the
starting of a n& Replica to fail. Inthis campaign, a bit-flip fault was injected into the OS of
a node not running aReplica. This could crash or hang the node or potentially introduce
latent erroneous state in the node. In the case where the target node did not hang or crash in
the 15 seconds following the injection, the campaign caused the system to attenys 8 mo
Replica to the target node. This was done by terminatinBeplica process on another
randomly-selected node, forcing thkanager Group to attempt to start a meReplica on the
target node. If the target node failed to startReplica, the Manager Group was expected to

attempt to start a nefReplica on another node.

The general and Ghidrah-specific campaigrRposed a number of flaws that were
actvated by CMM processes crashing. Campaigns 7Pt and 8Pt weregdkifc campaigns
designed to quickly reproduce these flaws byplieitly terminating CMM processes.
Campaign 7P$ injection was to terminate theeplica on the taget node; Campaign 8Bt’

injection was to terminate thgent and Agent-Keeper.

5.4.2. Ghidrah Validation Results

The Ghidrah CMM fault injection campaigns were run on a virtualized system on a dual-
soclet quad-core Intel Xeon system (a total of eight cores). The VMg Xen 3.3.0.A
cluster of four nodes was run in the virtualized systdime SCC ran on a separateygical
computer; this computer also used as a log client to send SCC logs to the éuglsstead
of directly performing peerresets of cluster nodes, the SCC logged such actions. The logs

were then read and acted upon by the Campaign Agent running on the privileged VM.
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Campaign Results
Campaign Total time  # # #flaws
(hours) injections errors  exposed
1Pf 422.1 23781 4943 6
General | 2Kf 92.6 4136 3000 2
3Kf 76.6 7127 1458 0
) 4Pf 320.0 21403 13062 6
S;;i::? 5Pf | 2522 12574 12574 5
6Kf 24.9 794 489 1
Flaw- 7Pt 63.5 7023 7023 1
specific | 8Pt 30.3 1058 1058 1
Totals 1282.2 77896 43607 11

Table 5.2: Results of CMM &ult injection campaigns. Note that some flaws weq@osed
by multiple campaigns, so the number ofMtaexposed is not the sum of the rightmost
column.

The results of the campaign runs are summarized in Table(@.2he 43,607 dult
injections that caused errors, 3%Xpesed a total of 11 unique flaws in Ghidrafio
gualitatvely illustrate the number of injections required to expose these flaws, we define the
concept of a&ampaign run as a sequence of injections beginning with the cluster starting with
all nodes powering up and ending with the exposure of the fldne 37 flav exposures are
plotted in Figure 5.3 against the duration of the campaign run in h®teslarge ariability
in the campaign run times are due to the randomness of injections, demonstrating the
necessity of maninjections. Thefigure also illustrates the need for varied fault types in

order to cwer the various parts of the system.

Flaws 1f, 2c, and 3c resulted in race conditions between normal tweetsen the
Manager Group and local gents occurring in indiidual Replicas during the self-diagnosis

and replica reogery procedures.Therefore, the campaigns that causdérbglica to fail were
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5Pf 5Pf
Flaw 1f X X X X

7Pt 4Pf 1Pf
Flaw 2c x x

APt 1Pf
Flaw 3c x

4Pf
Flaw 4c x X X

5Pf 5Pf 8Pt 5pf
Flaw 5c X X x XX

5Pf 5Pf 5Pf 5pf S5Pf 8Pt 4Pf
Flaw 6a x x XX x X XX X

5Pf 5Pf 4pf 4Pt 4pf 4pf 4Pf
Flaw 7f x x XX

4Pf BKf 4Pf
Flaw 8c x x

1Pf 1Pf
Flaw 9a X X

1Pf 1Pf

Flaw 10a x
2Kf 2Kf

Flaw 11c x x x x

2Kf 1Pf
{ ]

T TTTTI T T TTTTTI T T TTTTTI
0.1 1 10 100
Run-time until exposure of flaw (hours)

Figure 5.3: Run-times of the campaign runs that exposeadslaEachmarker is labeled with
the campaign name.

more likely to expose these Wfia. Afterthese flaws werexposed by the Ghidrah-speacif
campaigns, Campaign 7Pt was designed to re-expose these flaws dggidgbpurposes.
The frst run of Campaign 7Pt ended with exposure ofvFléin less than 15 minuteslhe

remaining 63 hours of Campaign 7Pt runs were performed after Flaws 1f, 2c, and 3c were

fixed.

The Ghidrah implementation failed to &aito account the fact that a haltddent does
not mean that all the other processes on that nogehatted. Flavs 4c, 5c¢, and 6a resulted
in Ghidrah processes improperly handling messages frBapléca on a node whoségent
and Agent-Keeper had terminated With flaws 4c and 5c, this led teeplica crashes. Flas
7f, 8c, 9a, and 10a resulted in errors in handlingpeeted orderings of messages wangs

when CMM processes terminated or were restarted. It should be noted that tesesita
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exposed by different sets of campaigns across a wide range of campaign run-times.

Flaw 11c was uniqgue among the 11 flaws because it was exposed primarily by injection
into the OS in Campaign 2KfFault injection caused thBeplica on the taget node to stop
sending heartbeats to the otliReplicas but to atherwise operate normallyThis caused the
otherReplicas to repeatedly initiate self-diagnosis due to the missing heartbeats andto ne
detect an inconsisteyan the replicated state of tHeeplicas. This flav demonstrated the
utility of injections targeting the OSven when the goal is toxpose flaws in useevel

programs.

Of all the components of theahdation infrastructure, the logging mechanism had
potentially the highest intrusion and performaneerteead, depending on Wwanuch data \as
logged by the tested systenfkor most campaign runs, we ran the Ghidrah CMM with
detailed logging enabled to facilitate deglging. Duringthese runs, the four nodes combined
logged an werage of 5.&B/s. The system logged more data while error detection and
recovery procedures were beingeeuted. Injectionghat caused errors resulted in bursts of

logging activity lasting up to 30ms, with a peak rate of 58KB/s.

5.5. Performance of Ghidrah Fault Tolerance Services

The fault injection campaigns described in Section 5.4 validated the fault tolerance
mechanisms of the CMM itself. In contrast, this section presents fault injection campaigns
used to trigger the fault tolerance services that the CMM provides to applicathsns.
proposed in Section 3.4 the CM&/fault tolerance services consist of crash notifications sent
by the cluster manager to application processes and services that application processes request

of the cluster managerThis section describes the results obtfault injection campaigns
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used to test the CMM aility to detect process crashes and node failures and interrupt and
notify the surviving application processes. This section also reports response times for CMM

services requested by applications.

Fault # of CMM Timefrom Timefrom | Total
faults | detection | detection broadcast time
latency tobroadcast | signal to
signal signal
delivery

Crash of application 613 68(24) 9(0) 10(19) 87
process
Node failure, without 260 869(105) negligible 10(17) 879
manager replica
Node failure, with 435 1037(109) ngligible 9(13) 1046
backup manager replica
Node failure, with 268 1052115) negligible 10(14) 1062
primary manager replica

Table 5.3: Response time of CMM detecting and notifying applications of process crashes.
All times are in ms; standard deviation is shown in parentheses.

To test Ghidrah CMMs process crash notification service, we used a four-node cluster
executing LAMMPS with four processeslhe fault injection campaign repeatedly chose one
LAMMPS process at random to terminate, allowing LAMMPS to vecbefore choosing the
next process to terminateTo test the CMMS detection of nodedilure, we used aafilt
injection campaign in which a randomly selected node was disconnected from the cluster
network by disabling the node’ retwork interface via Linus i fconfi g command.
Disconnecting the node emulated the behavior of a fail-stop reldeef Afterthe fault

injection, the target node was rebooted to restore its original configuration.

Table 5.3 lists the results of both fault injection campaignie first rav, “Crash of
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application process] ists the results of the campaign that terminated application processes.
and the second, third and fourth rows list the results for the campaign that disconnected nodes
from the netwrk. Aswill be explained bel, the steps tadn by the Ghidrah cluster manager

to detect node failure differ slightly depending on whether #iled node was running a
Manager Replica, and if so, whether the Replies & primary replica or a backup replica.
(See Sections 4.4 and 4.5 for a description of the Manager Replicas and theirHeles)

the second mg, “Node failure, without manager replita,eports the results of the node
failure fault injection campaign for nodes that were not running a manager replica. The third
row, “Node failure, with backup manager replicagports the results of the node failures for
nodes that were running a backup manager replidee fourth rev, “Node failure, with
primary manager replica; eports the results of the node failures for nodes that were running

the primary manager replica.

The second column of Table 5.3% ‘of faults; lists the number of fault injections
performed for the m’'s fault injection campaign and cgtay. The third column,‘CMM
detection lateng” represents the time from the fault injection until the first CMM
component detects an errofhe time is an\&rage oer al of the faults for that campaign
and catgory. The fourth column,Time from detection to broadcast sighalepresents the
avaage time from the initial detection by the CMM component to when the cluster manager
broadcasts notification signal to the application. In the case of the seawlhdnjection
campaign, the cluster manager is the first CMM component to detect theailade, o the
delay between the cluster managetetection and its broadcast of the signal igligéle.

The fifth column, “Time from broadcast signal to signal dety,” represents thevarage

time from the broadcast of the signal until the signal isveleld to the last application
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process. Theightmost column, “total timé,is the sum of the second, third and fourth

columns. Theable also lists each measuremegtindard deviation in parentheses.

When a process crashes, the OSvdedia signal to thé\gent-Helper, as ascribed in
Subsection 4.4.2. Hence tigent-Helper is the first CMM component to detect process

crashes.

As described in Subsection 4.4.1, the cluster manager detects node failures by timing out
on heartbeats fromAgents. Since Agents send their heartbeat messages to badkapager
Replicas, the backugReplica is the first component to detect an error due to naidieré. The
time it takes for th&eplica to detect a node failure depends in part o hmch time passes
between the node failure and the next heartbeat check, wiptdirs the variation in times

for the CMM detection lateydor node failures.

The CMM's time to detect adiled node is affected by whether a Manager Replaa w
running on the failed node and whether the Replica was a primary or backup Replica, as
described in Section 4.4. The lastotwows of Table 5.3 she the increase in detection
lateny due toManager Replicas performing self-diagnosis before probing thgent. From
these results, we can see that applications that use timesis éor hang detection will
beneit from the CMM’s detection and notification of process crashes if the application’

timeout eents are scheduled more than about 1 second apart.

The times presented in Table 5.3stbat the the CMM can promptly detect and notify
application processes of crashed processes. The €NMEction lateng for failed nodes is
significantly higher than for process crashes, but much of the delay is due to the use of

conservatiely long timeout @alues. Thidateng can be reduced by tuning the timeoatues
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for the specific network and processor speeds that the cluster is running on.

Request Time (ms)
Application-initiated broadcast signal 18
Group request: Synchronize 19
Group request: drminate 42
Group request: Spawn, LAMMPS (12-MReeutable) 112

Table 5.4: Response time of CMM for handling application requests

Table 5.4 lists the CMM response times for fault tolerance services that the application
requests of the cluster manager (Section 3.4). The synchronize, terminate, and spawn services
are all group requests, requiring a quorum of application processes to send matching requests
to the cluster manageiThe times shown in Table 5.4 do not include the amount of time the
cluster manager waits to reeeithe requisitie number of matching group requests, since that
time depends on the betar of the application processes. Instead, the time shown is
measured from the point in time that the cluster managewvesdbe last group signal of the
guorum to the point in time that the cluster manageisponse has been defied to eery

application process.

5.6. Performance Overhead of Fault Tolerance M echanisms

To measure thewerhead of fault tolerance mechanisms, the applications weceited
on virtualized clusters of 4 and 8 compute nodes withait fnjection. Compute nodes ran
in VMs, with two VMs per physical host. The physical hosts were quad-core Intel Xeon
X3210 processors running at 2.13 GHEach core had 4 MB of L1 cache. The physical hosts

were connected via Gigabit Ethernet LAN.
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Application/I nput Stock (sec.) | With With
application- RepM Pl
specific process
error duplication
detection (relative to Stock)
(relative to Stock)

LAMMPS/eam, 4 processes 36.50 1.01 —
LAMMPS/Ij, 4 processes 56.60 1.00 —
ClustalW-MPI, 4 processes 109.11 1.15 2.40
ClustalW-MPI, 8 processes 79.65 1.21 —
Nqueens, 4 processes 202.69 1.04 2.68
Nqueens, 8 processes 117.98 1.09 —
TSP 4 processes 28.20 1.04 2.59
TSR 8 processes 30.64 1.05 —

Table 5.5: Application execution times with and without error detectiofimes with error
detection enabled are relagito gock time. Note that LAMMPS was noxecuted with
RepMPI because it used MPI colleetiommunications that were not implemented in
RepMPI. Applications with 8 processes were nacated with RepMPI because it
required a 16-node cluster.

Table 5.5 shows the performancerexhead of application-spedaif error detection
mechanisms and of applications running with duplicate processes under Re@Mlyl.
applications with 4 processes (duplicated by RepMPI to 8 processes) were tested due to the
limited number of nodes in our clusters. This table shows that application-specific error
detection mechanisms arery inexpensve. Furthermore, note that the table only compares
execution times; it does not stothat applications running with RepMPI use twice asynan
cluster nodes compared to the stock applications and applications using only application-

specifc error detection mechanisms.

Applications were xecuted with application-specific checkpointing and with DMTCP

application-transparent checkpointing. In both cases, checkpoints were scheduledig®e that f
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Application/I nput Stock (sec.) | With With
application- DMTCP
specific aplication-
checkpointing transparent
(relativeto Stock) | checkpointing

(relative to Stock)
LAMMPS/eam, 4-proc. 36.50 1.03 1.26
LAMMPS/eam, 8-proc. 20.84 1.05 1.43
LAMMPS/j, 4-proc. 56.60 1.07 1.40
LAMMPS/Ij, 8-proc. 29.70 1.06 1.51
ClustalW-MPI, 4-proc 109.11 1.04 1.18
ClustalW-MPI, 8-proc 79.65 1.04 1.18
Nqueens, 4-proc. 202.69 1.07 1.19
Nqueens, 8-proc. 117.98 1.08 1.20
TSR 4-proc. 28.20 1.00 1.07
TSR 8-proc. 30.64 1.00 1.08

Table 5.6: Application execution times with and without checkpointingimes with
checkpointing enabled are relatito gock time.

checkpoints were committedvemly spread across thaeeution time of the applicationThe
application-speci€ checkpointing mechanism is described for each of the four applications in
Section 5.1. Table 5.6 shows »acution times for applications with and without
checkpointing. Thetimes shown for application-specif and application-transparent
checkpointing are relatt © the eecution times of the stock (unmodified) applications
without ary checkpointing. Br all applications, ive checkpoints were scheduled per run,
evelly spaced across the the applicatsoexecution time. The checkpoint sizes are shown in
Table 5.7. The performanceverhead for application-transparent checkpointingswnag

times higher than that of application-specitheckpointing because application-transparent
checkpointing did not use application-specific knowledge to minimize the amount of state to

be checkpointed.
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Application/Input Application-level | Application-transparent
(M B/process) (M B/process)

LAMMPS/eam, 4-proc. 2.7 26.4
LAMMPS/eam, 8-proc. 1.3 24.1
LAMMPS/Ij, 4-proc. 8.1 46.4
LAMMPS/lj, 8-proc. 4.0 31.8
ClustalW 4-proc., 1.0 4.2
manager

ClustalW 4-proc., 0.0 8.8
workers

ClustalW 8-proc., 1.0 4.2
manager

ClustalW 8-proc., 0.0 8.8
workers

Nqueens, 4-proc., 18.9 60.5
manager

Nqueens, 4-proc., 0.0 10.5
workers

Nqueens, 8-proc., 18.9 60.5
manager

Nqueens, 8-proc., 0.0 10.5
workers

TSR 4-proc., manager <01 16.0
TSR 4-proc., worlers 0.0 11.8
TSR 8-proc., manager <01 16.0
TSR 8-proc., worlers 0.0 11.8

Table 5.7: Size of application-specific and application-transparent checkpoints.

5.7. Evaluation of Application-Specific Fault Tolerance M echanisms

This section describes the fault injection campaigns usedatoage the application-
specifc fault tolerance mechanisms of the four MPI applications described in Section 5.1.
Table 5.8 lists iive general outcomes for faults affecting application processes. Since all four
applications use the same detection andveganechanisms for process crashes and hangs,

we cover these errors for all applications in subsection 5.7.1. Results for faults causing
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corruption of application-leel state are bro&n out by application in Subsections 5.7.2

through 5.7.4.

Outcome of Description
fault injection
Process crash The fault caused an application process to crash (terminate abrjormally,
e.g. due to a segmentation fault).
Process hang The fault caused an application process to hang (stop making progress
at the application ie).
Corruption of The fault manifested as an error in applicatiorellstate that was

application-leel detected by applicationyel error detection.
state: Detected

Corruption of The fault manifested as an error in applicatiorellstate that was not
application-leel detected by the application; the applicati@aceited to completion
state: but outputted incorrect results.

Undectected errof

Not manifested The fault had no effect on the application.

Table 5.8: Possible outcomes due to CPU register fault injection

5.7.1. Process Crashesand Hangs

To test the ability of the applications to detect and vecérom process crashes and
hangs, we used fault injection campaigns that directly caused these dfoorprocess
crashes, the fault injection campaign terminates a random application process at a random
time, with one process termination per applicaticcetion. For process hangs, each
application vas instrumented with a signal handler that enters an infinite loop that does
nothing. Thus,the delvery of the signal instantly causes the process to skepugng
application code. The fault injection campaign signals an application process at a random

time, with one signal per applicatioreeution.
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As mentioned in Section 4.3, all of our applications use timeamt®to detect hangs.
When a timeout \ent fires in one process, the process broadcasts a Ghidrah signal to all
processes of the task. Thisgoes a sequence of steps shown in Table 5.9. The first step is to
diagnose the hung process; we use a coatervsecond timeout to distinguish between a
slow process and a hung process. The second and third stegislénST9 are to terminate the
hung process and spawn a replacement process. The fourth step isvew teeoMPI
communication context, incorporating thewhgspavned process into a weMPIl world
communicatar The fifth step is to rollback application state to the latest application-gpecif
checkpoint. Thdinal action is to rea@r additional application state, such as intermediate

values based on the data read from the checkpoint, after which normal computation resumes.

At least 200 fault injections wolving hanging an application process were performed on
each applicationAll of the hung processes were detected and correctlyaembfrom in all
of the applications. The amount of time taken in each of the diagnosis ancryeco
procedures is listed in Table 5.9. The resultsastitat the CMM services woked by the
applications are performedery quickly Most of the receery time involves application-

specific diagnosis and regay of application-leel state.

At least 200 fault injections that crashed an application process were performed on each
application, with one process crash per applicat@swgion. TheCMM detected the process
crashes and notified the application, and all applications responded to theatonié
correctly and reogered successfullyThe arerage times for each reesy step were the same
as those reported for process hangsabld 5.9, except that the firstdvteps, diagnosis and

process termination, are not performed for process crashes.
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Diagnosis & LAMMPSeam | LAMMPS/Ij | ClustalW-MPI | Nqueens | TSP
Recovery Step
1. Diagnosis 4009 4008 4009 4009 | 4008
2. Process termination 42 42 42 42 42
3. Process spaing 113 113 74 71 71
4. MP| communication 23 23 23 23 23
context recaery
5. Restore checkpointed 219 792 580 3254 53
state
6. Additional application 754 733 10 12 12
setup
Total 5160 5711 4738 7411 4209

Table 5.9: Time to diagnose and rae® from a hung process. All applications wexecaited
with 4 processes. All times are in ms.

5.7.2. LAMMPS Application-Specific Error Detection and Recovery

LAMMPS spends much of itsxecution time in floating-point arithmetic; therefore we
targeted the fault injection on floating-point registers, namely the eight 128-bit Xigistees
of the x86/SSE architecture. Because the simulatoksvon the leel of molecules, a single
bit-flip in an XMM register (to simulate an SEU) is likely to affect only the behavior of a
single molecule in a simulation of hundreds of thousands of molecules. In preliminary
testing, flipping a single bit in one XMM register very rarely caused an alidereffect on

LAMMPS.

In order to perform mantests on the application-specierror detection and recery
mechanisms of LAMMPS, we needed faults to introduce some values that arieasigif
different from correct alues. V¢ designed the LAMMPS fault injection toverwrite the
entire 128-bit content of one XMM gester with a randomalue. Ineach run of LAMMPS,

this fault injection vas performed once at a random time. The fault injections were timed to
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occur close to a point where floating-point instructions were bexeguted. V¢ used
Gigan’'s performance counter triggers to count a random number of floating-point instructions
retired, from 10 to 50 instructions, followed by a random number of integer instructions
retired, from 1 to 200 instructions, at which point the floating-poigisters date was

changed.

We performed the same type @it injections described in the previous paragraph on an
unmodifed version of LAMMPS, without our additional fault tolerance mechanisms, to
obsere the fault manifestation rate and the kinds of errors produéed.each run, we
compared the thermodynamic values of the final time step toafiess/produced when no
faults were injected. When faults were manifested, the errors present in the thermodynamic
values were either very similar to the correct result$edifg only in the 5th significantgure
or lower, or they were very different from the correct resultBifferent results included
missing molecules, values that were millions of times greater than the calees,vand
values reported asinfinite’’ or ‘‘not a numbef. We dd not obsere any aroneous glues
that fell between these twextremes. @&ble 5.10 summarizes the results of themelt f

injections.

Application/I nput #fault injections | #grosdy # dlightly
incorrect incorrect
results results
(% of faults) | (% of faults)

LAMMPS/eam, 4-proc. 306 46  (15%) 25 (8%)
LAMMPSJ/j, 4-proc. 322 13 (4%) 7 (2%)

Table 5.10: Fault injections and errors in LAMMPS without fault tolerance

Table 5.11 lists the number dddlt injections performed (one per run) on the version of
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Application/I nput #fault injections | #application-level | #undetected errors
detections (% of faults)
(% of faults)
LAMMPS/eam, 4-proc. 4516 825 (18%) 489 (11%)
LAMMPS/lj, 4-proc. 4386 255 (6%) 225 (5%)

Table 5.11: Fault injections and errors in LAMMPS with fault tolerance

ratio of erroneousvalue
to correct value:
Application/Input minimum, maximum
Temperature | Pairwise Total Pressure
energy energy
LAMMPS/eam, 4-proc.|  0.99993 0.999996 | 0.999987 0.99993
1.00027 1.000002 | 1.000004 1.0002
LAMMPS/Ij, 4-proc. 0.999997 0.999985 | 0.99996 0.99998
1.00009 1.0000001 1.0000001| 1.0025

Table 5.12: Ratios of incorrect results to correct results in LAMMPS undetected errors.

Diagnosis & Recovery Step LAMMPSeam | LAMMPYI]
1. Error detection lategc 176 282
2. Error notifcation 17 17
3. Unwind call stack 71 71
4. Diagnosis 81 81
5. \Wote 23 23
6. Restore checkpointed state 219 792
7. Additional application setuy 754 733
Total 1341 1999

Table 5.13: Performance of LAMMPS application-specific fault tolerance mechanisms. All
times are in ms.
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LAMMPS that employs the application-spéciferror detection mechanism described in
Subsection 5.1.1, the number atifts manifested as errors detected by the application and the
number of faults manifested as errors that were not detected by the application, resulting in
incorrect output.Even with the more sere corruption of register state the majority adits

were still not manifested, probably due to the corrupted stater being read from the
register Also, none of the faults caused a process to hang or cidms$.is not surprising

since the floating-point computations in LAMMPS are not used far élantrol or to address

memory.

For the cases of undetected errors, the error in the resultsxaesdengly small.Table
5.12 shavs the minimum and maximum ratios of the final erroneous thermodynamic values to
the correct &lues. Theextremely small errors imply that onlyery small errors remained
undetected by the application4 error detection mechanism. In otheroms, the ihal
results in the cases categorized as undetected failure are actually largely cohisct.
indicates that our applicationvi@ error detection mechanism is well-suited for these

particular LAMMPS inputs and faults.

In all of the cases that the application detected the, expplication-specit rollback
recovery was performed correctlgnd the applicationxecuted to completion with the correct
results. &ble 5.13 lists thevarage times of the error detection, diagnosis, anveegasteps
for application-detected error3.he error detection latepds the time from the fault injection
to the application-specific detection of an incorreaitie. Thesecond step is the broadcast of
an application-specific signal for notification of the error detection. The third step includes
execution up to an MPI call, recgng the MPI_ERR_ALER error code, and throwing a C++

exception, causing the call stack to be unwound to LAMMPS’ main function. The fourth step
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is diagnosis for detecting ymung processes. Since no process is hung, all processes send a
group request toote to continue computation, the fifth step. The sixth step is to rollback the
application state to the most recent checkpoint, and treatbestep is to perform additional

application-specific computations to prepare for resumption of nocrealigon.

5.7.3. ClustalW-MPI Application-Specific Error Detection and Recovery

Sequence alignmentvalves mawg arithmetic operations on small integers and array
addressing computationdVe designed the ClustalW-MPI fault injection campaign to inject
single-bit flips into a randomly-chosen ige general-purpose register of a randomly-chosen
worker process while the avker was gecuting a recurse dynamic programming algorithm
in the third phase of the multiple sequence alignm@&atmaximize the manifestation rate of
faults, we tageted the recunge routine that implements the dynamic programming algorithm.
Specifically we wsedGigan's breakpoint trigger on the first instruction of that routiriéene
fault injector chose a random time in the applicatisecation to actrate the breakpoint
trigger After reaching the aste lreakpoint, the fault injector waited for another random
number of instructions to retire (between 5,000 and 100,000 instructions) before injecting the

fault. Thetarget x86 register was one of EAX, EBX, ECX, EDX, ESI, and EDI.

In a further diort to inject faults with a higher manifestation rate, we also raaub f
injection campaign in which all 32 bits of the chosen general-purpose register were replaced
with random walues. Theaiming of the fault injection was the same as the campaign described

in the previous paragraph.

Table 5.14 summarizes the results of the fault injection campaignsOut of a total of

2,845 fault injections between the dawcampaigns, only about 5% of thaults were
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Application Fault # #process | #process | #application-level | #undetected
inj. fault | crashes hangs detections errors
type inj.
ClustalW-MPI, | Single 2005 | 30(1.5%)| 572.8%) 2(0.1%) 0
4-proc bit-flip
ClustalW-MPI, | Replace| 840 | 41(4.9%)| 212.5%) 2(0.2%) 2(0.2%)
4-proc value

Table 5.14: Fault injections and errors in ClustalW-MPI

Diagnosis & Recovery Step ClustalW-MPI
1. Error detection lategyc 529
2. Error notifcation 17
3. Diagnosis 86
4. \ote 23

5. Restore checkpointed state 519
6. Additional application setuq 8
Total 1182

Table 5.15: Performance of ClustalW-MPI application-specific fault tolerance mechanisms.
All times are in ms.

Although it is likely that there was something wrong with the fault injections into
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determine definitiely whether these results are meaningful.

manifested as errors. These manifestation rates are surprisiwgipnopared to the rates for
Nqueens and TSP dlble 5.16) and compared to what other researchees bported for
transient single-bitdults [Sagg05].Hence, it is quite likely that thereas a bug in the
injection campaign.For example, perhaps the faults were actually injected while some

routine other than the one we intendedswecuting. Wé were, unfortunatelyunable to

ClustalWMPI, the application dult tolerance mechanisms still detected process hangs and

some corruption of applicationvd state, and the application successfully rered from all




detected errors.

The «ecution times of ClustalWMPI’s dagnosis and resgry mechanisms are listed in
Table 5.15. Unlike LAMMPS, ClustalW-MPI processes do not spend time unwinding the call
stack (the second step in Table 5.18his is because of ClustaMMPI's uise of a manager
process with independentovker processes. There is no need for all processes to jump to a
common point in application code to handle an error becausedikemprocesses do not
perform rollback receery. After the error is handled and reeced from, vorker processes

immediately resume their local computation.

5.7.4. Nqueensand TSP Application-Specific Error Detection and Recovery

Nqueens and TSP are igt codes, so we used the same fault injection campaign as the
first one used for ClustalW-MPI (Section 5.7.3), that is, one fault injection per application
execution of a single bit-flip in a general purposgisger In preliminary campaigns in which
bit-flip faults were injected into Nqueen and TSP processes, less than 3% adltkerere

manifested as errors.

To increase the probability of faults manifesting as applicatiod-trors, we tageted
the fault injection by injecting faults while certain functions in application code were being
executed. Specitally, we wed Gigan's instruction breakpoint trigger and CPUcte
performance counter to inject a fault after theyééed application process entered a local
computation routine andkecuted for a random number of instructions ranging from 5,000 to
100,000 instructionsFor example, for the Nqueensonker process, the breakpoint was on
the first instruction of the depth-first search algorithemd for the Nqueens manager process,

the breakpoint &s set on the function that checks the validity of a solutiSmilar
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breakpoint triggers were used for TSP manager and worker processes.

Application # fault #process | #process | #application-level | #undetected
injections | crashes hangs detections errors
Nqueens, 4-proc. 1026 307(30%) | 182(18%) 68(7%) 22(2%)
TSR 4-proc. 1796 446 (25%) 54 (3%) 122 (7%) 14 (1%)

Table 5.16: Fault injections and errors in Nqueens and TSP

Diagnosis & Recovery Step Nqgueens | TSP
1. Error detection lategyc 12 53
2. Error notifcation 17 17
3. Diagnosis 81 81
4. \bte 23 23
5. Restore checkpointed state 3249 68
6. Additional application setuf 4 4
Total 3286 246

Table 5.17: Performance of Nqueens and TSP application-specific fault tolerance

mechanisms. Altimes are in ms.

The results of the breakpoint-triggered fault injection campaign avensimoTable 5.16

for Nqueens and TSPror all of the runs in whichalults manifested as crashed or hung

processes, applicationvig fault tolerance detected and ree®d from the error.

Table 5.17 lists the timing for the diagnosis and wecp mechanisms of Nqueens and
TSP In both applications, all of the faults that manifested as errors detected by application-
level detection were rea@red from, and the application generated correct outpiar.
Nqueens, all of the undetected errors were due to fault injection in the manager process,
causing the manager tovalidate a result that was actuallgld. Intheses cases, the number

of solutions outputted by the application was one less than the correct ndrhiseis due to
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the fact that the manager process is a single poirdiloiré. T fix this bug, the manager
processs validity check of the results could also be performed by a second process.

Comparison of the results of the duplicate checks would expose an error in either process.

5.8. Summary

The results of ourvaluation of the layered implementation f@uft-tolerant distribted
applications shw that the set of services provided by the CMM enable such applications to
reliably tolerate process crashes, hangs, and corruption of application-specifids\&dm/e
shavn that the CMM services impose verywlgerformance werhead on applicationsWe
have dso shown that, as expected, application-spetachniques can provide fault tolerance
with much laver overhead than application-transparent techniques. Our use of the CMM
services with seeral applications demonstrates their ability to support a variety of

application-leel fault tolerance techniques.

159



Chapter Sx

Conclusion

This dissertation presents research on a layered approach for implementing f
tolerance for distributed applications on compute clust8eseral factors increase the need
for application-lgel fault tolerance, including growing number of unreliableTShardvare

components and the use of clusters in mission-critical applications and harsh environments.

For high-performance applications, thevethead for implementing application-
transparent fault tolerance mechanisms can be proflpithigh. It is often the case that
application-specit mechanisms for detecting and reeing from errors can meet the

applications reliability requirements with much loweverhead.

In this dissertation, we described a layered approach to implementing application-
specifc fault tolerance mechanismsyatving four major layers of software: the single-node
OS, the cluster management middhee, the message passing library for disiidol

applications, and applicationvid code.

The key innovation in the design presented is the implementation and utilizatioadtir f
tolerance of asynchronous communication between application processes and the cluster
manager as well as among application processhs mechanism allows the asynchronous
delivery of messages, known as signals, to application proceSsgsals can be initiated by
the cluster manager or by application processes, agctdinebe atomically broadcasted to all
processes of the application task or sent to the cluster managgoup protocol enables

multiple application processes to redundantly send a request to the cluster manager so that the
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application can tolerate failed processes that send erroneous requests.

The signals mentioned alm ae used by the message-passing library to implement the
ability for an application to detect and reepnfrom processdilures. Specitally, broadcast
signals enable application processes to notify one another of and agree on the presence of
errors or failed processes. Group signals enable application processes to request the cluster
manager to reme failed processes from the task and add faalt-free processes to replace

them.

To facilitate the utilization of the asynchronous communication mechanism described
above for distritbuted applications, this dissertation also presents the design and
implementation of an extension to the MPI API, called G-MB&veral MPI applications
were modified to implement application-spéxiérror detection and reeery mechanisms

using the ne functionality.

To test and alidate our implementation, the applications wereceted using a
Byzantine-ault-tolerant cluster manager known as Ghidrah. variety of faults were
introduced in the running system in repeated fault injection campaigns, including modification
of CPU registers, halting or termination of application processes, halting or termination of
CMM processes, and halting cluster nod&s.facilitate the recution of mag runs of fult
injections, we used virtualized clusters, in which each cluster node is run within a virtual
machine. Usingvirtual machines enables instantiating multiple compute nodes on a single
physical machine. It also alleed the test rig to &tiently shutdown a node that wasgeted

with a fault injection and restore a clean state for the node for succeeding fault injections.

Results of the test runs and fault injections showed that our fault tolerance mechanisms
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have veay low performance werhead in fault-free »@ecution compared to application-
transparent fault tolerance mechanisrRaults that caused processes to halt or crash were all
detected and rewered from. More than 90% of faults that caused corruption in application
state (i.e. incorrect values) were detected by application-gpdeiection mechanisms, and
correct application state as recoered 100% of the time. In instances where faults that
caused corruption in application state were undetected, such as some of the LAMMPS runs,
the application outputted incorrect resulkdowever, the magnitude of the difference between

the incorrect results and the correct results was very small.

The results of fault injection campaigns also demonstrated thethedness of the
interface between the application and the cluster man#égerGhidrah signal API.Most
importantly by enabling the cluster manager to notify application processes of a process
failure, the application can respond and rkexdrom the failure more quickly than if the

application only relied on applicationvig hang detection.

Our layered design for implementing applicatiomelefault tolerance mechanisms has
proven to be dfective for some distributed high performance computing applicatiéusther
research is needed to determinevhafective aur layered approach can be in realrld
situations. Firstthe scalability of our implementation should be studied with clusters of
mary more nodes and applications with ngamore processesSecond, the use of Ghidrah
signals and our extensions to MPI API should lvestigated in the context of a wideanety

of applications.
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