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Abstract - An effective scheme for detecting errors 
caused by hardware faults is t o  continuously compare the 
outputs of a pair of hardware modules performing 
identical operations on the same inputs. This approach is 
viable only if there is a very Low probability that the two 
modules will fail in exactly the same way and generate 
identical incorrect outputs. While such common made 
failures cannot be entirely eliminated, the probability of 
their occurrence can be reduced. We discuss the 
implementation of pairs of VLSl modules that perform 
identical functions but are Less susceptible to common 
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examples of NMOS and CMOS circuits, it is shown that the 
likelvhood of common mode failures can be reduced. a t  a Flg. 1: A Self-checking Functional Module (SCFM) 

relatively low cost. by using a combination of techniques the need to  he monitored, 
carefully tailored to  the functional and physical 
characteristics of the different parts of the circuit. With duplication and matching, all errors caused by 

hardware faults are deterted as long as: (1) the 
comparator is fault-free and (2) the two modules do not 

I. Introduction 
An effective error detection scheme is of crucial 

importance to  any fault tolerant system In the past, 
different concurrent error detection techniques were used 
for different parts of the computer system in order to 
minimize the amount of redundant hardware required. 
With VLSl technology, hardware is no longer expensive but 
designing and testing chips is costly and time-consuming. 
and new, more complex. hardware failure modes are 
possible? Given these properties of VLSI, duplication and 
matching at  the level of large functional modules is an - 

attractive approach to implementing concurrent error 
de t e~ t ion? ,~ , "  Each functional module, such as a 
microprocessor, a memory management unit, or even a 
complete microcomputer, is realized with two physical 
modules that operate synchronously and perform 
identical functions on the same inputs. The outputs of the 
two modules are continuously compared and any 
mismatch signals an error. We will henceforth use the 
acronym SCFM to denote a self-check'ing functional 
module implemented by duplication and matching. The 
two physical modules whose outputs are continuously 
compared will be referred to  as modules. 

If the two modules and the comparator are 
implemented on a single chip, the self-cheering capability 
of the chip may also be used to simplify its testine . . 
throughout its life: from wafer probe testing that is part 
of the manufacturing process t o  final acceptance tests by 
users. The simplifi&tion of testing is achieved by 
eliminating the need to store the correct responses to 
long test sequences and compare them with the actual 
responses of the chip during testing. Testing can proceed 
a t  the normal system clock rate and only the outputs of 
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fail at  the same time in exactly the same nay. The 
simplest implementation of duplication and matching is to 
use pairs of modules that are identical physical 
duplicates. While more than half the hardware is used for 
error detection, relatively little additional design effort is 
required for the comparator and the interconnections 
between the comparator and the two modules. As long as 
the above two assumptions hold, this scheme guarantees 
the detection of errors caused by all possible hardware 
faults including multiple faults and other complex faults 
that are not covered by many of the coding techniques 
commonly used for concurrent error detection. 

Since the comparator may fail and mask possible 
mismatches between the modules, it is imperative that 
faults in the comparator be detected soon after they 
occur so that the rest of the systemcan be informed that 
the SCFM has lost its self-checking capabilities!' This 
requirement can be fulfilled by using a self-testtng 
comparator that signals its awn faults during normal 
operation?, '2 

Unfortunately, it is not possible to guarantee that 
the two modules do not fail simultaneously in exactly the 
same way and produce identical incorrect results. Such 
common made failures (henceforth. CMB) may occur as a 
result of environmental factors, common design 
weaknesses, as well as unrelated faults that just happen to 
cause the same incorrect results to be produced. 

We provide a formal definition of CMFs and describe 
their possible causes. Several schemes for reducing the 
probability of CMFs are discussed. Cells that are 
comrnonly used in NMOS and CMOS VISI circuits are 
analyzed, and i t  is shom that no one technique is 
effective for all possible cells. An optimal balance of cast. 
performance, and effectiveness in reducing common mode 
failures, can be achieved with a combination of techniques 
tailored to the characteristics of specific cells. 














