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Abstract — Periodic checkpointing of the entire system
state and rolling back to the last checkpoint when an error is
detected is proposed as a basis for error recovery on a VLS
multicomputer executing non-interactive applications. Detailed
agorithms for saving the checkpoints, distributing diagnostic
information, and restoring a valid system state are presented.
This approach places no restrictions on the actions of the
application tasks, and, during normal computation, does not
require the complex communication protocols that are part of
most other schemes. Estimates of the overhead of the proposed
scheme are presented and extensions for efficient handling of
transient faults, input/output operations, and disk failures are
discussed.

|. Introduction

Some applications, such as large circuit simulation,
weather forecasting, and aeronautical design, require very high
performance computer systems that are also highly reliable. The
performance requirements imposed by these applications
originate from their complexity (size) rather than from real time
constraints. The ‘‘size’’ of these problems also determines the
reliability requirements for the system — *‘ correct results’” must
be produced after many hours of continuous operation.

In order to achieve maximum performance, the
parallelism inherent in the tasks to be performed must be
exploited. One possible system architecture that can exploit
paralelism and is compatible with the constraints of VLS| uses
a large number of computation nodes interconnected by high-
speed dedicated links[9,19]. The feasibility of such a system
(henceforth called a multicomputer) is demonstrated by the
recently announced Inmos Transputer [3].
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Fig. 1: A Multicomputer

In order to achieve system reliability that exceeds the
combined reliability of al of its components, fault tolerance
techniques must be used. These techniques require the ability to
detect errors (error detection), to identify the components
responsible for the corruption of the system state (fault
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location), and to reestablish a valid, consistent system state that
alows continued operation of the system (error recovery) [1]. A
multicomputer system is especially well suited for reliability
enhancement using fault tolerance techniques since it contains
no single component, such as a shared memory or bus, whose
operation is critical to the continued operation of the system.

In a distributed system, reestablishing a valid system
state, such that the state of each component is consistent with the
state of all other components, is much more difficult than in a
uniprocessor [16]. Some recovery techniques suggested in the
literature are suitable for systems where interprocessor
communication is over a common bus or Ethernet but are
unsuitable for a multicomputer [4]. Other proposed techniques
restrict communication between the processors and/or require
devoting a significant fraction of the processing power and
communication bandwidth to maintaining the information
necessary for recovery[11]. While this high overhead may be
necessary for interactive applications with real-time constraints,
aternative approaches are needed for batch applications, such as
those mentioned above, where very high throughput is essential
but an occasional delay dueto error recovery istolerable.

This paper proposes and discusses a scheme for error
recovery in a multicomputer based on the use of global
checkpoints. The entire system state is periodically saved on
disks and that information is used to restore a valid system state
after an error has been detected. This approach is suitable for
non-interactive, computation-intensive applications such as
those discussed above. No restrictions are imposed on the
‘‘behavior’’ of application tasks, and message transmission is
not slowed down by the complex acknowledgement and timeout
mechanisms required by most schemes.

We begin by discussing the requirements for error
detection and error recovery in a multicomputer. Following a
brief review of aternative error recovery schemes, we present
detailed algorithms for checkpointing the entire system state,
distributing diagnostic information, and using the checkpointed
state for error recovery. An informa ‘‘proof’’ that the
algorithms are correct is presented, and an estimate of the
overhead required by this scheme is given. Finally, we discuss
how the scheme can be expanded to allow interactions with the
“‘outside world,” deal more effectively with transient faullts,
reduce the latency in detecting errors in communication links,
and handle the failure of disks and the nodes that control them.

I1. Fault Tolerance Requirements

We now discuss the requirements for error detection and
error recovery in a multicomputer that consists of thousands of
VLS chips and is used for large non-interactive applications.
We assume that chips fail independently of each other, and that
failure rates are constant, resulting in exponentially distributed
interarrival times (Poisson arrivals) of failures.

One of today’s high-performance systems, the CRAY-1,
contains more than 100,000 integrated circuits. Assuming that
similar effort and resources will be spent on future high-end
computer systems, any such system will contain thousands of
chips. The rate of permanent faults in VLSI chips is currently
on the order of one per million part hours[15, 5] while the rate
of transient faults is at least an order of magnitude higher [7].




Hence, in a system that consists of 2,000 VLSI ICs, the rate of
hardware faults resulting from chip failure alone is on the order
of one transient fault every fifty hours and one permanent fault
every five hundred hours. Thus, the probability of a hardware
fault during the execution of alarge task cannot be ignored.

A very high probability of detecting errors caused by
hardware faults is required in order to have confidence that the
results produced by the system are correct. Self-checking nodes
implemented by duplication and matching[13, 21] with a self-
testing comparator [6,22] can ensure the detection of errors
caused by faultsin the ICs. Errors in message transmission can
be detected with error-detecting codes such as checksums or
cyclic codes[8].

After an error is detected, the system must be reset to
some consistent state so that it can resume useful work. A
possible approach to this error recovery process is to abort the
task immediately when an error is detected, repair and reset the
system, and then restart the task from scratch. Unfortunately,
based on the above discussion, it is clear that the MTBF of a
large multicomputer system is only on the order of tens of hours.
For a large simulation task requiring, say, 100 hours of
continuous execution, the expected number of times that the job
would have to be restarted from scratch is on the order of several
thousand. Hence, there is aneed for an error recovery technique
that allows the system to recover most of the work completed
prior to the occurrence of afault.

I11. Error Recovery Using Global Checkpoints

Much of the work on error recovery assumes a system
where al communication is over a common bus or
Ethernet[4,16]. This allows the implementation of a
“‘recording node’’ that keeps a record of al inter-node messages
transmitted in the system[16] and facilitates the implementation
of an efficient atomic operation that transmits a message to a
“‘primary’’ process and to its ‘‘backup’’ that resides on another
node[4].

On a multicomputer, communication is point-to-point
between nodes. In order to keep track of messages that are
transmitted throughout the system, they must be explicitly
forwarded to the ‘‘recording node’ [16] or to the ‘‘backup
node’’ [4]. This requires extra delays in processing since before
taking any action that assumes that a message has been reliably
transmitted, an acknowledgement from the destination and the
backup node must be received.

Barigazzi and Strigini propose an error recovery
procedure for multicomputers that involves periodic saving of
the state of each process by storing it both on the node where it
is executing and on another backup node[2]. The critical
feature of this procedure is that al interacting processes are
checkpointed together, so that their checkpointed states can be
guaranteed to be consistent with each other. Therefore, the
domino effect that may require backing up to successively older
states[18] cannot occur. As aresult, it is sufficient to store only
one ' ‘generation’’ of checkpoints.

With the recovery scheme described in [2] a large
percentage of the memory is used for backups rather than for
active processes. The resulting increased paging activity leads
to increases in the average memory access time and the load on
the communication links. This load is also increased by the
required acknowledgement of each message and transmission of
redundant bits for error detection. The communication
protocols, which are used to assure that the message ‘‘send’” and
‘‘receive’’ operations are atomic, require additional memory and
processing resources for the kernel. Thus, performance is

significantly reduced relative to an identical system where no
error recovery isimplemented.

The idea of simultaneously checkpointing the state of all
processes belonging to the same ‘‘task’’ can be taken a step
further: simultaneous checkpointing of the complete state of all
the user and system processes on the system. A new global
checkpoint is periodically stored on disks. When an error is
detected, diagnostic information is distributed throughout the
system. Normal operation is resumed after all the operational
nodes are set to a consistent system state using the last
checkpoint.

Although creating and saving a globa checkpoint is
expensive, if the time between checkpoints is sufficiently large
compared with the time it takes to establish a new checkpoint,
the net system overhead for error recovery isrelatively small. In
a large multicomputer the expected time to establish a new
checkpoint is on the order of one minute (see Section V). Thus,
keeping the overhead low requires that a new checkpoint be
established only once or twice an hour. It isclear that the loss of
as much as an hour of processing when an error is detected is
tolerable only for non-interactive applications.

In the following six subsections we describe in detail the
creation and storing of a global checkpoint and its use for
recovery. In subsection A we present some basic assumptions
that are made about the system. In subsection B we differentiate
between normal packets that are used for the application tasks
and fail-safe packets that coordinate the creation of checkpoints
and recovery from errors. Subsection C describes the eight
types of fail-safe packets used by the system. At each point in
time, a node may be engaged in normal computation, creation of
a checkpoint, or recovery from an error. Subsection D describes
the possible modes or logical states of a node. Subsection E
describes how a consistent global checkpoint is established and
stored on disk. Finally, in subsection F, we show how the global
checkpoints can be used to recover from errors.

A. Assumptions

The algorithms for establishing global checkpoints and
for using those checkpoints for error recovery are based on
several simplifying assumptions. We will discuss later how
some of these assumptions can be relaxed.

We assume a closed system that consists of nodes, links,
and disks. Input is stored on disk before operation begins.
Output is stored on disk when the job ends.

The nodes are self-checking and are guaranteed to signal
an error to their neighbors immediately when they send incorrect
output [21]. Any node that generates an error signal is assumed
to be permanently faulty and no attempt is made to continue to
useit.

Hardware faults either cause a node to generate an error
signal or cause an error in transmission. A fault can occur at any
time, including during the creation of a checkpoint. However, if
a second fault occurs during recovery from a previous fault, the
system stops execution and does not attempt recovery. This and
other situations where the system must stop due to an
unrecoverable state will henceforth be called a crash. It should
be noted that, even if a crash occurs, the system still does not
generate incorrect results. Furthermore, since recovery takes
only a few minutes and the system has an MTBF of tens of
hours, the probability of a fault occurring during recovery is
very small.

Since the disks are extensively used for paging,
checkpointing, and 1/0, the average number of ‘‘hops’ from



each node to the nearest disk should be small. Hence, disks are
connected to several nodes throughout the system. As a first
step, we alow an error in disk I/O or a fault in a node that
controls a disk (henceforth called a disk node) to cause a crash.
Each disk node uses an error-detecting code for al data written
on the disk. When the node reads from the disk, any error
caused by a faulty disk or a fault on the path between the node
and the disk is detected by using the code. If an error is
detected, the disk node signals a crash.

The structure of the system is relatively stable — it
changes only due to hardware faults. Since al the nodes in the
system are informed of each fault, every nodeis able to maintain
tables that reflect the structure of the operational part of the
system. This includes information about which nodes and links
are operational and which nodes are disk nodes.

Each node has a unique identifier and there is a total
ordering of these identifiers. All the nodes in the system know
the identifiers of all the other nodes. For simplicity, we assume
that the identifiers of an N node system are the integers 1
through n.

To send a message, a process assemblesit in memory and
executes a system call. The kernel may divide the message into
packets which are the unit of information actually transmitted.
Packets may arrive at their destination out of order (if they
arrive at al). It is the responsibility of the receiving node's
kernel to order the packets before delivering them to the
receiving process.

The interconnection topology of the system is of crucia
importance for achieving fault tolerance. A large body of
research on the tradeoffs between various topologies is
available[24,17] and will not be discussed in this paper. One
parameter that is especially important for fault tolerance is the
connectivity of the network. The node/edge connectivity is the
minimum number of nodes/edges whose failure partitions the
network so that there is at least one pair of working nodes that
can no longer communicate. We assume that the connectivity of
our system is sufficiently large that there is a very low
probability of partitioning. Hence, it is acceptableif partitioning
causes a crash.

If a node or a link fails, routing of packets through the
network has to be modified to use alternate paths. This process
of reconfiguration requires updating routing tables throughout
the network. We assume that one of the well-known
reconfiguration procedures[20] is used in conjunction with our
recovery scheme but do not discuss this problem any further in
this paper.

B. Normal Packets and Fail-Safe Packets

One of the main advantages of our error detection and
error recovery schemes is that it does not require the substantial
delays in normal inter-processor communication that are a
necessary part of most other such schemes. In particular, during
normal operation no redundant bits are transmitted with the
messages or packets for error detection, no acknowledgement of
messages or packets are transmitted by their recipients, and
neither processes nor processors have to wait for
acknowledgement of messages or packets.

Since the probability of an error in transmission is low, it
is wasteful to check the validity of each message or packet
independently. Instead, in each node each port has two special
purpose registers for error detection. One of these registers
contains the CRC (Cyclic Redundancy Check) check bits for all
the packets that have been sent from the port. The other register

contains the CRC check bits of all the packets received. These
special purpose registers are linear feedback shift registers
(LFSRs) and their contents are updated in paralel with the
transmission of each packet [8].

In order to check the validity of all the packets
transmitted through a particular link, each node sends to its
neighbor the contents of the LFSR used for outgoing packets.
The neighbor can then compare the value it receives with the
value in its LFSR for incoming packets and signa an error if it
finds amismatch. All the links in the system must be checked in
this way before committing to a new checkpoint. Otherwise, the
state of a node corrupted by an erroneous message may be
checkpointed and later used for recovery.

The information in packets used to coordinate the
creation of checkpoints and for error recovery must be verified
before it is used. Hence, for these packets, an error detecting
code is used and redundant bits are transmitted with the packet.
Thus, there are two types of packets in the system: the normal
packets that do not include any information for error detection,
and special control packets that are used only for transmitting
information between kernels and include a sufficient number of
redundant bits so that any likely error in transmission will be
detected. These special packets are called fail-safe packets since
they are either error-free or the error is easily detectable by the
receiving node.

As discussed in Section VI-C, it is possible to speed up
the detection of errors caused by faulty links if some redundant
bits are transmitted with each normal packet. However, even if
this is done, the normal packets can still be handled more
efficiently than the fail-safe packets. In particular, the latency
associated with forwarding a normal packet through a node can
be significantly reduced if the node can begin forwarding the
packet before all of it has arrived[19]. Thisis not possible for a
fail-safe packet since a node receiving such a packet must verify
that it is correct before forwarding it. A node receiving a normal
packet may begin forwarding it immediately and initiate error
recovery if, after the complete packet is received, it is found to
beinvalid.

The first bit of each packet is used to distinguish between
anormal packet and a fail-safe packet. If the bit is 0, the packet
is usually accepted and processed or forwarded regardless of
whether it is correct or not. The LFSR for incoming packets is
updated as the packet is received. If the first bit is 1, the packet
is not accepted until it is checked. The two LFSRs in each port
are not modified by incoming or outgoing fail-safe packets.

The above scheme works even if a fault on the link
modifies the first bit of the packet. If the original packet is a
normal packet, the fault causes it to become a fail-safe packet.
The receiving node checks the packet, assuming it is coded
using some error-detecting code, and finds an error. If the
original packet is afail-safe packet, the fault causes it to become
anormal packet. The LFSR for incoming packetsin the receiver
node is modified. The error is detected when the two nodes
compare the value of the sender’s LFSR for outgoing packets
with the value of the receiver’s LFSR for incoming packets.

C. Typesof Fail-Safe Packets

Any two nodes i and j are neighbors if, and only if,
thereisalink between them.

For every pair of neighbor nodes, i and j, CKV(i,j) is
the correct CRC check vector of all the normal packets sent by i
to j since the last checkpoint. At any point in time CKV; (i ,j)
is the value of CKV (i ,]) generated and stored in the LFSR in




node i. CKV;(i,j) is the value of CKV(i,j) generated and
stored inthe LFSR in node j .

There are eight types of fail-safe packets:

checkp(CKV): Used to initiate the creation of a new
checkpoint. When sent by some nodei to its neighbor node j it
contains CKV (i ,j ).

state(dest,node,seq,size): Used to transmit the state of
node node to node dest using fixed length packets. The size
field contains the number of these packets required to transmit
the entire state. Each packet includes a sequence number seq.
These packets are used to transmit the state of a node to a disk
node during checkpointing and to transmit the state of a node
from a disk node during recovery.

saved(coord,node): Used by a disk node to inform the
checkpointing coordinator coord that the disk node is prepared
to commit to anew state for node node.

resume: Used to signal the end of a checkpointing
‘‘session’’ or the end of arecovery session.

fault(type,location,source): Used to broadcast the fact
that a fault has occurred and to initiate recovery. Type is the
type of fault detected: node, link, or unknown. The faulty node
or link isindicated by location. The node that detected the error
and initiated the distribution of diagnostic information is
indicated by source.

recover(version): Used to let the disk nodes know which
version of the node states stored on their disks they should
recover. Version may beOor 1.

restored(coord,node): Used by the node node to inform
the current checkpointing coordinator that node has received its
complete state (as part of the recovery process) and is ready to
resume normal operation.

crash(type,location,source): Used to broadcast the fact
that an unrecoverable situation has been encountered. The
arguments are the same as those for the fault packet.

D. Thelogical Statesof a Node

At any point in time, a node in the system may be
engaged in norma operation, checkpointing, distribution of
diagnostic information, or error recovery. The node's response
to various packet types depends on its current activity. Hence,
we can define severa logical-states (henceforth |-states) (@ that
are simply labels for the current activity of the node:

normal: The I-state of the node during normal operation.
Normal packets are accepted and processed. A checkp packet
causes an |-state transition to checkp-begin. A resume packet
isignored.

checkp-begin: The I-state of the node after it has received
the first checkp packet from one of its neighbors but before it
receives a checkp packet from all of its other neighbors. The
checkpointing coordinator enters this |-state when it initiates
checkpointing. Normal packets may be received only from
neighbors that have not yet sent a checkp packet. Normal
packets from other neighbors cause a transition to the error
|-state. The arrival of vaid checkp packets from al the
neighbors causes an |-state transition to checkpointing .

checkpointing: The |-state of the node after it has
received checkp packets from al its neighbors but before it
completes sending its state to a disk node. Receipt of a normal
packet causes a transition to the error |-state. The fail-safe
packets state and saved may be received. Once the node

@ The I-state of a node is not to be confused with the node’s
‘‘state’’ that is the contents of the node’s memory that defines
the state of all the processes and packets currently on the node.

completes sending its entire state to a disk node, it changes its
I-state to checkpointed .

checkpointed: The node's I-state after it has completed
sending its state to a disk node but before it receives the
resume packet. Receipt of a normal packet causes a transition
to the error I-state. The fail-safe packets resume, state, and
saved may be received. A resume packet causes an |-state
transition to normal .

error: The |-state of the node after it has detected (or has
been informed of) an error but before it is ready to accept its
recovered state. The node enters this I-state upon receiving a
mismatch signal from a neighbor, an invalid fail-safe packet, a
normal packet when only fail-safe packets are expected, or a
fault packet. A transition to the error I-state may aso be
caused by a valid fail-safe packet whose contents indicate some
error condition (see next subsection). Normal packets are
ignored if sent by neighbors that have not yet sent a fault
packet. Other normal packets cause a transition to the crashed
|-state. The fail-safe packets checkp, saved, resume, state,
and restored are ignored if sent by neighbors that have not yet
sent a fault packet. The fault packet is ignored if the
location it refers to is the same as the location of the fault that
caused the transition to the error I-state. Any other fault
packet causes a transition to the crashed |-state. The recover
packet causes atransition the recovering |-state.

recovering: The node's I-state after receiving the
recover packet but before it is ready to resume normal
operation with its recovered state. Receipt of a normal packet
causes a transition to the crashed |-state. The recover packet
isignored. The packets state and restored are processed (see
Subsection F). The arrival of the node's complete state via
state packets causes atransition to the recovered |-state.

recovered: The node's |-state after receiving its complete
recovered state but before resuming normal operation. Receipt
of a normal packet causes a transition to the crashed I-state.
The packets state and restored are processed (see
subsection F). All recover packets are ignored. The resume
packet causes atransition to the normal |-state.

crashed: The |-state of the node after an unrecoverable
error has been detected.

Each node includes the ‘‘state variable’’ version that
determines what is the most recent valid version of the node's
state that is stored on disk. This variable may have the values O,
1, or unknown. When the system is initialized, the value of
versionin all the nodesis set to 0.

E. Creating a Global Checkpoint

The scheme for saving a consistent global checkpoint is
an adaptation of the standard two-phase commit protocol used
for preserving consistency in distributed data base systems[10].

Initially, a designated node, say nodel, is assigned to
serve as the coordinator for establishing global checkpoints. If
the coordinator fails, al the other nodes are notified and the next
node, according to the total ordering between the nodes, takes
over the task of being checkpointing coordinator.

Every node includes a ‘‘timer’’ that can interrupt the
node periodicaly. Checkpointing is initiated by the
checkpointing coordinator when it is interrupted by its timer [2]
and it is in the normal |-state. Checkpointing is also initiated
when a task is complete so that the system can commit to the
output stored on disk.

Faulty operation of the timer is detected just like faulty
operation of any other part of anode. The self-checking node is
implemented using duplication and matching[21]. Each




duplicate module includes its own independent timer. Even if a
fault disables one of the timers, the other timer still operates and
causes the module it is part of to ‘‘behave’’ differently from the
module with the faulty timer.

The Actions of the Checkpointing Coor dinator

When the checkpointing coordinator, say nodei , initiates
checkpointing, it does the following:

[1] Nodei stopsall work on application processes and stops
transmitting normal packets. The node's I-state is
changed to checkp-begin.

Node i sends to every neighbor node j the fail-safe

packet checkp (CKV, (i ,j)).

Nodei waitsfor checkp packets from all its neighbors.
If a normal packet arrives, it is included with the
rest of the node state that must be checkpointed.

If a checkp (CKV(j,i) packet arrives from
neighbor j then: If CKV;(j,i) # CKV;(j,i), i
changes its I-state to error and sends the packet
fault (link,(i ,j),i) to al its neighbors.

If no checkp packet arrives from a neighbor j
within some fixed time limit, i changes its |-state
to error and sends  the packet
fault (unknown ,j ,i ) to dl its neighbors.

Node i changes I-state to checkpointing and sends its

complete state to the disk node assigned to it.

Node i changes I-state to checkpointed and waits for

fail-safe packets of the form saved (i ,j) for all nodes j

in the system that are known to be working.

If for one of the nodes, say node | , no such packet
arrives within some fixed period of time, i
changes its |-state to error and sends the packet
fault (unknown ,0,i) to all its neighbors.

After al the expected saved packets arrive, node i

complements its version variable, changes |-state to

normal, and sends the packet resume to al its
neighbors.

[71 Nodei resumesnormal operation.

The Actions of a Checkpointing Participant

Every node |, that vreceives the packet
checkp (CKV; (i ,j )) from its neighbor i while in its normal
|-state, does the following:

[11 Node | stopsall work on application processes and stops
transmitting normal packets. The node's I-state is
changed to checkp-begin.
If CKV, (i,j) # CKV,(i,]), node ] changesitsl-state to
error and sends the packet fault (link,(i ,j),j) to al its
neighbors.
For every neighbor node k (including k =1), j sends k
the fail-safe packet checkp (CKV; (j K)).
Node j waits for checkp packets from al its neighbors
except i .
If a normal packet arrives, it is included with the
rest of the node state that must be checkpointed.
If a checkp (CKV,(k,j) packet arrives from
neighbor K then: If CKV (k,j) # CKV;(K,]) ,
changes its |-state to error and sends the packet
fault (link,(k,j),j) to all its neighbors.
If no checkp packet arrives from some neighbor
k (k #i) within some fixed period of time, |
changes its |-state to error and sends to all its
neighbors the packet fault (unknown ,k,j).
Node j changes its |-state to checkpointing, and begins
to send its state to the disk node assigned to it using state

(2]
(3]

(4]
(9]

(6]

(2]

(3]
(4]

(9]

packets. The complete node state except for one last
state packet is sent.

Node j changesits |-state to checkpointed, setsits old-
version variable to version, sets its version variable to
unknown, and sends the last packet containing its state
to the disk node assigned to it.

(6]

[71 Node j waits for a resume packet from one of its
neighbors.
[8] When node j receives a resume packet from its

neighbor i, it sets its version variable to 1 - old-
version, changes its |-state to normal, and sends a
resume packet to al of its other neighbors.

Node j resumes normal operation.

(9
The Actions of a Disk Node

A disk node may be a checkpointing coordinator or a
checkpointing participant. In either case, it executes most of
protocols described above as a regular node. However, a disk
node also performs two additional tasks: (1) It stores node states
so that they can be recovered in case of an error. (2) It handles
input/output.

During a checkpointing session, a disk node accepts
state packets and stores them on its disk. Once the complete
state of some node | is received and stored on disk, the disk
node sends a saved(coord,j) packet to the checkpointing
coordinator. Upon receiving a resume packet, the disk node
commits to the most recently saved versions of the node states,
which correspond to the current value of the disk node's
version variable.

In order to roll back the entire system to a previous state,
the state of the disks must be rolled back together with the state
of the nodes. All files that are opened with write or read/write
permission are duplicated by the disk node and 1/0 operations
are performed on the duplicates until the disk node commits to
the next checkpoint. Newly created files exist only as
“‘duplicates’’ until the disk node commits to the next
checkpoint. At that point, al the new and duplicate files are
incorporated with the committed state. Files that remain open
with write or read/write permission must, once again, be
duplicated since all operations until the next checkpoint must not
affect thefiles that are part of the current checkpoint.

F. Fault Handling

When a node detects an error, it informs its neighbors of
that fact. The diagnostic information is then distributed
throughout the system. Since an error may be detected in the
middle of creating a new checkpoint, some of the disk nodes
may have access to subsets of two different system states: the
state currently being checkpointed and the previous state. The
first node that can determine which version of the state should
be used, distributes this information throughout the system.
Once the disk nodes find out which version of the system state
to use, they send the state to all the other nodes. When all the
nodes receive their state, they inform the checkpointing
coordinator, which subsequently initiates the resumption of
normal operation. Since all the working nodes are informed of
the cause of the error, they can avoid using the failed node or
link so that it cannot be the source of any additional errors.

The rest of this subsection is a detailed description of the
actions of the nodes when an error is detected.

The Actions of a Regular Node

When a node is in any |-state except error or crashed,
it may change to the error |-state at any time, as described in
Subsection D. When a node j enters the error |-state, it does




the following:

[11 Node j stops al work on application processes and
deletes all normal and fail-safe packets that are waiting
for transmission. If the fault is in one of the node's
neighbors or in a link to a neighbor, all communication
with that neighbor is terminated.

Packets that arrive at the node are handled as follows: All
normal packets and all fail-safe packets, except fault and
crash, are ignored. Fault packets are ignored if their
location field indicates that they were generated as a
result of the same fault that caused node j to enter the
error |-state.

Node j sends fault packetsto all its neighbors.

If the version variablein node j is not set to unknown,
nodej sends a recover (version) packet to al its
neighbors.

If version is set to unknown, nodej waits for a
recover packet from one of its neighbors. When the
recover packet arrives, node | sets its version to the
value in that packet and sends a recover (version)
packet to al its neighbors.

If the error is a result of a fault in the checkpointing
coordinator, all the working nodes in the system may
have their version variable set to unknown. Hence, if
node j is a neighbor of the checkpointing coordinator
whose version is set to unknown, and if the fault
packets indicate that the checkpointing coordinator has
failed, nodej waits for a recover packet only up to
some preset time limit and then sets its version to old-
version and sends a recover (version) packet to al its
neighbors.

Node j changes |-state to recovering and waits for its
complete state to arrive from a disk node.

Node j sends a restored packet to the (possibly new)
checkpointing coordinator, changes |-state to recovered
and waits for aresume packet from one of its neighbors.
If node j is the checkpointing coordinator, when it
receives restored packets from al the nodes which are
known to be working (including itself), it sends resume
packets to al its neighbors and changes I-state to
normal .

If node j is not the checkpointing coordinator, when a
resume packet arrives from one of its neighbors, it sends
aresume packet to al its neighbors and changes |-state
tonormal .

Node j resumes normal operation.

(2]

(3]
(4]

(5]
(6]

(7]

(8]
The Actions of a Disk Node

As previously mentioned, if an error is detected in a disk
node, a crash is initiated (in Subsection VI-D we discuss
modifications to the system that enable it to recover from failed
disk nodes). However, a disk node can participate, or even
initiate, the recovery process when the source of the error is
some other node.

During recovery, every disk node j uses state packetsto
send the checkpointed state to those nodes whose state is stored
on the disk controlled by j. The disk node begins sending the
checkpointed state to the nodes after it has gone through step [4]
of the recovery protocol described above, in which it determines
which version of the state should be used. The disk node's
value for the version variable following step [4] corresponds to
the state that it sends out.

Disk “‘files’” must be restored to a state that is consistent
with the state of the nodes. If the version variable in some disk

node is not unknown (i.e., it is set to 0 or 1) when it first enters
the error |-state, the system is rolled back to the checkpoint to
which the disk node has already committed. Updatesto the disk
that were performed after the last checkpoint are undone by the
disk node that removes all the duplicate files and creates new
duplicates from the ‘‘master copy’’ for al the files that are
marked in the master copy as open with write or read/write
permission.

If the disk node is in the middle of a checkpointing
session, its version variable may be set to unknown. If recovery
requires rolling back to the previous checkpoint rather than to
the one being established, the value of version changes to old-
version when the |-state changes to recovering. In this case the
disk node performs the same actions as when version isinitialy
set to a value other than unknown.

If recovery requires ‘‘rolling back’” to the checkpoint that
is currently being established, the value of version is unknown
when the disk node first enters the error I-state but changes to
1-old-version when the I-state changes to recovering. The
disk node commits to the node states that have just been
received as well asto al updates that were done to the disk since
the last checkpoint. All files for which there are temporary
duplicates are updated with the contents of the duplicates. For
files that have been closed since the last checkpoint, the
duplicates are removed. For files that are till active, the
duplicates remain and continue to be used by the disk node.

If the disk node receives an error packet in the middle of
committing to a new checkpoint, it forwards the packet to al its
neighbors but does not proceed with any recovery actions until it
compl etes the process of committing to the new checkpoint.

IV. Correctness Arguments

Since a complete proof of the correctness of the protocols
presented in this paper requires a lengthy case analysis, we limit
our discussion here to showing that, despite hardware faults, the
system will never produce (‘‘commit to’’) incorrect results. The
last action of the system, before committing to the output of a
task, is to establish a new checkpoint. Hence, it is sufficient to
show that a checkpointing session can complete successfully
only if the states of al the nodes are correct and there are no
errors in transmitting output from the various nodes to the disks.
In subsection A it is shown that the states of the individual nodes
are correct. In subsection B it is shown that the states of all the
nodes that are saved as part of a single system checkpoint are
consistent with each other.

A. TheCorrectness of Individual Node States

The correct operation of two neighbor nodes and the link
connecting them is verified when both enter the checkpointing
|-state. Errors that are a result of faults in nodes are detected
immediately when they occur. Two neighbor nodes can enter
the checkpointing |-state only after they have exchanged checkp
packets. These checkp packets follow any norma packets
transmitted between the two nodes. If the checkp packets do not
cause one or both of the nodes to enter the error |-state (i.e., the
CRC check bits match), then there have been no errors in the
transmission of normal packets between the nodes since the last
checkpoint. Thus, if both nodes enter the checkpointing I-state
the only way for one of the nodes to have received an incorrect
normal packet from the neighbor isif the neighbor was correctly
forwarding an incorrect packet from some other node.

Before checkpointing is complete, al the nodes go
through the checkpointing I-state. Thus, al the normal packets
received by each one of the nodes since the last checkpoint must




be correct. The interna state of a node may be erroneous as a
result of incorrect processing of correct packets. However,
since the nodes are self-testing, an erroneous internal state is
detected when the state is sent to the disk node. Thus, if all the
nodes complete sending their state (i.e., enter the checkpointed
|-state), al those states must be valid. It remains to be shown
that these node states are consistent with each other and are
stored and retrieved correctly.

The state of each node is sent to a disk node using fail-
safe state packets. Errors in the transmission of the state are
detected since the packets are fal-safe. Since the nodes are
self-checking, any error in forwarding the state packets is
detected immediately. If a state packet from some node is lot,
no saved packet for the node is sent to the checkpointing
coordinator and the checkpointing session is never completed.
Hence, a checkpointing session can be completed only if the
states of all the nodes arrive at the disk nodes intact.

Since the disk nodes are self-checking, errors in the
operation of these nodes is detected by neighbors and causes a
crash. An error-detecting code is used for transmitting and
storing information on the disk itself. During recovery, the disk
nodes either retrieve the node states correctly or detect an error
and initiate a crash.

During recovery, the node states are sent from the disk
nodes using state packets. Any errors in the transmission of
these fal-safe packets are detected immediately and cause a
crash. Each node can determine when it receives its entire state
using the seq and size fields in the state packets. Normal
operation is resumed only after the checkpointing coordinator
receives restored packets from al the nodes, indicating that the
entire checkpointed state has been retrieved correctly.

B. The Consistency of Node Statesin a Checkpoint

The state of a node changes as a result of loca
computation or the transmission or receipt of a normal packet.
The saved states of two neighbor nodes are consistent if no
normal packets are transmitted between them after the state of
one of the nodes has been saved but before the state of the other
node is saved[2]. When a node enters the checkp-begin |-state,
it stops local computation and transmission of normal packets.
A node enters the checkpointing |-state only after all its
neighbors have entered the checkp-begin I-state. Hence, no
more normal packets are exchanged with any of the neighbors
until normal operation is resumed. During a checkpointing
session, each node enters the checkpointing I-state and sends its
state to a disk node. Therefore, the saved state of the node is
consistent with the saved states of all its neighbors. Thus, if a
checkpointing session is not interrupted by an error, all the node
states that are part of that checkpoint are consistent with each
other.

The version variable stored with each node is used to
ensure that all the nodes will ‘‘recover’” with consistent states,
even if an error is detected in the middle of a checkpointing
session. During a checkpointing session, before a node
completes sending its state to a disk node, it can determine
independently of any other node that recovery requires rolling
back to the previous checkpoint rather than the one being saved.
Once a node completes sending its state, it can no longer make
this determination and is forced to set its version variable to
unknown. The checkpointing coordinator can aways
determine which checkpoint should be used. It receives saved
packets for al the nodes in the system only after all the disk
nodes together have a complete consistent new checkpoint. The
resume packet sent by the checkpointing coordinator informs all

the nodes that the new checkpoint is valid. If the checkpointing
coordinator is in the middle of a checkpointing session and has
aready received saved packets for all the nodes in the system,
the checkpoint being established is used. Otherwise, the
previous checkpoint is used and the checkpoint being
established is discarded. Every node either ‘‘knows’ to what
checkpoint the system should be rolled back, or *‘knows'’ that it
is not able to make that determination. It is not possible for two
nodes to have complementary values in their version variables.
Since the disk nodes begin sending the checkpointed state only
when their version variable is not unknown, the system is rolled
back to a consistent state.

When the system commits to a new checkpoint, it also
commits to the output generated since the last checkpoint. Disk
output in the system is sent from the various nodes to the disk
nodes during normal operation using normal packets. A
checkpointing session can complete successfully only if no
errors occurred as a result of faults in nodes or links. Thus, if
the checkpointing session completes, al the output received by
disk nodes since the last checkpoint must be correct. The disk
nodes append redundant bits for error detection to al
information stored disk. When the system commits to output on
its disks, that output is either correct or, if it is incorrect, the
error can be detected when the information is retrieved based on
the error-detecting code used when the information is stored.

V. Estimate of the Overhead for Fault Tolerance

An accurate estimate of the overhead of making the
multicomputer fault tolerant requires detailed simulation based
on information that is only available when system design is
complete. In order to provide a rough estimate of the overhead
associated with the proposed error recovery scheme, we make
severa specific assumptions about the system based on the
intended application environment and on current and near-future
technology:

(1) The system includes 1,000 nodes, each consisting of a
high-performance (say, 5MIPS[3]) processor. The
processor state, which does not include code-space, is, on
the average, 256,000 bytes.

The topology of the system is dense, i.e., the diameter is
proportional to the logarithm of the number of nodes.
Specifically, we assume a diameter of 15.

Ten of the nodes in the system are disk nodes, each
handling checkpointing and recovery of the state of 100
nodes.

The communication links are assumed to have a
bandwidth of 1.5%10° bytes/second [3, 12].

Every fail-safe packet that is not a state packet is 16 bytes
long, including redundant bytes for error detection.

Each state packet is 1,000 bytes long and 260 such
packets are required to transmit the entire state of a node.
Each node can be simultaneously receiving a packet,
processing a previously received packet, and sending a
previously processed packet [3, 12].

The bandwidth of the interface between the disk node and
the disk drives it controls is much higher than the
bandwidth of the communication links, and the node can
transfer data to the disk drive simultaneously with al its
other activities.

In order to initiate a checkpointing session, the checkp
packets propagate from the checkpointing coordinator to all the
other nodes. The 16 byte checkp packet passes through alink in
11 psecs. The processing required at each node to forward the
packet is relatively simple. For a 5 MIPS processor, 50 psecs
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is a pessimistic estimate of the delay introduced by this
processing. Since the diameter of the systems is15, al the
nodes in the system can enter the checkpointing |-state within
one milliseconds after the checkpointing session isinitiated.

The state of each node is transmitted to a disk node using
260 state packets. Each 1,000-byte state packet can be
transmitted through a single link in 670 psecs. Hence, every
disk node begins receiving state packets within one or two
milliseconds after all the nodes enter the checkpointing I-state.
A regular node receiving a state packet can verify it and forward
it to the appropriate output port within the 670 psecs it takes to
transmit the packet over alink. Hence, even if a disk node can
only receive state packets through one of its ports, these packets
can utilize the full bandwidth of the link. Since the bandwidth
of the interface between the disk node and the disk drive has a
much higher bandwidth than the communication link, the disk
node can store the state packets as fast as they arrive. Thus, al
26,000 state packets containing the state of 100 nodes can be
received by a disk node in approximately 18 seconds.

Sending saved packets from the disk nodes to the
checkpointing coordinator is a similar process to distributing
checkp packets from the checkpointing coordinator to the rest of
the system. Hence, this process is expected to take
approximately one millisecond (see above). Similarly, the
resume packet from the checkpointing coordinator can be
distributed to the rest of the system in approximately one
millisecond. Thus, the entire checkpointing session can be
completed in less than 19 seconds.

If a checkpoint is created twice an hour, the overhead
involved in maintaining the checkpoint is, approximately
1.1 percent.

The process of recovery is very similar to the process of
creating a checkpoint — 26,000 state packets are transmitted
from each disk node. Hence, recovery is also expected to take
approximately 20 seconds. When an error is detected, the
system is rolled back and any computation done since the last
checkpoint is lost. Since a new checkpoint is created every
30 minutes, on the average, 15 minutes of computation are lost
every time the system isrolled back. If the MTBF of the system
is 10 hours, the total overhead for fault tolerance during those
10 hours includes 6.6 minutes for creating checkpoints,
0.4 minutes for error recovery, and 15minutes of lost
computation. Thetotal of 22 minutes amounts to an overhead of
3.7 percent.

V1.

In this section we outline how some of the restrictive
assumptions made in Subsectionlll-A can be relaxed. In
particular, it is no longer assumed that the system must be
“‘closed.”” Some communication with the ‘‘outside world’’ is
alowed. Since transient hardware faults are at least an order of
magnitude more likely to occur than permanent faults[7], it is
wasteful to logically remove anode or alink after it suffersfrom
afault. A more efficient way of dealing with transient faults is
proposed. Finaly, modifications to the system that alow
recovery from faults in disk nodes are discussed.

A. Input/Output from the System

The basic problem in allowing communication with the
outside world is that it may be impossible to roll back the effects
of such communication: if a pageis printed, it cannot be erased;
if afileisread and then deleted, it may not be possible to restore
its contents; if input is obtained from a terminal, it is not
acceptable to ask the user to retype the entire session when the

Relaxing Some of the Assumptions

system recovers. The problem is especialy difficult with our
scheme that allows the system to continue operating incorrectly
for a relatively long time (up to the time between successive
checkpoints) after an error occurs.

The multicomputer consists of nodes, links, and disk
drives. We call any other system (computer) or device that
interacts with the multicomputer, a ‘‘periphera.” Some
peripherals, such as another computer system, may be able to
commit to checkpoints and roll back to those checkpoints upon
demand. We call such ‘‘devices’ intelligent peripherals. Most
peripherals, such as printers or tape drives, cannot set
checkpoints and roll back to them. We call these latter devices
simple peripherals.

We call nodes that interact directly with the outside world
peripheral nodes or p-nodes. Typically, a p-node is aso a disk
node. Information transfer from a p-node to a periphera is
output while information transfer in the opposite direction is
input.

Intelligent Peripherals. With intelligent peripherals,
input/output may occur virtually at any time. When a p-node
commits to a new checkpoint during a checkpointing session, it
directs its peripherals to commit to any data they exchanged
with the multicomputer since the last checkpoint.

During recovery, the peripheras are instructed to roll
back to a previous checkpoint or possibly, if the error is detected
in the middle of a checkpointing session, to commit to a new
checkpoint. As soon as the p-node determines the correct value
for its version variable (see Subsection I1I-F), it informs the
peripheral which of these actions to take.

Simple Peripherals. Regular nodes interact with
peripherals indirectly by sending input/output requests to the
appropriate p-nodes. These requests are sent using normal
packets, some of which may be erroneous due to faults in links
that are only detected during checkpointing. Since operations on
‘‘simple peripherals’ cannot be undone, the p-node does not
execute any of the 1/O requests until they are verified to be
correct by a checkpointing session. Instead, 1/0 requests are
accumulated in temporary files on disk drives controlled by the
p-node. If the system isrolled back to a previous checkpoint, all
these 1/0O requests are discarded.

When the p-node commits to the new checkpoint, it also
places the accumulated 1/0O requests in a queue of verified
peripheral operations to be executed. Since data transfers
to/from the peripheral cannot be repeated, this queue is not part
of the node state that may be rolled back during recovery. After
the checkpointing session is completed, the p-node performs the
peripheral operations in the queue and keeps track of all data
transfers to/from the peripheral so that they are not repeated if
the system is rolled back.

For input operations, the p-node first stores the data
received from the peripheralsin temporary files on disk and later
forwards the data to the nodes that had initiated the input
requests. If the system is rolled back, any packets transferring
data from the p-node to other nodes are lost. These packets can
be considered ‘‘safely on their way’’ only after the next
checkpointing session. In order to be able to resend packets
containing data from the peripherals, the p-node keeps the
temporary files until the next checkpointing session.
Immediately after they are created, these temporary files are
treated as though they are part of the previous checkpoint. The
temporary files are logically ‘‘removed’’ when the data is sent
from the p-node. However, since they are part of the previous
checkpoint, they are only physically removed during the next




checkpointing session.

The p-node must keep track of input requests that have
been verified as correct (by a previous checkpointing session)
but are not yet completed since the data has not yet been sent to
the node that requested it. At the same time (during
checkpointing) that all 1/O requests are placed in the queue of
peripheral operations to be executed, the input requests alone are
aso placed on another queue of *‘input requests that are not yet
completed.”’ This queue is handled in the same way as the
temporary files mentioned above — it becomes part of the
previous checkpoint and all modifications to it are committed
only during the next checkpointing session.

The above scheme does not allow interactive access to
the multicomputer. However, new tasks may be accepted during
every checkpointing session and partial outputs may be
produced as the task progresses. Hence, the multicomputer is ho
longer a ‘‘closed system.”” There may be regular data transfers
with a host system which interacts with the users, *‘prepares’
jobs for the multicomputer, and handles the output from those
jobs.

B. Handling Errors Caused by Transient Faults

Most of the errors in computer systems are a result of
transient faults[7]. Such errors can corrupt the state of the
system so that rolling back to the last checkpoint is necessary.
However, the hardware itself is not permanently affected and
should be used again once avalid system state is established.

A fault may corrupt the state of a node and prevent it
from cooperating with the rest of the system in establishing a
‘‘sane gate’’ Thus, a node that fails due to a transient fault
should be reset to some valid initial state that alows it to
communicate with other nodes. Once reset, the node can obtain
information about the condition of the system (e.g., which nodes
or links are faulty), accept its checkpointed state, and resume
normal operation. Since a link does not contain any state, no
special actions are required in order to ‘‘reset’’ it.

A node's neighbors must not be given the authority to
reset it since that would allow afailed node to reset its fault-free
neighbors. However, if the self-checking nodes are
implemented using duplication and matching[21], the ‘‘no-
match’’ signal from the comparator can also be used for self-
reset. This reset causes the node to begin executing resident
code that is stored in ROM.

Given the ability to reset a failed node, recovery is
simpler if the error is caused by a transient fault than if it is
caused by a permanent fault. Thereisno need to reroute packets
around failed nodes or links, and it is not necessary to migrate
processes that were assigned to the failed node to other nodes.
When an error is detected, the node or link that caused the error
isidentified by the location field in the fault packets. In order to
distinguish transient faults from permanent faults, each node in
the system keeps a record, in its own memory, of the causes of
the last few errors. A node or link that is the source of severa
consecutive errors is considered permanently faulty by all the
other nodes in the system, which make no further attemptsto use
it.

C. Faster Detection of Errors Caused by Faulty Links

With the scheme described so far, errors caused by faulty
links are only detected during the next checkpointing session.
Even after a faulty link causes an error, the system continues
processing the erroneous information until the next
checkpointing session.

Errors caused by faulty links may be detected quickly if

every packet includes redundant check bits that are checked
after every transfer over alink. Additiona overhead is required
for the communication bandwidth used to transmit the redundant
bits, additional delay in relaying the packet at each intermediate
node on its path, and additional hardware and/or software at
each node for performing the validity checks. Since this scheme
does not detect lost packets, it does not eliminate the need for
checking the links during the checkpointing session, as
described earlier.

The overhead of fast detection of errors caused by faulty
links may be reduced by transmitting only one set of check bits
for each message and examining those bits only at the final
destination of the message. In this case, the delay in detecting
errors is greater and there are more possible errors that can only
be detected during the checkpointing session.

D. Faultsin Disksand Disk Nodes

With the scheme described so far, the system cannot
recover from errors caused by faultsin disks or disk nodes. The
basic problem in recovering from such errorsisthat critical data,
such as parts of the checkpointed state, may be corrupted or no
longer accessible. Solving this problem requires a system that
provides multiple paths to multiple copies of the critical data.

In several commercia systems[4, 14] multiple paths to
data are provided using dual-ported disk drives and disk
controllers. Each disk drive port is connected to a different disk
controller and the two ports of each disk controller are
connected to two independent nodes. Critical files are stored on
two disk drives.

The above hardware can be used in the multicomputer. It
requires some coordination between the two disk nodes
connected to each dual-ported controller. Aslong as it is fault-
free, one of these nodes is active and performs al the 1/O
operations. All output operations are checked by the active disk
node by reading the data immediately after it is written and
verifying that it is correct based on the error detecting code
being used. Once the failure of an active disk node is detected,
al the other nodes are informed of the failure in the same way
they are informed of the failure of any other node. The passive
disk node becomes active and all the other nodes begin sending
ital I/O requests.

Special care must be taken to ensure that the passive disk
node accesses the correct version of the checkpointed state when
it becomes active. This requires the active disk node to maintain
‘‘pointers’’ to the last committed checkpoint in alocation on the
disk known to the passive disk node. The details of the exact
nature of the information kept with these pointers and the way in
which they are used are presented in [23] but are omitted here
due to lack of space.

VII. Summary and Conclusions

We have shown that fault tolerance in a VLSI
multicomputer may be achieved based on the use of global
checkpoints for error recovery. The proposed scheme requires
relatively low overhead which is independent of the application
tasks and is not affected by changes in the number of processes
executing on each node or by variations in message traffic. The
main disadvantage of the scheme is that it involves periodically
‘“‘freezing’”’ normal execution for tens of seconds in order to
save a checkpoint and the system may lose minutes of
processing if error recovery is necessary. These characteristics
of the proposed error recovery scheme make it appropriate for
non-interactive applications which require high throughput, but
unsuitable for applications with strict real-time constraints.




-10-

We have presented detailed algorithms for saving the
globa checkpoints, distributing diagnostic information, and
restoring a valid system state following an error. Rather than
being applicable to a wide range of systems and environments,
these algorithms exploit the characteristics of the multicomputer
and of the intended applications (a batch environment) in order
to gain efficiency. As a result, the algorithms are surprisingly
simple and efficient relative to previously published schemes.
In particular, the following properties of the system and
applications were exploited:

(1) Each node in the system is implemented using a small
number of VLSI chips.
As a result, it is economicaly feasible to implement self-
checking nodes that are virtually guaranteed to flag their own
failure[21,22]. Thisalowsnodesto ‘‘trust’’ each other without
complex diagnostic procedures, thereby greatly simplifying al
of the agorithms presented.
(2) Thesystemisnot geographically distributed.
Short communication links allow us to assume a very low
probability of afault in acommunication link. Thisis necessary
for our scheme since every error results in the time-consuming
process of rolling back the entire system. The short distance
between neighbors also alows simple, reliable transmission of
the error signal from each node to its neighbors. Finaly, the
short distance between nodes alows high-bandwidth low-
latency communication. This makes the system more amenable
to algorithms where the critical ‘‘decisions”’ are made in one
node, thereby avoiding complex distributed synchronization and
voting protocols.
(3)  The application tasks are non-interactive.
With interactive applications errors must be detected as soon as
they occur. This requirement results in reduced throughput due
to the need for complex communication protocols involving, for
example, acknowledgement of each message. By allowing some
latency in error detection, the complexity and overhead of the
protocolsis greatly reduced.

The system must interact with the ‘‘outside world’”’ and
deal with the failure of mechanical devices such as disk drives.
We have discussed how these problems can be handled in the
multicomputer and presented a way of dealing with transient
faults so that working hardware is not unnecessarily
disconnected from the system.

In addition to low overhead, an important property of the
proposed error recovery scheme is that it does not impose any
restrictions on the ‘‘behavior’’ of application tasks. A
multicomputer which utilizes this scheme can thus provide a
general-purpose, high-performance batch environment in which
the fault tolerance features are completely transparent to the
user.
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