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ABSTRACT

Asynchronous ents and complesystem state distrilied
across independent nodes makposure and diagnosis of
flaws in distributed systems a challengghe dificulties
are exacerbated when the goal is atidate fault tolerance
mechanisms that are aetied only by the occurrence of
errors, which are, by nature, rard/alidation of fault

tolerance mechanisms is often done by injecting faults thatyirtyalization.

emulate the actual faults andtress’ the functionality of
the resilience mechanismsa/alidation campaigns lasting
days and imolving thousands of fault injections are often
necessary We pesent an infrastructure that combines
virtualization and software-implemented fault injection to
automate alidation campaigns and support the analysis of
the behavior of a distilied system under test.
Virtualization enables: B flexible fault injector capable of
emulating a wide variety offilts, and 2 mechanism for
autonomously rea@ring faulty nodes so that the campaign
can continue running on a ¢@t system that is fully
functional. Asa case study we use this infrastructure to
validate a Byzantine-fault-tolerant cluster manag&wver
1280 hours of fault injections yielded thepesure of 11
unique flaws in the cluster manager.
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1. Introduction

To maximize reliability and @eilability, distributed systems
often emply fault tolerance mechanisms that allthem
to continue to operate correctly despite habwv or
software fwults. Theoperation of these mechanisms cannot
be validated by field testing sincaufts are so infrequent
that fault tolerance mechanisms are rarekera@sed.
Instead, software-implemented fault injection (SWIFI) is
often used to verify system operation underasiety of
fault scenarios at a greatly accelerated [fEQe8].

Using fault injection, validating distributed systems is
still challenging since erroneous betm may only
manifest when a rare ordering of asynchronouents

nodes, as well as lengthandomized testing?) even when
running mawg thousands of injections, it must ensure that
the initial system state for each test is efree; 3) fault
injections, system responses, and resource usage must be
logged for off-line analysis.

This paper presents an infrastructure that meets the
requirements abh@ by combining SWIFI with system
\irtualization [17] is leveraged to allw
campaigns to continue autonomously fallog failures in
the system under test, reduce the har@wresources
required for testing, andaéilitate injection to the OS
kernels of system nod¢s2]. The infrastructure is
optimized for 1alidating closely-coupled disttitbed
systems (clusters). As part of this work, we present a
detailed case study of using the infrastructureaasate a
Byzantine-fult-tolerant  cluster manager including
discovery of several critical flavs. Ourresults demonstrate
the critical importance of the flexibility and autonomous
operation provided by our infrastructure.

The use of dult injection to test distrided
systems[19, 7, 8, 6ind leveraging virtualization for dult
injection [2, 3, 18, 16, 9, 12jave been presented in prieus
works. However, unique features of our work include: A)
comprehensie pesentation of all aspects of a practical
testing infrastructure, and B) detailed case study of the
use of the infrastructure taldate a system with multiple
advanced fault tolerance features.

Section 2 describes thalidation infrastructure based
on system-ledl virtualization. Acase study of the use of
this infrastructure to validate a Byzantirasft-tolerant
cluster manager is presented in Sectiors8ctions 4 ané
present, respeotly, related work and our conclusions.

2. Validation Infrastructure

This section describes oualidation infrastructure: lthe
virtualized distributed systen?®) the fault injector 3) the
management of the injection campaigasd 4) the &cility
for logging information used for postmortem analysis.

occurs or a specific distributed system state is reached.2.1. A Virtualized Distributed System

Hence, a flgible infrastructure for unattendedeeution of
injection campaigns is necessarf¥here are three dy
requirements from such an infrastructure: 1) it mustallo

Since validation requires subjecting the system to gelar
number of &ults, a meaningful validation campaign must
execute for long durationsHence, it is desirable to run

stressing of corner cases, coordinated across multiplemultiple campaigns simultaneously on multiple disttéul



system instances. This may be impractical in ynan
ervironments if each distrided system is actually
composed of multiple physical computer§his issue
provides part of the matation for using system-iel
virtualization technology to run multiple nodes of the
distributed system under test on a singlggital computer

In particular for the experiments we report here, the entire
distributed system is consolidated on a single physical host.

Virtualization technology allocates a compuger’
resources, such as CPUs and 1/O devices, to multiple
virtual machines (VMs). Each node of the digitéd
system runs as a VM, and each VM runs it;1dS and
user-level software. A virtual machine monitor (VMM)
enforces isolation among the VMs so that the activities of
one VM do not affect other VMs.We we the Xen
VMM 1], which gwves drect access to the psical
computers hardware deices to one prileged VM. The
privileged VM can start, halt, or shut down unpéged
VMs. It also hosts disk images for the virtual disks in each
unprivileged VM and routes the network fiiafamong the
VMs and with other computers outside the virtualized
environment.

In addition to reducing the required haate
resources, running nodes in VMs yides three main
beneits over using physical machines. First, it enables
implementing fault injection software partially or
completely outside of the VM, minimizing intrusion on the
system under testSecond, nodes implemented as VMs can
be easily and quickly peerreset without specialized
hardware. Finally the virtualized evironment can prade
a lightweight communicationatility among VMs through
shared memory that can be used for coordinatagt f
injections and for logging system responses.

2.2. Fault Injection in a Virtualized Environment

To be wseful, a &ult injector must be flexible in the types of
faults that can be injected, the times at which faults can be
injected, and the targets where faults can be injecdiéel.
have devdoped Gigan[12], a flexible SWIFI capable of
injecting a \ariety of faults into OS kernels and uéerel
processes.Gigan can operate in non-virtualized systems
but also has capabilities optimized for virtualized systems.
Gigan's operation is based orriggers and actions.
Triggers are set to ife after some threshold has been
reached or somevent has occurred in the target machine.
Triggers canife based on timers, instruction breakpoints,
process creation/termination, and performance monitoring
evants (e.g., CPU yrle count)4]. Associatedwith each
trigger is a set of one or moeetions to be performed at
the time the trigger isired. To maximize fleibility, an
action either injects a fault or sets another trigger.

The purpose of aalillt injection campaign is to
validate system operation under some well-definadltf
model. Fr example, the goal may be talidate correct
operation as long as, within a periodTo$econds, no more
thank nodes in the system operate erroneouslgnce, for
a particular experiment, the injector must not inject
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additional faults once theosst-case scenario being tested
is reached.

Gigan implements tw gpproaches to fault injection:
the VMM-level injector (Figurel) and the OS-iel
injector (Figure?). With the irst approach, the injector is
implemented completely outside of the VMsThis
implementation has four components: failt Injector in
the VMM, the Fault Injector Agent (FI Agent), the Fault
Injector Interface (FI Interface), and theCampaign Agent.

The Campaign Agent tracks the progress of the campaign,
gahers information about the state of the system under test,
and instructs the FI Agent to pause or resurasltf
injections. Thd~I Agent creates the triggers and actions as
specifed by the fault injection campaigrt the beinning

of each test, the FI Agent sets triggers and actions by
sending commands to the Fault Injector via the FI
Interface. Whenra trigger fres, the Fault Injectorxecutes

the associated actions.

With ary fault injection, it is desirable to minimize
intrusiveness, i.e., minimize the impact of theaudlt
injection on the behaor of the target system. The VMM-
level injector can operate without yarknowledge of the
internal structure of a VM running as a node in the system
under test. Furthermore, it does not requing @ranges to
such VMs and has essentially no impact on their normal
operation. Hwever, treating the VM as a “black box’
does not aller targeting specific uselevel processes or OS
data structures within the VM. The only exception to this
opacity is that the &ult Injector can distinguish between
the VM’s execution of processes and OS«decode. This
exception is due to the fact that the VM OS runs in a higher
hardware prvilege lesel than the uselevel processes, and
the act of switching pvilege levels is visible to the VMM.
The VMM-level injector can use this visibility to target the
VM OS by injecting faults only when the CPU iseeuting
at the higher privilege \e&l.

To tamget usedlevel processes, a VMM-iel injector



would need to be able read and parse data structures of theystem running on pfsical machines, issuing a reboot
guest OS, such as process tabl®ather than add such command from within the aulty node may not ark
complity and OS dependendo the VMM-level injector, because the node could be crashed or hlwgjng VMs
Gigan implements a second approachadalf targeting, the instead of pisical machines enablepower-cycling’ the
OS-level injector (Figure 2). The OS\e injector consists nodes without the use of special hardware (e.g. Intelligent
of an FI Agent running inside each VM to begeted, the Platform Management Interface).

Fault Injector as a module in each V$/b,lest OS, and the Powerresetting a VM is not sfitient to repair a
Campaign Agent running in the piteged VM. As a user  faulty node becauseatfilt injections can cause a node to
level process, the FI Agent carnviske ®rvices of the guest  \rite erroneous data to disk-he validation infrastructure
OS to gther information on the state of uderel must isolate and rere sich erroneous disk state between
processes and use this information to set triggers andexperiments. Furthermor@rroneous disk state may need
actions. Tiggers and actions are set via system calls to thetg pe smed for later analysis to assist in debugging the
Fault Injector module. When a trigger fires, this module  tested systemA possible way to meet these requirements
executes the associated action&s with the VMM-level is to move the VM’s dd disk image to a safe location and
injector, the Campaign Agent signals the FI Agents t0 male a opy of a “golden” uncorrupted disk image for the
pause and resume fault injections. Because the FI Agentym's rew dsk image. Since VM disk images can be quite
runs only to set triggers and actions and the Fault Injector|arge (hundreds of MB), copying an entire disk image
is actve anly when triggers are fired, there isgfigible would introduce long delays between experiments.
intrusion by these components on the operation of the To reduce the delay of restoring disk state, the

VMs. validation infrastructure uses a union mount inside each
OS-level FI Agents must be coordinated so thetlf VM[15]. For each unpnileged VM, the pileged VM
injections into the target VMs occur as specified by the hosts tw disk images: a read-only image containing the
fault injection campaign. With Gigan's OS-level FI unprivileged VM's oot file system, and a read-write image

Agents, coordination is based on synchronized clocks andfgr the union moung branch file system. The union mount
network communication. The Network Time Protocol of the root and branch file Systems is performed by the
(NTP) is used to keep the wall clocks of the VMs guest OS at boot timeSubsequentlyal writes to the root
synchronized. Insome cases, the FI Agents on the fjle system are redirected by the guest OS to the brdach f
different VMs are assigned different time slots during system. Afterhalting an unprileged VM, the Campaign
which theg can perform injection. In addition, the  Agent maes the image containing the brandtefsystem
Campaign Agent can command FI Agents to pause Orto another directory for storage and later analysis, and a

resume injection Using uskavel Signals sent via SSH new ernpty image is Copied in its p|ace_ The Campaign
connections. Theirtualized emironment does enable an  Agent then commands the VMM to \perreset the

alternatve method of coordination with potentially ier unprivileged VM.
intrusion: processes on fiifent VMs can communicate
using memory pages that are shared among VMg
chose to use time for coordinatiomenthe lover-intrusion
shared memory design for é&wreasons. FirstNTP and
user-level signals use gry fev system resources such that
the gain of gen lower intrusion does not justify the added
compleity of sharing memory between VMs. Second, the
OS-level FI agents as designed are portable tabdation
infrastructure that uses physical machines instead of VMs.

The use of union mountvnlves guest OS support
and is thus somehat intrusie. Howeve, the bendt
ganed by this intrusion is a sigiiant reduction in the
time spent restoring disk state before booting a VIVlis
is due to the fact that the size of the braniehdystem can
be small relatie © the size of the root file systentor
example, with our case study system (Sec8arthe size of
the root fle system of each node was 2.5GB while the size
of the branch file system was limited toNdB. Copying
the 2.5GB image took up to one minute, whileyiog the

2.3. Injection Campaign Management 50MB image took at most one second.

In order to be able to interpret the results of the injection
campaign and use them to correct flaws in the system, eactp 4. | ogging for Postmortem Analysis

experiment (injection) must be performed starting with a A key goal of ay fault injection campaign is to identify
fault-free system.Specifically latent erroneous state from

e ) ; and correct flaws in the systesn'fault tolerance
one injection must not be allowed ta@ontaminate’ the

o . -~ . mechanisms. Imsupport of this goal, the infrastructure
results of the next injection. Thus, in order to maximize . provide a mechanism for collecting detailed
_the speed of ‘an ‘injection campaign, thelidation functional and timing information gerding the actions of

infrastructure should restore the system to a fault-free statey injector as well as the resulting actions of all the

as quickly as possible. components of the system under test. As diagnosis of a

Using SWIFI, thehardware of the system under test  flaw often requires focusing the information collected to
cannot be permanentlyfafted. Hencea reboot (or pwer particular components of the system, this mechanism must

reset) of a node remes any faulty state in wlatile be configurable to easily include or exclude aiaty of
memory (CPU registers and memoryjor a dstributed information sources.



To meet the abee requirements, our alidation
infrastructure records timestamped information logged |
three components: the location @fuft injections, logged
by the fult injector; information related to detection of an
recovery from errors, logged by uséevel processes
running on the nodes (VMs) of the system under test; al
for each node of the system under test, usage of C
cycles and memory of all the processes, as well as proc
creation and terminationvents, logged by a system
resource monitor running as a usdevel process on each
node. Thenoderesource monitor is useful for diagnosing
problems such as hung processes and memory leaks.

Each VM runs a usdevel log client process which
receves logs from various processes on that node v
named pipes and sends themerothe network to thdog
server on a remote psical machine. The log server
writes the logs to its local file system for later analysis.

There is a possibility that theesource monitor and
logging activities on each node will impact the operation of
the system (undesirabiitrusiveness). With virtualization,
less intrusie resource monitoring could be implemented
from the VMM. This would require significant additional
compleity in the VMM — an ability to access and parse
internal data structures of the O®rhkel of the VMs.
Additionally, instead of usingpg clients to transmit logs to
the log server, virtualization could be exploited for wer
intrusion by using shared memory pages between each o
the unprileged VMs and the prileged VM. During the
design and later experimentation with our infrastructure we
determined that, for our purposes, the intreiséss of the
implemented mechanisms a& negligible and did not
justify the added complexity of the alternati
implementations.  Furthermorethe present resource
monitoring and logging mechanisms are portable to a
distributed system running on physical machines.

3. Validation of the Ghidrah CMM

As a case stugyve wsed our validation infrastructure with
Ghidrah, a fault-tolerant cluster managedevdoped at
UCLA[13, 14]. Cluster management middlare (CMM)
performs functions that are critical to the operation of a
cluster including allocating resources to user tasks

¢
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Figure 3: The logical structure of th&hidrah fault-
tolerant cluster management midaléee.
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3.1. Overview of Ghidrah System Architecture

With the goal of deployment for data processing in space,
the Ghidrah CMM includes aggresse fault tolerance
capabilities [13, 14]. The overall structure ofGhidrah is
shavn in Figure3. The system consists of four
components: a replicated centralized managemgent on
each node, a library for user applications, anttrasted
computer’ called the Spacecraft Control Computer (SCC).
Ghidrah supports running multiple parallel applications
with gang scheduling; in Figure 3 the circles represent
processes of three user tasks labeled T1, T2, andri8.
Manager Group performs clustelevel decision making,
uch as scheduling and fault management. An agent on
ach node reports node status to Manager Group,
performs commands at the node on behalf of\ilaeager
Group, and praides an interface between application
processes and the CMMThe useilevel library, linked
with every user application, prades the mechanisms for
setting up intra-task communication and includes an
implementation of the Messagad2ing Interface (MPI) for
user applicationsThe CMM design and implementation is
focused on maintaining the basic cluster functionality
despite ap single faulty node. The minimum‘basic
cluster functionality’that must be maintained is the ability
to submit ne tasks, to continue thexecution of tasks on
operational nodes, and to maintaiverall scheduling and
monitoring of the system.

The most critical part of th&hidrah CMM is the

' centralized managerHence, the manager employs eeti

scheduling tasks, reporting task status, and Coordinatingreplication [13]across three processedaager Replicas,

fault handling for tasks.Since failure of the CMM causes
the entire cluster to fail, the CMM must be highgult-
tolerant. This section describes the wuse of our
infrastructure to validate the fault tolerance mechanisms of
the Ghidrah CMM.

To facilitate understanding of the fault injection
campaigns we employed, we present a briginagew of
Ghidrah’s system architecture and its error detection and
recorery mechanisms. Falowing this, we describe the
fault injection campaigns and the results of fault injections.

or simply Replicas) running on different nodesEach
manager operation is performed independently on each of
the Manager Replicas. Messages exchanged among
Replicas, and between Replicas and agents are
authenticated (signed [11]) to ensure thatilty nodes
cannot forge messages from other nodesn ef the
message is forwarded by the faulty node.

Agents act only when reaéng identical authenticated
commands from at least dWManager Replicas. Hence, a
Replica that stops or generates incorrect commands cannot
corrupt the system. If gnReplica or agent suspects an
error in aReplica, a message is sent to aReplicas to
initiate aself-diagnosis procedure. Self-diagnosis consists



Table 1. Descriptions of fault injection campaigns and their resdltse campaign name indicates the injectiogetr
and fault type: the first letter is the gat, P for usetlevel process oK for OSkernel; the second letter is theuft
type:f for bit-flip or t for procesgermination. *arget node selection changed only after the target nodevisrpo
reset. TSom#élaws were exposed by multiple campaigns.

Campaign Description Campaign Results
Campaign Time Selection of Injection target Total time  # # #flaws
sot (s) target node (hours) injections  errors  exposed
1Pf 60 Round-robin One randomly-selected  422.1 23781 4943 6
CMM process
General oyt 60 Random 0S lernel 92.6 4136 3000 2
3Kf 15 Random* OS lernel 76.6 7127 1458 0
4Pf 60 Round-robin Two randomly-selected 320.0 21403 13062 6
CMM processes
Ghidrah- | 5Pf 60 Round-robin Two randomly-selected 252.2 12574 12574 5
specific CMM processes
6Kf 60 Node not running OS lernel 24.9 794 489 1
Manager Replica
Flaw- 7Pt 30 Random Manager Replica 63.5 7023 7023 1
specific | gpt 30 Random Agent 30.3 1058 1058 1
Totals 1282.2 77896 43607 11t
of a Byzantine-fault-tolerant agreement protocol to detect possible that failure of the self-diagnosis procedure will
and diagnose &Replica with corrupted state.If two causeReplicas to erroneously initiate me rounds of self-
Replicas agree that a thirRReplica is faulty, they run a diagnosis repeatedlyThe SCC maintains a record of
replica recovery procedure to command the afulty recent self-diagnosis initiations and triggers a reset of the
Replica’s local agent to terminate it and to command an entire cluster if the number of self-diagnosis initiations
agent on another node to spawn a Replica. over a ecified period of time exceeds a fixed threshold.

Each ‘agent’ actually consists of three processes, _
called Agent, Agent-Helper, and Agent-Keeper. The Agent 3.2. Experimental Setup

communicates directly with thianager Group, including We ran the Xen VMM on a dual-soek quad-core Intel
sending periodic heartbeatsThe Agent-Helper handles Xeon system (a total of eight coresh cluster of four
messages from application processele Agent-Keeper is nodes was run in the virtualized systefrthe SCC ran on a

a very small process that monitors heartbeats from the separate physical computer; this computer also used a log
Agent and Agent-Helper, restarting both if the heartbeats client to send SCC logs to the log server described in
stop. Subsection 2.4. Instead of directly performing peer-

The SCC controls the entire spacecraft, including resets of cluster nodes, the SCC logged such actibimes.
handling communication between the cluster and its humanlogs were then read and acted upon by the Campaign Agent
operators on Earth. Loss of the SCC implies loss of the running on the privileged VM.
spacecraft. Henceyhile the entire cluster is built using
commercial-ofthe-shelf technology the SCC uses 33. FaultInjection Campaign Design
radiation-hard technology and other aggnessifault A fault injection campaign is a set of fault injections that
tolerance techniques to ensure the wsatviof the haze @mmon properties, such as fault injection type,
spacecraft. Thdesign of the CMM must takinto account target, and timing. After an injection is performed, the
the need to interact with the SCC and cae t@kvantage of system under test is alled to run for a defined period of
the existence of this “hard cdreH owevae, the SCC is not time to obserg whether the injectedafilt caused an error
designed for high performance and must not beldned whether the error was detected by the system, and whether

with routine operation of the cluster. the system reamred from the detected errorThe
Ghidrah takes advantage of the SCC by relying on its campaign may also direct when andvhihe system is to

ability to paverreset the nodes of the clustefhe be restored to fault-free conditions in preparation for

Manager Group commands the SCC to wer-reset a node  Subsequent injections.

if it stops receiving heartbeats from the ned&jent. The To \validate Ghidrah and its #&ult tolerance

Manager Group also sends periodic heartbeats to the SCC mechanisms we designed three kinds of fault injection
and a report each time the self-diagnosis procedure iscampaigns: 1peneral campaigns that injected faults with
initiated. If the SCC stops receiving consistent heartbeats minimal regad to the design ofGhidrah, 2) Ghidrah-
from at least tw Manager Replicas, it powerresets all of specific campaigns that injected faults based on the design
the cluster nodes (i.e. resets the entire clustér)is of Ghidrah, and 3) flaw-specific campaigns that injected



faults designed to reproduce conditions known tovaieti
flaws that were xposed by the first tav kinds of
campaigns. dble 1 summarizes all of the campaigiifie
general campaigns were useful ipesing a number of
flaws in theGhidrah CMM. Becausehe Ghidrah-specific
campaigns used injections specifto the design of
Ghidrah, they were able to expose more flaws that were
very unlikely to be gposed by the general campaigns.

3.3.1. General Campaigns

There were tw general campaigns: Campaign 1Pf used the
OS-level injector to target CMM processes; Campaign 2Kf
used the VMM-lgd injector to target the guest OAs
discussed in Subsection 2.3, a node would ideally be
rebooted after each injection in order to ensurau#t-free
state before the next injectionHowever, in order to
accelerate thexperiments, this was not done with these

Mary of these flaws were exposed only after tens of hours campaigns. Thisshortcut had the potential to produce

of fault injections.
For the campaigns wolving bit flips, the injected

incorrect results —dilure of the system under test due to a
latent error from a pxgous injection coupled with the

fault was a single bit flip into a randomly selected general current injection manifesting as dewsmultaneous node

purpose register of the x86 architecture. The selection of failures.

the bit of the register to flip was also rando®ingle bit
flips were used because théave been shown to best

In our runs of Campaigns 1Pf and 2Kf, this
circumstance did not occur because faulty state either
caused an immediate error omlsvaerwritten before an

capture the effect of hardware transient faults caused byerror could be caused.

particle striles to the systefd]. Since x86 processors
have relatively few regsters, each of these gisters is
frequently used. Hence, a large fraction aflfs injected

into registers are manifested as errors. Thus, fault injectionpg.

into registers resulted in accelerated stressinGlufirah’s
fault tolerance mechanismdrault injection into memory

Campaign 3Kf was designed to decrease the
possibility of simultaneous errors in multiple nodes while,
at the same time, acceleratiraylt injections into the guest
In Campaign 3Kf, a target node was randomly
selected, and it remained the target untibited in such a
way that the SCC requested it to be wgo-reset.

was mot performed because memory corruption has been Subsequentlya rew target node s selected for the xie

shown to hae a bw aror manifestation rad 2, 18].

The timing of &ult injections was varied in order to
introduce errors at different points okeeution of the
system. Br each campaign, time was divided into periodic
slots (see dble 1),with one injection performed per time
slot. Theinjection trigger vas scheduled to fire after a
random interval from the beginning of the time slot up to
half of the time slot durationFor injections of bit flips in
registers that tgyeted a specific process or the GSriel,

injections. Thus,a dngle node could be tgeted for
multiple injections without clearing faulty state between
injections, but at no time was there more than one node
subject to fault injection.

3.3.2. Ghidrah-Specific Campaigns

These campaigns stresggbidrah based on knaledge of
its design. Campaign 4Pf injected bit-flipauits as
Campaign 1Pf,»xxept that in each time slot an injection

the action for the time-based trigger was not the actual was mrformed in tvo rand0m|y selected CMM processes

injection. Insteadthe action was to set a second trigger to

on a single target nodelLike Campaign 1Pf, taeted

fire after a randomly-selected number of instructions, up to processes were not terminated after each fault injection

5000 instructions, werexecuted by the taget process or
OS lernel. Thesecond trigges action was to perform the
bit flip.

experiment to remee faulty state. In some cases, this did
cause adult injected in one time slot to be manifested as
an error in a later time slot. When this impacted tw

In all of the campaigns, the Campaign Agent read the Manager Replicas simultaneously, Ghidrah responded

SCC log so that it could peerreset nodes on behalf of the
SCC. Ghidrah was designed to handle only a single node
failure within the time it takes to detect and resofrom
such hilure. Henceas discussed in Subsection 2.2, the
injection infrastructure had to refrain from additional
injections while the node reset was in progreBserefore,

correctly with the SCC resetting the entire cluster.

Demonstrating the flexibility of the infrastructure,
Campaign 5Pf was a modification of 4Pf that eliminated
the incorrect propagion of the effects of one injection to
the followving injection, without requiring a time-
consuming node reboot. 5Pfaw similar to 4Pf except that

the Campaign Agent paused all fault injection during an the targeted processes weseliitly terminated near the

SCC-requested node power-reset.

None of the campaigns memted fulty state in the
target node from being propatgd to fault-free nodes (e.g.
via a corrupt message sent toaalf-free node).However,

Ghidrah was designed to detect and handle messages with

end of the time slot.Ghidrah detected the terminated
processes and automatically startedv nprocesses to
replace them.Thus, the system was quickly restored to a
fault-free state by the time the next time slogdre

Campaign 6Kf stresse@hidrah’s replica recwery

corrupt payloads. Thus, it was not surprising that our procedure by attempting to cause the starting of v ne

experiments did not>@ose ap fault propagation toalult-
free nodes. Separate work [I4] performed &ult
injections on message payloads #didateGhidrah’s fault-
tolerant communication protocols.

Replica to fail. In this campaign, a bit-flip fault as
injected into the OS of a noaet running aReplica. This
could crash or hang the node or potentially introduce latent
erroneous state in the node. In the case where thet tar
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Figure 4: Run-times of the campaign runs that exposedslaEachmarker is labeled with the campaign name.

node did not hang or crash in the 15 seconds following thethe campaigns that causedRaplica to fail were more
injection, the campaign caused the system to attempt tolikely to expose these fWl&s. After these flaws were
move a Replica to the target node. This was done by exposed by th&hidrah-specifc campaigns, Campaign 7Pt

terminating a Replica process on another randomly-
selected node, forcing thanager Group to attempt to
start a n& Replica on the target nodelf the target node
failed to start theReplica, the Manager Group was
expected to attempt to start a nBeplica on another node.

3.3.3. Flaw-Specific Campaigns

The general andshidrah-specifc campaigns exposed a
number of flaws that were aedted by CMM processes
crashing. Campaigr&t and 8Pt were designed to quickly
reproduce these flaws byxmicitly terminating CMM
processes. CampaigiPt's injection was to terminate the
Replica on the target node; Campaign &Pitijection was

to terminate thé\gent and Agent-Keeper.

3.4. Results

was designed to rexpose these flaws for debging
purposes. Thefirst run of Campaign 7Pt ended with
exposure of Fla 1f in less than 15 minutesThe
remaining 63 hours of Campaign 7Pt runs were performed
after Flaws 1f, 2c, and 3c were fixed.

The Ghidrah implementation failed to ta&k into
account thedct that a haltedgent does not mean that all
the other processes on that nodeehialted. Flavs 4c, 5c,
and 6a resulted iGhidrah processes improperly handling
messages from &eplica on a node whosé\gent and
Agent-Keeper had terminated.With flaws 4c and 5c, this
led toReplica crashes. Flas 7f, 8c, 9a, and 10a resulted in
errors in handling ungected orderings of messages or
evets when CMM processes terminated or were restarted.
It should be noted that these Vit were exposed by
different sets of campaigns across a wide range of

The results of the campaign runs are summarized in theca@mpaign run-times.

right half of Table 1. Of the 43,607 fault injections that

Flaw 11c was unique among the 11 flaws because it

caused errors, 37 exposed a total of 11 unique flaws inwas eposed primarily by injection into the OS in

Ghidrah. To qualitatively illustrate the number of

Campaign 2Kf. Fault injection caused th&eplica on the

injections required to expose these flaws, we define thetarget node to stop sending heartbeats to the &iaicas

concept of acampaign run as a sequence of injections
beaginning with the cluster starting with all nodesysing
up and ending with the exposure of thenflaThe 37 flav
exposures are plotted in Figudeegainst the duration of the
campaign run in hours. The largeariability in the

but to otherwise operate normallyThis caused the other
Replicas to repeatedly initiate self-diagnosis due to the
missing heartbeats and toveedetect an inconsistepdn
the replicated state of tieplicas. This flaw demonstrated
the utility of injections targeting the OSem when the goal

campaign run times are due to the randomness ofis to expose flaws in usemnid programs.

injections, demonstrating the necessity of ynanjections.

The figure also illustrates the need for varied fault types in the

order to cwer the various parts of the system.

Of all the components of the validation infrastructure,
logging mechanism had potentially the highest
intrusion and performanceverhead, depending on Wwo

Flaws 1f, 2c, and 3c resulted in race conditions much data w&s logged by the tested systeror most

between normal timervents in theManager Group and
local erents occurring in indiidual Replicas during the
self-diagnosis and replica re@y procedures.Therefore,

campaign runs, we ran thghidrah CMM with detailed
logging enabled toakilitate debigging. Duringthese runs,
the four nodes combined logged arerage of 5.&BI/s.



The system logged more data while error detection and References

recovery procedures were beingeeuted. Injectionghat
caused errors resulted imrsts of logging actity, lasting
up to 30ms, with a peak rate of 58KB/s.

4. Related Work

Fault injection has been used for validating fault tolerance
mechanisms for v&r four decades.Many SWIFI tools
target distributed systeni%9, 7,8,6] but do not use
virtualization. Suchools do not, by themselves, provide a
solution to the problem of unattended operation of

campaigns that require node reboots. In [6], faults injected
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(October 2001).
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partial viav of the global state of the systemilhis
approach requires instrumentation of theyearsystem to
notify the fault injector of the system'date transitions.
DOCTOR [8] and NFRPE [19] are fleible SWIFI tools
that use multiple trigger types and fault types for injection
into distributed systems.

Virtualization has been used by others fawulif
injection. This includes tools for single-node systems,
where the Linux kernel and applications run inside a single
user-level Linux proces§?, 3, 18]. In [16], fault injection is
performed using a software-implemented emulator of PC
hardware. This tool is also focused on single-CPU
systems.

In [9] an infrastructure using virtualization is used to
evduate a fault-tolerantw@rlay network for implementing
distributed hash tables. Theadlts injected included
terminating usetevel processes and halting VMsTheir
methodology and focus most closely resemble our work.

5. Conclusion

It is well understood that validatincault-tolerance
properties of compledistributed systems is a di€ult task
because flas may remain hidden until a rare confluence of
asynchronous vents occurs. The flexible alidation
infrastructure presented in this paperetages both
virtualization and SWIFI to étiently validate compbe
distributed systems. It enables unattended, long duration
fault injection campaign runs, consisting of both
randomized and tightly focused injections.The
infrastructure provides the fibility to easily design,
implement, andecute multiple fault injection campaigns

to quickly expose, reproduce, and diagnose flaws in the

target system. The validation infrastructuraswsed in a
case study to alidate a Byzantine-fault-tolerant cluster
manager The fult injection campaigns exposedveal
flaws and were instrumental in improving the reliability of
the cluster manager.
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