UCLA Computer Science Department Technical Report #130027
University of California, Los Angeles, November 2013.

Resilience to Device Driver Failures Using Virtualization

Michael Le and Yuval Tamir
Concurrent Systems Laboratory
UCLA Computer Science Department
{mvle,tamir}@cs.ucla.edu

Abstract— Faulty device drivers are a significant cause of system failures. Low overhead mechanisms that leverage virtualization can detect and
recover from device driver failures without requiring modifications to the device driver, applications, or OS running in the VMs. These mechanisms
can vary significantly in terms of coverage, recovery latency, and implementation complexity. This paper explores the design space of such
mechanisms, provides a taxonomy for their characterization, and evaluates key points in the design space. Based on full implementations of a
variety of mechanisms, design tradeoffs are described and key implementation challenges are identified. Schemes are evaluated on a variety of
system configurations with multiple devices and multiple VMs running applications. Extensive fault injection campaigns are used to evaluate the
effectiveness of the different mechanisms. It is shown that simple recovery schemes, transparent to the VMs running applications, can effectively
recover from a very high percentage of faults. However, in order to minimize service interruption duration, it is necessary to use schemes that are
slightly more complex, involving redundant device controllers.

Index Terms — Fault tolerance, recovery, virtual machine, VMM, hypervisor, network, storage

1. Introduction minimal interruptions to AppVM operation whenvitee driver
Errors in deice drivers are a major cause of systenfailure does occur.
failures [4, 29]. A faulty device drer can cause the entire There are man different mechanisms for prining

system to crash, hang, axhébit arbitrary incorrect belwéor. recovery from device dner failure in virtualized systems
In order to tolerate device der failures, dvers must be based on the IDVM architecture. Mechanismdediin their
isolated so that tlyeare not able to corrupt other parts of thadmplementation compléty, memory werhead, performance
system [29]. In addition, the system must detect erroneousverhead, cwerage, and duration of service {ilee access)
driver behavior and restore, to applications, access to thieterruption when failure does occurThis paper is an
corresponding I/O devices. exploration of the design space of such mechanidbiferent
System virtualization [27] provides workload isolationMechanisms are described, analyzed, aniged. Vé make

and fleible resource management and is thus widely used #a¢ following ley @ntributions: (1)provide a description of
small servers as well as ¢@ data centef8]. Somevirtual the design alternats and a taxonomy of classifying them
machine monitors (VMMs) use an isolated veri virtual ~ (2) describe the tradeds among the different design
machine  (IDVM) architecture to  virtualize  1/O alternatves; (3) identify CrItICf’i| implementation issues that
devices [7, 20, 23]. With the ID/M architecture, commodity Must be addressed4) experimentally eauate ley design
device drivers run in different virtual machines (VMs) from p0|_nts based on meajsurem_entS of actual implementations in a
applications. W refer to a VM that hosts device s as a Vaiety of system configurations.
driver VM (DVM) and a VM that hosts applications as There has beerxtensve previous work on improving the
application VM (AppVM). resiliengy of systems to drier failures by isolating dvers in a

By isolating device dviers in their ovn VMs, the IDvM VM7, 20,19, 17], user-leel - process[13, 14, 8],or light-
architecture has the potential to yeet most non-malicious Weight domairi29, 28]. Unlike the work presented in this
device driver failures from directly corrupting other VNig].  Paper these previous works only focused on a particular
However, such containment is not didient for proiding sch_eme and/or a partlculf_;lrwms type (|.e.,_network or_block
device access to applications running in AppVMs acros$®vice), and do not prade a systematic exploration or
device drver failures. Specitally, the failure of a WM or €vduation of the tradeoffs among different reeqy

drivers within it will affect all the AppVMs that sharedees ~aPpProaches. Pveus works also do not discuss nodlaate
through that DVM. mechanisms for restoring the system to isltftolerant

configuration following recwery. Unlike previous works, we

. With the IDVM . architecture,_ the virtualization analyze the xent to which different types of faultsfeft
infrastructure (VI) establishes connections from AppVMs 04etection and resery lateny, and thus total service

da/!ces, V.Vlth th_e conne(_:tlons passing througﬁ\/B._ Whe_na_ interruption time, by conductingxgensve fault injection
device driver fails, _posmbly corruptlng_ the DVM in which it campaigns. Furthermorewe analyze important system
runs, _the connections o viees previously hogted by the configuration parameters that can impact service interruption
potentially corrup_ted DVM must be reestablishe@ihese lateny during DVM failure handling. These system
alterr_late connections must not use the cor_rupt‘v!M.DIn configuration parameters include the number of AppVMs that
addition to reestablishment of access tovighs by the g DVM, the number of device controllers assigned to a

AppVMs,_the al_aility of the system fo rams f“?m additional DVM, and the amount of physical resources (CPUs) shared
device drver failures must be restoredAll this should be among VMs

done with minimal werhead during normal operation and
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The releant aspects of virtualization technology arePrivWM not only controls and manages other VMs, but also
reviewed in Section 2.The basic architectures and desigrsenes as a WM. However, that configuration makes the
tradeofs of different mechanisms for providing resiligno  PrivWM directly vulnerable to corruption by device i
device driver failures are described in Section 3, which alséailure and is thus a poor choice for resilience toarailure.
presents a taxonomy of the mechanisiBsction 4 identifies  The ypiquity and importance of virtualization has led to
key challenges in implementing the mechanisms and ensurifigy geelopment of self-virtualizing device controllers, such as
their reliable and dst operation. Section 5 describes our ine ones conforming to the SRMGtandard [15]. With such
experimental setup and Sectibrpresents our resultskelated  ygice controllers, a single ghical controller is partitioned
work is described in Section 7. into multiple virtual functions (VFs). Each VF is assigned to a

. . . . . o different VM so that multiple VMs can safely and securely
2. Split Device Drivers and Device Virtualization  gpare a single dige. In most cases, the VMs can directly

System virtualization alles multiple VMs, each with its access the VFs using deis that are included in most OS
own OS, to run on a single phical maching27]. A critical distributions. Asdiscussed bela there are disadntages and
function of the VMM is to isolate VMs from each other so thalimitations to self-virtualizing controllers so thedo not
activities in one VM cannot affect other VMs [26]. remo/e the need for device access using theVND

The IDVM architecture facilitates the sharing ofvites architecture. Inaddition, as a_practical_ mattenary of the
among VMs using dvers that are split intdrontends and deplosed servers are not co_nflgured W|t_h SR\/I@ontrollers
backends[7, 20, 23]. A physical deice is hosted by a\tM and must use software solutions for device sharing.
that includes &ackend driver and the actual device der, While allowing AppVMs to hae drect access to de&es
while afrontend driver resides in each AppVM sharing thecan imprae performance, such setups can increase the chance
device (Fig.1). Requestfrom frontends are processed by theof AppVM failures due to buggy device ders. Oneof the
baclend, using the actual dee drver to perform the main benefits of the IDVM architecture is that it isolates
requested operations. There can be multipl@vB in the device drivers from the rest of the system, thusverging
system. ADVM can host multiple device dirs as well as device driver failures from, for example, crashing AppVMs.
multiple types of déces (e.g., both network and blockSince restoring a statelessVM is much simpler than
devices). MultipleAppVMs can share a single DVM. restoring a stateful AppVM, successful reey is far more

likely if a failed device dvier can only crash a M. Thus,

Privieged VM Driver VM Application VM for dependable virtualized system, the use of th&MD
y VM Unmodified Unmodified architecture is still highly desirable.
anagement & User User

Control s/w Software Software

In addition to the issue of reliabilityhere is a need for
Guestos Guestos GlIESIOS the IDVM architecture due to limitations of current SRAO

Virtual

interface Vi) device controllers and limited support for SRM@ontrollers
p— sy in mary current Vis. An SR-I® controller has a iked
B number of VFs. Hence, without a software-basedvide
Xen (VMM) sharing mechanism, the number of AppVMs that can share the
l G (ERY, M, EEGS, PR, physical device is limited Furthermore, since special SRMO
Figure 1: Split device drier device drivers are needed to initially set up and manage the
VFs, DVMs are needed to host these speciaedri Finally
A DVM hosting a device dver must be able to directly |ive VM migration is more complewhen the VM has direct
access the corresponding device controllére VMM allovs  access to a device controllénith mary current Vls, without
such access to PCI devices by mapping the PCI I/O memaiyecialized add-ons, there is no support feg lrigration of
address space into thé/Bi’ s virtual address spacaVith the  VMs with such direct access. In other cases, the VI
Xen VMMI[1], communication between the frontend andemporarily uses the NM software device sharing
baclend drvers is done using requests and responses on a rimgchanism during migration [31].
data structure in memory shared between the regpedtis.
Once a request or response is placed on the shared ring3anDesignTr adeoffs

event can be sent notifying the other side of the pending \\en a device dvier in a DVM fails, the connections to

request/response. a cevice are seered. Inorder to tolerate device #gr failure,

A privileged VM (PrivwM) performs critical system the system can provide redundant connections\ices such
management operations, such as creating/destroying Viat the failure of one connection possibly degrades but does
attaching/detaching  devices  to/ffrom  VMs,  anchot eliminate the ability to access thevide. Alternatvely,
pausing/unpausing VMs.With Xen[1], bootstrapping the the system must detect that a particular deviceedin a
frontend-backnd connection irolves exchanging information DVM has failed and establish ame&onnection to the déce
through a centralized store, implemented as a process runnigng other ne or existing DVMSs.
in the PrivVM, called the XenStore. The VMM, ¥iM, and The types of faults that affect device vers and the
DVMs together form theirtualization infrastructure (V1). resulting failure modes determine the nemg mechanisms

It should be noted that, in most Xen deployments, thequired and the fctiveness of these mechanismiVe
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assume that device ders are, for the most part, correct andsimple to detect. Anxample of these latter modifications is

functional. Hencefailures are caused by transient haagev running a process whichakes up periodically to force page

errors or rare software bugs (Heisegb[9]) that occur only table switches (coupled with monitoring that the switches

under particular timing and ordering of asynchronowsits in  actually occur) [19].

the system. Thus, a recurrence of such failures afteviaede

driver reset are unliély. Howeve, snce faulty device dvers  3.2. SystentConfigurations

can potentially corrupt gnpart of the system (DVM) hosting Some /O functions that can be provided by a single

them,_when a dver failure is detected, the DVM is CO”S'dere%hysical device, may also be pided by multiple pisical

to be irreparable. devices connected through multiple device controlleFsr
The following subsections discuss design options fogxample, a system may access a oekvsubnet using multiple

mechanisms that provide resilignto device driver failure. NICs (physical device controllers) connected to the adtw

We first discuss design options for detectingvelDVM  switch through multiple cables (physicahva®s). Similarly a

failures. We then describe alternaé s/stem confjurations storage ‘device” (RAID) may consist of multiple disks

that provide AppVMs with access to diees. These (physical deices), each connected through a separateee

configurations guide the discussion of the nexyp design controller We use the terntogical device to encompass either

options, which are grouped into three categoriesprdyiding a dngle physical device or a set of physical devices that,

an alternatie o the failed /M for accessing the #dcted together provide similar functionality to that of a phical

devices, (2)providing an alternatie 1o the connection between device.

the AppVM and the failed DVM, and (8ausing the AppVMs

to begin using alternate connections to the deviaddfer). A A Single Controller Single Path e e by cive

Logical Device Multi-path Logical Device

taxonomy for describing these reeoy design options is
developed. Inaddition, for each cagery, we dscuss hw 5o
different recwery options afect the way fault tolerance is —— —
restored to the system after performing xecp

Furthermore, for each catary, we qualitatively analyze the
tradeofs among the diérent recoery options based on C. Multi-controller Single Active D. Multi-controller Multi-path
. . . . . A . Multi-path Logical Device Logical Device
implementation requirements, impact on service interruption

lateng/, and resourcewerhead.

Devi Devi i i
3.1. Railure Detection
. .

Ideally, any incorrect behavior (outputs) from the opicalbevicel

driver/DVM should be detectedFor example, this could be Figure 2: System configurations for AppVM device access.

done using VM replicatiof16]. However, implementing this . . .
approach is challenging due to the need to eliminate all To provide an AppVM access to a logicalwite, there

sources of non-determinism in the behavior of théMD must .be a path between them (Fdp. Componentsnf this
. . o : path include: the frontend-bamkd connection between the
replicas dealing with timers and asynchronous interrupts. )
. . : . . . AppVM and DVM, the connection between thé/ld and
simpler approach is to infer viee driver failures by detecting . . :
. L physical device controllerand the connection between the
only major deviation of the DVM from expected beioa, . . . .
o sical device controller and theviee. Fig.2.A shows a
such as a crash or hang. This simple approach has . . . .
. . . configuration where there is only a single path to the logical
potential to result in manfalse ngatives as vell as long

detection latencies that may aflo significant system device. In Fig. 2.B, the configuration provides multiple

. : . . disjoint paths (through diérent DVMs connected to the same
corruption to occur prior to detection or cause long servic

interruption delays.Fortunately as $iown in Sectiort, the p%ysical device controller), where only one pathverén use
simple approach is.highly offeoti ' at a time. The configuration in Fig. 2.C is similar to the

configuration in Fig. 2.B except the\Ms are connected to

Detection of dwers/DVMs misbehavior can be geparate physical device controllers. An example of this
implemented in the VMM, AppVM, RWM, or the VM configuration is access to a network subnet through only one
itself. Insome cases detection relies onwlsulge of correct of saqeral NICs physically connected to the subneh
driver/DVM behavior and does not requireyamodifications Fig. 2.D, multiple disjoint paths are used simultaneously
to the /M. For example, a DVM should respond to ajuring normal operation, but degraded operation withefe

request from an AppVM within a certain amount of timeaths is possible. An example of this configuration is a
otherwise it is considered aailed [17, 19]. In other cases, the goftware RAID.

DVM is modified to change its behavior in a way that does not
alter its basic functionality i leads to more accurate and/or3 3. D/M Replacement

;ﬁ:ég:nfglL;Jfreer(:ﬁiczmﬁu;: W?;?:;'gaﬁsgzrgzn ;gcgﬁgevi/llrﬁd Once dwer/DVM failure has been detected, the system
' must provide an alterna@ © the failed D/M. This may

on a DVM kernel panic.They can also include changes that.

expose behavior that is easily trackso that deviations are involve the use of anxsting DVM or the creation of a ne
DVM. The design alternaties for this, described belg ae
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for a specific AppVM-logical device pairA particular /M with DC, at it requires a ng DVM to be booted.DS, DA,
may be part of the connections for multiple such pairs arahd DP use an existing spare, eliminating this boot tirf&
different D/M replacement options may be used fofediént and DP further shorten interruptions by performing some
pairs in the systemyen if they share a DVM. setup (attachment, initialization) for the controller prior to
* No Replacement (DN): No DVM replacement is done recovery. DR and DN minimize interruption as there is
upon failure (applies to the configuration in Fig. 2.D). already a replacement or degraded connection ready for use.

*  Create New (DC): A new DVM is created and booted Resource Overhead: Maintaining a spare M (DS, DA,
upon failure (Fig. 2.A). DP, DR) requires additional memaryThis overhead can be

*  Spare (DS): A spare DVM is booted as part of the initial 54ty reduced by using content-based memory sharing in the
system setup without access to theice controller Upon \/\m [10].

failure, the device controller is attached to the spare DVM and

'”'“a"a'\ztted r(]':'(‘531-82-'3)- oR): A UM s booted during 34 APPYM-DVM Connections
. ached Spare : A spare is booted during . . .
system setup and a device controller is attached to it, enablirEe When a DVM fails, AppVM connections to it are lost.

access to the controller by the spare. Until failure, the spi[ following are design options for providing replacements

DVM is paused and the controller is not initialized by th or those lost connections. .
spare DVM OS (Fig. 2.B) * No Replacement (CN): Redundant connections

- Primed Spare (DP): Similar toDA, howeva, the daice between the AppVM and logical device (Fig. 2.D) degrade so

driver undegoes some amount of initialization as part ofhere is no need to replace AppVM-DVM connections.

system setufi9]. Upon failure, the controller state may be’ Cre_ate New (CC): As part of recoety, a rew
inconsistent with the drér in the spare DVM, requiring the connect|on,_ either c_reated frqm scratch or using existing d_ata
driver to perform some initialization operations in order gootructures, is establlshe_d. This can apply to all the alteesati
male the controller usable (Fig. 2.B). in the previous subsection except fx.

. Ready Spare (DR): During system setup, a sparevide _ Spare (CS): A connection is e_stablished but unused
controller is attached to the spare DVM and is fully initializeolgrlg)r lto recoery. f-;qh's can be usid W't_h tiieS, DA, DP and
The spare UM may be paused until failure is detecte@ihe alternatves of he previous subsection.

device controller is only accessible by the spare and remaihgult-tolerance restoration: With theCN andCS options, a
idle until failure (Fig. 2.C). new redundant or spare connection must be creatednioiip

Fault-tolerance restoration: With all the alternaties except recoery.

DC, once recwery from failure is complete, a nespare or Tradeoffs: Implementation Requirements: With CC, a rew
redundant M must be booted to enable handling of future€onnection must be established and the old connection torn
failures. Wth DN schemes, the redundant connection to thdown without affecting applications running in the AppVM.
logical device must be restorewith DP schemes, in order to VIs that support VM migration ka the ability to perform
minimize recoery lateny, the spare DVM OS partially such AppVM-OS-transparent connection migration, with
initializes the deice driver and, as a result, the dee support in the AppVM typically confined to the frontend
controller in advance of receery. Following recovery, when a  drivers. Henceno or very fev VI modifications are needed.
new spare is booted, it must perform this\dri initialization On the other hand,CS requires support for multiple
without interfering with the controller that is in use by theonnections to different DVMs for the samevide. WIth
other D/M. Hence,the spare DVM must be prented from existing Vls, this is likely to require modifations to the
accessing the actual controller by redirecting those accesseff@ptend divers (see Subsections 3.5 and 4.4).

an emulated controlleas ane with full system virtualization. Service Interruption Latency: With CS and CN, a

Tradeoffs: Implementation Requirements: Of the six replacement or degraded connection is ready for @&e.
approaches, onlRPA andDP are likely to require modifation ~ results in longer interruption latensince a nev connection is
to the virtualization infrastructure (VI). With both these established during regery. Recovery lateng with CC can be
options, a device controller is attached to the spare DVM argduced by changing the VI to reuse for thev mennection
may also be attached to other (a@tiDVMs in the system. data structures of the old connectjd@, 19].

The VI typically allows controllers to be directly accessible to  Resource Overhead: CS andCN require a small amount

only one VM at a time and modification are needed to %Mo of memory for the spare or redundant connectidfith Xen,

this restriction. a frontend-backnd connection consists of a 4KB shared page
With DP, a device emulator must be provided by the Viand a small amount of bookkeeping information.

to allow the spare DVM to initialize its device der during

fault-tolerance restorationDevice driver modifications may 3.5. Failover at the AppVM

be necessary to perform ‘aninimal reset’ of the controller Once a I¥M failure is detected, the AppVM must switch

upon recgery to restore the controller to a sane sta®. As  awa from using the path to the logical device thatoives

discussed in Subsection 3.5, thél and DR options rely on  the failed D/M. The relevant design alternates ae as

support in the AppVM. follows:

Service Interruption: The longest interruption latepés ¢ Transparent (FT): The AppVMs are not wolved in
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recovery. The VMM redirects the existing AppVMNM  Vis. Our implementations of the variousMM resiliengy
connection and an pending requests to an operationamechanisms are based on the solutions presented in this
DVM[19]. section.
*  Frontend (FF): The AppVM is notified of DVM &ilure
and pointed to an operationalVBl. The frontend in the 4.1. Mitigating Memory and Device Corruption
AppVM switches the device connection to the operational 5 faulty device drier can cause a device controller to
DVM. . ) ) corrupt system memory as well as corrupt device statéoby
*  Builtin Fault-Tolerance (FB): This requires an AppVM  gxample, erwriting blocks on disks or transmitting patk
OS with a hiltin mechanism for using multiple phical  hat interfere with netark operation. The damaging actions
devices to preide a highly reliable logical déce. Thekey  f the controller can continueven ater the DVM hosting the
examples of this are software RAID for storage an@rer crashes, until the controller is re-initialized by a
bonding [21] for network access. Upon DVM failure, the \yorking driver. While such actions cannot be completely
AppVM is notified of the loss of one of its redundantyocked, mechanisms for reeay from driver failures should
connection to the logical device (Fig. 2.D). be designed to reduce the likely impact of this problem.
Fault-tolerance restoration: With the FT option, folloving  Device corruption can also occur whenalty driver drops
recovery the VMM must be updated with information about gdoes not perform) certain operationkor example, with
new operational spare DVM that can be used for thgt neblock devices, this can lea the file system in an inconsistent
failover. Smilarly, with the FF and FB options, the VMM (corrupt) state.Mitigating this problem requires minimizing
must maintain up-to-date information about AppVMND the probability of lost requests when a DVM fails.
pairings so that DVM failure notifications can be deiéed to Some systems include a hardware mechanism, called an
all relevant AppVMs. IOMMU [2], that controls which parts of the host memory are
Tr adeoffs: Implementation Requirements: With bothFT and accessible by each device controllér recovery mechanism
FF schemes, AppVM requests waiting for responses from tltan use the IOMMU to block a potentially corrupted controller
failed DVM must be resubmitted to them®VM or dropped. from overwriting ary part of memory For systems without an
FT schemes require modifications to 1) the VMM, to farde IOMMU, this problem can be partially mitigated by
AppVM requests destined for the failedvM to the nev  “ quarantining’ the memory locations I#y in use by the
DVM; and 2) the DVM backend drér, to sesamlessly plug corrupted device controller at the point @fldre until the
itself into the connection with the frontend \@ri in the controller can be re-initializedThese locations include DMA
AppVM. As discussed in Subsecti@¥, with VIs that regions belonging to the faulty DVM and/or AppVMs
support lve migration, frontend duers already hee te accessing the d&e. For DVM memory locations, the
requires support foEC schemes. Hencenany FF schemes *“quarantiné’can be performed by delaying the destruction of
do not require anadditional changes to the frontendwdri the failed DVM until the controller is re-initialized, hence not
However, existing frontend driers typically do not support freeing the WM’'s memory for other usg9]. Similarly, for
maintaining a spare connection, as usedCia schemes. memory locations in AppVMs, the frontend g in the
Hence, forICS schemesk-F schemes do require changes to thé&ppVM can delay the release of memory that is potentially in
frontend drvers. Anexample of such changes for the Linuxuse by the device controller until it determines that the
network frontend dvier is presented in Subsection 4.4. controller has been re-initialized.For example, such
Service Interruption Latency: With FT, there is no need notification can be the establishment of a connection with a

to notify the AppVM of a failure, potentially leading to shorte® DVM that has takenwer the releant device controllers.
interruptions than witlFF or FB. Howeve, in comparison to An example of‘device corruption’that can be mitigted
other operations required for reeoy, the lateng of failure deals with netwrk operation. This problem occurs when
notification is insignificant so all these options result irusing a receery approach that failsver to a gpare D/M

comparable interruption latencies. controlling a spare NICRecoery may fail to restore netwk
connectvity if the NIC controlled by the failed M
4. Implementation Challenges continues to transmit packets on the retwthat cause the

This section discussesek allenges and ays to network switch to direct trdifc destined for the AppVM to the

address them in implementing DVM resilignmechanisms falled DVM’s NIC. To quickly mitigate this problem, the
and ensuring their reliable andast operation. These APPVM frontend drver can periodically (e.g., very 10ms)
challenges include pventing faulty deice controllers from Proadcast ARP reply paets through the spare NIC from the
corrupting system memory or the vites themsels, UMe fz_mlure_ls_ _de_tected until the NIC_Z controlled_by_ théed
preventing the &iled driver/DVM from blocking interrupts, DVM |s_re-|n_|t|allze(_j. D redU(_:e reliance on this imperfect
overcoming deficiencies in error detection and handling'€chanism, immediately afteailover, the failed VM's NIC

mechanisms with sésting VIs, and supporting frontend ¢@n beé mapped into the ¥viM’s memory address space and
network drivers with multiple network baknds. Thefirst the PrivWM can then disable the transmit module of the NIC.

two challenges are not specific toygparticular VI or recuery When a DVM fails, pending requests (operations) from/to
approach. Thaemaining challenges are redat to only a AppVMs may be lost. This is generally not a problem with
subset of mechanisms or to characteristics of only a subsenefwork devices, since the loss of packets is expected and
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dealt with by network protocols.However, as dscussed driver uses polling with a 100ms intealvto detect netark
above, with block devices, lost requests can result imicke disconnect, resulting in skodetection and thus long service
corruption. Hencefor block deices in configurations that interruptions. Anotheexample is the Linux softare RAID
involve a g$ngle controller and a single physical vite driver that relies on error codes propéed from the disk
(figures 2.A and 2.B), rea@ry should include resubmission of device driver. With the IDVM architecture, when a\M
requests pending to thailed DVM to the replacementMM.  fails, these error code are not reeei, presenting the RAID
Xen’s live VM migration mechanism performs this requesmechanism for functioning correctly.

resubr_n_iss_ion_ for transparent connection migratiorhis The abwe problems can be solved using small changes to
capability is directly usable for DVM revery. the VMM and frontend dviers. Thesechanges alle the
. . VMM to deliver virtual interrupts to frontend dérs in the
4.2. Preventing Interrupt Blocking AppVMs when a DVM failure is detected. Upon receipt of
Depending on he the system is configured, auity these interrupts, the frontend \dis can directly imoke the
DVM can end up blocking the dedry of interrupts from appropriatedilure handling operations, such as switching to a
device controllers to nonalulty DVMs. This problem can different network device when Linux bonding is us&dhen
occur with tw possible configurations: 1) multiple viee RAID is used with block dedces, the frontend drérs can
controllers, assigned to &hifent DVMs, share a single initiate the cancellation of all pending 1/O requests (return
interrupt line (hnumber); and 2) multipleMMs are assigned to error codes) destined for the failed/B, thus triggering the
the same processor. appropriate builtin failure handling in the AppVMWith a
With some VI implementations (e.g., Xen), the VMMLir_mx AppVM and_ Xen, without th_e latter action, the RAID
acknavledges an interrupt only after the DVM assigned tgriver \_/valts indeinitely for_ all pending requests to complete
handle the interrupt informs the VMM that the interrupt ha@nd fails to perform the fater.
been handled.With the first configuration alwe, interrupts . .
from devices that share an interrupt number areaeti to all 4-4- Frontend Supporting Multiple Backends
the DVMs associated with thosewites. Inthis case, the Some OSs provide naé sipport for managing multiple
VMM waits for responses fromall these DVMs before NICs to provide dult tolerance (e.g., Bonding[21] in Linux).
acknavledging the interruptA faulty DVM may not respond, With such AppVM OSs, coitfurations with multiple NICs
preventing the VMM from acknaledging the interrupt. As a (Figure 2.D)are natvely supported.However, there are some
result, additional interrupts from othervitees, controlled by OSs, such as pre-201Zrgions of Wihdows, that require
non-faulty DVMs, are blocked until the faulty DVM is driver-level implementation to provide similar functionality
destrged. Thiscan tale a bng time since, as discussed inWith such OSs, the network frontendverican be modified to
Subsection 4.1there are reasons to delay the destruction ofianage theadilover between tw backend drvers: an actie
the faulty DVM. and a spare (FiguieC). The frontend exports asingle

The problem described in the previous paragraph canf¥ifork interface to the AppVM émel. Whenthe DVM
occur in system coigurations that eid sharing of interrupt N0sting the acte kaclend fails, the frontend is alerted and
numbers by multiple controllersThis can be achied by switches to using the spare. Once the failed DVM is replaced,
using message signaled interrupts (MEsp4], or, where & W frontend-_backnd connectlon_to the replacemer_\l’l\@
possible, by simply changing theysfical locations of one or 'S formed and it becomes the aetibackend. All of this is
more deice controllers. Alternatively, the VMM can be done transparently to the rest of the AppVbtriel. Ve refer
modified to acknwledge interrupts on behalf of avi O this mechanism adultiNetlf.
immediately upon detecting aVM failure and preent With MultiNetlf, when the network frontend der
additional interrupts from being dedred to the failed DVM.  switches from one connection to anoth@twork trafic with

Typicall, when an interrupt is being serviced, nOthe same endpoints i through a different NIC with a
interrupts of equal or twer priority can preempt itHence, different MAC. In order for recuery to be successful,
with the second comguration abwe, a faulty DVM that does immediately follaving the connection switch, an ARP_repIy
not acknowledge interrupts may end up blockingvelp paclet must be broadc_asted by_the raatv frontend dr\ver_
priority interrupts from being deféred to the VMM, and thus, through the newly acte mnnection to update the routing
to the non-faulty "Ms. To prevent this problem, the ¥YMs table at the network switch.
can be pinned to ddrent processors, ,odternatively, the

VMM can be modified as described abo 5. Evaluation Methodology
This section discusses the experimental setup used to
4.3. EnhancingFailur e Detection in AppVMs evduate the different mechanisms for resiligno device

Existing operating systems and their deviceralsi often driver failure._ The_zfollowing _subsections present the reey
include some mechanisms to detect andwectiom deice SChemes (points in the design space) thatvetei@ed, details
and/or dwer failures. Hovever, in mary cases these of the fault injection campaign, workload, latgnmeasures,
mechanisms need to be supplemented in ordendititite 2and failure detection mechanisms employed.
rapid recwery from DVM failures. Wth Linux, one gample Experiments were run on systems based on the Intel
of this situation is with the bondirfgl] driver. By default this Core-2 and Nehalem processorsThe systems were
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interconnected by a 1Gb switched ethernet network using Intelltiple seconds needed to reboot théMD While DC-CC-
E1000 NICs. The systems used 3A hard-drives connected FF has been wauated to some extent in other
through the JMicron 20360/20363ATA/SATA controllers.  works [7, 20, 14]we include it in oureduation as it sems as
We dso used a USB flash d8 mnnected through a NEC the foundation for other schemes.

USB controller The VMM used was Xen 3.3.0 with all the

VMs running XenoLinux kernel version 2.6.18.8. 5.2. FRault Injection Campaigns

Software-implementedaiult injection is used toveluate

5.1. Receery Schemes Evaluated the efectiveness of the diérent DVM receery mechanisms.

The taxonomy presented in Section 3, iref a Faults are injected in the network, block, and USBres in
3-dimensional, 54-point implementation spat¢towever, the the D/Ms. Thisis done using oufsigan fault injector that
number of implementable schemes is actually much smallezsides in the VMM and is capable of non-intvelsi injecting
DN, CN, and FB are only compatible with each othén the into VMs[18].
DN-CN-FB coniguration shown in Figure 2.0DC andCS A fault injection campaign consists of multiple runs.
are incompatible as there cannot be a spare connection With@Wytn run takes 40s to 15081 each run, a single fault is
a spare DVM. injected into a DVM at a random time 10s to 16s from the

Recwery mechanisms usin®P and FT are presented beginning of the run. An injection is triggered by a breakpoint
in [19], and are not discussed further in thiorkw FT in the target dvier code. Wherthe breakpoint fires, it causes
requires changes to the VI and does noteha ggnificant the current instruction or a random register to be rremtif
adwantage wer simpler schemes (see Subsect®f). As Results are reported (counted) only &otivated faults — the
discussed in Subsecti@3 and based on our prior breakpointifed and caused a fault to be inserted. If a fault is
experience [19]DP is undesirable since itwnlves signifcant activated, the net run uses ne (i.e., fault-free) instances of
implementation complexity and operational problems. the DVM and the storage to which it had acce3is

prevents corruptions in one run from affecting future runs.
Table 1. Practical, implementable, deployable reay

mechanisms. Namese gien to recosery mechanisms we There are tw types of campaign erkloads:static and

have implemented andveluated. dynamic. The former are used tov@uate recwery lateny
and irvolve a fxed number of AppVMs booted at the
Recavery Block | Network beginning of the campaign. Results are collected with one,
Mechanism | |MPlementation| Implementation two, or three AppVMs. The effect of the number of AppVMs
Name Name on the recweery lateng can thus bealuated.

DR-CS-FF - MultiNetif Dynamic workload campaigns are used to stress the
DR-CC-FF - - correctness andfettiveness of the rea@ry mechanismsAt
DN-CN-FB | RAID Bonding the b@inning of each run, an AppVM that isf ¢hot booted),
DC-CC-FF | RebootBIk RebootNet is booted and runs the benchmark with a probability of 0.7.
DS-CC-FF | SpareBIk SpareNet An AppVM that is on (booted), is shut down with a
DS-CS-FF -- - probability of 0.3. These campaigns are designed to stress the
DA-CC-FF | AttSpareBIk AttSpareNet ability to recower a DVM while it is being used by an
DA-CS-FE - - application in an AppVM as well as during the AppVMNM

connection establishment and tear-down phases.
Eight techniques that can be practically dgpth are
listed in Table 1. Fve ae selected to implement andakeiate
in this work. In Table 1, names are assigned to spiecif
scheme/ddce combinations for ease of referenc&he
selection of schemes is made inwi®f what has been
evduated in prior work and to ensureverage of ley design
choices and system cagiirations. SinceDR-CC-FF has
been galuated gy Jo et :Igu[iﬂ] we do notakiate that scheme . Teble 2 shavs the types ofsﬁ_JIts injecteo_l. As discusseq
here. Insteaave implement andweluate DR-CS-FF, which in [25], some of_ these faults simulate typical programming
is very similar DR-CC-FF and DR-CS-FF cannot be used errors. Pr the f.'r?t seen fault types foftware faults),_ we
with storage déces (disks) unless thiecan be connected to _us_ed_the fault injection tooI_ (9] t(.) _generate a list of
two device controllers simultaneousiyWe do not evaluate injections to perform by our Q|gaal_ilt |njecto_r The random
DS-CS-FF and DA-CS-FF as thg are very similar toDS- _code faults further stress thevie drvers_. Rejister faults are
CC-FF and DA-CC-FF, respectiely, and do not provide gn included to emulate the effects of transient hardware faults.
significant adantages. Spedtfally, the spare AppVM-BM Faults are injected into the E1000 NIC\ai, the Linux
connection inDS-CS-FF and DA-CS-FF eliminates the AHCI SATA/SCSI block dwer, and the Linux EHCI USB
service interruption time to form the connection as part ¢fiver. We wed the Xenoprof sampling pilef [22] to
recovery. Howeva, this time, which ranges from tens ofidentify the functions in those agrs that are most frequently
milliseconds to a f& hundred milliseconds, is eclipsed by theexecuted [11]. Only instructions in those functions are

After every recovery, the ability to handle future \IM
failures is restoredFor example, if a DVM failure occurs and
the recoery mechanism uses a spare DVM, avrgpare D/M
is booted and prepared for the next DVMildre. Similar
restoration of the fault-tolerance capability of the system is
performed for other reeery mechanisms.
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o Filesysbench runs in an AppVM and stresses the block
Table 2. Types of faults injected device by creating and removing directories as well as

Fault Type Description creating, removing, and copying 1MB size_'tbsf on a disk
_ _ hosted by a M. To ensure that the device der in the
NOP Replaceandom instrs with NOP DVM is exercised, caching of block and filesystem data by the
Destination Flip random bit in dst operand of instf AppVM’s OS is pevented. Thisis accomplished by using the
Source Flip random bit in random src O_DIRECT flag to open, mounting the device with the
operand of instruction synchronous flag, and dropping allefystem caches after
Branch Replaceranch instrs with NOP each filesystem operation. The time to perform each
Loop Reverse directions of loops filesystem operation, e.g., read/write 1MB file or create/delete
Pointer Flip random bit in operand of directory is recorded in order to be used for measuring the
memory access instructions block service interruption latepaduring recwery. If a DVM
Interface Usébad function arguments error is detected, a reosy failure is recorded if: (lthe
Random Flip random bit in a random byte application reports errors (failure of 1/0 operations), oraf2)
code of an instruction the end of the run théds and directories created differ from a
Register Flip random bit in a random general “gold” image. A*“silent failure” is recorded if no M
purpose rgiste; stack pointer or errors are detected and one or both of theveloonditions for
program counter “recovery failure” are met.
Crash Cause immediate crash of target VM
possible targets for fault injectionTo ensure that rgister 5.4. LatencyMeasures
injections occur while »ecuting driver code, the same When a device drer in a DVM fails, AppVMs’ access to
breakpoints used for code injection are used to trigger tHee device controlled by that der is lost. Akey measure of
register injections. mechanisms for resilience to vige drver failure is the

The outcome of each injection run is classified a&/MD duration of this loss of acces®Ve refer to this time as the

crash, a DVM hang, silent DVM failure, or non-manifestéd. se_rvice interrl_thion latency.  This lateng consists of the
DVM crash occurs when theVM's kernel panics or the failure detection latenc followed by the receery lateng.

DVM is destrgred by the VMM. A DVM hang occurs when This subsection precisely defines these latencies and discusses

the DVM stops responding with no explicit report of a crastN they are measured in our experiments.

A silent DVM failure occurs when no hang or crash are  The key “events’ in the fault’s “life time” without ary
detected but the application is unable to complete successfulgilieny mechanism are(l) the fault occurs (is injected),
(see Sectios.3). Non-manifestedneans that no errors are(2) the fault is actiated — the faulty value is read, a(®) the

observed. fault is manifested — system dates from correct bekor.
With a resilieng mechanism, there are éwadditional ley
5.3. Benchmarks evants: (A) the fault is detected, andB) normal correct

Most of our eauation is done using v micro- operation is resumed. In generalert (A) can occur at an

benchmarks, designed tacilitate accurate measurement O]t!me following event (1) and is _followed by_‘ﬁent (B) aj[ ay -
recovery effectiveness and lategc netbench and filesysbench tlme thereafter With the detection mechanisms considered in
that «ercise the device drers for the network and block this work, eent (A) can only occur aftervent (3).

devices, respeotely. As dscussed in Subsecti@, we also For software and code (Subsection 5.2) faults, detection
use a real-world application — the Apache web server. latengy is measured betweervents (2) and (A). For register
faults, it is measured betweeneats (1) and (A)[12]. For
crash “faults”, since eents (1) and (A) are the same,
detection latenc is zero. Recwery lateny is measured

Netbench is a useilevel ping program that consists of tw
processes: one in an AppVMWN host) and another on a
separate physical machineM host). Every 1ms the PM host o) ) ,
transmits a UDP packet to the VM host, which, upon vgi between eents (A) and (B). Service interruption latencis
this packet, transmits a UDP patiback to the PM hosfThe measured for a network device as an increase in the time
inter-arrival time of successe packets on the PM host is used between success _FHCkeFS with ne_tbench _(Subsecn_on 5.3).
for measuring the latepiof any network service interruption. For bloc_k devices, |j[ is an increase in the time of a single block
If a DVM error is detected, a reeary failure is recorded if: _read/wnt_e operat_lon withfilesysbench. _These measured
(1) thereis a service interruption of more than 30s at time interruption latencies roughliput not preciselycorrespond to

during a run, or (2) at gntime after the reogery procedure the time betweervents(3) and(B).
completes, there is a 1s interval during which the rate of . .

paclet reception at the PM host drops by more than 10§o‘5' Failur e Detection

compared to the rate during normal operatioh.‘‘silent Two types of fail-stop M failures are detected: crashes
failure” is recorded if no DVM errors are detected and, gt arand hangs. Crashes are detected when 1) the crash handler in
time during a run, there is a 1s interval during which the ratee VM’'s OS makes a hypercall to the VMM or 2) the VMM

of packet reception at the PM host drops by more than 10®sponds to illgd VM activity by killing the VM.

compared to the rate during normal operation. Hangs are detected usingawnechanisms. Thdirst
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mechanism is triggered when a VM with multiple runnable
processes fails to perform context switci€®§. The VMM
detects context switching by monitoring page table base
register (PTBR) changes of the VM. If PTBR changes are not
detected for a specified quanta of time (400ms), a hang is
identified. To ensure that PTBR changes occur iraalt-free
VM, the VM executes tvo Smple processes that periodically
(every 150ms) vake up and execute a fev instructions. The

Table 3. Injection outcome and reeery effectiveness of

different DVM receoery schemes.DVMs host netwrk
and/or block device drers. CampaignDynamic AppVM
campaign with 3 AppVMs.Three fault types: softare
faults (SW) consist of injections selected from thiestf

seven injection types in Table 2, random code (code), and

register (reg).

second mechanism is triggered when there are requests placed ® g 3 Manifested 5| &
. . — = == =
on the shared rings (part of the frontend-backend connectigny £ g |2 38| @
g o o (%] o o o [She S
for a DVM, and none of the requests are reedo for 2 S = = %U @ s | 3 §§ E%
processing within some time framé&n additional trigger is if | & S K g%‘; S ; »E §&| 5%
a response to the request is not generated within a short timg S 3 g 3~§ § > é gg g3
after the request has been consumed by th®1.D The Q e = g |z< g < | @ 8z | &
response generation time is dependent on the load oMke D i > °© ° > :\50 ;
and the latenc of the physical dece. To minimize false MuliNett (sW) | 428| 41.8 65.9| 14.9 19.3 99.5 80.3
positives, the time to pick up a request for netwdevices and Bonding (SW) | 429 | 41.0 67.2| 13.0] 19.§ 99.5 79.8
block devices (disk and USB flash @) is 50ms and 200ms,

. . RebootNet (SW) | 425 | 40.9| 65.7| 14.3] 19.9 100/@0.1
respectiely. The time to generate a response for oekw 220 221 650 136 214 100086
devices, disks, and USB flash dei is S0ms, 200ms, and 1s, SpareNet (SW) s : : :
respectiely. These mechanisms build on the mechanism used | AtSpareNet(sw) | 461 | 42.3) 66.2| 14.7] 19.7 100,@0.8
in [19] and are similar to the mechanism discussed in[17]. MultiNetif (code) | 647 | 33.1) 85.0| 4.6] 10.4 99894

It should be noted that a hang detector that monitorgs| Bonding (code) | 648 | 33.0 84.1] 5.3 10.6 99.89.2
timely response generation for requests from AppVMs isZ| RebootNet (code) | 645 32.6)83.9) 55/ 10.6| 100.089.4
sufiicient for correctly detecting aifed DVM. However, in | Z| SpareNet (code) | 645 | 33.6/ 83.2| 6.5 10.3| 100.089.7
mary cases, the additional detectors provide faster detection | AttSpareNet (code) 644 | 33.9| 84.0| 4.5/ 11.5| 100.088.5
time, and thuswerall shorter interruption lategc MultiNetf (reg) | 600 | 72.3| 88.0| 9.0 3.0 100.0 97.0
6. Experimental Results Bonding (reg) 598| 71.9/89.9| 7.7| 2.4 100.0 97.6

. . RebootNet 596| 71.6/89.9| 7.1 3.0 100.0 97.0
The results of thexperimental ealuation of the WM ehooet (reg)
A . SpareNet (reg) 600 | 71.3/88.4| 8.7 2.9 100.0 97.1
recovery schemes described in Subsectoh are presented 507 729 901 74 25 1000 975
and discussed in this section. The rexy success rates and || AtSpareNet (reg) i Bt : : i
recovery latencies are discussed in Subsections 6.1 and 6[.2,| RAID (SW) 491| 40.3/ 62.5| 21.5| 16.0 96.7 81.2
respectiely. The impact of the number of AppVMs on the| | RebootBlk(SW) | 491 | 35.4) 58.7| 23.7] 17.7 95.8 78.9
recovery lateny is analyzed in Subsectiof.3. Subsectiof.4 SpareBlk (SW) 493| 35.9| 58.9| 23.7| 17.4 94.3/ 77.8
analyzes the impact of DVMailure detection laterycon the AttSpareBlk (SW) | 491 | 35.6| 58.2| 24.7| 17.1 93.1| 77.2
overa_lll Iserwce mterruptlo?_ t||me. The effectI of sh_armg 2| RAID (code) 469 | 365 795| 13.8 67| 978913
physical CPUs among multiple VMs on raey lateny is |8 ooy s [470| 35.5| 77.9| 155 6.6| 95.489.1
discussed in Subsection 6.5 and Subsection 6.6 demonstrafes
. | SpareBlk (code) | 471 | 34.6| 77.6| 16.2| 6.2| 94.188.3
how well these reczery mechanisms ark on a real-wrld ks 273 351 782 166 52 954902
application (Apache web server). o | AtSpareBik (code) i B i i
) RAID (reg) 663| 67.0/89.0/ 9.1 1.8 97.P5.9
6.1. Recwery Effectiveness RebootBlk (reg) | 652 | 655 87.6| 8.9 3.6 991956

The most important characteristic of a resy SpareBlk (reg) 657 | 64.4| 83.8| 12.4 3.8| 99.195.3
mec_han_ism is the success rate — the_ probability that | axspareBik (reg) | 682 | 64.2] 86.5] 9.8] 3.7 98.@5.1
?Plp“ca“?”bsl go”r‘]p'et‘:h SFJccesff”][')giédeslto'tte a ‘;‘;mlltoon "t Ausparesk sw) | 519| 43.2 52.2[ 41.7] 6.1| 96.§90.8
aiure. fable 5 shw's the Impact ot cierent types otdulls | 51 o pareBik (code)| 527 | 30.2] 79.9| 16.8) 3.3| 98.094.8
(register code injection, SW — simulated programming| x o521 648 7571 230 13| 998983
errors) on different device dfrs, as well as the resulting | | A“SPe8k (9 G i 7

recovery rates. There are w&al key dbsenations: 1) if the
failure is detected, there is a very high (>93%) probability qf
successful application completion;fa)y each device type, the
rate of successful reeery from detected DVM failure is not
dependent on the fault type or the nemg mechanism (the
variations shown in the table are not statistically sigaitt);
3) the main causes of application failures are undetect
(silent) device dwer failures; 4) the rate of silenaifures is
lowest for register faults and highest for SW faults.

The recoery rate fromdetected DVM failures is higher

or network deices compared to block dees. Themain
reason for this difference is that, with network deviceguit f
can cause a e paclkets to be dropped without a sigo#nt
impact on the erall packet reception rate, thus not leading to
ea&1 “application &ilure” (see Section 5.3).However, a
corruption of the block dver can cause theilé system or a
single fle to become corrupted, leading to a wrong result
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Table 4. Recoery lateny of different recgery mechanisms

Table 5. Impact of No. AppVMs on rec@ry lateng.

normal operations, wilhetbendh, the median iearrva Recorary | o Recovery latency (ms)
. pe ' : i ) scheme: | = | (with 95% confidence interval)
time of aping message on the PM host is 1.03nwWith : =
filesysbench accessing hard disks, the median time for Network/ | 2\ ctwork Block
reading/writing a 1MB file is about 8ms. When accessing a Block *
USB flash dwe, the median time for reading and writing a 1| 11467+30 | 10724 5
1MB file is 70ms and 600ms, respeely. Measurement is RebootNet / > 11518+ 20 10876+ 16
taken using one AppVM. RebootBlk =
3| 11575+ 18 11072t 9
Recorery | Min | 1st Median | 3rd Max 1| 014+0.03] 2274 1.8
scheme | (ms) | Quartile | (ms) Quartile | (ms) MultiNetif /== 502 | 2045 3.0
(ms) (ms) RAID — ' '
3| 018+0.01| 624% 38
RebootNet | 1100[711268 11409 11584 12641 -
SpareNet 3546 3650 3774 3908 5017 . The numlber of de\ﬂcesbcontrolle]fj b)tglalm cr;]m afer?t
AttSpareNet 3200 3347 | 3461 | 3645 | 5769 Its recwery lateng. The bottom of a&ble4 shws the
_ recovery lateng, with two different receery schemes, for a
MultiNetlf 0 0 014 0.4 0.68 . .
Bondi 3 0 o1 o034 YT DVM simultaneously controlling a network and a block
onding 15 : : device. We haverun experiments with other combinations of
RebootBlk | 1065410710 | 10727 | 10744 | 10810 recosery schemes it omit those results since the results in
SpareBIk 4072 4115 4128 4143 4373 Table 4are representat o the behaviors obsesd. With the
AttSpareBIK 3641 3687 | 3702 3721 3794 AttSpare-Net/Blk scheme, which does not rely on redundant
RAID 0 6.89 26.25 34.84 56.59 controllers, receery lateng is sgnificantly longer than when
AttSpareBIK 7398 7461 | 7779 8216 110346 the DVM goptrols a smg!e.c_ontrollleﬁ'ms is due .to the M
(USB) kernel serializing the re-initialization of the device controllers
and creation of the virtual device backls. Speditally, the
ﬁggp:igﬁj ig;g Zggo Ezz ngz i;ig network controller is initialized only after the block controller
P S This example demonstrates that, for schemes without
MultiNetf 0 018 0.63 123 3.0 redundant controllers, reeery lateny is minimized by
RAID 0 087] 2576 3548 5381l  assigning each controller to a separa¥®D The results with

the MultiNetlf and RAID schemes, demonstrate that, for
schemes with redundant controllers, the hosting o tw
controllers on the same MM has very little impact on
recovery lateng. In this case, rea@ry does not imolve
device initialization or the creation of a backend.

which is identified as an “application failure.

The relatvely low rate of silent dilures due to gister
faults is a consequence of thacf that most of thesallts
result in D/M crashes, usually due to an d& address
dereference [18]0On the other hand, SW faults are morellyk
to change the functionality of the deviceverj causing it, for
example, to incorrectly skip the processing of 1/O request6.3. Impactof No. AppVMs on Recwery Latency
One third of SW faults that resulted in silent failures were due |n most deplgments, a DVM is shared by multiple
to the replacement of an instruction with a NOP. AppVMs. If DVM recovery involves specific operations with

respect to each of the AppVM serviced by the DVM, veop
6.2. Receery Latency lateny may be affected by the number of AppVMs sharing a

To measure the rewery lateny (see Subsection 5.4) of DVM.  To evauate this effect, the experiments in
different mechanisms, we use a configuration that consists opdbsection 6.2re extended to compare the resy lateny
single AppVM. In these experiments, a DVM crash is forcedwith one, tvo, and three AppVMs. The reeay lateny is

Table 4 shows the rewery latencies with dferent measurgd for each AppVM in a rurfor each. recoery
recosery schemes. With our setup, a WM reboot tales mechanlsm and number of AppVMs, the campaign consists of
approximately 10s.Recovery is, of course, sloest, when it approximately 200 runs and the mean veop lateny across

requires such a reboot. Using a spare DVM eliminates tﬁg the AppVMs in all those runs is computegiie to length

reboot time; but rea@ry lateny still includes the time to re- I|m|tayons, we do not she the results from all the
initialize the device controllerRe-initializing the netwrk or experiments performed. Teble 5 shavs a representat

block controllers takes 2.5-3.5 secondhe USB controller sample of those results.

requires 6-7 seconds to probe and initialize the USB flash For a DVM controlling a network device, there is little
drive. Using a spare DVM with an attachedvibe (AttSpare) impact of the number of AppVMs on the reery lateng.
removes the averhead of transferring the dee controller to  With schemes irolving rebooting the DVM or a spareviM,

the spare DVM, thus reducing the reety lateny. Schemes recovery requires serially establishing the frontend/leak
using redundant devices (MultiNetlf, Bonding, RAID)vea connections to each of the AppVMdidence, the time for

the shortest recery lateny since thg do ot require establishing these connections does increase with the number

rebooting the failed DVM or re-initializing the device. of AppVMs. However, this time, of approximately 30ms per
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AppVM, is hidden with respect to reasmy lateny. This is
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6.4. Sevice Interruption Latency
As explained in Subsection 5.4, the service interruption
lateng is the sum of the detection and reeqy latencies.

This subsection is focused on experimental results showing the . L _ . o
relationships among these three latencies fderifit fult configuration used in this erk (Figure 1), the PrivVM is idle
types and different manifestations of these faults. most of the time. Hence, it is wasteful to dedicate a PCPU to

the PrVM. This subsection focuses on the impact of such
sharing on the duration of service interruption due Y6VD
failure and recuery.

While sharing PCPUs among VMs results in more
efficient utilization, such sharing also affectswhouickly
DVM failures can be handled, and thus, the duration of the
resulting service interruptionSpecifically if seveal VMs
t involved in the receery process share a PCPU, reey may

immediate. Whetthe fault causes a hang, interruption Ial;encbe slovyer since all these VMs will v&a © e(ec_ute
is usually determined by the detection time since our harf quentially Furthermore, for reocery schemes empjing
detection mechanism is inherentlywloThere are signi¢ant rédundant or _Spare WS’ restoration of system a'f_"t
variations (orders of magnitude) among runs with respect {Blerance requires booting am®VM. If the nev DVM s
each of the three latencies measurétbwever, the overall bOOte(_j on a PCP_U shared by _a”‘m“pPVM or _DVM' the
conclusion is clear: the most important stepars reducing latencies of ongoing I/O operations are likely to increase.
interruption lateng would be the deslopment of &ster hang Since the number of combinations of reey schemes
detection techniques. and sharing configurations is very large, we do not attempt an
. . . exhaustve exloration of all possibilities. Instead, with both
6.5. SharingCPUs and Service Interruption Latency  npepork and block devices, weauate selected schemes and
The results presented sar fare for system cagurations configurations that illustrate the effects of PCPU sharifge
where each VM is assigned one virtual CPU (VCPU) that s/stem setup includes twAppVMs, both runningnetbench or
pinned to a dedicated physical CPU (PCPWUpwever, for both runningfilesysbench, for evaluations with network and
efficient resource utilization, in most dephoents, multiple block devices, respeetly. In each case, a DVM is crashed
VCPUs often share a PCPUFor example, with the and the service interruption latgnds measured. Our

Figure 4: Service interruption wittilesysbench using RAID
recovery. SW and register dults. Dp graphs: faults cause
crashes. Bottorgraphs: faults cause hangs.

Figures 3 and 4 present a sample of our resultsyisjo
the detection, rea@ry, and interruption latencies per ruithe
code faults results are not shown since twre very similar to
the results from software (SWadlts. For both network and
block devices, resmy lateny is independent of the
manifestation of the fault (crash or handjor both devices,
when the #&ult causes a crash, reery lateny usually
determines the interruption latgnsince detection is almos
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evduation includes recgry schemes based on a spaMMD or anab client times out waiting for a response.

(SpareNet and SpareBIk), since with these schemesergco In this injection campaign, the 584 aeted injections
and fault tolerance restoratiorvaive the Prlv\_/M, DVM, and  ge approximatelyvenly split between the block and neik
AppVM. We dso evaluate schemes that prde the &stest rivers. Roughly67% of the actiated injections manifest as
recovery using multiple deices: MultiNetlf and RAID. The  pyM failures: 83.2% DVM crashes, 6.6% DVM hangs, and
PCPU sharing configurationsauated are: (1PrivVM shares 10 294 silent ilures. Receery is successful (no missing or

with an AppVM or with a DVM, (2DVM shares with an  corypted replies) from all the detected DVMaildres
AppVM, (3) DVMs share with each otheand (4) all VMs (crashes/hangs).

share a single PCPU.

Due to space limitations, we do not shdhe rav Table 6. Request latencwithout faults versus when there is
experimental resultsu, instead, provide a brief summary of DVM failure, detection, and reeary.
the main findings: DVM Min [1st Median | 3rd Max
« With the spare BM schemes, since the long reeoy Failure & |(ms)|Quartile [(ms) |Quartile | (ms)
lateny (multiple seconds) is dominated by the time to re- Recovery? (ms) (ms)
initialize the controller PCPU sharing does not Y& a No 1471 1587 1648 1738| 2334
significant impact on interruption latenc Yes 1479 1608 | 1660 1705 | 71380
* With RAID, the only significant impact is when the L .
PrivWM shares a PCPU \}//vith %ne or botNFI)DJs Themedian Table 6 shavs the request latencies in fault-free operation

504 (based on 200 runs) and when there are deteaalls f

0 .
followed by recwery. Due to the speed of ressy with
Multinetlf and RAID, most M failures hae redigible
impact on the request latgncFor the fev faults that are
manifested as hangs, request latencies increase by theylatenc
of the hang detection mechanism. In Linux, the TCP SYN
paclet retransmission timeout is 3slence, there are avie

) DVM crashes that result in request latencies of 3-4s, due to a
* Sharing a PCPU between the WM and a DVM or o5t TCP SYN paoit during TCP connection establishment.
between PuVM and AppVM hare a impact on the service only 4.1% out of all the runs with detected DVM crashes or

interruption lateng with MultiNetlf for the same reason that hangs resulted in a request lategeeater than 2000ms.
PrivwM-DVM sharing affects RAID. For PrivwM-DVM

sharing the median interruption latgnmcreases from less 7. RelatedWork
than 0.1ms in the no sharing cigufration to about 7.5ms.
For PrivWM-AppVM sharing the median interruption latgnc
increases to about 5.8ms.

service interruption lategcincreases by approximately 2
(15ms) compared to the no sharing dgmfation. This
increase occurs when the Priv¥M and the DVM that does n
fail share a PCPUImmediately after the failure is detected,
the PrivVM is actie darting up a n& DVM and cleaning up
the failed DVM, thereby interfering with the remaininy/a
with which it shares a PCPU.

Most of the eisting techniques for enhancing system
resiliengy to device driver failure rely on hardware protection
] ] _ mechanisms to isolate potentiallyaufty drivers in
* With MultiNetlf, if the two DVMs share a PCPU, the y/\s[7, 20, 19, 17],user-leel processes [13, 14, 8pr light-
median interruption lategcincreases to about 23mdhis  yeight domaing29, 28]. There are also software techniques
increase occurs since the failedvid sometimes blocks pased on languagextensions, static analysis, and runtime
interrupts destined for theorking DVM until the failed M checks [32, 6]. Techniques that do not use virtualization

is destroyed (Subsection 4.2). typically require moditations to the device airs and/or the
. o OS lernel and incur performanceaheads due to extra error
6.6. DVM Recovery with a Real Application checking in the dvier code or resource tracking between the

To assess DVM reogery with a real application, we use adriver and other lernel subsystems. Schemes thateriage
host with two AppVMs, each running an Apache HTTPvirtualization provide stronger isolation without requiring
server The two AppVMs access the netrk and disks modifications to the dvier or OS lernel.
through the same mwDVMs. Theclients are instances of the Several works hae investigated mechanisms to reem
Apache benchmarking prograab. Each AppVM handles fajled device dners isolated in usdevel processes [13, 14, 8].
requests from oneb client. Ina run, two ab clients, each A ey gal is to isolate the drérs from critical OS krnel
running on a separate ysical machine, sequentially issue 31components. I13], failed drivers are detected and restarted
HTTP requests for a 1MB dynamically-generatéd. f The  yransparently to applications by a speciakincarnation
response to each request requires theesev eecute the  gerver. The technique is applied to both a network and a
filesysbench program. TheMultiNetlf and RAID schemes are p|ock deice driver. An analysis and classification of the root
used for receery from DVM failure. Softvare Bults cayses of fault propagation in vilee drivers along with
(Subsection 5.2pre injected into the d&e drvers in the mechanisms to prent such propagtion are discussed [i4].
D\_/Ms. Theresults measured are the percentage of requgsie proposed mechanisms aveleated using xtensie fault
failures observed by theb programs and the latenoof jniection, injecting 3.2 million faults (software bug faults and

request handlingA “‘silent failure” is recorded if no ™M andom bit flips) into network oice drivers, iteratvely
errors are detected but a request results in a corrupted respeBfRing their design in response to injection results.
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To facilitate the deployment of user space deviceedsi recovery involves a signitant amount of time waiting for
in commodity OSs, Ganapatlet d. [8] propose a technique to protocol state changes. Hence, DVH results inwsto
automatically partition existing device d#is in monolithic recovery compared to, for example, the MultiNetlf scheme
kernels into tvo components: a small, performance criticalevduated in this wrk, that also uses a spare DVM and spare
core component that runs in the kernel, and gelapossibly  NIC, but achiges recovery lateny of less than 1ms.

more buggy component, that runs in user space. Fallt injection is used if17] to eduate the

Swift et al.[29, 28] propose mechanisms to isolatevide effectveness of the detection mechanisriither random
drivers in light-weight protection domains within therkel software faults are injected repeatedly until ailure is
space. Reomy is performed by unloading and thendetected, or there is an injection to a speddcation in the
reloading the failed device #@ar. The scheme isveluated kernel/driver code of a software error that almost guarantees a
using fault injection with seral types of device drers, DVM crash or hang. Hence, there is essentially no
including network and blockA drawback with the proposed opportunity for &ults to manifest as anything other than a
mechanism is that it requires significant magdifions to the crash or hang.Thus, this eauation cannot provide critical

existing kernel. information rgarding the probability of systenailure due to
Isolation of device dvers in VMs was proposed in silent (undetected) failures (see Subsection 6.1).
2004 [20,7]. LeVasseur et al.[20] discussutb do not In [17], with respect to rea@ry lateny and packet loss,

implement or ealuate mechanisms for reeaing from device DVH is compared to te other receery mechanism:
driver failure. Fraseet al.[7] describe andwluate the use of (1) restartingthe backend dvers and (2failing over to a
Xen’s IDVM architecture to provide rewery from NIC driver  spare NIC using the Linux bonding si[21]. However,
failure. Recwery is done by restarting the failed DVM andthere is no eduation of the receery effectiveness of these
reconnecting the AppVM to the weDVM instance. The other mechanisms. The re®oy latengy reported for bonding,
DVM uses a customizedeknel that boots from RAM disk, with a 1ms bonding drer detection interval, is greater than
only comes up far enough to initialize the network device, amdms, compared to our measurements of latencies less than
does not run anuser processg¢30]. Theevduation is done 1ms with bonding.We lelieve that this difference may be
by causing the dver to perform an illgd memory access, related to the way link failure detection is performed in [17].
leading to guaranteed immediate detectiofhe netvork

outage duration as a result of a fault is around 275ms. 8. Summaryand Conclusions

Xen'’s IDVM architecture has been used more recently to The IDVM architecture, used in mganvirtualized
provide recoery from NIC driver failures (only), with a focus systems, is particularly well suited for comifig the effects of
on decreasing the service interruption lajdi®, 17]. Le et device driver failures and enabling resilience to suafiufres.
al. [19] evduate recwery from NIC drier failures usingDC- We haveanalyzed design tradeoffs andvdeped a taxonomy
CC-FF, DS-CC-FF, and DP-CC-FT schemes. Théowest for mechanisms that provide resiligno device driver failure
recovery lateny is achieved with DP-CC-FT, using two with the IDVM architecture. Key challenges and associate
DVMs and a single NICThis scheme is implemented almostsolutions in implementing these mechanisms and ensuring
entirely in the VMM and is transparent to the AppVidata their reliable and fast operation were presentedur
structures used for AppVM-DVM communication with theevduation was based on the implementation and measurement
primary DVM are reused for the spare DVM and the VMMof five different receery mechanisms, a@ring key points in
redirects AppVM 1/O requests to the spar&ND With a the design space, with both network and block devices (hard
100Mb NIC, recwery lateny of less than 10ms is aches. disk and USB flash dre). Theevduation involved injecting
With a 1Gb NIC, such a reesry lateny is echieved only  thousands of software and hamte faults into device drérs
with a partial instead of a full reset of the NIC duringvith a variety of system configurations.

recovery, resulting in a signi€ant increase in unsuccessful Our experiments shothat the rate of successful reegy
recoveries. Furthermoredue to the way the system must bgom detected DVM failures is high (>93%) across a wide
initialized, it is dificult to restore thealult tolerance capability range of &ults. Recuery rates are essentially the same for all
of the system after performing a reexy using this scheme. recorery mechanisms. These rates are higher for oew
Jo et al.[17] use BR-CC-FF scheme, which thhename devices than block devices since afdropped packets do not
DVH (Driver VM Handof), based on a sparevM connected significantly impact an application whereas a corrupted file or
to a spare NIC, to achie recovery lateny of 20-30ms. When file system can cause an applicatiaifufe. With the simple,
the primary DVM fails, the AppVM connects with the spardow overhead DVM #hilure detection mechanisms we used,
DVM, reusing the existing AppVM-DVM communication silent DVM failures, especially due to software faults, are the
data structuresThis reuse allows packet loss duriragldver main cause of unsuccessful application completibmreduce
to be minimized. By using a spare NIC, reey is not silent failures, more sophisticated detection mechanisms, such
delayed by the lategcof resetting the NIC, encounteredas using VM replication [16], will be needed.
in [19]. With theDVH mechanism, establishing the AppVM- We have shavn that recwery lateny is minimized by
DVM connection with the spare DVM during re®y gchemes that vaid the need to boot a we DVM or
requires interactions with the PrivvM (XenStoré)Vith the  ocetinitialize deice controllers as part of the reeoy
DVH implementation in[17], due to these interactiongyocess. Thdaster schemes use redundantice controllers
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and defer these operations to the fault tolerance restoratléh
phase. Wth slover schemes, the number of controllers hosted

by a DVM has a significant impact on reeoy lateny since

[20]

device reset/initialization must typically be performed serially
The number of AppVMs sharing a DVM and the number of

VMs sharing a physical CPU Y relatively minor impact on
recovery lateng.

Our experiments sho that the type of dult (register,
code, software) has a major impact on the fractionaafts

manifested as crashes versus hangs, and thus on the detection

lateng. Snce the detection latencis the lkey factor in
determining the service interruption latgnthere is a major
impact of the type of fault on that latgnc

Most of our results are based omotwicro benchmarks

[11]

[12]

(23]

[14]

that stress the netwk and block devices and enable accurate

measurements of the impact of faults and the vergo
mechanisms. Thesesults are validated using a reaind
application (the Apache web serywith a combination of the
fastest network and block regwy mechanisms (MultiNetlf
and RAID). This validation demonstrates reey from

[15]
[16]

100% of detected DVM failures without significant servicg;7

interruptions.
This work focused on techniques thatvdive low

performance/computationverhead during normal operation.

(18]

The only &ception is the RAID mechanism, for which there

are other compelling reasons to dgpldisk failures). Our

results shev very high probabilities of failure detection and

recovery using these lw overhead techniqguesHowever, the
coverage of these techniques is not 100%. Futuogekvwill
involve investigating ways to increase thisvawage at the cost
of moderate increases in performaneerbead.
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