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Abstract— Routing scenario in ad hoc networks is different from
infrastructure-based wireless networks; since in ad hoc networks
each node acts as a router and is responsible for managing
topological information and ensuring correct route learning.
Although a number of secure routing protocols have been
proposed so far, all of them have certain advantages and
disadvantages. Hence, security in ad hoc networks is still a
contentious area. In this paper we first explore the security
problems and attacks in existing routing protocols and then we
present the design and analysis of a new secure on-demand
routing protocol, called RSRP which confiscates the problems
mentioned in the existing protocols. Moreover, unlike Ariadne,
RSRP uses a very efficient broadcast authentication mechanism
which does not require any clock synchronization and facilitates
instant authentication.
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I.

INTRODUCTION

Routing protocols in general can be classified into two
categories: Proactive and Reactive routing protocols. In
proactive routing protocols like Optimized Link State Routing
(OLSR), Topology Broadcast based on Reverse Path
Forwarding (TBRPF) and Hazy Sighted Link State Routing,
routes are established before communication requirement and
therefore the latency delays experienced while discovering new
routes is avoided. On the contrary, in reactive routing protocols
such as Ad hoc On-Demand Distance Vector (AODV) and
Dynamic Source Routing (DSR), route information is collected
only at the time of communication requirement, hence
conserving precious node battery. For the rest of the paper
we’ll basically focus on the reactive routing protocols; since in
MANET environment, in most of the situations, they perform
efficiently and incur low overhead as compared to the proactive
routing protocols. Moreover, efficiency of a routing protocol is
strongly dependent on the innocence of the participating nodes;
nevertheless, the possibility of existence of malicious nodes is
undeniable. Therefore, design of an efficient and secure routing
protocol is a challenging issue.
In this paper, we make two contributions to the area of security
in routing protocols for mobile ad hoc networks. First, we
describe the problems in the existing routing protocols in terms
of security and efficiency. Second, we present the design and
security analysis of our proposed secure routing protocol
RSRP, that copes with the problems mentioned in existing
routing protocols.

In the sequel, Section 2 describes problems in existing
protocols. In Section 3 of this paper the related work is
mentioned, which comprises of a broadcast authentication
scheme PARM [4]. We explain our proposed scheme RSRP in
Section 4, followed by detailed protocol description in Section
5. In Section 6, we state the protocol analysis and finally in
Section 7, we present our conclusions.
II. PROBLEMS IN EXISTING ROUTING PROTOCOLS
A number of routing protocols have been proposed so far. All
of them have certain advantages and disadvantages.
Unfortunately, prerequisite for all the available routing
protocols is a managed environment characterized by some
security infrastructure established prior to the security protocol
execution. Since it is impossible to design a secure ad hoc
routing protocol exclusive of any such assumption, we have
tried not to point out any such assumptions unless they are too
much unrealistic and impractical. In this section, we briefly
describe problems in the existing routing protocols in
MANETs emphasizing more on DSR and Ariadne, as our
proposed scheme RSRP is also based on DSR.
A. DSR
As DSR is not a secure routing protocol, malicious node can
modify source routes, forge route error messages, RREQ,
RREP etc., or perform replay or tunneling attacks or perform
route cache poisoning.
B. Ariadne
Ariadne is a secure routing protocol based on DSR. Ariadne
can authenticate routing messages using one of three schemes:
shared secrets between each pair of nodes, shared secrets
between communicating nodes combined with broadcast
authentication TESLA [2], or digital signatures. In Ariadne,
source node S creates an encrypted request RREQ, and
broadcasts message {RREQ, h(S, D, id, time interval)}, where
h is the MAC computed using the MAC key KSD. As soon as
Node A receives this broadcast request from S, it broadcasts
message {RREQ, h2(r), (A), (MA)}, where hi(r) = h[i,hi-1(r)]
having ‘i’ as the identity of the node performing the hash. For
example in this case A computes h2(r) as h[A, h1(r)]. MA is the
MAC computed on the entire request message including the
new hash using the Tesla key of Node A. Note, the Tesla key
of Node A will not be revealed to other nodes, until the RREQ
sender i.e. S receives the reply message RREP in the worst
possible case (with maximum delay or from the longest
possible path). Similarly, B receives the broadcast message
and rebroadcasts the message as {RREQ, h3(r), (A, B), (MA,
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MB)}. Finally Node C broadcasts {RREQ, h4(r), (A, B, C), (MA,
MB, Mc)} which is received by the destination node D.
Problems
• Fabrication Attack - Because of the one way hash function
used in the route discovery process, an intermediate node
cannot remove a node from the node list but can always
insert new nodes e.g. in the case mentioned above C can
broadcast {RREQ, h5(r), (A, B, X, C), (MA, MB, MX, Mc)}. In
this case the destination node D, could not be aware of the
route modification since it could verify h5(r) and sends the
Route Reply. To make the attack complete, Node C will
reveal two Tesla keys i.e. KXti and KCti at the time of
forwarding the Route Reply RREP.
• ROUTE REQUEST replays - In another form of attack,
assume node A receives the RREQ broadcast message from
S. It acts naively first and broadcasts {RREQ, h2(r), (A),
(MA)}, but then rebroadcasts the same packet with a new
unseen id. Node B receives the RREQ, checks its local
table of (initiator, id) values from recent REQUESTs it has
received, and considering it as a new RREQ, it broadcasts
the RREQ. Node A can successfully replay this packet
several times till the pessimistic transit time of RREQ from
S to D is elapsed. This attack can effectively become an
instance of Denial of Service attack on destination node D
as it will process much more RREQs.
• Security Association Overhead - Furthermore, for every
two nodes e.g. A and B who need to communicate, Ariadne
assumes two secret MAC keys KAB and KBA shared
between them. Nevertheless, two secret shared keys appear
more like an overhead for secure communication among
two principals in MANETs.
• Clock Synchronization in MANETs - Moreover, correct
working of Ariadne is strongly dependent on the loose time
synchronization between the communicating nodes which
is indeed very difficult to achieve in MANETs. Many
approaches have been proposed so far regarding achieving
time synchronization in MANETs [3] but due to
unpredictability and imperfect measurability of message
delays and unrealistic assumptions, clock synchronization
procedures are always erroneous and are vulnerable to
several attacks.
• TESLA’s susceptibility to DoS attacks – Finally, Ariadne
uses TESLA, a broadcast authentication scheme, which is
based upon the principle of delayed key disclosure. Due to
its use of delayed key disclosure, packets must be buffered
for duration of time directly related to the maximum end-toend network delay, and as a result TESLA becomes
vulnerable to DoS attacks. Qing Li et al [12] explained the
problem in detail.
C. Other Protocols
• Secure Routing Protocol – SRP [6] is a light-weight
security protocol that assumes a shared symmetric key
between sender and the recipient. In SRP intermediary
nodes are not authenticated which makes it vulnerable to
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many attacks. Marshall et al [5] explained flaws in SRP,
including invisible node attack in which the malicious node
does not append its own address to the route field of the
SRP header. Therefore the malicious node acts as a relay
for the request and reply packets, resulting in an agreement
by the source and destination on a route that is dependent
on the malicious node, but does not reflect that dependency.
• ARAN, SADSR, BSAR and SBRP – Both ARAN [7] and
SADSR [8] assume a secure uncompromisable Certification
Authority (CA). Consequently, any legitimate node is
supposed to acquire an offline certificate from CA. Though
BSAR [10] and SBRP [9] ensure a secure binding between
IP addresses and keys without assuming any trusted CA or
key distribution center (KDC). However, the assumption
common in these protocols that certificates are bound with
IP addresses is unrealistic; roaming nodes joining MANET
sub-domains will be assigned IP addresses dynamically
(e.g., DHCP [11]) or even randomly. Another problem with
ARAN and SADSR is that a malicious node can
successfully redirect the Reply Packet (REP) from a
different and longer path as opposed to the one used in
Route Discovery Process. For instance, in ARAN, the
source node ‘S’ creates a Route Discovery Packet (RDP) by
signing it with its secret key. The next node A once
receives the RDP broadcast, will verify the signature of ‘S’,
sign the RDP, appends its own Certificate and rebroadcast
the RDP. Once Node B receives RDP, it removes Node A’s
certificate and signature, appends its own certificate and
rebroadcasts RDP. Likewise Node C and D will do and
consequently the RDP is received by destination ‘X’. At
this point, Node ‘X’ creates a signed response message
REP and unicasts it toward the node from where it received
RDP (in this case Node D). Node D signs the received REP
and attaches its own Certificate. At this instant, Node D is
supposed to unicast REP to Node C, but acting maliciously,
it sends the REP to E. Node E verifies the signature and
certificate of D and finding it a legitimate REP, unicasts it
to its known predecessor (in this case Node F). After REP
reaches the source S via G, H, B and A, the integrity check
in the source is valid since D does not modify the actual
REP. Figure 1 explains the process.

Figure 1. False Redirection of REP

III.

OVERVIEW OF PARM

Our proposed scheme RSRP uses PARM [4] a lightweight,
pollution attack resistant authentication scheme for broadcast
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authentication. Unlike TESLA authentication protocol used by
Ariadne, PARM allows the intermediate nodes to instantly
authenticate the source of broadcast traffic. Hence it avoids the
delay incurred in revealing the Keys in Ariadne. Moreover it is
resistant to DoS attacks and does not have the buffer over flow
problem prevailing in TESLA. We have customized PARM to
make it suitable for MANET environment. In the subsequent
discussion, we will provide an overview of the original PARM
scheme.
In PARM, before communicating with receivers, the sender
generates a temporal key pair, which contains a temporal
secret key (TSK) chain and a temporal public key (TPK). First
the sender generates ‘k’ n-bit random numbers (R0, R1,.., Rk-1)
and denote this set of numbers as TSK0 of the TSK chain.
Subsequently, the sender uses a one-way hash function h to
recursively generate the remaining TSK chain. The TSK chain
has a length of L and is represented as (TSK0, TSK1,..,TSKL-1).
The temporal public key (TPK) is created by hashing every
element of TSKL-1. Figure 2 depicts the procedure for TSK
and TPK generation. R0 denotes the randomly generated
number, and the arrows (pointing down) specify the direction
of the one-way hash function h. The elements of the last row
form the TPK.

Figure 2. Temporal Key Pair Generation

After successful generation of the TSK chain and TPK, the
sender provides receivers with the TPK. For a given temporal
key pair, the sender maintains a usage table, such as the one in
Figure 3, which tracks the number of times each column index
of the TSK element array is used.

Figure 3. Usage Table

At this point, the sender is capable of generating the evidence
which the receivers can authenticate but can’t reproduce. We
will not peep into how sender generates evidence and receivers
subsequently validate them in PARM scheme. Since our
proposed scheme, RSRP uses a customized procedure of
evidence generation and validation; therefore we will discuss
this matter in Section 6 i.e. Detailed Protocol Description.
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IV.

RSRP

We propose a Robust Source Routing Protocol (RSRP) based
upon DSR that uses a lightweight, pollution attack resistant
broadcast authentication protocol (PARM). RSRP defends
against all the aforementioned problems and is robust in the
sense that it is quicker to identify any malicious behavior, thus
facilitates network nodes to drop invalid or corrupted packet
earlier.
A. Basic Assumptions
We assume that all nodes communicate bi-directionally
between each other and a key pre-distribution scheme
distributes a set of shared secret key among every pair of
nodes before the actual communication. The two nodes can
negotiate a shared secret key, e.g. via the Elliptic Curve
Diffie-Hellman algorithm [13] or Aldar Chan’s [14] proposed
distributed symmetric key management scheme for MANETs
that does not require any infrastructure support. As our
proposed scheme uses PARM with some customizations for
mobile ad hoc environment, we inherit its assumptions e.g. all
intermediate nodes maintain the index usage table.
B. Overview
Our work provides a novel approach to secure route discovery
operation for MANET routing protocols. RSRP combats
attacks that disrupt the route discovery process and guarantees,
under the aforementioned assumptions, the attainment of
correct topological information. It also abets the network
nodes to dissuade malicious attempts to degrade network
performance, mutilate route discovery process and flood
undesirable traffic on the network. The design goals of RSRP
are stated as:
• The destination node can authenticate the source node
• The destination node can authenticate every intermediate
node listed in the packet header
• The source and destination node can confirm the
correctness of node’s sequence in the node list
• Source node can construct evidence of its identity, that
all broadcast packet recipients can see but cannot
reproduce.
As our protocol originates from the basic DSR
functionality, it comprises of two main functions i.e. Route
Discovery and Route Maintenance. In a secure MANET
environment, broadcast and point-to-point traffic both are
essential to be authenticated. Adding a Message Authentication
Code MAC (computed with a shared secret key) to a message
can assure a secure point-to-point communication. However, in
the case of broadcast communication a sender node cannot
compute separate MAC of every potential recipient node.
Therefore, in such a case a secure broadcast authentication
mechanism is required where a sender can construct evidence
which the broadcast recipient nodes can authenticate. For this
purpose, we have customized the PARM broadcast
authentication scheme to enable broadcast communication
recipients to confirm the identity of the sender.
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V.

DETAILED PROTOCOL DESCRIPTION

A. RSRP Route Discovery (RRD)
We now explain in detail the RSRP route discovery process in
detail. The format of the RRD packet is as follows:
{RRD, source, destination, id, ti, hash, node list, MAC list, E}
Once a node S wants to send a packet to a destination node
D whose route information is either not present in sender’s
routing table or has expired; it initiates the RRD process by first
constructing the evidence. We assume that the sender already
possesses a Temporal Secret Key chain (TSK) and Temporal
Public Key (TPK) as shown in figure 2. The sender first hashes
the TPK with a one-way hash function h. The hash function is
divided in k b-bit segments T = {i0, i1, …, ik-1} where 2b-1=k
(i.e. the total number of columns in TSK chain matrix). Now
for each segment i comprising an integer between 0 and 2b-1,
that represents a column index in the Usage Table as shown in
Figure 3, S determines its usage time ai. Given the Usage Time
ai, sender determines the corresponding TSK row by selecting
TSK(L-1)-ai. As an example, if the given index has never been
used then ai=0, consequently sender selects TSK(L-1) row. Note
that TSK(L-1)-ai helps to select the TSK row but we have to
select one element from this complete row. Therefore sender
selects the i-th element from this row. Thus if this was the zeroth segment of the set T, then sender selects the zero-th element
from the TSK row i.e. in our case hL-1(R0) as the first element
of the evidence. Similarly, the sender computes the remaining
evidence elements i.e. E = {e0, e1,.., ek-1} as shown in the Fig 4.

Figure 4. RSRP evidence

After constructing the evidence, sender S computes initializing
hash ho and broadcasts the RRD packet containing hash and
evidence. Once the first hop neighbor receives the broadcast
RRD packet, it can use the TPK to immediately check the
validity of the attached evidence. Like the sender, the receiver
must also maintain a usage table as shown in Figure for each
column index of the TSK element array based on received
packets. The procedure of evidence validation phase depicted
in figure 5 below is just a little different from the evidence
generation phase. The receiver node separates the evidence,
denoted E = {e0, e1, …, ek-1}, from the RRD packet. To
authenticate the evidence, the receiver hashes TPK with oneway hash function h used by the sender in the evidence
generation phase. Next, the receiver divides the hash value
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Figure 5. RSRP evidence validation phase

into k b-bit segments, denoting these segments as the set (i0,
i1,…, ik-1).By interpreting each segment as an integer between
0 and 2b-1, each segment can represent a column index of the
Usage Table. Now, each index i, along with its usage ai,
determines the number of times to hash the corresponding
element ei of the evidence. Given the index and its usage, the
receiver should perform ai+1 hashes on the corresponding
element of the evidence. As an example, if index i has never
been used before, the receiver only needs to perform hash on ei
once. By performing the calculated number of hashes on every
element ei of the evidence, receiver gets the hash result
denoted as HR = (e’0, e’1,…, e’k-1). The receiver then compares
the set HR with the TPK chain and considers the evidence
valid if and only if the two sets HR and TPK contain identical
elements. Consequently if the evidence is invalid, the receiver
node will drop the RRD packet. Otherwise, it will hash the
received hash, increment the usage table for the corresponding
column indices, compute a Message Authentication Code
(MAC) using its shared secret key with the destination node,
add its id and MAC in the node list and MAC list field
respectively. Finally, it broadcasts the message. Note at this
point, if this intermediate node experiences a replay attempt
from the last hop node (just like the second problem mentioned
in Ariadne above), where the intermediate node changes the id
and time interval and replays the RRD packet with the same
evidence; it will look into its usage table whose values are
now incremented. Therefore HR will not come equal to the
TPK this time, and the node will drop this packet. Thus such
an attempt will not flood towards the destination node as in
Ariadne. After several such RRD broadcasts the packet will
finally reach the destination node. Figure 6 explains the RRD
process.
As a matter of fact, it is not required for the destination to
check the packet’s evidence because it will first re-compute
the initializing hash h0 and compare it with the one received by
the sender, if it matches then the sender is automatically
authenticated. Subsequently, the destination node confirms the
validity of the source route information making sure that no
extra node is added, no required node is deleted and the
sequence is preserved. Figure 8 illustrates the pseudo code.
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If the recomputed authentication MAC is equal to MD, it
means that the integrity of the packet is preserved; thus source
node adds this new routing information to its routing table.
C. Route Maintenance
Route Maintenance in RSRP is based on DSR, thus a node
forwarding a packet to the next hop along the source route
returns a ROUTE ERROR (RERR) to the original sender of
the packet if it is unable to deliver the packet to the next hop
after limited number of retransmission attempts. In this
section, we will describe the secure Route Maintenance
mechanism, however we do not assume the case of an attacker
not sending or forwarding the RERR message.
Once a node encounters a broken link, it creates a RERR
message, appends an evidence for its identity and returns this
new packet to the source of the original packet. Now all
intermediate nodes see this RERR message, authenticate the
sender of the error message and update their routing tables.
The format of the Route Error message is shown as follows:
{RERR, packet source, attempting node, unreachable node, Ti, E}
Here packet source represents original sender of the packet,
attempting node is the one that encountered problem
forwarding the packet, Ti represents the time interval and E is
the evidence of attempting node’s identity. Once the RERR
packet is received by the packet source, it either tries to find
an alternate path or initiates a new Route Discovery.

Figure 6. RSRP Route Discovery and Route Reply Process

Figure 7. Legend

VI.

Figure 8. Destination Node’s Verification

B. RSRP Route Reply (RREP)
Once all the aforementioned checks are successful, the
destination node produces the RREP. The RREP packet
format is as follows
{RREP, destination, source, Ti, (node list), (MAC list),
authentication MAC}
For this purpose, the destination node first calculates the
authentication MAC MD, appends it in the RREP packet and
sends it to the last node in the node list. Figure 6 demonstrates
the RSRP Route Reply Process. An intermediate node once
receives the RREP packet checks the node list whether it is
listed in it or not. If it’s not listed in the node list then it
discards the packet, otherwise it sends it to the preceding node
in the node list. Finally the source node receives the RREP; it
re-computes the authentication MAC M’D by picking up all
the fields from the RREP packet and using its shared key with
the destination MACKSD.
M’D = MACKSD (REQ, D, S, Ti, (A, B, C), (MA , MB , MC) )
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PROTOCOL ANALYSIS

Our work provides a novel approach to the secure route
discovery operation for MANET routing protocols. It achieves
the design goals mentioned in section 5.2 and withstands the
problems mentioned in the existing protocols. We now
consider scenarios where the aforementioned protocols failed
to deal with and see how RSRP resists such attempts.
• Source Route Modification or Fabrication Attack - From
Figure 6 we assume that in RSRP Route Reply, Node C
(just like the fabrication attack mentioned in problems in
Ariadne) broadcasts { RRD, S, D, id, Ti, h4 , (A, B, X, C),
(MA , MB , MX ,MC), E }; thus adds an extra node in the node
list. But to compute MX, C needs to know the secret key
KXD which the node X shares with the destination.
Otherwise the destination node will invalidate the MAC
and discard the RRD packet.
• Forging Route Error Messages – Route Error messages
cannot be forged in case of RSRP; in view of the fact that
the sender is supposed to append evidence of its identity
with the RERR packet.
• ROUTE REQUEST replays - Assume that node A receives
the RRD packet and broadcasts it. Node B will receive the
broadcast, extract the evidence of the packet and by means
of its Usage Table verify the identity of S. As soon as it
authenticates the evidence, it will increment the respective
columns in the Usage Table. At this instant, if node A
changes the id and Ti of the packet and replays the RRD
packet B will extract the evidence and verify it with the
Usage Table but since the Usage Table is already
incremented HR will not be equal to TPK. Therefore unlike
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Figure 9. Packet Delivery Ratio, Routing/Packet overhead and Average Latency comparision of DSR, Ariadne and RSRP

Ariadne, it will not broadcast the replayed Route Request.
• Clock Synchronization & DoS attacks - RSRP uses a
broadcast authentication mechanism that does not depend
on any clock synchronization. Moreover, in view of the fact
that it does not require any buffer and facilitates the
broadcast recipients to instantly authenticate the sender, it is
much less vulnerable to DoS attacks.
• Invisible Node Attack - Assume from Figure 1, Node C
acts as an invisible node and blindly relays the broadcast
packet; therefore X will receive the node listing as (A, B,
D). Node X will authenticate the MACs in the MAC list
and will generate the RREP, but since RSRP follows strict
source routing, Node D will try to send the reply to B and
not to the invisible node C. Consequently D will report
Route Error as it will find B unreachable.
• False Redirection of Route Reply - The problem stated in
ARAN and SADSR is not possible in RSRP because RSRP
ensures the integrity of nodes listed in the source route.
Therefore like in Figure 1, if the node D wants to redirect
the Route Reply to the false path then it has to send {RRD,
S, D, id, Ti, h4 , (A, B, H, G, F, E, D), (MA , MB , MH , MG ,
MF , ME ,MD), MX, E} instead of {RREP, D, S, Ti, (A, B, C,
D), (MA , MB , MC, MD), MX}.And as D cannot compute
MH , MG , MF , ME therefore this attack is not possible.
Figure 9 demonstrates the comparison between RSRP, DSR
and Ariadne in terms of Packet Delivery Ratio,
Routing/Packet Overhead and Average Latency as a function
of Pause Time where after the particular Pause time the node
will change itself to any random location. Here we can see that
RSRP depicts less packet overhead as compared to Ariadne,
mainly because in Ariadne source has to periodically
broadcast the new Tesla keys. Moreover, RSRP has less
average latency because it provides instant authentication of
RRD packets whereas in Ariadne, nodes wait till sender
reveals the Tesla key. Hence we conclude that the resource
consumption of RSRP is nevertheless modest and inevitable in
order to ensure a completely secure ad hoc environment.

authentication scheme that unlike Ariadne does not depends
on clock synchronization and provides instant authentication.
In our security analysis we have explained how certain
security features of RSRP; eradicate the problems in
aforementioned protocols and guarantee secure routing
information acquisition.
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