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Urban Sensing

® Utilizes software and network technology to enable mobile
devices such as smart phones to act as credible sensors in
environments.

Smartphones gather sample data with sensor and send to
database. Data can be used for various studies.
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Attestation Concept

Location credibility equally as important as gatherer’s identity.
Phones use GPS to measure location.
Data from phone is sent to database via Wi-Fi.

GPS Iocatlon of the access pomts are known




Network Infrastructure

® Two identical wireless mesh networks on UCLA campus.
® FEach mesh has a root access point which is wired to the router.
Network hardware donated by Cisco.

Dewces use proprletary protocols for communlcatlon
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Attestation Approach

GPS location of access point is associated with AP’s MAC
address.

Linking to IP would be too volatile.
All packets sent from Campaignr must utilize one AP to reach the
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One Possibility

® The mobile device must know the MAC address of the AP in
order to send the packet.

Use Campagnr to include the MAC address into the sensor data
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Extracting the MAC Address

Due to Cisco proprietary protocol, it was unclear to which
device could see the AP MAC address in the packets.

Port mlrrored traff' ic from multlple dewces to a separate
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Attestation Design

® |[nformation about packet known by Perff
Source and Destination [P / port

Packet checksum




Herbivore

Herbivore is a program that intercepts router traffic and creates
the separate database.

Runs on a dedicated machine with network traffic mirrored from
router.

| Uses pcap Ilbrary in C to snlff packets on the network

i > e .) ) -‘-'- < ,A fag J b 2 0 B Th g or TR §
4 + kA 2 S 0 o ;, -‘ 5 Kl A . ‘é’ £ Y
SRt e .“-- ' B s i b m ey 'I D R Ty il PSRN e % 2. ' X
. . T B PR o .“ 28 ko e ] ‘ ' Rt ..l..'\-."_ :"_‘ » !\b_ ):'_3“"‘ RO =5 oY :,.6} et h -":“,"\ e ot Ao 2 ) Tl NP, SO s
-~ : o e & ’ H ¢ g A S i i g




Acknowledgements

Deborah Estrin
Jeff Burke







