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Abstract. We consider multi-party information-theoretic private protocols, and specifically5
their randomness complexity. The randomness complexity of private protocols is of interest both6
because random bits are considered a scarce resource, and because of the relation between that7
complexity measure and other complexity measures of boolean functions such as the circuit size or8
the sensitivity of the function being computed [19, 13].9

More concretely, we consider the randomness complexity of the basic boolean function and, that10
serves as a building block in the design of many private protocols. We show that and cannot be11
privately computed using a single random bit, thus giving the first non-trivial lower bound on the12
1-private randomness complexity of an explicit boolean function, f : {0, 1}n → {0, 1}. We further13
show that and, on any number of inputs n (one input bit per player), can be privately computed14
using 8 random bits (and 7 random bits in the special case of n = 3 players), improving the upper15
bound of 73 random bits implicit in [19]. Together with our lower bound, we thus approach the16
exact determination of the randomness complexity of and. To the best of our knowledge, the exact17
randomness complexity of private computation is not known for any explicit function (except for18
xor, which is 1-random, and for several degenerate functions).19

1. Introduction. A multi-party private protocol for computing a function f is20

a distributed protocol that allows n ≥ 3 players Pi, for 0 ≤ i ≤ n− 1, each possessing21

an individual secret input xi, to compute the value of f(x) in a way that does not22

reveal any “unnecessary” information to any player (we remark that the two-party23

case, n = 2, is known to be qualitatively different [8]). The protocol proceeds in24

rounds, where in each round each player sends a message to each other player, over25

a secure point-to-point channel. The privacy property of such a protocol means that26

no player can learn “anything” (in an information-theoretic sense) from the execution27

of the protocol, except what is implied by the value of f(x) and its own input. In28

particular, the players do not learn anything about the inputs of the other players.29

Private computation in this setting was the subject of considerable research, see e.g.,30

[3, 7, 1, 8, 17, 19, 13]. In addition to its theoretical interest, this setting (and its31
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2 E. KUSHILEVITZ ET AL.

variants) constitutes the foundation of many cryptographic applications: On top of32

the generality of secure computation in this setting, due to the existence of (efficient)33

compilers that can transform a generic representation (e.g., a boolean circuit) of any34

function f into a secure protocol computing the same function f [3, 7], concrete35

applications include secure computation of useful functions such as voting, auctions36

(with first actual implementations and deployment [6]), or Private Set-Intersection37

(PSI), which by itself is a useful building-block for other cryptographic applications.38

The above mentioned applications (and generality) hold also for the computational39

version of secure computation. The advantages of the information-theoretic are in that40

there is no need for unproven computational assumptions, and in that its concrete41

efficiency is typically better, beacause it avoids using heavy cryptographic primitives42

(the main disadvantage of the information-theoretic version is that it is impossible to43

have in some important cases such as for most two-party secure computation tasks).44

Randomness is necessary in order to perform private computations involving more45

than two players (except for the computation of very degenerate functions). That is,46

the players must have access to (private) random sources. As randomness is regarded47

as a scarce resource, methods for saving random bits in various contexts have been48

suggested in the literature, see, e.g., [22, 15] for surveys. Thus, an interesting research49

topic is the design of randomness-efficient private protocols, and the quantification50

of the amount of randomness needed to perform private computations of various51

functions and under various constraints. This line of research has received considerable52

attention, see, e.g., [21, 17, 19, 5, 4, 16, 12, 23].53

As in most of the work on the randomness complexity of private computations,54

we concentrate here on the computation of boolean functions, where the input xi of55

each player is a single bit. Previous work on the randomness complexity of private56

computations revealed that there is a tradeoff between randomness and time (i.e.,57

number of communication rounds) for the private computation of xor [21], or gave58

lower bounds on the number of rounds necessary to privately compute any function,59

in terms of the sensitivity of the function and the amount of randomness used [13].60

However, if one is allowed an arbitrary number of rounds for the computation then,61

prior to the present work, there were no known lower bounds on the number of random62

bits necessary for private protocols computing explicit boolean functions (except that63

some randomness is indeed necessary, i.e., no deterministic private protocol exists).164

In fact, Kushilevitz et al. [19] gave a relation between the number of random bits65

necessary to privately compute a function f : {0, 1}n → {0, 1}, and the Boolean circuit66

size necessary to compute f ; it is proved, among other things, that the class of boolean67

functions that have O(1)-random, private,2 protocols is equal to the class of boolean68

functions that have linear size circuits. This, perhaps surprising, connection to circuit69

size explains the difficulty of proving ω(1) lower bounds on the number of random70

bits necessary for the private computation of any explicit boolean function f , as such71

a result would imply superlinear lower bounds on the circuit size of f – a notoriously72

difficult problem.3 Additional connections between the randomness complexity of73

1Recently, a lower bound on the number of random bits necessary for the private computation of
the Disjointness function was obtained [23]. However, for the Disjointness function each player has
m ≥ 1 bits of input. Furthermore, the obtained lower bound is of Ω(m), and the hidden constant is
less than 1. Thus, for the special case of and (Disjointness with m = 1), the lower bound of [23] only
implies, in our context, the trivial claim that and cannot be privately computed by a deterministic
protocol.

2In this paper we consider only the case of 1-private protocols which we call for simplicity
“private”. See Definition 2.4 for a formal definition.

3When the protocol has to be resilient against coalitions of t > 1 players (so called t-private
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RANDOMNESS COMPLEXITY OF PRIVATE COMPUTATIONS OF AND 3

privately computating a function f to other complexity measures of f , such as its74

sensitivity, have been shown in, e.g., [21, 5, 20].75

This leaves the interesting, and perhaps feasible, task to determine the exact ran-76

domness complexity of the private computation of boolean functions of linear circuit77

size, where each player has a single input bit. This class of functions includes quite78

a few interesting functions f and, in particular, the basic functions xor and and.79

Indeed, the functions xor and and serve as basic building blocks for private proto-80

cols that rely on the boolean-circuit representation of f (more generally, addition and81

multiplication are used as building blocks for protocols that use the arithmetic-circuit82

representation of f). In the context of lower bounds for communication complexity of83

private protocols, these building blocks also serve as the center of analysis (as a first84

step for a more general understanding), see, e.g., [9, 10, 11].85

It is known that xor can be computed privately using a single random bit, for86

any number of players, and this is optimal since no deterministic private multiparty87

protocol can exist (see [21]). To the best of our knowledge, there is no exact deter-88

mination of the randomness complexity of private computation for any other explicit89

function. Furthermore, prior to the present paper, there was no lower bound showing90

for any explicit boolean function that it cannot be privately computed (in the natural91

setting that we consider here, i.e., where each player has one input bit) using a single92

random bit.93

In this paper, we give the first such lower bound, showing that the function94

and cannot be privately computed using a single random bit.4 We further make95

the first step towards determining the exact randomness complexity of the private96

computation of and by showing an improved upper bound of 8 on the number of97

random bits necessary for such computation, and we strengthen this upper bound to98

7 for the special case of 3 players. We note that the function and is very different99

than the function xor, in the context of privacy, as there is an output value (i.e., 1)100

that completely reveals the inputs.101

The rest of the paper is organized as follows. In Section 2, we define the model102

and the complexity measures that we consider. In Section 4, we prove that the private103

computation of and cannot be performed with a single random bit. In Section 5, we104

give a number of upper bounds on the randomness complexity of private computation105

of and.106

2. Preliminaries. Let f : {0, 1}n → {0, 1} be any Boolean function. A set of107

n players Pi (0 ≤ i ≤ n − 1), each possessing a single input bit xi (known only to108

Pi), collaborate in a protocol to compute the value of f(x). The protocol operates in109

rounds. In each round each player may toss some (fair) random coins, and then sends110

messages to the other players (messages are sent over private channels so that other111

than the intended receiver no other player can see them). After sending its messages,112

each player receives the messages sent to it by the other players in the current round.113

Without loss of generality (because we are not interested in this paper in the number114

protocols) several ω(1) lower bounds on the number of random bits necessary for private protocols
for explicit functions have been proved. Kushilevitz and Mansour [17] proved that any t-private
protocol for xor requires at least t random bits. Blundo et al. [5] gave lower bounds for two special
cases. Namely, they proved that if t = n−c, for some constant c, then Ω(n2) random bits are necessary
for the private computation of xor, and if t ≥ (2−

√
2)n, then Ω(n) random bits are necessary. Gal

and Rosén [14] proved that Ω(logn) random bits are necessary for 2-private computation of xor.
4In a different setting, namely, where there are two input players, Alice and Bob, and a third

output player, Charlie, Data et al. [12] also study the randomness (and communication) complexity
of secure computation (in particular of the and function; see [12, Thm. 11]).
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4 E. KUSHILEVITZ ET AL.

of rounds), we assume that the messages sent by the players consist of single bits. In115

addition, each player locally outputs the value of the function at a certain round. We116

say that the protocol computes the function f : {0, 1}n → {0, 1} if, for every input117

x ∈ {0, 1}n, and for any outcome of all coin tosses, the output produced by each118

player is always f(x) (i.e., perfect correctness).119

To formally define a protocol, we first define the notion of a view of a player.120

Definition 2.1. (View) The view of player Pi at round t ≥ 1, denoted V t
i ,121

consists of the input bit to player Pi, i.e. xi, the messages received by Pi in rounds 1122

to t−1, and the results of the coin tosses performed by player Pi in rounds 1 to t. Let123

Vt
i be the set of possible views of player Pi at round t. Let V̂ t

i be the view V t
i without124

the coins tossed at round t, and let V̂t
i be the set of possible values of V̂ t

i .125

Definition 2.2. (Protocol) A protocol consists of a sequence of rounds, where126

each round t ≥ 1 is formally defined by the following functions:127

• St,`
i : (V̂t

i × {0, 1}`−1)→ {stop, toss}, for ` ≥ 1, defining if another random128

coin is to be tossed by player Pi, given V̂ t
i and the values of the `− 1 random129

coins tossed so far by player Pi in round t.130

• mt
i,j : Vt

i → {0, 1}, for 0 ≤ i, j ≤ n − 1, defining the message Pi sends to Pj131

at round t.132

• Ot
i : Vt

i → {0, 1,⊥}, for 0 ≤ i ≤ n − 1, defining if and what value player Pi133

outputs at round t. Since the views are increasing, we can require that each134

player output a non-null output only in one round.135

Sometimes it is more convenient to model the coin tossing done by each player,136

as a set of binary random tapes Ri, each Ri being provided to player Pi. The number137

of random coins tossed by player Pi is the number of random bits it reads from its138

random tape.139

We denote by ri a specific random tape provided to player Pi, by ~r = (r1, . . . , rn)140

the vector of random tapes of all the players, and by ~R = (R1, . . . , Rn) the random141

variable for these tapes. Note that if we fix ~r, we obtain a deterministic protocol.142

Definition 2.3. (Randomness Complexity) A d-random protocol is a pro-143

tocol such that, for any input assignment x, the total number of coins tossed by all144

players in any execution is at most d. The randomness complexity of a function f is145

the smallest such d, over all private protocols (as defined next) that compute f .146

Our main question in this paper is what is the randomness complexity of privately147

computing the function and.148

Informally, privacy with respect to player Pi means that player Pi cannot learn149

anything (in particular, the inputs of other players) from the messages it receives,150

except what is implied by its input bit, and the output value of the function f being151

computed.5 Formally, denote by ci a specific sequence of messages received by Pi,152

and by Ci the random variable (depending also on ~R) for the sequence of messages153

received by Pi. We define:154

Definition 2.4. (Privacy) A protocol A for computing a function f is private
with respect to player Pi if, for any two input vectors x and y such that f(x) = f(y)
and xi = yi, for any sequence of messages ci, and for any random tape ri provided to

5In the literature, a more general notion of privacy, called t-privacy, is often considered, where
any set of at most t players cannot learn anything from the messages received by all of them. In this
paper, we consider only 1-privacy, and call it “privacy” for simplicity.
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RANDOMNESS COMPLEXITY OF PRIVATE COMPUTATIONS OF AND 5

Pi,
Pr[Ci = ci|ri, x] = Pr[Ci = ci|ri, y],

where the probability is over the random tapes of all other players.155

A protocol is said to be private if it is private with respect to all n players.156

We note that in the information-theoretic setting that we consider in this paper,157

where parties are semi-honest (and there are no additional issues such as adaptivity158

and composability), the standard definitions of privacy that we formulate in the defini-159

tion above are equivalent to real-ideal definitions of security that use (computationally160

unbounded) simulators, cf. [15]161

3. Technical Overview. In this section we give a technical overview of our162

results, both the lower bound and the upper bounds. This overview is intended to163

explain the high level structures of our proofs and protocols, without getting into164

various technical details. In order to keep the main parts of the paper self contained165

and easy to read, some of the explanation given here are also repeated in the sequel.166

3.1. Overview of the Lower Bound. Our lower bound asserts that the private167

computation of the function and, for n ≥ 3 players, cannot be performed using a single168

random bit (Theorem 4.7). We first note that a lower bound on the number of random169

bits of private computation for n > 3 does not follow from a lower bound for n = 3170

because, in general, simulating a protocol for n > 3 players using 3 players may violate171

the privacy requirement. Thus our proof proves the claim directly for any n ≥ 3 .172

Our line of proof is as follows. We first claim that any protocol can be transformed173

into a protocol in canonical form, without increasing the number of random bits used.174

A protocol in canonical form is a protocol without any “unnecessary messages”, where,175

roughly speaking, an “unnecessary message” is a message whose receiver can compute176

by itself (Definition 4.1). We then prove that for any private 1-random protocol for177

and, there must be one player (w.l.o.g player P0), which is the player that tosses the178

single random bit in all executions of the protocol (Lemma 4.2). This allows us to179

represent all messages in the protocol as polynomials in the n input bits and the the180

single random bit, and prove, for any 1-random private protocol in canonical form for181

and, that each player can receive at most a single message, which has to be of a specific182

form, concretely a linear function of the input bits and the random bit (Lemma 4.3).183

But, then we prove that such message does not allow any player to compute the value184

of the function and (Lemma 4.6). This completes the proof of the impossibility result.185

3.2. Overview of the Upper Bounds. For the upper bounds, we first present186

a protocol using 8 random bits, applicable to any odd number of players n ≥ 3. This187

protocol serves to introduce the main ideas of our protocols, and is also the basis for188

a somewhat improved protocol for n = 3, that uses 7 random bits. We then extend189

this protocol to be applicable to any n ≥ 4 (even or odd), still using 8 random bits;190

this requires some additional technical effort.191

The general structure of all our protocols is as follows. The protocols have three192

phases: an initialization phase, a computation phase, and a final phase. In the ini-193

tialization phase random bits are tossed and distributed to the various players. The194

computation phase, the heart of our protocols, proceeds in n−1 rounds, where round i195

involves players Pi and Pi−1. These rounds are designed such that at the end of round196

i ≥ 1, player Pi has the value yi = q0 ⊕ q1 ⊕ Πi
j=0xj , which is the partial and of the197

first i+ 1 input bits, “masked” with q0 and q1 which are random bits tossed by player198

P0 in the initialization phase. Since each player Pi, i > 0, receives from P0 (in the199

initialization phase) exactly one of q0 and q1 (and the other value remains hidden from200
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6 E. KUSHILEVITZ ET AL.

it), the value yi does not reveal any information to Pi. In the final phase the value201

yn−1 is “deciphered” so that the protocol computes Πn−1
j=0 xj = and(x0, . . . , xn−1).202

To implement round number i of the computation phase, players Pi−1 and Pi203

engage in a 1-out-of-2 Oblivious Transfer protocol: the idea is that if the input of204

Pi is x1 = 1 then Pi fetches from Pi−1 the value yi−1; observe that when xi = 1,205

yi = yi−1. Otherwise, if xi = 0, Pi fetches from Pi−1 the random bit that Pi−1206

received from P0 (which is one of the random bits q0 and q1), and then by itself207

constructs yi (in this case yi is merely yi = q0 ⊕ q1).208

Securely performing the various OT protocols with 6 random bits overall is simpler209

when the number of players is odd. In this case we use alternately two separate sets210

of 3 random bits, one set tossed by P0 and one tossed by Pn−1. When the number211

of players is even, this use of the random bits will not preserve privacy, because the212

random bits to be used for phase number n − 1 (involving players Pn−1 and Pn−2)213

would be those tossed by Pn−1. We therefore need to slightly modify the final round214

of the computation phase, and further to distribute and reuse the random bits for the215

OT protocols in a more sophisticated way (see Section 5.2.2).216

4. Lower Bound. In this section we prove that private computation of and of217

n bits, n ≥ 3, cannot be performed with a single random bit. We note that a lower218

bound on the number of random bits of private computation for n > 3 does not follow219

from a lower bound for n = 3 because, in general, simulating a protocol for n > 3220

players using 3 players may violate the privacy requirement.221

Our result for and is in contrast to the situation for the function xor, which can222

be computed privately using a single random bit. Our result constitutes, to the best223

of our knowledge, the first lower bound that quantifies the amount of randomness224

needed to privately compute an explicit boolean function (without any limitation on225

the protocol, such as its round complexity).226

In the course of this proof, we denote by ~1 the all-1 input of length n, and by227

ēS , for S ⊆ {1, . . . , n}, the input assignment of all 1’s except at the coordinates in S.228

Specifically, we use ēj to denote the vector with 0 at position j and 1’s elsewhere 6229

and ēi,j to denote the vector with 0’s at positions i, j and 1’s elsewhere.230

We first give a number of definitions related to the messages in a protocol. A231

message mt
i,j is a constant message if its value is the same given any input vector x232

and any vector of random tapes ~r. A message mt
i,j is a useless message if (1) mt

i,j233

is not a constant message, but (2) mt
i,j ’s value is still determined by the view of the234

receiving player Pj at round t, i.e. V t
j , as well as the messages that Pj received in235

round t before receiving mt
i,j (we assume here that in a given round, a player receives236

the messages in increasing order of the index of the sending player); that is, there is237

a function m̂t
i,j : Vt

j × {0, 1}i−1 → {0, 1}, such that for all executions of the protocol,238

mt
i,j(V

t
i ) = m̂t

i,j(V
t
j ,m

t
1,j , . . . ,m

t
i−1,j). We observe that if a message mt

i,j is useless,239

then its value can be determined by Pj just before Pj receives it. Thus, one can240

w.l.o.g. eliminate from a given protocol all useless messages by replacing them by241

constant messages as the receiving player will just compute what should have been242

the value of the deleted message. We can thus assume w.l.o.g. that any protocol π is243

in canonical form which we define as follows:244

Definition 4.1. (Protocol in Canonical Form)245

A protocol is in canonical form if246

6Not to be confused with the j-th unit vector, where the only 1 is in position j, commonly
denoted ej .
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1. There is no round in the protocol in which all n(n− 1) messages are constant247

messages; and248

2. There is no useless message in the protocol.249

Now, assume towards a contradiction that a protocol π is a 1-random private250

protocol (in canonical form) to compute and, for n ≥ 3 players.251

We start with the following lemma.252

Lemma 4.2. Consider the protocol π. There is one player, w.l.o.g. denoted P0,253

such that for all inputs x and for all vectors of random tapes ~r, player P0 tosses254

exactly one random bit in π.255

Proof. For π to compute and there must be at least one non-constant message in256

π. Consider an arbitrary such message, m, sent in round t = 1 (since π is in canonical257

form there must be at least one such message in round t = 1) from w.l.o.g. player P0258

to, say, player Pj . Since the message m is sent in round t = 1, it can depend only259

on x0 and the random bits tossed by P0 by round t = 1. To preserve privacy with260

respect to Pj , the message m has to have the same distribution when x0 = 0 and261

when x0 = 1. Since π is 1-random, the number of random bits tossed by any single262

player, in particular P0, in any execution of the protocol, is at most 1. It follows that263

Pr[m = 0] = 1/2, and Pr[m = 1] = 1/2 regardless of the value of x0, thus P0 must264

toss a random bit by round t = 1 whether xi = 0 or xi = 1. Since π is 1-random,265

P0 does not toss any additional random bits in any execution. Thus, player P0 (the266

sender of m) tosses in π exactly one random bit.267

Since π is 1-random, it also follows from the above lemma that no other random268

bit is tossed in π in any execution (by any player). We can therefore denote by r269

the single random bit tossed in π. Thus, since all messages in π can depend only270

on the input bits, xi, 0 ≤ i ≤ n − 1, and the single random bit r tossed by player271

P0, it follows that we may express any message sent in π as a sum of monomials in272

xi, 0 ≤ i ≤ n − 1, and r. We now analyze some properties of the messages of the273

(assumed) protocol π.274

Lemma 4.3. For each non-constant messages m sent in π there exists a set S ⊆275

{0, . . . , n− 1} such that m = r⊕
∑

i∈S xi or m = 1⊕ r⊕
∑

i∈S xi. No player receives276

during the execution of π more than one non-constant message.277

Proof. We prove the lemma by induction on the round number t ≥ 1, i.e., we prove278

that until round t ≥ 1 all non-constant messages are of the form m = r ⊕
∑

i∈S xi or279

m = 1⊕ r⊕
∑

i∈S xi, for some S ⊆ {0, . . . , n− 1}, and that no player receives by the280

end of round t more than one non-constant message.281

For the basis of the induction consider the first round t = 1 and the messages282

sent and received in this round. A non-constant message in the first round can be283

sent only by player P0 as otherwise it consists of only the input bit of the sending284

player (or its negation) and the privacy property will be violated. Since no message is285

received before the messages of the first round are sent, the messages sent by player286

P0 at round t = 1 are a function of only r and x0. We argue that such message,287

unless it is constant, has to be of the form m = r ⊕ x0 (or m = 1 ⊕ r ⊕ x0) or of288

the form m = r (or m = 1 ⊕ r): since m depends only on r and x0, the monomials289

in m can only be 0, 1, x0, r, and rx0. We claim that if the monomial rx0 appears290

in the sum representing m then the privacy property is violated with respect to the291

player receiving the message, say player Pj . This is because the possible messages292

that include rx0 are: rx0, rx0⊕x0 = (r⊕1)x0, rx0⊕x0⊕r = (r⊕1)(x0⊕1)⊕1, and293

rx0⊕r = r(x0⊕1) (and their negations). Consider the two input assignments ē0,j and294
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8 E. KUSHILEVITZ ET AL.

ēj . Observe that the distribution of each one of these messages on the inputs ē0,j and295

ēj is different, which violates the privacy requirement (“leaking some information” on296

x0 to Pj). For example, rx0 is always 0 for input ē0,j and is uniformly distributed for297

input ēj . The argument for the other cases is similar.298

It follows that the messages sent in round t = 1 are either constant or of the299

desired form. Since only player P0 can send non-constant messages in round t = 1,300

it also follows that by the end of round t = 1 each player receives at most a single301

non-constant message. Thus, the claim holds for round t = 1.302

We now prove the claim for round t > 1, assuming the induction hypothesis holds303

for round t− 1. Consider player Pi and the message mt
i,j that it sends in round t to304

player Pj . Since this message is computed by player Pi at round t, it can be expressed305

as a function of xi, of the single non-constant message m that player Pi received in306

some round t′ < t (if such a message exists) and, if i = 0, of the random bit r. We307

distinguish between two cases: when i 6= 0, and when i = 0.308

When i 6= 0, the message mt
i,j sent by Pi is the sum of a subset of the monomials309

0, 1, xi, m, mxi. We observe the following310

Observation 4.4. If the monomial mxi does not appear in the sum, then mt
i,j is311

either constant or of the desired form.312

Proof. If the monomial mxi does not appear in mt
i,j , but mt

i,j is not a constant313

and not of the desired form, then mt
i,j is either a useless message, or a message that314

violates the privacy property with respect to Pj . This follows by inspection for each315

of the 8 subsets of 1, xi, and m (represented by {0, 1}3 in the natural way): (000,316

100) - 0, 1: constants,; (010, 110) - xi, 1⊕xi: violates privacy; (001, 101) - m, 1⊕m:317

of the desired form; (011, 111) - xi ⊕m, 1⊕ xi ⊕m: of the desired form.318

On the other hand, we show in the following that any message defined by any319

of the 8 sums of monomials that do include the monomial mxi violates the privacy320

property with respect to Pj , and hence such message cannot be part of π. By the321

induction hypothesis m = r⊕
∑

k∈S⊆{0,...,n−1} xk (or 1⊕ r⊕
∑

k∈S⊆{0,...,n−1} xk), for322

some S. Consider the former form, the latter is similar. For the message mxi (resp.,323

1 ⊕ mxi) consider the inputs ēi,j and ēj and observe that on the former input the324

message is always 0 (resp., 1) while on the latter it is m (resp., 1⊕m), and hence does325

not exhibit the same distribution on the two inputs. Similarly, consider the messages326

mxi⊕xi = (m⊕ 1)xi, mxi⊕m = m(xi⊕ 1), and mxi⊕xi⊕m = (m⊕ 1)(xi⊕ 1)⊕ 1327

(and their negations), and observe that the message has different distributions on the328

inputs ēi,j and ēj (in each of the cases, for one of these two inputs the value of the329

message is either m or its negation, i.e., the support of the distribution is of size 2,330

and for the other input the distribution has support of size 1).331

For i = 0, player Pi = P0 has also the random bit r, so the message sent by332

P0 at round t to player Pj is the sum of a subset of the monomials 0, 1, x0, m,333

mx0, r, rx0, rm, rmxi. But, no non-constant message m can be received by player334

P0 before round t, since any message of the form r ⊕
∑

k∈S⊆{0,...,n−1} xk (or m =335

1⊕r⊕
∑

k∈S⊆{0,...,n−1} xk) would either violate the privacy property (since P0 knows336

r), or would be a useless message: if S ⊆ {0} then P0 can compute the message itself;337

if there exists a k 6= 0, k ∈ S, consider the two inputs ē0, ē0,k to see that the privacy338

property is violated. It follows that the message sent by player P0 at round t is either339

a constant message or the sum of a subset of the monomials 1, x0, r, rx0. But, we340

have proved above (when proving the base case of the induction) that in this case341

mt
i,j must be r ⊕ x0 (or 1⊕ r ⊕ x0).342
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We conclude that the messages sent in round t are either constant or of the desired343

form.344

Now, assume towards a contradiction that some player Pj receives by the end of345

round t two non-constant messages which, as we proved above, must be of the desired346

form. Denote q1 = r⊕
∑

i∈S1⊆{0,...,n−1} xi, and q2 = r⊕
∑

i∈S2⊆{0,...,n−1} xi. The two347

messages received by player Pj are therefore m1 = q1 (or m1 = 1⊕ q1) and m2 = q2348

(or m2 = 1⊕ q2), for some sets S1 and S2. Consider now Q = m1⊕m2. Observe that349

Q =
∑

i∈S′⊆{0,...,n−1} xi (or Q = 1⊕
∑

i∈S′⊆{0,...,n−1} xi) for S′ = S14S2.350

If S′ ⊆ {j} then, since π is of canonical form, one of the two messages m1 and351

m2 (the one arriving later) cannot exist in π, as it would be a useless message.352

For the other case we use the following observation.353

Observation 4.5. If S′ 6⊆ {j}, then the privacy property is violated with respect354

to player Pj,355

Proof. Consider the two inputs ēj,k and ēj , for some k ∈ S′, k 6= j. These two356

inputs agree on xj as well as on the value of the function, but the distributions of the357

messages that Pj receives on these two inputs are not identical.358

It follows that Pj does not receive two non-constant messages by the end of round359

t of π, and the claim holds for round t.360

Using the above properties of π we can show that (the assumed) protocol π cannot361

compute and.362

Lemma 4.6. Consider the protocol π, an arbitrary player Pj and an arbitrary363

round t ≥ 1. Then, player Pj cannot compute the function and at the end of round t.364

Proof. By Lemma 4.3, player Pj receives by the end of round t at most a single365

non-constant message, and this message is of the form m = r⊕
∑

i∈S⊆{0,...,n−1} xi or366

m = 1⊕ r ⊕
∑

i∈S⊆{0,...,n−1} xi. We distinguish between two cases.367

Case 1: For all k 6= j, k ∈ S. Since n ≥ 3, there exist two distinct k1, k2 ∈ S, k1 6= j,368

k2 6= j. Consider the two inputs ~1 and ēk1,k2
. While and(~1) 6= and(ēk1,k2

), the view369

of Pj at the end of round t is the same on ~1 and ēk1,k2 and hence π must err on at370

least one of them (note that this in particular holds when j = 0; for all other players,371

who do not know r, the message m is uniformly distributed).372

Case 2: There exists an index k 6= j, k /∈ S. Consider the two inputs ~1 and ēk. As in373

Case 1, π must err on at least one of these inputs.374

We conclude that protocol π (a 1-random private protocol for and) does not exist.375

Theorem 4.7. The private computation of the function and, with n ≥ 3 players,376

cannot be performed using a single random bit.377

5. Upper Bounds. In this section, we provide significantly improved upper378

bounds on the randomness complexity of and. Specifically, we show that and on any379

number of players n can be privately computed using 8 random bits, and can be380

computed with 7 random bits for the special case of n = 3 players. This is compared381

to the previously best upper bound of 73 implicit in [19].382

In order to present our protocol, we first present two building blocks which are383

used in our constructions. They are both implementations of information-theoretic384

1-out-of-2 Oblivious Transfer.385

5.1. 1-out-of-2 Oblivious Transfer. In a 1-out-of-2 Oblivious Transfer (1-2386

OT) protocol two parties, Alice and Bob, engage in a protocol that allows Bob to387

choose which part of the information that Alice holds he wants to learn, in such a388
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10 E. KUSHILEVITZ ET AL.

way that Alice does not learn which part of her information Bob learned and Bob389

learns nothing about the other part.390

More formally, for a 1-out-of-2 (bit) Oblivious Transfer protocol Alice has two391

bits b0 and b1, and Bob has a selection bit s. Alice and Bob, together with a set of392

helper players, H, engage in a protocol at the end of which the following holds:393

• Bob knows the value of bs.394

• Bob does not learn any information on b1⊕s (i.e., the transcript of Bob, given395

the values of s and bs, is identically distributed whether the bit b1⊕s is 0 or396

1).397

• Alice does not learn anything (i.e., the transcript of Alice, given any choice of398

values for b0 and b1, is identically distributed; in particular, it is independent399

of s).400

• The helper players H do not learn anything (i.e., the transcript of each of401

them is distributed independently of the inputs s, b0, b1).402

We now give two implementations of this building block. The difference between403

the two implementations is in that one requires less random bits than the other, but404

requires more, two instead of one, “helper” players. Both implementations are used405

in our protocols. If the number of players is odd, the first implementation suffices (we406

still have two helper players overall, but in each OT invocation only one of them is407

used). We use the latter implementation for our protocol for number of players n ≥ 4,408

even if not odd, where we want to save in random bits in spite of the fact that we409

need to use a separate OT protocol for the last player (see Section 5.2.2).410

5.1.1. Implementation 1: 3 random bits, 1 helper player.. This imple-411

mentation is given by Beaver [2].412

There is one helper player, denoted by H. The protocol is defined as follows.413

1. The helper player H tosses 2 uniformly distributed and independent random414

bits, r0 and r1 (to be used as masking bits), and one additional independent415

and uniformly distributed random bit p (to define one of the two possible416

permutations of {0, 1}).417

2. H sends both r0 and r1 to Alice and it sends p and r∗ = rp to Bob.418

3. Bob sends to Alice the message i = s⊕ p.419

4. Alice sends to Bob the two bits m0 = b0 ⊕ ri and m1 = b1 ⊕ r1⊕i.420

5. Bob “deciphers” the value of the bit he wants to learn (i.e., bs) by computing421

ms ⊕ r∗.422

The fact that Bob learns the value of bs follows by simple case analysis (p = 0 or423

p = 1).424

For completeness, we sketch a proof of the privacy of this protocol. A more detailed425

formal proof is incorporated within the privacy proof for our protocol that uses the426

OT protocol as a sub-protocol. We observe the following:427

• H does not receive any message and hence privacy is preserved with respect428

to H.429

• Alice receives from H the bits r0 and r1 and from Bob the bit i = s⊕ p. All430

three are independent and uniformly distributed between 0 and 1 (as r0,r1,431

and p are uniformly distributed and independent random bits).432

• Bob receives from H the bits p and r∗ = rp (but not the bit r1⊕p), and from433

Alice the bits m0 = b0⊕ri and m1 = b1⊕r1⊕i. Observe that bs = ms⊕r∗, but434

p and m1⊕s are both independent of ms and r∗, and uniformly distributed.435

5.1.2. Implementation 2: 2 random bits, 2 helper players.. To the best436

of our knowledge, the following simple implementation of information theoretic 1-out-437
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of-2 OT did not previously appear in the literature.438

Here we assume that there are two helper players, denoted H0 and H1. The protocol439

is defined as follows.440

1. Alice tosses two independent random bits p and r.441

2. Alice sends the message m0 = b0 ⊕ r to player Hp, the message m1 = b1 ⊕ r442

to player H1⊕p, and p and r to Bob.443

3. Bob sends the bit 1 to player Hs⊕p and the bit 0 to player H1⊕s⊕p.444

4. If player H0 (resp., H1) receives 1 from Bob, it sends to Bob the message m445

it received from Alice (i.e, either m0 or m1).446

Otherwise, if player H0 (resp., H1) receives 0 from Bob, it sends to Bob the447

(constant) message 0.7448

5. Bob “deciphers” the value of the bit he wants to learn (i.e., bs) by computing449

bs = m⊕ r, where m is the message Bob got from Hs⊕p.450

The fact that Bob learns the value of bs follows from the protocol, by inspection.451

For completeness, we sketch a proof of the privacy of this protocol. A more detailed452

formal proof is incorporated within the privacy proof for our protocol that uses the453

OT protocol as a sub-protocol. We observe the following:454

• Alice does not get any message and hence privacy is preserved with respect455

to Alice.456

• Each of H0 and H1 gets a single message from Alice, which is one of her457

input bits xored with r; it also received from Bob a bit which is either 0 or458

1, depending on the value s ⊕ p; since r and p are uniformly random and459

independent, then privacy is preserved with respect to each one of the helper460

players H0 and H1.461

• Bob receives p and r from Alice. Then, given the value of p and the value of s,462

known to Bob, it receives a constant message from one of H0 or H1, and the463

message bs⊕ r from the other (if s⊕p = 1 Bob receives the constant message464

from H0, and if s⊕p = 0 Bob receives the constant message from H1.) Hence,465

given the value of bs, the transcript of Bob is distributed uniformly.466

5.2. The and protocol. We first present a protocol, Πodd, applicable to an odd467

number of players; this protocol uses 8 random bits. This protocol serves to introduce468

the main ideas of our protocols, and is also the basis for a somewhat improved protocol469

for n = 3, that uses 7 random bits. The case of an odd number of players is easier470

than the case of an even number of players because if one uses one helper player471

for the OT protocols performed by pairs of players (P2j , P2j+1), and another helper472

player for the OT protocols performed by pairs of players (P2j+1, P2(j+1)), then the473

two extreme pairs do not use the same helper player. Therefore, these helper players474

can be players P0 and Pn−1, which participate each in a single OT protocol. This is475

not the case when the number of players is even. Extending Πodd to work also for476

even number of players and keeping the 8 random bits bound requires therefore some477

more effort, and we give such a protocol in Subsection 5.2.2, applicable to any n ≥ 4.478

5.2.1. Odd number of players. We describe our protocol Πodd for odd num-479

ber of players, n, denoted P0, P1, . . . , Pn−1.480

initialization phase. In the initialization phase player P0 tosses 3 random bits and481

7Clearly in this case the relevant helper player does not need to send any message to Bob.
However in order to stay coherent with the model we use, we define which bit is sent in each round
between any two players, unless for all inputs and all random coins values, no message is sent between
the two.
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plays the role of the helper player of implementation 1 of OT for all pairs of players482

where Alice is an odd player and Bob is the successive even player. Player Pn−1 does483

the same for all pairs of players where Alice is an even player and Bob is the successive484

odd player. Specifically:485

Player P0 tosses 3 random bits r00, r01, and p0. It sends the bits r00, r01 to all odd486

players, and sends the bits p0 and r0p0 to all even players.487

Player Pn−1 tosses 3 random bits r10, r11, and p1. It sends the bits r10, r11 to all even488

players, and sends the bits p1 and r1p1 to all odd players.489

In addition, player P0 tosses 2 additional random bits q0 and q1. It sends q0 to all490

even players, and q1 to all odd players. P0 also locally computes y0 = q0 ⊕ q1 ⊕ x0.491

computation phase. This phase runs in n − 1 rounds. The inductive invariant492

that we maintain is that at the end of round i ≥ 1 player Pi has the value yi =493

q0 ⊕ q1 ⊕ Πi
j=0xj . In each round, the protocol will run an OT protocol. We give a494

detailed description of the rounds below.495

final phase. At the end of the computation phase, player Pn−1 has (by the inductive496

invariant) the value yn−1 = q0 ⊕ q1 ⊕ Πn−1
j=0 xj . It sends this value to P0 who xors497

it with q0 ⊕ q1 to obtain Πn−1
j=0 xj = and(x0, x1, . . . , xn−1). Player P0 then sends this498

value to all other players.499

We now define how the computation phase is implemented so as to maintain the500

inductive invariant (and privacy, as we prove later). The invariant clearly holds at501

the end of round 0 (i.e., before the computation phase starts) since player P0 has x0,502

q0, and q1 and hence can compute y0.503

Now, in round i ≥ 1 players Pi−1 and Pi engage in a 1-2 OT protocol, using504

Implementation 1 described above. The values that Alice (i.e., player Pi−1) holds for505

the OT protocol are b0 = q(i−1) mod 2 and b1 = yi−1. Observe that Alice has b0 from506

the initialization phase, and b1 by the inductive invariant. The selection bit of Bob507

(i.e., player Pi) is s = xi. The random bits used for the OT protocol are rk0 , rk1 , and508

pk, where k = i mod 2. Observe that Pi and Pi−1 receive in the initialization phase509

the random bits needed in order to simulate Alice and Bob of the OT protocol (i.e.,510

rk0 , rk1 for Alice and pk, rkpk for Bob). Let vi denote the output (i.e., the bit learned511

by Bob) of the OT protocol run in the i-th round.512

It follows that at the end of the OT protocol, if the value that player Pi holds is513

xi = 0, then it gets from player Pi−1 the value vi = q(i−1) mod 2, and if xi = 1 then514

it gets the value vi = yi−1 = q0 ⊕ q1 ⊕Πi−1
j=0xj .515

Now, if xi = 0 then Πi
j=0xj = 0, and player Pi has yi by calculating q(i−1) mod 2 ⊕516

qi mod 2, where the former is just vi and the latter is received from P0 in the initial-517

ization phase.518

If xi = 1 then Πi
j=0xj = Πi−1

j=0xj and player Pi just sets yi = vi.519

The total number of random bits used in this protocol is 8: the protocol uses 3520

bits for each of the two sets of OT protocols, and 2 additional masking bits, q0 and521

q1.522

It remains to prove that privacy is preserved with respect to all players. Intu-523

itively, there are n− 1 invocations of the OT protocol. Each internal player (i.e., all524

players except P0 and Pn−1) participates in two OT invocations, once as Alice (with525

the following player) and once as Bob (with the preceding player), each of these two526

invocations using different sets of random bits, one set from P0 and one set from Pn−1.527

Players P0 and Pn−1 participate each in a single invocation of the OT protocol, P0528

as Alice with P1 and Pn−1 as Bob with Pn−2. Hence the number of players must be529
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odd (to guarantee that the random bits used by the OT protocol of Pn−1 and Pn−2530

come from P0 and not from Pn−1). Formally,531

Theorem 5.1. The and protocol Πodd is private for n odd, n ≥ 3.532

Proof. We first prove the claim for players Pi, 0 < i < n− 1, and then for P0 and533

for Pn−1.534

For 0 < i < n− 1, observe that player Pi receives messages pertaining to exactly535

two OT invocations, one in which it plays the role of Alice, and one where it plays536

the role of Bob. In addition, Pi receives from player P0 either the bit q0 or the bit q1537

and, at the end of the protocol, the computed value of the function.538

We prove the claim for i even (the case of i odd is analogous, switching the roles539

of the random bits, i.e., flipping their superscripts, and switching between q0 and q1).540

The messages that such player Pi receives are:541

1. During the initialization phase: bits r10, r
1
1, p

0, r0p0 , q0.542

2. During the OT protocol with player Pi−1 (i.e., when playing the role of Bob):543

• q1 ⊕ r0j and yi−1 ⊕ r01⊕j , where j = xi ⊕ p0.544

3. During the OT protocol with player Pi+1 (i.e., when playing the role of Alice):545

• xi+1 ⊕ p1.546

4. In the final phase, from player P0, and(x0, x1, . . . , xn−1).547

Observing the nine messages received by Pi, one can verify that:548

1. The messages received in Stage 1 are just the random bits r10, r
1
1, p

0, r0p0 , q0.549

2. For the messages of Stage 2 we distinguish between two cases depending on550

the value of xi.551

If xi = 0 then j = p0 and the first message is q1 ⊕ r0p0 and the second one is552

yi−1 ⊕ r01⊕p0 . We have that the first message includes an xor operation with553

q1, and the second one an xor with r01⊕p0 .554

If xi = 1 then the first message is q1⊕ r01⊕p0 and the second one is yi−1⊕ r0p0 .555

In that case, the first message includes an xor operation with r01⊕p0 and556

the second one an xor with q1 (since by the inductive invariant, yi−1 =557

q0 ⊕ q1 ⊕Πi−1
j=0xj .)558

3. The message received in Stage 3 includes an xor operation with p1.559

4. The message received in Stage 4 is the value of the function.560

Inspecting the distribution of the above messages, the last message (Stage 4) is,561

by definition, the value of the function; all other 8 messages are independent and562

uniformly distributed (in correspondence with the 8 random bits that are used): the563

bits r10, r
1
1, p

0, r0p0 , q0 in Stage 1, the two messages of Stage 2 one includes an xor564

operation with r01⊕p0 and the other with q1, and the message received in Stage 3565

which includes an xor operation with p1. Hence, the privacy with respect to Pi566

follows.567

Almost the same argument applies to player Pn−1 as well. It receives a subset of568

the messages received by players Pi, 0 < i < n − 1, namely, those of Stages 1, 2, 4569

above (note that n− 1 is even). In addition it knows the value of the random bit p1.570

But, since the message of Stage 3 is not received by Pn−1, the privacy with respect571

to Pn−1 holds.572

As to player P0, it receives the messages listed under Stages 1 and 3 above (again,573

P0 is an even player), and from player Pn−1 at the final phase the message yn−1 =574

q0 ⊕ q1 ⊕Πn−1
j=0 xj . In addition, player P0 knows the values of the random bits r00, r01,575

q0 and q1. We have that the messages received in Stages 1 and 3 each includes an xor576

operation with an independent (uniformly distributed) random bit not known to P0.577
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The value of the message received in the final phase is determined by the value of the578

function, q0 and q1. Hence, privacy with respect to player P0 holds as well.579

5.2.2. At least 4 players. If one attempts to apply the above protocol Πodd580

to an even number of players then privacy will not be preserved. This is because581

when players Pn−2 and Pn−1 engage in their OT protocol, they will do that with the582

random bits tossed by player Pn−1 which will be able to learn both bits of Pn−2 (while583

in the case of odd n the random bits for the last pair are tossed by the “helper” P0).584

To remedy this problem, we stop the computation phase one round earlier, that585

is, we run it for n− 2 rounds only, at the end of which player Pn−2 has, as in Πodd,586

the value yn−2 = q0 ⊕ q1 ⊕ Πn−2
j=0 xj . We then perform the last OT protocol of the587

computation phase using Implementation 2 defined above and fresh random bits.588

This, however, increases the total number of random bits used, and further requires589

that the total number of players is at least 4 (as required by Implementation 2 of590

OT ).591

While requiring at least 4 players is not an issue since we have another variant of592

the protocol for odd number of players, in order not to increase the total number of593

random bits used, we generate and distribute the random bits needed for the various594

OT invocations in a more efficient way. That is, while each internal player still595

participates in 2 OT invocations, we do not need totally separate 2 sets of 3 random596

bits, as we do in Πodd. Rather, it is sufficient to ensure that no player will receive597

two messages (of two different OT invocations) that “use” the same random bit. We598

thus generate the sets of 3 random bits needed for each invocation of the OT protocol599

(implementation 1) in a more sophisticated way, which is based on 4 true random600

bits rather than on 6 as in the straightforward manner used in Πodd. The resulting601

protocol uses a total of 8 random bits and is applicable to any n ≥ 4.602

We now formally describe our protocol for n ≥ 4 players, denoted P0, P1, . . . , Pn−1.603

As indicated above, the high level structure of the protocol is the same as that of Πodd,604

with some modifications, most notably a different way to produce and distribute the605

random bits.606

initialization phase. In the initialization phase player Pn−1 tosses 4 random bits607

u0, u1, u2, u4 and defines a sequence of bits r0, r1, . . . , r`, for ` = 2(n− 2), recursively608

as follows:8609

r0 = u0, r1 = u1, r2 = u2, r4 = u4, and610

(5.1) rj =

{
rj−3+rj−1

j > 1, j odd
rj−6+(1⊕rj−4) j > 4, j even

.611

Player Pn−1 then sends to each player Pi, 0 ≤ i ≤ n− 2 the two bits r2i, r2i+1.612

In addition, player P0 tosses 2 additional random bits q0 and q1. It sends q0 to613

all odd players, and q1 to all even players. P0 also locally computes y0 = q0⊕ q1⊕x0.614

computation phase. This phase runs in n − 1 rounds. The inductive invariant615

that we maintain is that at the end of round i ≥ 1 player Pi has the value yi =616

q0 ⊕ q1 ⊕ Πi
j=0xj . In each round, the protocol will run an OT protocol. We give a617

detailed description of the rounds below.618

final phase. At the end of the computation phase, player Pn−1 has (by the inductive619

invariant) the value yn−1 = q0 ⊕ q1 ⊕ Πn−1
j=0 xj . It sends this value to P0 who xors620

8Here and in the following we sometimes abuse notation and consider indices that involve sum-
mations over both N and F2 (denoted with the operands + and ⊕, respectively). For example, in
the expression rj−6+(1⊕rj−4)

in Eq (5.1), the subscript should be parsed as follows: first evaluate

1⊕ rj−4 over F2, to get a value in {0, 1}, and then add this value to j − 6 over the integers.
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it with q0 ⊕ q1 to obtain Πn−1
j=0 xj = and(x0, x1, . . . , xn−1). Player P0 then sends this621

value to all other players.622

The following claim gives the properties of the sequence of bits rj , necessary both623

for the correctness of the protocol and for its privacy. The proof of this claim is quite624

technical and the reader may wish to skip this proof.625

Claim 5.2. For any 1 ≤ i ≤ n − 2, the five bits rj, 2(i − 1) ≤ j ≤ 2(i + 1), are626

such that627

1. r2i+1 = r2(i−1)+r2i .628

2. The four bits r2(i−1), r2(i−1)+1, r2i, r2(i+1) are independent and uniformly dis-629

tributed.630

Proof. We prove the claim by induction on i. For the base of the induction631

(i = 1), observe that Point (2) is satisfied since r0, r1, r2, r4 are set to be u0, u1, u2, u4,632

respectively, and these are independent and uniformly distributed random bits tossed633

by Player Pn−1. As to Point (1), r3 is set to be equal to rr2 according to Equation (5.1)634

(first part, with j = 3).635

We now prove the claim for i+1 assuming it is correct for i. Note that the 5-tuple636

that corresponds to i+ 1 partially overlaps the 5-tuple that corresponds to i.637

Point (1) holds for i + 1 because by the first part of Equation (5.1) (taking j to638

be 2(i+ 1) + 1) r2(i+1)+1 = r2i+1+r2(i+1)
.639

As to Point (2), we consider both parts of Equation (5.1) and the value of r2i.640

There are two cases:641

1. If r2i = 0:642

• r2i+1 = r2(i−1) (taking j = 2i+1 for the first part of Equation (5.1)).643

• r2(i+2) = r2(i−1)+1 (taking j = 2(i + 2) for the second part of Equa-644

tion (5.1)).645

2. If r2i = 1:646

• r2i+1 = r2(i−1)+1 (taking j = 2i+1 for the first part of Equation (5.1)).647

• r2(i+2) = r2(i−1) (taking j = 2(i + 2) for the second part of Equa-648

tion (5.1)).649

It follows that the 4-tuple of bits with indices 2i, 2i+1, 2(i+1) and 2(i+2), i.e., the650

4-tuple (r2i, r2i+1, r2(i+1), r2(i+2)) is equal to either the 4-tuple651

(r2i, r2(i−1), r2(i+1), r2(i−1)+1) (if r2i = 0) or to (r2i, r2(i−1)+1, r2(i+1), r2(i−1)) (if r2i =652

1), which are two permutations of the same 4 bits. By the induction hypothesis,653

these 4 bits are independent and uniformly distributed. Hence also Point (2) holds654

for i+ 1.655

We now define how the computation phase is implemented so as to maintain the656

inductive invariant which is that at the end of round i ≥ 1 player Pi has the value657

yi = q0⊕q1⊕Πi
j=0xj (and so as to preserve privacy, as we prove later). The invariant658

clearly holds at the end of round 0 (i.e., before the computation phase starts) since659

player P0 has x0, q0, and q1 and hence can compute y0.660

Similarly to protocol Πodd, in round 1 ≤ i ≤ n − 2 (but not in round n − 1,661

as is the case for Πodd) players Pi−1 and Pi engage in a 1-2 OT protocol, using662

Implementation 1 described above. The values that Alice (i.e., player Pi−1) holds for663

the OT protocol are b0 = qi mod 2 and b1 = yi−1. Observe that Alice has b0 from664

the initialization phase, and b1 by the inductive invariant. The selection bit of Bob665

(i.e., player Pi) is s = xi. The random bits used for the OT protocol are r2(i−1) and666

r2(i−1)+1 held by Alice (player Pi−1) and r2i held by Bob (player Pi). Observe that667

Pi and Pi−1 receive these bits from Pn−1 during the initialization phase. Further, by668

Claim 5.2 the bits r2(i−1) and r2(i−1)+1, held by player Pi−1, and the bit r2i, held by669
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16 E. KUSHILEVITZ ET AL.

player Pi, all satisfy the properties required for the OT protocol to be correct (and670

private).671

Finally, in round i = n−1, players Pn−2 and Pn−1 engage in an OT protocol as in672

previous rounds, but using Implementation 2 and using additional new random bits.9673

Specifically, Pn−1 is Bob of the OT protocol and Pn−2 is Alice; the helper players are674

P0 (H0) and P1 (H1), and we denote the two fresh random bits tossed by Pn−2 by u5675

and u6 (see Section 5.1.2). The use of Implementation 2 of the OT protocol in this676

round is the reason that the protocol described here works only for n ≥ 4.677

As in protocol Πodd, let vi denote the output (i.e., the bit learned by Bob)678

of the OT protocol run in the i-th round, 1 ≤ i ≤ n − 1. It follows that at the679

end of the OT protocol, if the value that player Pi holds as input is xi = 0, then680

it gets from player Pi−1 the value vi = qi mod 2, and if xi = 1 it gets the value681

vi = yi−1 = q0 ⊕ q1 ⊕Πi−1
j=0xj .682

Now, if xi = 0 then Πi
j=0xj = 0, and player Pi has yi by calculating qi mod 2 ⊕683

q(i+1) mod 2, where the former is just vi and the latter is received from P0 in the684

initialization phase. If xi = 1 then Πi
j=0xj = Πi−1

j=0xj and player Pi just sets yi = vi.685

The total number of random bits used in this protocol is 8: u0, u1, u2, u4 and686

q0, q1 are tossed by player P0, and u5, u6 are tossed by player Pn−2.687

It remains to prove that privacy is preserved with respect to all players. Intu-688

itively, there are n− 1 invocations of the OT protocol. Each internal player (i.e., all689

players except P0 and Pn−1) participates in two OT invocations, once as Alice and690

once as Bob. All players, except P0, P1, Pn−2, Pn−1, only participate in these two OT691

invocations, and the privacy property with respect to those players will follow from692

the properties of the sequence of bits rj (Claim 5.2). Players P0, P1, Pn−2, Pn−1 also693

participate in the invocation of the last OT invocation using Implementation 2, either694

as Alice or Bob or as helper players, and player P0 also receives in the last phase of the695

protocol a message from which it can deduce the value of the function. The privacy696

with respect to those players will follow from the privacy of the two implementations697

of the OT primitive and from the specific random bits used. We now formally prove698

that the protocol is private.699

Theorem 5.3. The and protocol for n ≥ 4 is private.700

Proof. We first prove the claim for players Pi, 1 < i < n − 2, and then for the701

players having special roles, P0, P1, Pn−2, Pn−1.702

For 1 < i < n− 2, observe that player Pi receives messages pertaining to exactly703

two OT invocations, one in which it plays the role of Alice, and one where it plays the704

role of Bob (as implemented in Section 5.1.1). In addition, Pi receives from player P0705

either the bit q0 or the bit q1 and, at the end of the protocol, the computed value of706

the function.707

We prove the claim for i even (the case of i odd is analogous, switching the roles708

of q0 and q1). The messages player Pi receives are:709

1. During the initialization phase: bits r2i, r2i+1, q0.710

2. During the OT protocol with player Pi−1 (i.e., when playing the role of Bob):711

• q1 ⊕ r2(i−1)+j and yi−1 ⊕ r2(i−1)+(1⊕j), where j = xi ⊕ r2i.712

3. During the OT protocol with player Pi+1 (i.e., when playing the role of Alice):713

• xi+1 ⊕ r2(i+1).714

9It is also possible to perform the OT protocol of this round using Implementation 1 with a
separate set of 3 random bits, tossed by another player, say player P0, but this results in a larger
total number of random bits for the protocol.
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4. In the final phase, from player P0, and(x0, x1, . . . , xn−1).715

Observing the seven messages received by Pi, one can verify that:716

1. The messages received in Stage 1 are the bits r2i, r2i+1, q0.717

2. For the messages of Stage 2, we distinguish between two cases depending on718

the value of xi.719

If xi = 0 then the first message is q1 ⊕ r2(i−1)+r2i and the second one is720

yi−1⊕r2(i−1)+(1⊕r2i). In this case, the first message includes an xor operation721

with q1, and the second one an xor operation with r2(i−1)+(1⊕r2i).722

If xi = 1 then the first message is q1 ⊕ r2(i−1)+(1⊕r2i) and the second one is723

yi−1 ⊕ r2(i−1)+r2i . In this case, the first message includes an xor operation724

with r2(i−1)+(1⊕r2i) and the second one an xor operation with q1 (since by725

the inductive invariant, yi−1 = q0 ⊕ q1 ⊕Πi−1
j=0xj).726

3. The message received in Stage 3 includes an xor operation with r2(i+1).727

4. The message received in Stage 4 is the value of the function.728

The last message (Stage 4) is, by definition, the value of the function. From the729

observations above, it follows that the distribution of the other 6 messages is the same730

as the distribution of the tuple r2i, r2i+1, q0, q1, r2(i−1)+(1⊕r2i), r2(i+1) (if xi = 0) or731

the tuple r2i, r2i+1, q0, r2(i−1)+(1⊕r2i), q1, r2(i+1) (if xi = 1). But, using Claim 5.2, we732

can conclude that both of these 6-tuples are uniformly distributed over the 26 possible733

binary vectors. Thus, privacy is preserved for all players Pi, 1 < i < n− 2.734

Similar arguments apply to the remaining four players. Let b̂0 = q(n−1) mod 2⊕u6735

and let b̂1 = yn−2 ⊕ u6 (recall that player Pn−2 tosses two random bits u5, u6, to be736

used by the OT protocol, Implementation 2, in round n− 1).737

Player P0: Player P0 receives the following messages: those listed under Stages 1 and738

3 above; in round n − 1 of the computation phase, when Implementation 2 of OT is739

invoked, P0 receives from Pn−2 either the message b̂0 = qn−1 mod 2⊕u6 or the message740

b̂1 = yn−2⊕u6 and from Pn−1 the message xn−1⊕u5⊕1; and from Pn−1, at the final741

phase, the message yn−1 = q0⊕ q1⊕Πn−1
j=0 xj . In addition, player P0 has the values of742

the random bits q0 and q1 tossed by itself. Therefore, the messages received in Stages743

1 and 3, as well as the messages received from Pn−2 and Pn−1, each includes an xor744

operation with an independent (uniformly distributed) random bit not known to P0.745

The message received in the final phase is (together with q0 and q1) the value of the746

function. Hence, privacy with respect to P0 holds.747

Player P1: Player P1 receives the following messages: the messages listed under Stages748

1, 3 and 4 above; In round n − 1 of the computation phase, when Implementation 2749

of OT is invoked, P1 receives from Pn−2 either the message b̂0 = qn−1 mod 2 ⊕ u6 or750

the message b̂1 = yn−2 ⊕ u6 and from Pn−1 the message xn−1 ⊕ u5. Therefore, the751

messages received in Stages 1 and 3, as well as the messages received from Pn−2 and752

Pn−1, each includes an xor operation with an independent (uniformly distributed)753

random bit not known to P1. The message received in Stage 4 is the value of the754

function. Hence privacy with respect to P1 holds.755

Player Pn−2: The set of messages that player Pn−2 receives is a subset of the messages756

received by players Pi, 1 < i < n − 2. None of these messages depend on u5 or u6757

tossed by Pn−2. The privacy with respect to player Pn−2 thus follows from the proof758

for Pi, 1 < i < n− 2.759

Player Pn−1: Player Pn−1 receives a subset of the messages received by the players760

Pi, 1 < i < n − 2, namely those of Stage 1 and of Stage 4. In addition, it receives,761

while engaging in Implementation 2 of the OT protocol with player Pn−2 and helpers762

P0, P1, the following messages:763
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(1) the messages u5 and u6 from player Pn−2,764

(2) the message M0 · (xn−1 ⊕ u5 ⊕ 1) from player P0, where M0 is the message P0765

receives from Pn−2 in the OT protocol, Implementation 2,766

(3) the message M1 · (xn−1⊕u5) from player P1, where M1 is the message P1 receives767

from Pn−2 in the OT protocol, Implementation 2.768

We now have four cases depending on the values of xn−1 and u5. In each of the four769

cases, the two messages received from P0 and P1 can be written as follows:770

• xn−1 = 0, u5 = 0: Pn−1 receives from P1 the message 0, and from P0 the771

message M0 = b̂0 = q(n−1) mod 2 ⊕ u6.772

• xn−1 = 0, u5 = 1: Pn−1 receives from P0 the message 0, and from P1 the773

message M1 = b̂0 = q(n−1) mod 2 ⊕ u6.774

• xn−1 = 1, u5 = 0: Pn−1 receives from P0 the message 0, and from P1 the775

message M1 = b̂1 = yn−2 ⊕ u6.776

• xn−1 = 1, u5 = 1: Pn−1 receives from P1 the message 0, and from P0 the777

message M0 = b̂1 = yn−2 ⊕ u6.778

It can be verified that, given the values of xn−1 and of and(x0, x1, . . . , xn−1), the779

distribution of the messages received by Pn−1 is identical in all four cases. Indeed,780

given the value xn−1, the value of u5 determines which of the two messages above is781

a constant, and which includes an xor operation with q(n−1) mod 2. Now recall that782

yn−2 = q0⊕ q1⊕Πn−2
j=0 xj , thus the rest of the messages (except and(x0, x1, . . . , xn−1))783

include an xor operation with a distinct random bit, other than q(n−1) mod 2, all are784

uniformly distributed and independent. Hence, privacy is preserved with respect to785

Pn−1.786

5.2.3. The case of n = 3.. This case can be slightly improved compared to787

the general case. We can privately compute the and of 3 players using 7 random bits788

instead of 8.789

The protocol is simple to define: run the protocol Πodd, but fix the bit q1 to be790

0 (rather than it being a random bit).791

The correctness of the protocol clearly holds since it holds for Πodd with any792

choice of random bits. To see that privacy is still preserved with respect to all three793

players, observe that both player P0 and player P1 get q1 in the original protocol (P0794

tosses it, and P1 gets it in the initialization phase). Therefore, fixing it to 0 leaves795

the privacy with respect to these two players intact. As to player P2, note that the796

OT protocol performed between P1 and P2 does not change in the modified protocol.797

Therefore, if x2 = 0 then P2 gets q1 (which is fixed to 0), and no other information.798

If x2 = 1 then the only information P2 gets is q0 ⊕ q1 ⊕Π1
j=0xj = q0 ⊕Π1

j=0xj , from799

which it can compute, using the bit q0 that it got in the initialization phase, the value800

of Π1
j=0xj . But this value can be inferred, in the case of n = 3 and x2 = 1 from the801

value of the function and x2, so privacy is preserved with respect to P2 too.802

6. Conclusions. We consider the randomness complexity of the information-803

theoretic multi-party private computation of the function and. We show that this804

computation cannot be done using a single random bit, thus giving the first non-805

trivial lower bound on the randomness complexity of the private computation of an806

explicit boolean function. We further give an improved upper bound on the ran-807

domness complexity of the private computation of and, thus approaching the exact808

determination of that measure for and. To the best of our knowledge, for no explicit809

function f is the exact randomness complexity of the private computation of f known810

(except for xor, which is trivially 1-random, and degenerate functions). We leave the811
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exact determination of the randomness complexity of private computations of and for812

further research.813
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