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ABSTRACT

We propose ACCO: the first maliciously secure multiparty compu-
tation engine in the honest majority setting, which also supports
secure and efficient comparison and integer truncation. Our system
is also the first to achieve information theoretic security.

We use ACCO to build an information theoretic privacy preserv-
ing machine learning system where a set of parties collaboratively
train regression models in the presence of a malicious adversary.

We report an implementation of our system and compare the
performance against Helen, the work of Zheng, Popa, Gonzalez
and Stoica (SP’19) which provided multiparty regression models
secure against malicious adversaries. Our system offers a significant
speedup over Helen.
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1 INTRODUCTION

Financial institutions are incorporating machine learning algo-
rithms to drive decisions in tasks such as fraud detection, loan
approvals and prediction of defaults. Such algorithms perform bet-
ter when being exposed to more and more data. However, financial
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institutions refuse to share data as it results in a myriad of pri-
vacy related problems. Hence, there is a need to train models in a
privacy-preserving manner.

Secure Multi-Party Computation (MPC)(2, 7, 17, 30] is a frame-
work where multiple parties collaborate to compute a common
function of their interest without revealing their private inputs to
other parties. That said, financial institutions could collaboratively
train a machine learning model on their private data such that no
information about the data is revealed apart from the trained model.
While it is possible to perform privacy preserving machine learning
using generic maliciously secure MPC protocols for boolean circuits,
the performance of such a system will be prohibitively low. On the
other hand, there are maliciously secure MPC protocols that sup-
port efficient multiplication and addition operations for arithmetic
circuits, but they do not efficiently support essential operations,
namely comparison and truncation, required by machine learning
algorithms. Helen [31] is one notable work that uses maliciously
secure MPC for training machine learning models. To aim for the
best of both worlds, they use MPC for boolean circuits to perform
non-linear operations such as comparison, while performing effi-
cient arithmetic operations on field elements outside of MPC. We
notice a few places for improvement in this approach:

e Helen uses a maliciously secure MPC for dishonest majority,
while in many scenarios, honest majority suffices. Honest
majority MPC protocols are usually more efficient than dis-
honest majority ones.!

Helen uses zero-knowledge proofs to connect steps in and
out of the MPC protocol. Performing all operations in the
same MPC protocol can eliminate the overhead of zero-
knowledge proofs.

Given the above, Helen offers security in the computational
setting (even in the online phase). The methods typically
used in information-theoretic secure protocols tend to be
computationally much more efficient than the cryptographic
machinery required for the computational security. We also
strike for information theoretic security.

To improve the above points, we propose ACCO: the first mali-
ciously secure multiparty computation engine in the honest major-
ity setting with information theoretic security, which also natively
supports secure comparison and integer truncation.

'We would like to point out that guaranteed output delivery and fairness are only
possible in the honest majority setting.
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1.1 Our Contribution

In this work, we build ACCO: a secure multiparty computation
engine for arithmetic circuits in the honest majority setting which
also supports secure and efficient comparison and integer truncation
with information theoretic security against a fully malicious and
static adversary.

Our construction uses elements in a finite field to represent real
numbers. Let £ denote the length of a field element. The commu-
nication complexity per multiplication gate is O(n - £) bits. The
communication complexity of our comparison protocol and trun-
cation protocol are both O(n? - £ + n - £2) bits. See Section 2 for a
detailed comparison to prior works.

We next apply the ACCO engine to build a privacy preserving
machine learning system. We consider a set of n parties, each hold-
ing a private dataset. The parties collaboratively train a LASSO
regression model using the Alternating Direction Method of Multi-
pliers (ADMM) algorithm. Running the training in ACCO ensures
that no information about each private dataset is leaked beyond the
final model. We compare the performance of our system against
Helen [31], and report 73x speedup (for the million song dataset
with 90 features).

2 TECHNICAL OVERVIEW

Our starting point is the best-known efficient information-theoretical
MPC protocol in [18] for computing arithmetic circuits. It offers

security-with-abort against a fully malicious adversary in the hon-
est majority setting. Informally, it means that the protocol guar-
antees the privacy of the inputs of honest parties except the in-
formation which can be deduced from the output, while allowing

a premature abort due to malicious behaviors of the adversary.

The protocol in [18] proceeds in a gate-by-gate fashion supporting

arithmetic circuits with addition and multiplication gates.

To run machine learning algorithms, which computes on ratio-
nal values, we use field elements in a finite field Z4 to represent
fixed-point values. Concretely, for a fixed-point value x with k bits
in the integer part and f bits in the decimal part, we use the field
element x := 2/ - ¥ mod q in Zg to represent it. Note that after
each multiplication, the number of bits in the decimal part dou-
bles. We therefore need to introduce a truncation protocol to apply
truncation to every multiplication result in [18]. Machine learning
algorithms often consist of not only additions and multiplications,
but also comparisons. Hence we also extend [18] to support secure
comparisons.

Therefore, starting with the efficient protocol of [18] our goal is
to build an MPC protocol with secure-with-abort which supports
comparison and truncation operations. In particular, achieving ma-
licious security is our primary goal. In [18], to achieve malicious
security efficiently, all parties first run a lightweight protocol which
does not guarantee the correctness against malicious behaviors
but provide perfect secrecy, and then check the correctness of the
computation using a verification protocol in [20] at the end. It
means that the intermediate values which are shared among parties
may not be correct. This requires the comparison and truncation
protocols to satisfy that:

o They provide perfect secrecy against malicious behaviors
even if the input values are incorrect.
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e They can be easily verified after the computation.

Our comparison and truncation protocols are based on previous
works [5, 10, 24]. However, the original protocols do not satisfy the
above properties. We modify these protocols to achieve the above
properties and improve the concrete efficiency of the comparison
protocol as well.

We summarize our main contributions as follows:

(1) Our first building block is a bit-decomposition protocol which
transforms a degree-t Shamir sharing [x]; to a batch of
degree-t Shamir sharings of the bit decomposition of x. This
allows us to perform bit operations for comparison and trun-
cation. We abstract the bit-decomposition protocol as a func-
tionality and prove that it satisfies the above properties. See
more discussion in Section 2.1.
Our second building block is a bit-wise comparison protocol
which compares a shared value with bit decomposition and a
public value. It is achieved by securely computing the circuit
for bit-wise comparison in [15]. Our protocol only uses ad-
dition and multiplication operations. Note that addition and
multiplication protocols are guaranteed to have the above
properties due to the underlying MPC protocol from [18].
See more discussion in Section 2.2.
For comparison, our protocol is based on the comparison
protocol in [24]. We replace the bit-wise comparison protocol
in [24] by our second building block. This has the following
two advantages:
o The bit-wise comparison protocol in [24] only achieves
semi-honest security. By using our second building block,

—~
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~
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=

the comparison protocol can fit in the MPC protocol from [18].

e Let £ be the length of a field element in Z. The bit-wise
comparison protocol in [24] requires to compute 17¢ mul-
tiplications with 5 rounds. On the other hand, our sec-
ond building block only requires to compute 2¢ multi-
plications with log ¢ rounds. In the experiment, we use
127-bit Mersenne field. Compared with [24], our protocol
improves the communication complexity by a factor of
8.5 at a cost of 2 additional rounds.

(4) For truncation, our protocol is based on the truncation pro-
tocol in [5]. The original protocol only achieves semi-honest
security. We modify the protocol in [5] to satisfy the above
properties. See more discussion in Section 2.3.

(5) Finally, we extend the original MPC protocol in [18] to also
support inner-product operations. See more discussion in
Section 2.5

2.1 Bit Decomposition

In [18], every field element is secret shared. The main difficulty of
performing truncation and comparison over these shared values
comes from the fact that we don’t have access to their bit represen-
tations. Let [x]; denote a degree-t secret sharing of some value x
in the field Z4. Let £ = |x| be the bit-length of x, ideally we want ¢
degree-t sharings for each of x’s bit:

[X[][,[X'€_1]t,. R [xl]t

where (xpxp_1 . .. x1)2 is the binary representation of x. While there
are protocols to achieve directly this, these protocols either have
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a large overhead in the communication complexity or require the

number of rounds to be proportional to the length of a field element.

Our idea is to prepare a random sharing [r]; with bit decomposition
[reles[re—1les - - -5 [r1]e, and transform [x]; to

x+rand [rele, [re—1le -5 [riles

which is much more efficient than preparing the bit decomposition
of x. Note that x + r can be obtained by reconstructing [x + r]; :=
[x]; + [r];. We will show that it is sufficient for comparison and
truncation.

To prepare a random sharing [r]; with bit decomposition [r¢];,
[re—1l¢s- .., [r1]s, we rely on a semi-honest protocol from [10],
which allows all parties to prepare random bit sharings. To obtain
malicious security, we use the multiplication verification protocol
from [20] (which is used in the design of the MPC protocol in [18])

to check its correctness. More details can be found in Section 5.1.

After preparing £ random bit sharings [r¢]s, [re—1ls, - - -, [r1]s, all

parties can locally compute

¢

[rle = > 27 il
i=1

Note thatr = Zle 2i=1r; mod g,and (rgre_; . .. r1)z is the correct
bit representation of  only when Zle 2i=1r; < q. To ensure this,
we choose to use a Mersenne field (i.e. ¢ = 2¢ — 1 for some ¢), in
which we have Zle 2i71r; < g. In particular, Zle 211y, = g only
whenr; = ry = ... =ry = 1, which happens with probability 1/2¢.
When ¢ is large enough, the procedure succeeds with overwhelming
probability.

Using [r]; we compute [x + r]; = [x]; + [r];, and reconstructs
x+r publicly to every party. When r is uniform, x +r is also uniform
and independent of x. Since x + r is the only information corrupted
parties learn from the above process, the secrecy of x is protected.
In Section 5.1, we present the ideal functionality Fecompose for the
above process, and prove the security of our construction.

2.2 Bit-wise Comparisons

Instead of comparing two secret shared values, we first consider a
simpler scenario: Given a sharing [x]; with its bit decomposition
[xeles [xg=1]ts - - - [x1]r and a public value r, we want to securely
compute [r < x];, a sharing of the comparison result. Our idea
is to securely compute a circuit for the comparison. We choose
the circuit designed in [15] due to its simplicity and efficiency. Let
(rg .. .r1)2 be the bit decomposition of r. Then the comparison
result of r < x is equal to rj < x;j where j is the largest index such
that r; # xj, or 0 if such a j does not exist. For all i € [£], let ¢;
denote the comparison result of r; < x; and b; denote whether
ri = x;i. Then, Hi:i+1 by represents whether the first £ — i bits of
r and x are equal. We can represent the comparison result of r < x
as follows:

t
(r<x)=Cg+bgC[_1+...+(l_[bk)01

k=2
To see this, note that if = x, then ¢; = 0 for alli € [¢] and therefore
the final result is 0. If r # x, let j be the largest index such that

rj # xj.Fori > j, we have ¢; = 0 and therefore (I_Iiziﬂ bk) ¢ =0.
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For i < j, we have bj = 0 and therefore (H1€=i+1 bk) ¢;j = 0. Thus,

(r<x)= (I—[i:j+1 bk) cj =cj.

The circuit in [15] follows from a straightforward divide-and-
conquer technique to compute the comparison result. As a result,
the depth of the circuit is log £ and the number of multiplications
is 2¢. Our protocol uses the secure multiplication protocol in [18]
to compute this circuit. The protocol servers as a building block for
secure comparison and truncation.

2.3 Secure Comparison and Truncation

For secure comparison, we borrow the idea from [24] to trans-
form the problem of comparing two secret shared values into the
following:

o All parties first transform the problem of comparing two
values to extracting the least significant bit of one value.

® Relying on Fgecomposes the least significant bit can be ob-
tained by computing a bit-wise comparison.

More details can be found in Section 5.2.

For secure truncation, our starting point is the idea from [5].
The original protocol also transforms the input sharing [x]; to
x + r and the bit decomposition of [r];, i.e., [rels, [re—1les - - -5 [r1]e-
However the correctness of the protocol requires x + r < g. In [5],
this is achieved by restricting the ranges of both x and r. For r, we
can control its range by using fewer random bit sharings. For x,
however, it would require our protocol to perform a range check
before using the protocol in [5] to do truncation. This is due to
the fact that in [18], the multiplication protocol is only secure
up to an additive attack. Without the final verification step, the
multiplication protocol does not guarantee the correctness. That
means, even if the correct value of the machine learning algorithm
guarantees that it is bounded by a certain range, the value which is
shared during the computation can still be out of this range due to the
malicious behaviors of corrupted parties. In addition to the security
issue, the approach in [5] inherently requires to use a large field
which has k extra bits in each field element, where k is the security
parameter. These extra bits are used to avoid leaking information
about x from x +r.

To avoid the expensive range check for each truncation operation
and the overhead in communicating field elements, we modify the
protocol in [5] by using a uniformly random r, and computing
X +r < q using the previously described bit-wise comparison
protocol. Finally, we can compute the truncation result using the
comparison result of x + r < q. More details can be found in
Section 5.2.

2.4 Security of Our Extensions

To evaluate a circuit with addition gates, multiplication gates, com-
parison gates, and truncation gates, we combine the secure-with-
abort MPC protocol in [18] with our secure comparison and trun-
cation protocols. We make use of the functionality Fp,,; and its
instantiation from [18] to evaluate multiplications. Our compari-
son and truncation protocols are composed of local computations,
Fdecomposes and Frult- Since Fgecompose is always correct, we only
need to verify multiplications computed by F,1t, which is achieved
by using the functionality Frulrverify and its instantiation in [20]
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(which is used in the design of the MPC protocol in [18]). The secu-
rity of our protocol follows from the fact that both Fgecompose and
Fmult do not leak any information about the inputs. We refer the
readers to Section 5.4 for more details.

2.5 Supporting Inner-product Operations

We note that machine learning algorithms usually require a lot of
inner-product operations. An inner-product operation is to compute
the summation of the coordinate-wise multiplications between two
vectors. Although an inner-product operation can be computed by a
batch of multiplication operations, the communication complexity
will grow linearly with the dimension of the two input vectors.

It has been observed in many previous works (e.g., [8, 18, 20]) that
the multiplication protocol in [9] can be extended to compute an
inner-product operation with the same communication complexity as
a multiplication operation. We make use of the functionality Finner
and its instantiation from [18] to evaluate inner-product operations.
As Frnult> Finner does not guarantee the correctness of the results, we
need to check the correctness of inner-products computed by Finper-
We show that by following the techniques in [20], we can modify
the protocol for Fiyyitverity in [20] to support the verification of
inner-products. We refer the readers to Section 5.3 for more details.

3 RELATED WORK

Many prior works have considered the problem of privacy-preserving
machine learning (PPML). Generally speaking, securely training
a machine learning model is more difficult than inference using a
given model. Any system that achieves training usually is also ca-
pable of inference. We therefore focus on comparing with systems
that also achieves training.

SecureML[23] uses secure two-party computation (2PC) for train-
ing linear regression, logistic regression, and neural network mod-
els. They implemented the stochastic gradient descent method for
training, and proposed several low-degree polynomial approxima-
tion for the non-polynomial functions required in those models.
When computing non-arithmetic operations on secret shared val-
ues, they used the ABY framework [11] to switch from arithmetic
sharing to Yao sharing and back. Chameleon [26] is a similar work
that focuses on the 2PC setting and also requires conversion be-
tween arithmetic sharing and Yao sharing. The ABY framework
is extended to work in the 3-party setting by ABY3 [22]. In con-
trast, in our ACCO system we extended our algebraic MPC protocol
to directly perform non-arithmetic operations on Shamir’s secret
sharing, and avoid expensive conversion to other secret sharing
schemes.

SecureNN[29] builds a specialized MPC protocols for 3 and 4
parties to perform neural network training and inference. Blaze
[25] is a similar work that builds an MPC protocol for 3 parties over
the ring Z, for training linear regression, logistic regression, and
neural network models. Similar to our work, SecureNN [29] and
Blaze [25] proposed custom comparison and truncation protocols
to avoid converting between arithmetic sharing and Yao sharing.
SecureML [23], Chameleon [26], and SecureNN [29] provides semi-
honest security against one corruption. Blaze [25] and ABY3 [22]
provides malicious security against one corruption. In contrast,
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our MPC protocol works for any number of parties and provides
malicious security for honest majority.

Helen [31] builds a system by combining an MPC protocol with
custom zero-knowledge proofs for training LASSO regression mod-
els. Helen [31] optimizes its running time by using MPC only on
parts of its training algorithm, and connecting different runs of
MPC protocols with zero-knowledge proofs to guarantee security.
In contrast, our work uses a much more efficient MPC protocol and
runs the whole training algorithm within a single run of MPC. We
therefore avoid computing expensive zero-knowledge proofs. Helen
[31] provides computational security against any number of cor-
ruption while our work provides information theoretical security
in the case of honest majority.

Differential Privacy. Our MPC protocol guarantees that an ad-
versary does not gain any information about each party’s private
inputs beyond the trained model. However, an adversary can still
try to learn information from the model. Differential privacy [14]
is exactly the notion to counter such attacks. Works on adding
differential privacy to machine learning include [1] and [21]. Many
works also consider combining MPC with differential privacy: [28],
[6], and [13]. In our setting we assume that the final trained model is
revealed to everyone. Differential privacy could be used by adding
noise before model release.

4 PRELIMINARIES
4.1 Model

In the problem of Privacy Preserving Machine Learning, we con-
sider a set of parties P = {P1, P, ..., P, } where each party holds a
set of private data as samples for a machine learning problem. The
parties want to collaboratively train a model that fits the union of
their datasets without leaking any information (beyond the model
itself) about each of their private dataset.

This problem can be a natural application for the cryptography
frame work of secure multi-party computation (MPC). In this work,
we consider the client-server model. In the client-server model, the
clients provide inputs to the functionality and receive outputs, and
the servers participate in the computation but do not have inputs
or get outputs. Note that, each party may have different roles in the
computation, and if every party plays a single client and a single
server, then we get the standard MPC model. For all clients and
servers, we assume that every two of them are connected via a
secure (private and authentic) synchronous channel so that they
can directly send messages to each other

Let ¢ denote the number of clients and n = 2t + 1 denote the
number of servers. An adversary A can corrupt at most ¢ clients
and ¢ servers, provide inputs to corrupted clients, and receive all
messages sent to corrupted clients and servers. Corrupted clients
and servers can deviate from the protocol arbitrarily. In this work,
we focus on static adversaries, which means that the corrupted
clients and servers should be fixed before the computation. We
refer the readers to Appendix A for the security definition. Let k be
the security parameter. We assume that errors which happen with
negligible probability in x are acceptable.

One convenient result from [16] says:
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THEOREM 4.1 (LEMMA 5.2 [16]). LetII be a protocol computing a
c-client circuit C using n = 2t + 1 parties. Then, if II is secure against
any adversary controlling exactly t parties, then Il is secure against
any adversary controlling at most t parties.

This theorem allows us to only consider the case where the adver-
sary controls exactly ¢ parties, which we assume in the following.

4.2 Data Presentation

We assume inputs and outputs to the machine learning problem,
and all intermediate values are in the range (—Zk, Zk). We will use
fixed point rational numbers with f bits in the decimal part to
approximate the inputs and the intermediate values. Therefore, the
inputs and the intermediate values are approximated to values in
the set Q. py = {Xx € Qlx =x - 2f x ez, -2k < x < 2k+/}.

A fixed point number X is represented by an element x in a finite
field Z4 where q is a Mersenne prime of the form g = 26 —1 for some
{. The representation is given by x = x - 2/ mod q. We choose
a field large enough such that £ > k + 2f + 1. This guarantees
that the multiplication operation will not lead to overflow in Zg.
This is because we will have 2 f bits for the decimal part after the
multiplication and k bits for the integer part (since we assume
that the result is in the range (—2K, 2)). After each multiplication
operation, the last f bits in the decimal part will be truncated to
ensure that the result is in the set Q(x r).

In the following, we assume that ¢ is greater than the security
parameter k.

4.3 Secret Sharing

In this work, we will use the standard Shamir Secret Sharing Scheme [27].

Let n be the number of parties and G be a finite field of size
|G| = n+ 1. Let a1, ...,a, be n distinct non-zero elements in
G.

A degree-d Shamir sharing of x € G isavector (x1, . . ., xp) which
satisfies that, there exists a polynomial f(-) € G[X] of degree at
most d such that f(0) = x and f(a;) = x; fori € {1,...,n}. Each
party P; holds a share x; and the whole sharing is denoted by [x],.

Properties of the Shamir Secret Sharing Scheme. In the following,
we will utilize two properties of the Shamir secret sharing scheme.

e Linear Homomorphism:

vV [xla, las [x +yla = [xla + [yla-
o Multiplying two degree-d sharings yields a degree-2d shar-
ing. The secret value of the new sharing is the product of
the original two secrets.

¥ [x1a, [yla [x - ylaa = [xla - [yla-

4.4 Building Blocks from [18, 20]

The MPC protocol in [18] is based on Shamir secret sharing [27].
At a high level, all parties will compute a degree-t sharing for
each wire in the circuit. Since the Shamir secret sharing scheme is
linear homomorphic, addition gates can be evaluated locally. For
each multiplication gate, all parties will invoke the multiplication
protocol in [18] to compute the result. The protocol in [18] also
makes use of several building blocks in [20]. We briefly describe the
building blocks from [18, 20] which will be used in our construction.
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o The functionality F,,1; allows all parties to evaluate a mul-
tiplication gate. It takes two input sharings [x];, [y]; and
outputs [z]; := [x - y];. An instantiation of ¥, can be
found in [18]. The communication complexity is O(n) field
elements.

e The functionality Frnulrverify allows all parties to verify the
correctness of all previous multiplications. An instantiation
of Frnultverify can be found in [20] (Protocol 17 in Section 5.4
of [19]). The communication complexity is O(n? - log N - k)
bits, where N is the number of multiplications and « is the
security parameter.

e The functionality ;,,q allows all parties to prepare a ran-
dom degree-t Shamir sharing. An instantiation of ¥;,,q can
be found in [9, 20] (Protocol 2 in Section 3.3 of [19]). The
amortized communication cost per sharing is O(n) field ele-
ments.

o The functionality F¢oin allows all parties to generate a ran-
dom element. An instantiation of ¥y, can be found in [20]
(Protocol 6 in Section 3.5 of [19]). The communication com-
plexity of the instantiation is O(n?) field elements.

The description of these functionalities can be found in Appendix B,
and we refer the readers to [18, 20] for more details of the protocols.

5 CONSTRUCTIONS

In this section, we describe the construction of our extensions and
modifications to [18]. First, we introduce useful building blocks
to support comparison and truncation operations. Then, we show
how to combine all the components together into ACCO, a secure
multiparty computation engine for arithmetic circuits which also
supports secure comparison and integer truncation.

5.1 Useful Building Blocks

In this part, we will introduce two functionalities which will be
used for comparison and truncation operations.

o The first functionality 7y, allows all parties to prepare a
degree-t Shamir sharing of a random bit.

e The second functionality Fjecompose allows all parties to do
bit-decomposition of an input sharing [x];. However, instead
of obtaining a batch of sharings of the bit decomposition of
*, Fdecompose randomly samples r, and outputs x + r with
a batch of sharings of the bit decomposition of r. We will
show that this is sufficient for comparison and truncation
operations.

5.1.1 Preparing random bit sharings. In this part, we describe a
protocol from [10] which allows all parties to prepare random bit
sharings. The original protocol is only secure in the semi-honest
setting. To obtain malicious security, we rely on Fyitverify to check
the correctness of the computation. The functionality 77, appears
in Functionality 1. The description of BITs appears in Protocol 2.
The communication complexity of Brrsis O(N -n-£+n?-log N - £)
bits, where ¢ is the length of an element in Zg.

At a high-level, the protocol in [10] transforms a non-zero ran-
dom sharing [r]; into a random bit sharing [b]; where b € {0, 1}.
The first step is to compute r> mod g and open the result to all
parties. Then, each party can locally compute r’ such that (r’)? = r?
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mod g and 0 < r’ < q/2. Note thatif 0 < r < q/2, we have r = r’.
Otherwise, we have r = —r’ mod q. Therefore, r/r’ is either 1 or
—1. All parties can obtain a random bit sharing [b]; by computing

(b1 == ([rle/r" + D)/2.

Functionality 1: Fp;;
(1) Fpit receives from the adversary the set of shares
{ritiec
(2) Fpir randomly samples a bit b € {0, 1}. Based on the
secret b and the t shares {r;};cc of corrupted parties,
Fpit reconstructs the whole sharing [b];.
(3) Tpit asks the adversary whether it should continue.
o If the adversary replies abort, F;; sends abort to
honest parties.
o Ifthe adversary replies continue, 7y distributes the
shares of [b]; to honest parties.

LEMMA 5.1. The protocol BITS securely computes Fp;; with abort
in the {Frand> Frnutts Fmultverify} -hybrid model in the presence of a
fully malicious adversary controlling t corrupted parties.

We refer the readers to Appendix D.1 for the proof of Lemma 5.1.
Recall that the field size of Zg is q = 2¢ — 1. Therefore, a field
element r can be represented using ¢ bits. Given ¢ random bit
sharings [r1]¢, . .., [r¢]s, we can map them to a random sharing
[r]y = Zle 211 r;];. In particular, (ry ... r;); can be seen as the
binary representation of r when r < q. Since we choose g to be
a Mersenne prime, we always have r < ¢ and the probability
that r = q is negligible. Therefore, with overwhelming probability,
([relss - - -5 [r1le) is a bit decomposition of [r];.

5.1.2  Bit Decomposition. We note that comparison and truncation
are very difficult to compute by only using additions and multipli-
cations. Therefore, we want to transforms the input sharing [x];
to a batch of degree-t Shamir sharings of the bit decomposition of
x so that we can perform bit operations to compute comparison
and truncation. However, it is unclear how to do it efficiently. Our
idea is to prepare a random sharing [r]; with bit decomposition,
and transform [x]; to x + r and a batch of degree-t Shamir sharings
of the bit decomposition of r. We will show that it is sufficient for
comparison and truncation.

The functionality Fgecompose appears in Functionality 3. The
protocol DEcomPosE (Protocol 4) makes use of Fp;; to prepare a
random degree-t Shamir sharing with bit decomposition. The com-
munication complexity of DECOMPOSE is O(n? - £) bits plus £ calls of
Fbit, where € is the length of an element in Z4. In our main protocol,
all random bit sharings will be prepared together.

LemMa 5.2. The protocol DEcomPOSE securely computes Fgecompose
with abort in the Fp;;-hybrid model in the presence of a fully malicious
adversary controlling t corrupted parties.

We refer the readers to Appendix D.2 for the proof of Lemma 5.2.

5.2 Secure Comparison and Truncation

5.2.1
Given a sharing [x]; with the bit decomposition ([x¢];, . .

Bit-wise Comparison. We first consider a simple scenario:

i) [X]]t),
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Protocol 2: Brts
(1) Let N denote the number of random bit sharings all
parties want to generate. All parties invoke Fyanq to
prepare N random degree-t Shamir sharings:

[r1le, [rele..n (PN ]2

(2) For all i € [N], all parties invoke Fy to compute
[r 12 It

(3) All parties invoke Finylrverify to check the following
multiplication tuples:

(ride [rdes [r31e) o (rndes e des [ 1o)-
(4) In this step, all parties reconstruct the sharings
[Vlz]t, [rgz]h cee [rlz\,]r
(a) For all i € [N], all parties send their shares of [rl.z][
to the first party P;.
(b) For all i € [N], P; checks whether the shares of
[rl.z][ are consistent. If not, P; aborts. Otherwise, P;
reconstructs the secret ri2 and sends it to all other
parties.
(c) All parties invoke Feoin to generate a random ele-
ment A € Zg. All parties locally compute:

[P+ [l - A+ [l - AN
+ rIZV AN
(d) All parties send their shares of [x]; to other parties
to reconstruct x. If a party P; receives an inconsistent
sharing or the reconstruction result is different from
the value P; computed in the last step, P; aborts.
(5) For all i € [N], each party locally computes r; such
that (rl.’)2 = rl.2 mod gand 0 < r] < q/2.1f ri2 =0, all
parties abort.
(6) For all i € [N], all parties locally compute

[bile = (Irile/r] + D/2.
J[bN ]z

[x]; =

_ 2,2
X = ri+rycA+.

All parties output [b1]s, ...

ie, x = (xg...x1)2, and a public field element r, we want to se-
curely compute a sharing of the comparison result of r < x.

To this end, suppose (r¢ . .. r1)2 is the binary representation of r.
Then the comparison result of r < x is equal to r; < x; where j is
the largest index such that x; # rj, or 0 if such a j does not exist.
For all i € [£], let ¢; denote the comparison result of r; < x; and b;
denote whether x; = r;. Then the comparison result of r < x can
be computed by

4
c:c£>+bg05_1+...+(1_[bk)cl.

k=2

Note that for all i € [£], ¢; can be computed by ¢; := x;(1 — r;),
and b; can be computed by b; := 1 — r; — x; + 2rix;. Therefore, all
parties first locally compute {[b;], [ci],}le using r and {[xi]t}f:l.
To compute [c];, we use the circuit designed in [15]. The main
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Functionality 3: Fgecompose

(1) Let [x]; denote the input sharing. Fgecompose re-
ceives from honest parties their shares of [x];. Then
Fdecompose reconstructs the secret x. Fjecompose further
computes the shares of [x]; held by corrupted parties,
and sends these shares to the adversary.

(2) Fdecompose samples a random element r € Z4 and sends
X + r to the adversary.

(3) Let ¢ denote the length of an element in Zg. For all
i € [{], Faecompose receives from the adversary a set
of shares {r; j}jec, where C is the set of corrupted
parties. Let (r¢grg—q .. .r1)2 denote the bit decomposi-
tion of r. For all i € [£], based on the secret r; and the
shares {r;,j};ec held by corrupted parties, Fiecompose
reconstructs the whole sharing [r;];.

(4) Fdecompose asks the adversary whether it should con-
tinue.

o If the adversary replies abort, Fgecompose sends
abort to honest parties.

o If the adversary replies continue, Fecompose
sends x + r and distributes the shares of
[rele, [re—1lss - - ., [r1]s to honest parties.

Protocol 4: DECOMPOSE
(1) Let [x]; denote the input sharing, and ¢ denote the
length of an element in Zg. All parties invoke F;; to
prepare ¢ random bit sharings:

[reles [re-1les - ..o [l
Then all parties locally compute [r]; := Zf:l 271 1]
(2) All parties locally compute [x +r]; := [x]; + [r];. They
send their shares of [x + r]; to other parties to recon-
struct x+r. If a party P; receives an inconsistent sharing,
P;j aborts.
(3) All parties take x + r and [rels, [re—1lt.. .., [r1]s as
output.

observation in [15] is that

14
Cg+b[0g,1 +...+ (nbk)cl

k=2
= (cp+bece—1) +bebe_1(co—z +bp_scp3)+ ...

l
+ (1—[ bk) (02 + bgcl).

k=3

By setting C; = cg; + bpjcgi—1 and B; = byiby;—q for all i € [£/2],
we have
/2

¢ =Ce2+BejaCepa-1 + l_[ By |Cr.
k=2

This reduces the size of the circuit by half.
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Thus all parties invoke F1¢ to compute [Cily, [B;]; for all
i € [£/2] and reduce the size of the circuit by half. This step requires
¢ multiplication operations. After repeating these steps log ¢ times,
all parties will obtain the sharing [c];. The total number of multipli-
cations is bounded by 2£. The description of BirComp appears in
Protocol 5. The communication complexity of BrrComp is O(£? - n)
bits, where ¢ is the length of an element in Zg.

Protocol 5: BirComp
(1) Let [x]; denote the input sharing and ([x¢], . . ., [x1]¢)
denote the bit decomposition. Let (r¢...r1)2 be the
binary representation of r. All parties locally compute
the following sharings (Vi € {1,...,{}):
[eils = [xi]e - (1= 1)
(2) All parties set ¢’ = £. While ¢’ > 1, all parties execute
the following steps:
(a) The goal is to compute [c]; = [cpr + bprcpr—y + ... +
(e, b el
(b) Foralli € {1,...,[¢’/2]}, all parties invoke Fppy; to
compute [by; - czi-1]: and [bz; - bai—1]:.
(c) Foralli € {1,...,[£’/2]}, all parties locally compute
[cile = [c2ile +[b2i-c2i-11¢ and [bi]r = [bai-b2i-1].
e If ¢’ is even, then set £’ := £’/2.
e If ¢/ is odd, then set ¢’ := (¢’ + 1)/2 and [cpr]s =
[c2¢r-1]r and [be]s := [bapr—1]e-
(3) All parties take [c]; := [c1]; as output.

[bilt = 1—ri =[xl +2-1i - [xi]z.

5.22  Main Comparison Protocol. Now, we consider a general sce-
nario: Given two sharings [x];, [y]; representing two fixed point
values %, § in Q. y, we want to securely compute the comparison
result of ¥ < 7. Recall that a fixed point value in Q. 7y has f
bits in the decimal part and k bits in the integer part. Therefore,
—2k+f+1 L g < of ( — ) < 2kHf+1 _ .

Letd = x —y mod g. Recall that the field size of Zq is ¢ = 201
where £ > k+2f + 1. Therefore, if X > §j, we have d < ak+f+1_o <
q/2.1f% < §,wehave d > q—2K*/*1 42 > ¢/2. Thus, it is sufficient
to compare d and g/2. We define comparison over Z4 as follows.

Definition 5.3 (Less Than). For two elements x,y € Zg, we say
x is less than y, denoted by x < y, if d = x —y mod g satisfies
d>q/2.

As observed in [24], if d < q/2, then 2d < g, which means
that the least significant bit of 2d mod q is 0. If d > ¢/2, then
2d = 2d—gq mod gq. Since q is an odd prime, the least significant bit
of 2d — q is 1. Thus, it is sufficient to compute the least significant
bit of 2d mod q. Let z = 2d mod g. In [24], to compute the least
significant bit of z, all parties first prepare a random sharing [r];
with bit decomposition ([r¢];, . . ., [r1]¢). Then all parties open the
sharing [c]; = [z + r];. There are two cases.

o If z + r < g, the least significant bit of z can be computed by
c1 @ r1, where @ denotes the XOR operation and c; is the
least significant bit of c.
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o Ifz+r > q, we have ¢ = z + r — q. Therefore, the least
significant bit of z can be computed by 1 —¢1 @ r1.

Note that, if z + r < g, we must have ¢ = z + r > r. Otherwise, ¢ =
z+r—q < r. Thus, to compare z+r and g, it is sufficient to compute
the comparison result of ¢ < r. Since ¢ has been reconstructed and
all parties hold [r]; and ([r¢lt,- -, [r1]¢), we can use BrrComp
to compute the comparison result. The description of LEsSTHAN
appears in Protocol 6. The communication complexity of LEssSTHAN
is O(n® - £ + n - £?) bits plus £ calls of F; (invoked in Fdecompose)s
where ¢ is the length of an element in Z4. Recall that in our main
protocol, all random bit sharings will be prepared together.

Protocol 6: LEssTHAN

(1) Let [x]s, [y]; denote the input sharings.

(2) All parties locally compute [z]; = 2([x]; — [y];). Then,
all parties invoke Fgecompose O1 [2]¢ and receive ¢ =
z+rand [rele, [re-1les - - -5 [l

(3) All parties locally compute [r]; := Zle 271 s

Then, all parties invoke BirComp on
[r1:, (reles - . .o [r1]e) and c. Let [w]; denote the
output.

(4) Let ¢; denote the least significant bit of c. All parties
invoke Fyu1t enough times to compute

[6]; = [w(l —c1 ® 1)) + (1 = w)(cr ® )]s,

where @ denotes the XOR operation. Here [c; & r1];
can be computed by

[cr @11l == c1 + [r1l — 2c1[r1]s.

All parties take [b]; as output.

5.2.3 Computing Truncation. Let x and y be the representation
of the fixed point values X and g respectively. It’s clear that x - y
does not correspond to a valid floating point number in Q. r)
since the multiplication result of x and g has 2f bits in the decimal
part. Therefore, We want to compute z = |x - y/2/ |. We follow the
idea in [5], which allows 1 bit error in the least significant bit of z.
Concretely, we will compute z = [x - y/ZfJ + b, where b € {0, 1}
denotes the bit error in the least significant bit of the final result.
The probability that b = 1is (22 - % - j mod 2/)/2/. We will
use Z to approximate the multiplication result of X - §j. We define
truncation over Zg as follows.

Definition 5.4 (Truncation). Let f be an integer. For an element
X € Zg, the result of truncating f bits on x is defined by the
following random algorithm:
(1) Sety :=x + 271 mod g, where ¢ satisfies that g = 2¢ — 1.
(2) Lety’ = |y/2/] and y”” = y mod 2. Randomly sample
b € {0,1} such that Pr[b = 1] = y"’/2/.
(3) Output x’ = ¢/ + b — 20=f-1,

We first show that if x represents a fixed point value x which
has k bits in the integer part and 2f bits in the decimal part, x’
defined in Definition 5.4 is the result we want. In this case, 22f .z e
(=2k+2f 2k+2fyand x = 22f - ¥ mod q. Note that the element that
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represents the fixed point value X after truncating the last f bits is
2 %
LTJ mod gq.

We first compute y = 2% .7+ 2071 Since € > k + 2f + 1, we
have 0 < y < g and therefore y = 22 - +20=1 = x + 2¢=1 mod ¢.
Let y’ = |y/2/ | denote the result of truncating f bits on y. Then
we have
_ot-1 22f . %

2f 2of

Therefore, the element (y’ — 20/ mod q) represents the fixed
point value X after truncating the last f bits. Since y = 22 x4 201
we have (2% - %) mod 2f = y mod 2/ . Therefore, the bit error
b € {0,1} satisfies that Pr[b = 1] = (y mod 2/)/2/ = (2% - %
mod 2)/2f . Thus, x” = y’ + b — 2(=F~1 is the result we want.
Now, we focus on computing the truncation result of y with the
bit error. All parties first prepare a random sharing [r]; with bit
decomposition ([r¢ls, . .., [r1]s). The first step is to compute and
open the sharing [c]; := [y +7];. Lety’ = Ly/?fj,y" =y mod 2f,
andr’ = [r/2f |,r" =+ mod 2. There are two cases:
o Ify+r < g,then ¢ = y+r. Therefore le/2f | = |_(y+r)/2fj =
y +r' + [ (y” +r")/2 |. We have

y L+l = el -

l
=le/2f]- ) 2y

i=f+1

y 2T = T = R =

o If y+r > g, then ¢ = y + r — q. Similarly, we have

v+l )2 = e+l | -

4

=le+q/2f]- ) 2y
i=f+1
To learn whether y + r < q or not, it is sufficient to compute the
comparison result of ¢ < r. This is because if y + r < g, we must
have ¢ = y+r > r;and otherwise, we have ¢ = y+r—g < r.Now, we
analyze the bit error | ("' +r"’)/2/ |. Note that the distribution of r”’
is statistically close to the uniform distribution in {0, 1, .. ., of - 1}.
Therefore

Prl(y” +r")/2f | = 1] =Prlr” = 2 =y =y /2

Thus, the distribution of [(y” + r”’)/2/ | is statistically close to
the bit error b € {0, 1} generated according to Definition 5.4. The
description of TRUNC appears in Protocol 7. The communication
complexity of TRUNC is O(n? - € + n - £2) bits plus ¢ calls of Fp;
(invoked in Fgecompose)> Where € is the length of an element in Zg.
Recall that in our main protocol, all random bit sharings will be
prepared together.

5.3 Supporting Inner-product Operations with
Efficient Verification
Our main protocol will make use of the following two functionali-
ties:
e The functionality Finner allows all parties to evaluate an
inner-product gate. It takes two vector of degree-t Shamir

sharings [x]; = ([x1], [x2les - - -5 [xx]e) and [yle = ([y1]e,
[y21s, - - ., [yr]s) and outputs [z]; = [x O y];, where O is the
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Protocol 7: TRuNC
(1) Let [x]; denote the sharing to be truncated, f be the
number of bits to truncate.
(2) All parties locally compute [y]; = [x]; +2071 Then, all
parties invoke Fgecompose On [y]¢ and receive ¢ := y+r

and [rele, [re-1le, - .- [r1]e.
(3) All parties locally compute

l
L= 3 2 -2

' =
of i=f+1
¢
e = 152)- D2y -2
of i=f+1
(4) All parties locally compute [r]; := Zle 2171 .
[rils. Then all parties invoke BrrComp on
[rle, ([relss- - -5 [r1le) and c. Let [w]; denote the
output.

(5) All parties invoke F,,1+ enough times to compute
[2]e = [x"- (1 =w) +x"" - w];

All parties take [z]; as output.

inner-product operation. An instantiation of Fiyper can be
found in [18] (See Remark 1 in Section 4.2 of [18]). The com-
munication complexity of the instantiation is O(n) elements.
e The functionality Finnerverity allows all parties to verify a
batch of inner-product tuples (which may have various di-
mensions) computed by Fippner- In Appendix C, we discuss
how to extend the instantiation of Fiyuiverify in [20] to sup-
port the verification of inner-product tuples. The communi-
cation complexity is O(n? - log € - k) bits, where € is the sum
of the dimensions of all inner-product tuples.
Note that ¢ is the number of multiplications we need to do if each
inner-product operation is computed by a batch of multiplication
operations. And using Frultverify to verify £ multiplications has
the same communication overhead O(n? - log £ - ). Therefore, us-
ing Finner to evaluate inner-product operations and Finnerverify to
verify inner-product tuples is strictly better than using Fp,); and
Fmultverify- In Appendix C, we present the full descriptions of these
two functionalities and discuss how to realize Finnerverify using the
techniques from [20].

Note that a multiplication operation is a special case of an inner-
product operation when the dimension of the input vectors is 1.
Therefore, we will use Fipner to also evaluate multiplication gates.
Furthermore, since a multiplication tuple is a special case of an
inner-product tuple when the dimension of the input vectors is 1,
we will also use Fipperverify to check the correctness of the multi-
plication tuples together with the inner-product tuples.

5.4 ACCO: MPC for Arithmetic Circuits with
COmparison

In this part, we are ready to introduce our MPC protocol for an arith-
metic circuit with comparison and truncation gates. We focus on
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the Mersenne field Z4. The comparison and truncation operations
over Zq are defined in Definition 5.3 and Definition 5.4. Recall that
we are in the client-server model. In particular, all the inputs belong
to the clients, and only the clients receive the outputs. Without loss
of generality, we assume that the circuit is consist of addition gates,
inner-product gates, comparison gates, and truncation gates (since a
multiplication gate can be seen as a special case of an inner-product
gate when the inputs are vectors of dimension 1). The functionality
Facco appears in Functionality 8.

Functionality 8: Facco

(1) Facco receives from all clients their inputs, which are

elements in Zg.

Facco evaluates the circuit as follows:

e For an addition gate with inputs x, y, Facco com-
putes z := x + y as output.

e For an inner-product gate with inputs x,y, Facco
computes z := x © y as output, where O is the inner-
product operation.

o For a comparison gate with inputs x, y, Facco checks
whether x < y based on Definition 5.3. If not, Facco
takes b := 1 as output. Otherwise, Facco takes b := 0
as output.

e For a truncation gate with inputs x € Zg, f € N,
Facco computes the result of truncating f bits on x
based on Definition 5.4, denoted by x”. Facco takes
x as output.

Facco first sends the output of corrupted clients to the

adversary.

o If the adversary replies continue, Facco distributes
the output to honest clients.

o If the adversary replies abort, Facco sends abort
to honest clients.

@)

Our protocol for Facco is based on the MPC protocol in [18]. In
addition to addition gates and inner-product gates (recall that a mul-
tiplication gate can be seen a special case of an inner-product gate),
we use LEssSTHAN for comparison gates and TRuNc for truncation
gates. Note that in LEssTHAN and TRUNC, they only contain local
computations except invocations of Fgecompose and Finner (recall
that we have replaced Fiuit by Finner)- For Fiecompose> an adver-
sary cannot affect the correctness of the output. Therefore, it is
sufficient to check the correctness of the inner-product tuples com-
puted by Finner- Thus, the verification of the whole protocol is the
check of all inner-product tuples computed by Fippner throughout
the protocol. The description of ACCO appears in Protocol 9.

THEOREM 5.5. Let ¢ be the number of clients and n = 2t + 1 be
the number of parties. The protocol ACCO securely computes Facco
with abort in the { Finner, Fdecomposes Finnerverify}-hybrid model in the
presence of a fully malicious adversary controlling up to ¢ clients and
t parties.

We refer the readers to Appendix D.3 for the proof of Theo-
rem 5.5.
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Protocol 9: ACCO

(1) Input Phase:

For each client with input x, client randomly samples a

degree-t sharing [x]; and distributes the shares to all

parties.

Computation Phase:

All parties start with holding a degree-t sharing for each

input gate. The circuit is evaluated in a predetermined

topological order.

e For each addition gate with input sharings [x];, [y]s,
all parties locally compute [z]; = [x]; + [y]:.

e For each inner-product gate with input sharings
[x]s, [y]s, all parties invoke Fipper on [x]s, [y]; to
compute [z]; where z = x - y.

e For each comparison gate with input sharings
[x]s, [yls, all parties invoke LEssTHAN on [x];, [y];
to compute the comparison result of x < y.

e For each truncation gate with inputs [x];, f € N*,
all parties invoke TRUNC on [x];, f to compute the
result of truncating f bits of x.

(3) Verification Phase:

All parties invoke Finnerverify to check the correctness

of the inner-products.

Output Phase:

For each output gate, let [x]; be the sharing associated

with this gate and client be the client who should re-

ceive this output. All parties send their shares of [x]; to
client. client checks whether the shares of [x]; is consis-
tent. If not, client aborts. Otherwise, client reconstructs

the result x.

@
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6 EXPERIMENTAL EVALUATION

We implement our system ACCO, and apply it to two machine
learning tasks. We choose the same regression training tasks as
used in [31], and use their reported performance as a baseline for
comparison. Recall that our protocol is information theoretically
secure. The security requires the local random tape of each party to
be independent and uniformly distributed. However, we note that
local random tapes can always be prepared before the computation.
To better expose the running time of our protocol, we choose to use
pseudo-random generators (PRG) to prepare the local random tape
of each party in the implementation. We derive and implement the
Alternating Direction Method of Multipliers (ADMM) algorithm
for LASSO regression similarly to [31]. Details of the derivation
and our implementations can be found in Appendix E. We also
benchmark the LEssTHAN and the TRUNC protocols individually to
show their concrete efficiency.

6.1 Experiment Setup

First, we use the same setup as [31] for comparison. We run 5 parties
each on an independent r4. 8xlarge instance (32 cores with 2.3GHz
and 244GB RAM) on Amazon AWS. The instances are located in
two different regions (i.e. a WAN configuration): 3 in N. Virginia,
and 2 in Oregon.

Next, we extend our experiment to include more parties. We
run 5, 9, 13, 17 parties using the same configuration as before, but
place all instances in the same region (i.e. a LAN configuration).
Throughout our experiments, we use the 127-bit Mersenne field. For
each training experiment, we report L2 errors and Mean Absolute
Errors (MAE) to match the results in [31]. Later, we also use those
same AWS machines in the LAN configuration to benchmark the
LessTHAN and TRUNC protocols individually.

Our training benchmark consists of two real world datasets (the

Analysis of the Communication Complexity of ACCO.. Let ¢y, cip, cr, cT, c33™€ 35 (31]) from UCI [12]: the gas sensor dataset, and the mil-

denote the number of input gates, inner-product gates, comparison
gates, truncation gates, and output gates. Let |C| denote the circuit
size. Recall that £ is the length of an element in Z;.

We first count the number of calls of 7;;. Recall that we need ¢
calls of #pj; in LEssTHAN and TrRuNc. Therefore, we need (cg +c7)-¢
calls of Fp;;. When we use our protocol BITs to instantiate F;;, the
communication complexity is O((cy + cr) - n - €% + n® - log((cf, +
cr)-€) - €) = O((cp + ) - n- €2 + n? - log |C| - £) bits.

Now we compute the sum of dimensions of inner-product tuples
we need to verify in the verification phase. For the inner-product

gates, the sum of dimensions are bounded by the circuit size |C|.

For a comparison gate or a truncation gate, we need to invoke
O(¢) times of Finper and each invocation is used to compute a
multiplication. Therefore, the sum of dimensions of inner-product
tuples we need to verify is O(|C| + (cr + c1) - €), which requires
O(n? - log(IC| + (¢, + c1) - £) - €) = O(n? - log |C| - £) bits.

In summary, the communication complexity of ACCO is

O((cI+cO+cip)-n~€+(cL+cT)-(n2~£’+n-{’2)+

n? -log|C| - €)

30

lion song dataset. The gas sensor dataset contains recordings of
16 chemical sensors when exposed to two gas mixtures at differ-
ent concentrations. The dataset contains two sets of gas mixtures:
Ethylene and Methane in air, and Ethylene and CO in air. To match
the experiment in [31], we use the Ethylene and CO mixture, and
we only run LASSO regression to predict the concentration of Ethy-
lene. We split the dataset to have 4/5 training samples and 1/5 test
samples. Test samples are uniformly drawn from the dataset. For n
participants, the circuit for training this dataset consists of 16(n+ 1)
truncations, 32 comparisons, and 16(n + 2) multiplication / inner-
product gates (besides those included by computing truncations or
comparisons). Details on how the circuits are derived can be found
in Appendix E.2.

The million song dataset is a subset of [3], prepared specifically
for predicting the release year of a song from its audio features. Each
sample contains 90 features. The dataset contains 463715 training
samples, and 51630 test samples. We preprocess the dataset simply
by centering each variable around its mean from the training set.
Since the release year of a song is always an integer, we round
regression results to their nearest integers as prediction results. For
n participants, the circuit for training this dataset consists of 90(n +
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1) truncations, 180 comparisons, and 90(n+ 2) multiplication / inner-
product gates (besides those included by computing truncations or
comparisons).

6.2 Benchmark Results

To justify our choice of using a 127-bit field, we first compare
training errors of ACCO (using fixed point values) against running
Algorithm 16 directly on plain text data (using real values). Table 1
shows that running ACCO with restricted precision (i.e. 127-bit
field) differs from training over plain text by less than 0.01% for
the gas sensor dataset. A similar comparison is also run on the
million song dataset, where no difference is shown when rounded
to 2 decimal places, and its table is therefore omitted.

Training Error. We next compare training errors of ACCO against
the standard training algorithm in a popular python package sklearn.
We compare the L2 error, which is the average of squared error
for each prediction, and the MAE error, which is the average of
absolute error for each prediction. Table 2 shows the comparison
for the gas sensor dataset and the million song dataset respectively.
As our results match those of sklearn closely, we confirm the
effectiveness of ACCO. To provide a baseline for comparison, we
recreate the corresponding tables (merged into Table 3) from [31]
that shows similar results for their proposed system, Helen. To save
space, we select only several representative columns from each
original table. Note that while Helen works in the dishonest ma-
jority setting, ACCO works in the honest majority setting. We test
with 5 parties (instead of 4 in Helen) to represent a natural scenario
where the honest majority is around half of the participants. 2

Running Time and Communication Size. In Table 4, we show
the total running time (including both communication time and
computation time) and the concrete communication size of ACCO
for 5, 9, 13, and 17 parties in the LAN setting to demonstrate its
efficiency. We get almost identical errors as in the WAN cases, so
we omit them to save space.

In Table 5, we show a comparison of total running time (includ-
ing both communication time and computation time) to Helen in
the WAN setting, because it’s the only system that achieves also
malicious security (albeit in the dishonest majority setting). When
the problem size is large (i.e. each sample having large number of
features), we achieve an ~ 73X speedup.

Each of our experiments consists of two phases. In the offline
phase, every party locally generates A;, b; from its private dataset
as its input to Algorithm 16. In all cases, the generation processes
take less than 0.5 second, and is insignificant compared to the total
running time. In the online phase, parties run our implementation
of ACCO. Since A;, b; only scale with the number of features in
each sample, and not with the number of samples used for training,
the running times of our experiments for the same dataset stays
the same.

Comparison and Truncation. In Table 6, we show the total run-
ning time (including computation and communication times) of

ZNote the differences between Table 2 and Table 3 even in sklearn training results.
This is because some hyper-parameters used for training are not provided in [31], and
are hard to match exactly.
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computing only comparison and truncation in two scenarios. We
use 5 parties in the LAN configuration for this benchmark.

First, we compute 10,000 comparison/ truncation (using LESSTHAN
and TRUNC) in sequence (i.e. only start computing the next after the
previous is finished). This corresponds to the extreme case where
each circuit layer contains only a single comparison / truncation.
Note that although we can’t start computing the comparison/ trun-
cation before the previous one is finished, we can prepare all the
random bit sharings that are needed to compute the whole circuit.
We therefore break up the running time into first preparing random
bit sharings (in the preparation phase), and next computing com-
parison/ truncation in sequence (in the online phase). The results
are shown in the first column of Table 6.

Next, we compute 10,000 comparison/ truncation in parallel.
This corresponds to the extreme case where all of the comparison
/ truncation are in the same circuit layer. We similarly break up
the running time into the preparation phase and the online phase.
The results are shown in the second column of Table 6. Since the
underlying multiplication protocol (for Finper and Fyit) is capable
of computing all multiplications in a single layer in parallel, we can
observe that our LEssTHAN and TRUNC protocols benefit greatly
from parallelly computing comparisons and truncation in the same
circuit layer, whenever possible

Note that since the LEssTHAN and the TRUNC protocols require
the same number of random bit sharings, their preparation phase
are identical. Hence the running time of their preparation phases
are the same, and is shown in the first row of Table 6.
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Samples / party 2k 10k 40k 100k 400k
ACCO L2 8491.65 | 8361.08 | 8371.01 | 8369.30 | 8368.38
plain text L2 8491.66 | 8361.08 | 8371.02 | 8369.32 | 8368.37

ACCO MAE 57.76 57.69 58.05 58.02 57.96

plain text MAE 57.76 57.69 58.05 58.02 57.95

Table 1: This table shows the L2 and MAE errors when 5 parties train on the gas sensor dataset. The columns show the cases
when the parties are given different number of random samples such as 2000, 10000 etc. The rows compare ACCO and
running Algorithm 16 on plain text data. This table shows that running ACCO with restricted precision has minimal effect.

dataset gas sensor million song
Samples / party 2k 10k 40k 100k 400k 2k 10k 20k 40k 60k 80k
ACCO L2 8491.65 | 8361.08 | 8371.01 | 8369.30 | 8368.38 | 91.95 | 90.97 | 90.72 | 90.76 | 90.76 | 90.73
sklearn L2 8431.92 | 8260.47 | 8292.85 | 8296.13 | 8294.01 | 91.76 | 90.95 | 90.75 | 90.74 | 90.73 | 90.69
ACCO MAE 57.76 57.69 58.05 58.02 57.96 6.88 6.86 6.85 6.86 6.88 6.88
sklearn MAE 56.78 56.58 56.74 56.70 56.66 6.90 6.88 6.87 6.88 6.88 6.88

Table 2: This table shows the L2 and MAE errors when 5 parties train on the gas sensor dataset, and the million song dataset.
The columns show the cases when the parties are given different number of random samples. The rows compare ACCO and

the standard sklean package on plain text data.

dataset

gas sensor million song
Samples / party | 2k 10k 40k 100k 400k 2k | 10k | 20k | 40k | 60k | 80k
Helen L2 8841.33 | 8837.59 | 8844.31 | 8876.00 | 8907.38 | 91.8 | 90.73 | 90.67 | 90.57 | 90.54 | 90.57
sklearn L2 8937.01 | 8929.10 | 8974.15 | 8981.24 | 8982.88 | 91.67 | 90.72 | 90.63 | 90.57 | 90.55 | 90.56
Helen MAE 57.23 57.47 57.63 58.25 58.36 6.82 6.81 6.80 6.79 6.80 6.80
sklearn MAE 57.89 58.05 58.34 58.48 58.58 6.81 6.81 6.80 6.79 6.79 6.80

Table 3: This is Table II and III (several columns omitted to save space) from [31], as a comparison baseline for Table 2. The
table shows errors of Helen for the gas sensor dataset, and the million song dataset.

dataset 5 parties | 9 parties | 13 parties | 17 parties
gas (time) 3.0s 6.3s 10.0s 14.4s
gas (size) | 100MB | 273MB | 528MB 866MB
song (time) 8.0s 16.5s 28.6s 42.5s
song (size) | 0.55GB 1.50GB 2.90GB 4.76GB

Table 4: This table shows the total running time and
communication size of ACCO on two datasets and
increasing the number of parties in the LAN setting,.

dataset | gas (16 features) | song (90 features)
ACCO 65s 71s

Helen ~ 20m ~ 1.5h
Speedup ~ 19x ~ 73x

Table 5: This table shows the total running time (including
both offline and online phases, and including both
communication time and computation time) comparison
between ACCO and Helen [31] in the WAN setting.

research or investment advice, or a recommendation, offer or solici-
tation for the purchase or sale of any security, financial instrument,
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in sequence | in parallel
preparation phase 5.58 5.5s
COMPARISON, online phase 47.2s 1.2s
TRUNCATION, online phase 42.5s 2.0s

Table 6: This table shows the total running time of
computing 10,000 comparisons and truncations with 5
parties in the LAN configuration. The first column shows
computing them in sequence, and the second shows
computing them in parallel. The preparation time for both
protocols are the same, and is shown in the first row.

financial product or service, or to be used in any way for evalu-
ating the merits of participating in any transaction, and shall not
constitute a solicitation under any jurisdiction or to any person, if
such solicitation under such jurisdiction or to such person would
be unlawful. 2020 JPMorgan Chase & Co. All rights reserved.
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A SECURITY DEFINITION

Let ¢ denote the number of clients and n = 2t + 1 denote the number
of servers. Let ¥ be a secure function evaluation functionality. An
adversary A can corrupt at most c clients and t servers, provide in-
puts to corrupted clients, and receive all messages sent to corrupted
clients and servers. Corrupted clients and servers can deviate from
the protocol arbitrarily.

Real World Execution. In the real world, the adversary A con-
trolling corrupted clients and servers interacts with honest clients
and servers. At the end of the protocol, the output of the real world
execution includes the inputs and outputs of honest clients and
servers, and the view of the adversary.

Ideal World Execution. In the ideal world, a simulator Sim simu-
lates honest clients and servers and interacts with the adversary
A. Furthermore, Sim has a one-time access to F, which includes
providing inputs of corrupted clients and servers to 7, receiving
the outputs of corrupted clients and servers, and sending instruc-
tions specified in ¥ (e.g., asking F to abort). The output of the ideal
world execution includes the inputs and outputs of honest clients
and servers, and the view of the adversary.

We say that a protocol 7 securely computes ¥ if there exists a
simulator Sim, such that for all adversary A, the distribution of
the output of the real world execution is statistically close to the
distribution of the output of the ideal world execution. If 7 allows
a premature abort, then we say 7 securely computes ¥ with abort.
We refer the readers to [16] for a formal definition.
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B BUILDING BLOCKS FROM [18, 20]

Multiplicating Two degree-t Shamir Sharings. The functionality
Fmult allows all parties to evaluate a multiplication gate. It takes two
input sharings [x];, [y]; and outputs [z]; := [x-y];. The description
of Fnult appears in Functionality 10. An instantiation of ¥, can
be found in [138].

Functionality 10: ¥, .1t

(1) Let [x]s, [y]s denote the input sharings. Fp,,1¢ receives
from honest parties their shares of [x];, [y];. Then
Fmult Teconstructs the secrets x, y. Fit further com-
putes the shares of [x];, [y]; held by corrupted parties,
and sends these shares to the adversary.

(2) Frmult receives from the adversary a value d and a set
of shares {z; }icc-

(3) Fmult computes x-y+d. Based on the secret z := x-y+d
and the ¢ shares {z; };cc, Fmult reconstructs the whole
sharing [z]; and distributes the shares of [z]; to honest
parties.

Verifying Multiplication Results. Since Ty does not guarantee
the correctness of the multiplications, all parties need to verify the
multiplications computed by Fy; at the end of the protocol. The
functionality Fruleverity takes N multiplication tuples as input and
outputs to all parties a single bit b indicating whether all multi-
plication tuples are correct. The description of Fryuitverify appears
in Functionality 11. An instantiation of Fiyyitverity can be found
in [20] (Protocol 17 in Section 5.4 of [19]).

Functionality 11: Fnuieverity

(1) Let N denote the number of multiplication tuples. The
multiplication tuples are denoted by

(e I e P e O RN (Bl P VA PR L )

(2) For all i € [N], Frultverify receives from honest parties
their shares of [x()];, [y(i)]t, [z(D];. Then FrultVerify
reconstructs the secrets x{), y(i),z(i). Fmultverity fur-
ther computes the shares of [x(i)]t, [y(i)]t, [z(i>]t held
by corrupted parties and sends these shares to the ad-
versary.

(3) For alli € [N], Frultverify computes d® = 20 _ ().
y(i) and sends d¥) to the adversary.

(4) Finally, let b € {abort,accept} denote whether there
exists i € [N] such that d() # 0. Frmultverity sends b to
the adversary and waits for its response.

o If the adversary replies continue, Fiyltverify sends
b to honest parties.

o If the adversary replies abort, Fultverity sends
abort to honest parties.
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Preparing Random degree-t Shamir Sharings. The functionality
Frand allows all parties to prepare a random degree-t Shamir shar-
ing [r];. The description of F;,,4 appears in Functionality 12. An
instantiation of #y,,4 can be found in [9, 20] (Protocol 2 in Sec-
tion 3.3 of [19]).

Functionality 12: ¥4

(1) Frand receives from the adversary the set of shares
{ritiec-

(2) Frand randomly samples r. Based on the secret r and
the t shares {r;};c¢ of corrupted parties, F;,nq recon-
structs the whole sharing [r]; and distributes the shares
of [r]; to honest parties.

Generating Random Coins. The functionality F¢qin allows all
parties to generate a random field element in K. Recall that K is
an extension field of F such that |K| > 2%, where « is the security
parameter. The description of i, appears in Functionality 13. An
instantiation of #¢ein can be found in [20] (Protocol 6 in Section 3.5

of [19]).

Functionality 13: Foin
(1) Feoin samples a random field element r in K.
(2) Fecoin sends r to the adversary.
o If the adversary replies continue, Fcoin sends r to
honest parties.
o If the adversary replies abort, Foin sends abort to
honest parties.

C EVALUATION AND VERIFICATION OF
INNER-PRODUCT OPERATIONS

In the following, for a vector x = (x1,x2,...,x}), we use [x]; to
denote a vector of degree-t Shamir sharings ([x1]¢, [x2]¢, - - -, [Xk]¢)-
We first present the functionality Finner, which takes two vectors
of degree-t sharings [x];, [y]; as input, and outputs [z]; = [x O y];.
The description of Fi,ner appears in Functionality 14.

As Frults the functionality Fipper does not guarantee the correct-
ness of the final results. Therefore, we need to verify the correctness
of inner-product tuples computed by Finper. We describe the func-
tionality Finnerverity Which is used to verify a batch of inner-product
tuples computed by Finner in Functionality 15. Note that a multi-
plication tuple can be seen as an inner-product tuple where the
dimension of the input vectors is 1

To securely compute Fipperverify, we adapt the construction for
Fmultverify (Functionality 11) in [20]. We first introduce the idea of
verifying a batch of multiplication tuples in [20]. At a high level,
the verification is done as follows:

(1) Suppose {([xD1y, [y(i)];, [z(i)]t)}f\il are the multiplication
tuples.
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Functionality 14: Fiyper

(1) Let [x]s, [y]; denote the input sharings. Finner receives
from honest parties their shares of [x];,[y];. Then
Finner reconstructs the secrets x,y. Fipner further com-
putes the shares of [x];, [y]; held by corrupted parties,
and sends these shares to the adversary.

(2) Finner receives from the adversary a value d and a set
of shares {z; }icc-

(3) Finner computes x © y + d. Based on the secret z :=
x Oy + d and the t shares {z; };c¢, Finner reconstructs
the whole sharing [z]; and distributes the shares of [z];
to honest parties.

Functionality 15: Fipnerverify

(1) Let N denote the number of inner-product tuples. The
inner-product tuples are denoted by

(I PR N R DR (E L PR TN R P

The dimensions of different tuples can vary.

(2) For alli € [N], Finnerverify receives from honest parties
their shares of [x(!];, [y(i)]t, [z()],. Then FinnervVerify
reconstructs the secrets x(?), y(i), 20, Finnerverify fur-
ther computes the shares of [x®D1,, [y(i)]t, (2D, held
by corrupted parties and sends these shares to the ad-
versary.

(3) Foralli € [N], Finnerverify computes dD = 2(0) _x() o
y(i> and sends d¥) to the adversary.

(4) Finally, let b € {abort, accept} denote whether there
exists i € [N] such that d % o. Finnerverify sends b to
the adversary and waits for its response.

o If the adversary replies continue, Fipnerverify sends
b to honest parties.

o If the adversary replies abort, Finnerverify sends
abort to honest parties.

(2) All parties first transform these N multiplication tuples into a
single inner-product tuple, denoted by ([x];, [y]:, [2];). It sat-

isfies that, if there exists i € [N] such that ([x()],, [y(i)],, [2])

is an incorrect multiplication tuple, then ([x];, [y]:, [2];) is
an incorrect inner-product tuple with overwhelming proba-
bility.

(3) All parties repeatedly reduce the dimension of the inner-
product tuple ([x];, [y]s, [2];) until the dimension becomes
1.

(4) All parties check the final multiplication tuple (note that an
inner-product tuple with dimension 1 is just a multiplication
tuple).

To support the verification of inner-product tuples, we only need
to change the second step by transforming N inner-product tuples
into a single inner-product tuple. This can be done by following a
similar approach in [20].
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In [20], the transformation is done by the following steps (Proto-
col 13 in Section 5.1 of [19]):
(1) Suppose ([xV]¢. [y V], [2V]e). ... (X1, [y™N], [2M]0)
are the multiplication tuples.
(2) All parties invoke Feoip to generate a random field element

r.
(3) All parties set
xle = xO%r- @, PN W]
e = V%51 ™)
N
2l = >t 200,

i=1
and output ([x]s, [yls, [z]¢)-

To transforming N inner-product tuples into a single inner-product
tuple, we make the changes as follows:

(1) Suppose {([xD],, [y(i)]t, [z(i)]t)}fil are the multiplication

tuples.
(2) All parties invoke i to generate a random field element
r.
(3) All parties set
bele = (Per @ N )
e = (V1@ ™10
N . o
e = D129

Il
—

1

and output ([x]s, [yls, [z]¢).

With these changes, we obtain an efficient verification for a batch
of inner-product tuples. The security can be shown in a similar way
to that in [20]. We refer the readers to Lemma 8 (Section 5.1) and
Lemma 11 (Section 5.4) in [19] for more details. The communication
complexity of the new protocol is O(n? - log £ - k) bits, where n is
the number of parties, ¢ is the summation of the dimensions of all
inner-product tuples, and « is the security parameter.

D PROOF OF SECURITY
D.1 Proof of Lemma 5.1

LEMMA 5.1. The protocol BITs securely computes Fp;; with abort
in the {Frand> Fmuivs Fmultverify } -hybrid model in the presence of a
fully malicious adversary controlling t corrupted parties.

Proor. Let A denote the adversary. We will construct a sim-
ulator S to simulate the behaviors of honest parties. Recall that
C denotes the set of corrupted parties and / denotes the set of
honest parties.

Simulation for Brts. We describe the strategy of S step by step.

(1) In the first step, S emulates F;,,q and receives the shares of
[r1ls, .. .. [rN]s held by corrupted parties.

(2) In the second step S emulates Fp,,1; and receives the shares
of [rlz]t, ce [rlle]t held by corrupted parties and the differ-
ences di,...,dN.

(3) S emulates Fryuitverify in this step. Concretely, for all i €
[N], S sends the shares of ([ri], [rils, [rl.z]t) of corrupted
parties and the difference d; to the adversary. If there exists
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i € [N]suchthatd; # 0, S sets b = abort. Otherwise S sets
b = accept. Then S follows the rest of steps in Fultverify-

(4) For all i € [N], S randomly samples a non-zero element r
and sets rl.2 := r?. Based on the secret rl.z and the shares of
[rl.z]t held by corrupted parties, S computes the shares of
honest parties. Then S honestly follows this step.

(5) S follows this step in BrTs. If some party aborts, S sends
abort to #p;; and aborts.

(6) Foralli € [N], S computes the shares of [b;]; held by cor-
rupted parties. Then S sends the shares of [b;]; of corrupted
parties to Fpit.

Analysis of the security. Note that the first three steps do not
require honest parties to send any message to corrupted parties.
In Step 4, the real world execution uses a uniformly random r;
(sampled by F;an4) While the ideal world execution uses a uniformly
random non-zero r;. Since the field size of Zgisq= 2l 1 > 2¥ , the
distributions of r; in both executions are statistically close. Then
the shares of [rl.z]t held by honest parties are determined by the
secret ri2 and the shares of corrupted parties. Thus, the distributions
of the shares of [rl.z]t held by honest parties in both executions are
statistically close.

Now we argue that, with overwhelming probability, all parties
obtain the correct reconstructions in Step 4, or at least one party
aborts. We use rlz, e, rIZV to denote the secrets of [rf]t, e [rjzv]t,
- FJZV to denote the reconstruction results output by P;.
Assume that there exists i € [N] such that rl.2 * Fl.z. We show that
the probability that all parties accept the reconstructions in Step
4.(d) is negligible. Consider the following two polynomials:

and flz,..

) rEri A4k AN

£ Pt it A+ o+ ANTL

Then f(-) and f (+) are two different polynomials. The number of
A such that f(1) = f(1) is bounded by N — 1. Since A is randomly
sampled from Zg, the probability that f(1) = f(A) is at most NZL.
Thus, with overwhelming probability, (1) # f (). Note that in
Step 4.(c), we have [x]; = [f(1)]; and x = f(A). If f(1) # f(A),
an honest party will either receive an inconsistent sharing [x]; or
reject the reconstruction results. In either case, this honest party
will abort.

Finally given ri2 #0,r; = r{ and r; = —r] happen with equal
probability. Therefore, b; is a uniformly random bit in both execu-
tions. Thus, the distributions of the real world execution and the
ideal world execution are statistically close. O

D.2 Proof of Lemma 5.2

LemMa 5.2. The protocol DEcomPOSE securely computes  gecompose
with abort in the Fp;;-hybrid model in the presence of a fully malicious
adversary controlling t corrupted parties.

ProoF. Let A denote the adversary. We will construct a sim-
ulator S to simulate the behaviors of honest parties. Recall that
C denotes the set of corrupted parties and H denotes the set of
honest parties.
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Simulation for DEcoMpPOSE. At the beginning of the protocol, S
receives the shares of [x]; held by corrupted parties and the value
x + r. We describe the strategy of S step by step.

(1) In the first step, S emulates Fy;; and receives the shares of
[reles[re—1ls - - -, [r1]: held by corrupted parties. Then, S
computes the shares of [r]; held by corrupted parties.

(2) In the second step, S computes the shares of [x + r]; held
by corrupted parties. Based on the secret x + r received
from Fgecompose and the shares of corrupted parties, S re-
constructs the whole sharing. S follows the rest of this step.
If some party aborts, S sends abort to Fgecompose and aborts.

(3) Finally, S sends the shares of [r¢];, [re—1]s, - -
and then sends continue to Fgecompose-

Analysis of the security. Note that the only difference between
the real world execution and the ideal world execution is that,
in the ideal world, r = (rgrg_1...r1)2 is randomly sampled by
Fdecomposes While in the real world, r = (rgre—y ... r1)2 is generated
by first preparing ¢ random bits ¢, rp_1, ... r1, and then computes
r= Zle 2171 . ;. Since Zq is a Mersenne field, we always have
quzzf—l,and

14
r= Z 2i-1. ri = (rere_y...11)2
i=1

holds for all » < g, which happens with overwhelming probability.
Therefore, the distributions of r = (rgry_q ... r1)2 in both execu-
tions are statistically close, which implies that the distributions of
both executions are statistically close. O

D.3 Proof of Theorem 5.5

THEOREM 5.5. Let ¢ be the number of clients and n = 2t + 1 be
the number of parties. The protocol ACCO securely computes Facco
with abort in the { Finner, Fdecomposes Finnerverify} -hybrid model in the
presence of a fully malicious adversary controlling up to ¢ clients and
t parties.

ProoF. According to Theorem 4.1, we assume that the adversary
controls exactly ¢t parties.

Let A denote the adversary. We will construct a simulator S to
simulate the behaviors of honest parties and honest clients. Recall
that C denotes the set of corrupted parties and H denotes the set
of honest parties.

Simulation for ACCO.. We describe the strategy of S phase by
phase.

e Simulation for Input Phase:
For an input x belongs to an honest client, S randomly sam-
ples t elements as the shares of [x]; of corrupted parties.
Then S sends these shares to corrupted parties.
For an input x belongs to a corrupted client, S receives from
the adversary the shares held by honest parties. Note that, S
learns t + 1 shares of [x];. S reconstructs the whole sharing
[x]; and sends x as the input of this corrupted client to
Facco-
Note that for each input sharing, S learns the shares held
by corrupted parties.

5[]t to fiecomposea
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e Simulation for Computation Phase:

In the computation phase, S will compute the shares of each

sharing held by corrupted parties. Note that this already

holds for the sharing of each input gate.

— For each addition gate with input sharings [x];, [y];, S
computes the shares of [z]; = [x];+[y]; held by corrupted
parties.

— For each inner-product gate with input sharings [x];, [y]:,
S emulates Fipner and receives the shares of [z]; held by
corrupted parties and the difference d.

— For each comparison gate with input sharings [x];, [y];, S
simulates LEssTHAN. Note that LEssTHAN only contains lo-
cal computation and invocations of Fgecompose and Finner-
For local computation, S follows the protocol and com-
putes the shares of corrupted parties. S emulates Fiyper
in the same way as that for each inner-product gate. For
Fdecomposes S sends to the adversary the shares of [x];
of corrupted parties computed by itself. Then S samples
a random element in Z4 as x + r and sends it to the ad-
versary. For all i € [£], S receives the shares of [r;]; of
corrupted parties. Finally, if S receives abort, S sends
abort to Facco and aborts.

- For each truncation gate with input [x];, f € N*, S sim-
ulates TRUNC. As LEssTHAN, TRUNC only contains local
computation and invocations of Fjecompose and Finner- For
local computation, S follows the protocol and computes
the shares of corrupted parties. S emulates Fecompose and
Finner in the same way as that for LEssTHAN.

Note that for each inner-product tuple ([x];, [y]s, [2];) com-

puted by Finner, S learns the shares held by corrupted parties

and the differenced =z -x 0 y.

o Simulation for Verification Phase:

S emulates the functionality Finnerverify- Recall that in the

simulation of the computation phase, S has computed the

shares of each inner-product tuple held by corrupted par-
ties and the difference. S directly sends these shares and
differences to the adversary as in Fipperverify- If there exists

a non-zero difference, S sets b = abort. Otherwise, S sets

b = accept. Then S sends b to the adversary.

- If b = accept and the adversary replies continue, S
moves to the next phase.

— Otherwise, S sends abort to Facco and aborts.

o Simulation for Output Phase:

For each output gate with [x]; associated with it, if the re-

ceiver is an honest client, S receives from the adversary the

shares held by corrupted parties. Then S checks whether
the shares are the same as the ones computed by S. If true,

S accepts the output. Otherwise, S rejects the output.

If the receiver is a corrupted client, S receives the result

x from Facco- Then, based on the shares of [x]; held by

corrupted parties and the secret x, S reconstructs the shares

held by honest parties, and sends these shares to the adver-
sary.

Finally, if S rejects any output of honest clients, S sends

abort to Facco- Otherwise, S sends continue to Facco-
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Hybrid Arguments. Now we show that S perfectly simulates
the behaviors of honest parties with overwhelming probability.
Consider the following hybrids.

Hybrid,: The execution in the real world.

Hybrid,: In this hybrid, S computes the input of corrupted
clients and sends them to Facco. The distribution of Hybrid, is
identical to Hybrid,.

Hybrid,: In this hybrid, S simulates the output phase as de-
scribed above. Note that the output phase is executed only when
the computation is correct. For TRUNC, when the computation is
correct, the distribution of the secret of the output sharing is sta-
tistically close to the truncation result defined in Definition 5.4.
Therefore, the distribution of the outputs in Hybrid, is statistically
close to the distribution of the outputs in Hybrid, (i.e., computed
by Facco)-

For an output gate with [x]; associated with it, if the receiver is
an honest client, the shares that corrupted parties should hold are
determined by the shares of honest parties. Therefore, if corrupted
parties send different shares from the ones computed by S, the
shares of [x]; will be inconsistent and the client will reject the
output. If the receiver is a corrupted client, the shares of honest
parties are determined by the output x and the shares held by
corrupted parties. Therefore, the shares prepared by S are identical
to the real shares held by honest parties.

Therefore, the distribution of Hybrid, is statistically close to
the distribution of Hybrid,.

Hybrids: In this hybrid, S computes the difference of each inner-
product tuple in the computation phase. Then S simulates the
verification phase. Note that Finnerverify simply checks whether
there is an incorrect inner-product tuple, which is equivalent to
checking whether there is a non-zero difference.

Therefore, the distribution of Hybrid, is identical to the distri-
bution of Hybrid,.

Hybrid,: In this hybrid, S simulates the computation phase.
For Fecomposes S receives the shares of corrupted parties for [r¢];,
[re—1ls, .., [r1]s, which are sufficient for S to compute the shares
of corrupted parties in the rest of steps. The value x +r is uniformly
random in Hybrids; since r is randomly chosen by Fgecompose-
Therefore, S perfectly emulates Fgecompose- FOr Finner, S receives
the shares of corrupted parties and the difference when emulating
Finner- These are sufficient to simulating the verification phase and
the output phase. Thus, the distribution of Hybrid, is identical to
the distribution of Hybrid,.

Hybrids: In this hybrid, S simulates the input phase. The only
difference between Hybrid, and Hybrid; is that, in Hybrid,, S
uses the real input of honest clients to generate the input shar-
ings, while in Hybrids, S simply samples random elements as the
shares of corrupted parties. Note that the distributions of the shares
of corrupted parties in both hybrids are the same. Therefore, the
distribution of Hybrid; is the same as Hybrid,.

Note that Hybrid; is the execution in the ideal world, and the
distribution of Hybrid; is identical to the distribution of Hybrid,),
the execution in the real world. m]
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E DERIVING AND IMPLEMENTING ADMM

In the following, we first give some preliminaries on the training
algorithm we use: Alternating Direction Method of Multipliers
(ADMM), and the general regression problem we consider: least ab-
solute shrinkage and selection operator (LASSO). We then describe
our experiment setup and report our performances on two public
datasets.

E.1 ADMM training for LASSO regression

Discussions of Alternating direction Method of Multipliers (ADMM)
in distributed machine learning can be found in [4]. We briefly re-
create what’s needed in our application. In this section, we only
deal with real values in R.

ADMM considers optimization problems of the following form:

min f(x) + g(z) subjectto Ax+Bz=c¢
X,z

The augmented Lagrangian (for a parameter p > 0) of the above
problem is given by

Ly(x,z,u) =f(x) + 9(2)
+uT(Ax+ Bz o) + §||Ax + Bz —c||2
The ADMM algorithm solves the optimization problem by repeat-

ing: fork =1,2,3, ..

Xk = arg mian(x, zk_l,uk_l)
X

2K = argmian(xk,z, uk_l)
z
uk = k-1 4 p(Axk + Bzk - c)

LASSO regression is an optimization problem defined as:
1
min = ||Y — Xwl|? + A|w|s
w2

Where Y € R™! are m labels, X € R™*? are m samples each
containing d features, and w € R¥1 s the desired model weight.
Roughly, LASSO regression solves the least square problem while
penalizing non-sparse solutions.

We can rewrite the problem as:

1
min —||Y — Xw||§ + Alz|y subjectto z—-w=0
w,z 2
and derive the following ADMM steps: for k = 1,2, 3, ..

wE = (XTX + pD) HXTY + p(zF1 = uk 1))

2k = S;L/p(wk +uk_l)

koo k-1 k ok

u z

Where S, : R — R, k > 0 is the soft-threshold function:

a-x a>k
Sk(@) =40 |al <k
atk a<-k

In our application, each of the total n parties holds part of the entire
dataset. The optimization problem therefore becomes:

min
Wi,y eeny Wiy Z

n

1

3 Z [|Y; —Xiw,'||§ + A|z|; subject to Vi,z —w; =0
i=1
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Where {X;, Y;} represents the partial dataset held by party i. We
can derive the following ADMM steps: for k = 1,2,3, ..

wi = XX+ pD) 7 O Y+ pGR T —uf ) (1)

1< _
K = SA/(np)(; Z(wfC + “{C 1)
i=1

k _ k-1 k k
Uy =u; tw; —z

()

®)

E.2 Implementing the ADMM steps

We implement the above iteration steps using Facco. We first note
that in the derived ADMM steps from the previous subsection, the
terms (XiTXl- +pl)~!and X IT Y; are fixed through out all iterations.
We write A; = (XiTX,- +pD~land b; = XiT Y; as short-hands. Since
Aj, bj depend only on the private dataset of party i, we do not need
to include the calculation of A;, b; into the MPC circuit. Instead,
we let A;, b; be the secret inputs from party i. A;, b; can be seen
as a compression of the private dataset from party i. Before input
Aj,b; into Facco, we truncate each real number to the nearest
fixed point value, and represent it as a field element. Algorithm 16
summarizes the algorithm we use in our experiments, where we
set t = 10 (i.e. 10 iterations of ADMM). Since we are primarily
concerned with realizing machine learning algorithms using our
MPC protocol, we do not perform any hyper-parameter (e.g. A, p)
tuning in our training experiments.

Algorithm 16: ADMM-LASSO
Public Parameter: A, p; Initially: w?, u?, 20 = 0.
Input: Fori =1,..,n, A;, b;.
Fork=1,2,...,t
(1) wf = Ai(bi + p(z* " —uf™h)
(@) 2 = S /(np) (5 Ty W + ™)

(3) k=14 wf —zk

k _
ui—ui

We next describe the arithmetic circuit augmented with compar-
ison and truncation gates that realizes Algorithm 16. Step 1 consists
of vector addition and matrix multiplication, which translate into
inner product and addition gates of field elements. Additionally,
we add one truncation gate after each inner product to maintain
the fixed point precision. Step 2 requires us to compute the soft-
threshold function. We translate this function into comparison
(abbreviated as LT (x, y)) and multiplication gates by noting:

Sk (x) =(LT(k,—x) — LT(x,x)) -
+ (LT(k,x) + LT(x,—x)) - x

Step 3 only consists of vector addition. We translate those into
addition gates of field elements directly.



