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Abstract. We consider the problem of verifying the computations of
a RAM program on a committed database z € {0,1}". A recent work
by Ishai, Ostrovsky, and Shah (Crypto 2023) obtained a doubly efficient
solution, in which the communication and verifier’s work are polyloga-
rithmic in n and the prover’s work is comparable to the (possibly sublin-
ear) running time of the RAM program. This only makes a black-box use
of a collision-resistant hash function, or alternatively can be implemented
unconditionally and non-interactively in the random oracle model.

In the current work, we extend this prior work by providing an addi-
tional zero-knowledge guarantee and by supporting database updates.
This gives the first doubly efficient zero-knowledge implementation of
RAM programs that makes a black-box use of symmetric cryptography.

While the extra zero knowledge and updatable database features of
our solution are orthogonal in scope, our means for achieving them are
technically related: to verify with zero knowledge many computations on
the same database, we rely on a database refreshing procedure that we
also use to accommodate updates.

1 Introduction

Zero-knowledge (ZK) proof systems [8,31] allow a prover P to convince a
polynomial-time verifier V that a given statement is true, without revealing
any additional information to the verifier. A bit more formally, consider an NP-
language L defined by relation R(z,w). A ZK proof system allow P, given (z, w),
to convince V of the statement: Jw s.t. R(x,w) = accept, without leaking any-
thing about the witness w to the verifier. We will focus on computationally sound
proof systems, or arguments, in which soundness only holds against polynomial-
time cheating provers.

In this work, we consider ZK arguments for RAM programs in the following
offline-online setting. In the offline phase, P commits to a large database x €
{0,1}™. Then, in the ith invocation of the online phase, it wishes to prove in ZK
that x € L;, where the corresponding NP-relation R; can be verified by a RAM
program that runs in sublinear time T' < n. This problem has been the focus of
several prior works [14,15,19,22,26,40,52-54,66] (see Sect. 1.4 for more related
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works). We refer to this as a “zero-knowledge argument for RAM programs on
a committed database,” or ZK-RAM for short.

Following the terminology of [28,30], we would like the above proof system
to be doubly efficient in the following sense. The verifier’s work, including both
communication and computation, should ideally be polylogarithmic in n in both
the offline phase and each invocation of the online phase. The prover’s work in
each invocation of the online phase should ideally be polynomial in 7', which can
be sublinear in n. We refer to this as doubly efficient ZK-RAM.

Standard succinct ZK proof systems from the literature, e.g. Kilian’s inter-
active construction based on a collision-resistant hash (CRH) [44] or Micali’s
non-interactive construction based on a random oracle [51], fall short of being
doubly efficient, requiring the prover’s work to be at least linear in n. A general
technique for converting standard succinct ZK proofs into doubly efficient ones
was presented in [54]. However, this came at the price of making a non-black-box
use of the underlying cryptographic primitives. Such non-black-box construc-
tions typically have poor concrete efficiency, and furthermore, they cannot yield
an unconditional non-interactive solution in random oracle model. These limi-
tations motivated several follow-up works that explored black-box alternatives.

One line of work focused on improving the concrete efficiency of ZK-RAM,
typically making a black-box use of symmetric cryptography. The first result in
this direction was given in [40], which obtained a black-box ZK-RAM construction
with O(T') online work and communication. While meeting our prover efficiency
goals, this does not meet the polylogarithmic communication requirement. Sev-
eral follow-up works, starting from [22,53], further improved the asymptotic
and concrete efficiency of such protocols, still requiring £2(7") communication.
Another line of works [20,59,68,69] implies ZK-RAM constructions that make use
of specific “public-key” assumptions related to bilinear maps and require both
parties in the online protocol to access a structured reference string (SRS) that
grows linearly with the size of the database n. See Sect. 1.4 for further discussion
of related works.

To summarize, all prior ZK-RAM constructions either make a non-black-box
use of symmetric cryptography, are not doubly efficient, or make use of public-
key cryptography and a long SRS. This leaves the following question open:

Is there a doubly efficient ZK-RAM that only makes a black-box use of sym-
metric cryptography?

Very recently, Ishai, Ostrovsky, and Shah [42] constructed a doubly efficient
arguments for RAM programs on committed database that meet the above
requirements except for not being zero-knowledge, thus leaving the question open
within the context of ZK-RAM. An additional limitation of the result from [42]
is that it only considers the setting in which writes do not persist between exe-
cutions of different program. However, in many applications (e.g. execution of
update queries on SQL databases), it is essential to also allow efficient database
updates. The question of constructing doubly efficient and black-box arguments
for RAM programs on committed updatable databases is also left open.
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In this work, we answer both of the above questions in the affirmative. Inter-
estingly, our solution for the zero-knowledge problem builds on our solution for
the updatability problem. We detail our contributions below.

1.1 Black-Box Doubly Efficient Updatable Arguments for RAM

We first provide a more detailed, albeit still informal, definition of updatable
arguments for RAM (U-Arg-RAM). See Sect.4 for the formal definition. Here
and in the following, we let A denote a computational security parameter.

Definition 1 (U-Arg-RAM, informal). A U-Arg-RAM protocol involves effi-
cient prover P and verifier V. It is divided into an offline phase and an online
phase. In the offline phase, P succinctly commits to a database xq. Subsequently,
in each invocation of the online phase, P receives the current database x, a
RAM program P = (R,U) (R and U represent the NP relation and update
algorithm respectively), and a witness w as input. Simultaneously, V is provided
with RAM program P and the succinct commitment to the current database
denoted by com,. P and V then engage in an interaction wherein P proves to
V that R(x,w) = accept, and that execution of update algorithm U updates the
database from state x to x'. P sends the commitment com/, to V, which denotes
commitment to the updated database state x'.

— Completeness: If R(x,w) = accept, and the execution of U indeed
updates the database from state x to x' such that com!, is a commitment
on x', then P should always be able to convince V.

~ Soundness: If w s.t. R(x,w) = accept or evecution of U doesn’t update
the database state to x' such that V receives commitment on x', then any
efficient malicious P* can only make V accept with negligible probability.

We obtain the following feasibility result for U-Arg-RAM.

Theorem 1 (Doubly efficient black-box U-Arg-RAM, informal). Assume
a black-box access to a collision-resistant hash function. For any o > 0, there is
a U-Arg-RAM with the following features:

— In the offline phase, P commits to an n-bit database x in time O(n'*®) and
using poly(X,logn) bits of communication;

~ In each invocation of the online phase, P proves the validity of (a possibly
different) execution of RAM program P = (R,U) that executes in (possibly
sublinear) time T'(n). P runs in time O(T?) and V in time poly(\,logn).

1.2 Black-Box Doubly Efficient ZK Arguments for RAM Programs

U-ZK-RAM is a U-Arg-RAM scheme that satisfies zero-knowledge property in
addition to the properties listed in Definition 1.
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Definition 2 (U-ZK-RAM, informal). A U-Arg-RAM scheme is U-ZK-RAM
if it satisfies the following additional property.

— Zero-Knowledge: For any efficient malicious verifier V*, there exists an
efficient simulator that, when given the outputs of the RAM program, can
simulate the view of V* during its interaction with an honest P.

Our main result is the following zero-knowledge variant of Theorem 1.

Theorem 2 (Doubly Efficient Black-box U-ZK-RAM, informal). Assume
a black-box access to a collision-resistant hash function. For any o > 0, there is
a U-ZK-RAM with the following features:

— In the offline phase, P commits to an n-bit database x in time O(n'*®) and
using poly(A,logn) bits of communication;

— In each invocation of the online phase, P proves the validity of (a possibly
different) execution of RAM program P = (R,U) thatl executes in (possibly
sublinear) time T(n). P runs in time O(T?) and V in time poly(\,logn).

1.3 Locally Updatable Projection Codes

The work of [42] constructs black-box doubly efficient Arg-RAM, by building
on a new coding primitive termed “projection codes.” A projection code has an
encoding scheme Enc with the following guarantee. Suppose x is a message of
length n, for which Enc generates the codeword X of length N; then for any
sequence s € [n]* of distinct message coordinates, there exists a sequence S €
[N]X of K codeword coordinates such that x|s can be recovered from X|g even
in the presence of a constant fraction of errors. Here, x|s denotes the sequence of
bits in x restricted to indices in s. Projection codes are useful in the context of
doubly efficient proof systems because they can enable oracle access to a robust
encoding of any sublinear-size subset of a big database.

In this work, to support persistent writes on x, X = Enc(x) needs to be
updated to an encoding of x’. Here, x’' represents state of database after per-
forming the write operations on x. Using projection codes would require recom-
puting the entire codeword resulting in the online runtime of P to scale with
n.

This leads us to pose the following question: Can we construct projection
codes that allow us to update t bits in the underlying message by modifying the
codeword in at most 7 locations, where t is sublinear in n and 7 scales with ¢7

This requirement violates the robustness requirement of the codewords, i.e.,
if we want an encoding scheme with relative distance 0V, then changing one
bit of the underlying message should require change in at least 20 N bits of the
codeword. These are indeed two conflicting goals. Chandran et al. [13] encoun-
tered a similar challenge when developing a meaningful notion for locally updat-
able and locally decodable codes (LULDCs). Informally, LULDC enables decod-
ing/updating a single bit within the encoded message by accessing/modifying
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only a small number of bits of a potentially corrupted codeword. To address
the challenge mentioned above, [13] introduced a slightly relaxed yet meaningful
notion of robustness which permits a constant fraction of bits to be corrupted
within the codeword, under the constraint that at most a ¢ fraction (for some con-
stant §) of the ¢ ‘most-recently changed’ bits can be corrupted, where 1 <t < N,
where IV is the length of the codeword. We observe that the distance metric cor-
responding to this notion of robustness can also be considered in the context of
projection codes with updatability feature. Thus, updatable projection codes are
feasible. In this work, we put forth the notion of “Locally Updatable Projection
Codes (LUPCs)”. We provide an informal definition below (cf. Definition 10).
Below, ‘dist” denotes a distance metric.

Definition 3 (Locally Updatable Projection Codes (LUPCs), informal).
LUPC comprises of algorithms (Enc, Update, Proj, Decg, Decp) described below.

~ Enc maps a message x € {0,1}" to a codeword X € {0,1}V.

—  Given (possibly updated) codeword X and a sequence of updates u, Update
algorithm outputs an updated codeword X'.

~ Given sequence of distinct message coordinates s € [n]* and (possibly
updated) codeword X', Proj algorithm outputs a sequence of codeword coordi-
nates S € [N]¥.

~ Given a codeword X € {0,1}", Decp outputs message x € {0,1}".

~ Given a sequence of message coordinates s € [n]* and a projected codeword
Y € {0,1}X, Decp outputs y, a sequence of k (coordinate, bit) pairs.

Let X be a codeword such that dist(X, X) < (05 /2)N for 0 < dg < 1, where X is
an encoding of x obtained as output of Enc/Update algorithm. For a sequence of
updates u, let X' denote the updated message obtained on making updates u on
message X. Then, Decg(X) = x and Decg(Update(X, u)) = x'. Moreover, given
S « Proj(X,s) and if X|s is (6p/2)-close to X|g in relative hamming distance,
then we have Decp(s,X|s) = x||s, where x||s denotes the sequence of pairs of
(coordinate, bit) in x restricted to indices in s.

Theorem 3 (LUPC, informal). For any o > 0, 3 LUPC IT = (Enc, Update,
Proj, Decg, Decp) such that N = O(n'*t®) and runtime of IT.Enc is O(n'*®).
Moreover, for any t = t(n)-length sequence of updates, the runtime of II.Update
18 O(t~na), and for any sequence of k = k(n) message coordinates, S is of length
O(k) and runtime of IT.Proj is O(k?).

Why are LULDCs not Enough? While our construction of LUPC is inspired
by the construction of LULDC proposed in [13], LULDCs alone do not seem
sufficient for constructing LUPC. Consequently, they are not applicable in con-
structing U-Arg-RAM and U-ZK-RAM. This limitation parallels the reason why
locally decodable codes (LDCs) are not adequate for constructing projection
codes, as noted by [42]. Specifically, the codeword obtained by concatenating
bits of the codeword at indices probed by LDC queries for each individual index
in s does not form a robust encoding of the projected message. Robust encoding
is essential to apply a short holographic PCP proof.
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1.4 Related Work

We would like to emphasize that, prior to our work, even without zero-knowledge
and updatability, only the construction of Ishai et al. [42] achieved our goal:
namely, being doubly efficient and making black-box use of symmetric primi-
tives. Other lines of work fall short by either making a non-black-box use of
cryptography, not meeting the double efficiency requirement, or using public-
key cryptography. We discuss each category separately.

Non-black-box Use of Cryptography. Following the early work on succinct
zero-knowledge arguments for data structure problems [54], there are several
recent works (e.g. [9,46—48]) that build incrementally verifier computation [63]
for general NP languages, which in turn can be used to construct ZK-RAM. How-
ever, these approaches make a non-black-box use of the underlying cryptographic
primitives, and thus do not meet our requirement.

Linear Prover Runtime. The standard notion of Zero-Knowledge Succinct
Non-Interactive Arguments (zkSNARGs) [7,51] enable the prover to generate
short proofs that verify NP computations with significantly lower complexity
than classical NP verification. There is a long line of works on optimizing the
concrete proof length and prover runtime of zkSNARGs, originating from [25, 33,
34,58], and a more recent line of works consider more fine-tuned optimizations
that apply to verifying executions of RAM programs [45,64,70]. However, when
applied to general ZK-RAM, the prover’s runtime in these protocols scales at
least linearly in the database size, failing to meet our efficiency goals.

ZK-RAM with ~ T Communication. There is a line of recent works that aim
to improve the concrete efficiency of ZK-RAM with communication and verifier
computation costs that scale with the runtime 7" of the RAM program [2,22, 26,
38,65,66]. This improves over general-purpose zkSNARGs when T is sublinear in
the database size, and offers good concrete efficiency for many practical use cases
of ZK-RAM, but does not meet our goal of breaking the O(T') communication
and verifier computation barrier.

Lookup Arguments from Bilinear Maps. Lookup arguments [21,24,59, 68,
69] allow proving that elements of a committed vector are in a large commit-
ted table, doubly efficiently. It can be used to obtain ZK-RAM for read-only
memory with O(T') prover time and constant communication and verifier over-
head. However, these constructions make use of bilinear maps, thus not meeting
our goal of using symmetric cryptography. Moreover, they crucially rely on a
trusted setup with a structured reference string (SRS) that grows linearly with
the database size and cannot be delegated to the prover (even if one gives up
on practical efficiency). Indeed, soundness crucially depends on hiding the secret
embedded in the SRS from the prover. Updatable lookup arguments [10,20,57]
further support updates, but still inherit the limitations discuss above.
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2 Technical Overview

Our starting point is the doubly efficient black-box Arg-RAM (Definition 1 with-
out updatability) construction proposed in [42]. In this section, we begin by
offering a high-level description of their idea. We will then delve into the chal-
lenges and potential pitfalls of extending their idea to construct ZK-RAM.

2.1 Projection Codes and Arg-RAM [42]

In the technical overview, we simplify the setting of Arg-RAM. In this setting,
the prover P commits to the database x in the offline phase, as is done in
Arg-RAM. The difference lies in the online phase. In each online phase, P proves
an NP-statement on the projected message x|s. Specifically, for an NP relation
R, P proves that Jw such that R(x|s,w) = accept (Contrast this with the
online phase of Arg-RAM, as described in Definition 1 without updatability).
A doubly-efficient solution to this problem can be easily extended to obtain a
doubly-efficient Arg-RAM. The idea is to view the bits accessed by the RAM
program as the subset of bits, i.e., s, on which we would like to prove an input
statement and use standard reduction of RAM programs to TMs [35].

The construction template from [42] using projection codes (see Sect. 1.3 for
an informal description) is as follows: In the offline phase, P computes an encod-
ing of x, denoted as X, using projection codes. P then publicly commits to X
using a vector commitment scheme [12,49,50]. During the online phase, P com-
mits to an encoding of the set s, denoted as T, to V using vector commitments.
Additionally, P obtains a witness w. P generates a Probabilistically Checkable
Proof of Proximity (PCPP) [6]' m with respect to the input encodings: T and
Y, where Y is an encoding of x|s. This is where [42] makes use of the projection
property. For encoding of x|s, P computes the projected sequence of codeword
coordinates S € [N]¥ for the input sequence s. P uses the projected codeword
X|s as the encoding of the input x|s in the generation of the PCPP proof .
Since the projected codeword X]|g is part of the committed global codeword X,
this naturally binds the proof to the committed input. P commits to the proof
7 using vector commitment. V then runs the PCPP verifier, denoted as V', in
its head. For a query for the bit at index ¢ in 7w or T (the encoding of input s),
V simply requests the commitment opening of 7 or T at index 7. For a query for
bit at index ¢ of the projected codeword X|s, V determines the index j in the
global codeword X that corresponds to index ¢ of the projected codeword and
requests the commitment opening of X at index j. V verifies the openings and
forwards the responses to V. In this high-level overview, we have omitted some
details; namely, P needs to prove that the projection is performed correctly, and
in the context of Arg-RAM, how the set s is proven to be consistent with the set
of bits accessed by RAM program in extending this solution for simpler problem
to obtain Arg-RAM, which are addressed in [42].

1 PCPPs are proof systems that allow probabilistic verification of statements by query-
ing a few bits of the encoded input and a purported proof.
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Challenges in Extending to ZK-RAM: The approach described above does
not ensure zero-knowledge, as V' queries the input encoding X and the PCPP
proof 7. Queries to the projected codeword X|g can leak bits of x, violating
input privacy. Additionally, the projection reveals the codeword sequence S,
compromising access pattern privacy by exposing the coordinates of s. Moreover,
the input and access pattern can also be inferred from the PCPP proof.

2.2 Addressing Input Privacy

Let us first explore potential approaches to obtain input privacy. In this context,
we're in a setting typically referred to as the Unprotected Access Pattern (UAP)
setting, where revealing the access pattern is acceptable.

Zero-Knowledge PCPPs (ZKPCPPs). We consider replacing PCPPs with
ZKPCPPs [43], which are PCPPs with a zero-knowledge guarantee: the view of
any (potentially malicious) verifier, who makes at most ¢* queries to the input
and the proof oracle, can be efficiently simulated by making ¢* queries to the
input oracle alone. In the offline phase, P generates t > ¢* additive secret-shares
of each bit of x, encoding them using projection code to obtain X. In the online
phase, P generates a ZKPCPP proof 7 for the statement Jw s.t. R(x|s, w) =
accept using® the projected codeword of the secret-shares of x|s. Since the
verifier makes at most ¢* queries, generating ¢ > ¢* secret-shares ensures input
privacy. This approach fails to guarantee input privacy across multiple online
phases, as V could eventually query enough bits of X to surpass the threshold ¢,
revealing secret-shares of the database. We mention ZKPCPP only to illustrate
the challenge of obtaining input privacy; it is not used in our construction.

MPC-in-the-Head and Proactive Secret Sharing. In the offline phase, P
computes the projection encoding of x to obtain the codeword X € {0,1}¥. For
each ¢ € [N], P computes (27,n)-Shamir secret sharing [61] of bit X[é], where
n = O(\) denotes the number of shares and 27 = ¢n denotes the corruption
threshold, 0 < ¢ < 1, X[i] denotes bit at index 7 in X. Let the generated shares
be denoted as ((X[iD]—)jE[n] and let (X); = ((X[1]);,...,(X[N]);). For each
J € [n], P sends vector commitment com§l) on (X); to V.

In the online phase, P generates a PCPP proof 7 of length ¢, for the NP
statement Jw such that R(x|s,w) = accept with respect to the projected
codeword X|s. Note that, the PCPP proof 7 is generated using the projected
unshared global codeword. For each i € [¢,], P computes (7,7)-Shamir secret
sharing of bit n[i]. Let the generated shares be denoted as (([i]);) e[, and
let (m); = ((w[1]);,...,(7[€p]);). For each j € [n], P sends vector commitment

com;”) on (m); to V.
The PCPP verifier V™), on randomness r, generates Q-many queries Q =
q1,---,qg non-adaptively in the first phase. (independent of the proof m and

2 Proof 7 also uses the encoding of s, i.e., T. Since it is not crucial for conveying the
high-level concern, we omit this detail for brevity in the rest of the discussion.
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encoding X|s). The queries are either to m or X|s. Let the response to these
queries be denoted by ¥ = by, ..., bg. The second phase of V(™) on input (r, Q, ¥)
outputs accept if the statement is true; otherwise it outputs reject with over-
whelming probability. Let @ denote the second phase of execution of V(™). Define
function f(r, Q, ((b:);)iciq)jem) = P(r, Q, (Reconstruct((bs)1, . . -, (bi)n))icjo))=
&(r,Q,b1,...,bg). Let Iy be an MPC protocol that computes f with T-perfect
privacy, T-perfect robustness [41, Section 2.3].

P and V jointly sample the randomness r. P emulates 7 parties Zy, ..., Z,
and runs protocol IIy with public inputs (r, @) and private inputs ((b;);)ic[q] of
Z;. In the execution, let the view of Z; be denoted by V(Z;) 7. P commits to the
views of the MPC emulation. V selects a set J = {ju1, ..., j-} and requests that P
open the commitments of the views of the parties in J. P provides the openings
of these commitments, revealing the views of the parties in the MPC emulation
(V(Zj)m;)jes- For every index i accessed in the PCPP proof/X, P opens the

vector commitment comgﬂ)/coméx) to the value (r[i]);/(X][i]); for each j € J. V
verifies the consistency of the obtained views (V(Z;)n,);jes. Additionally, it also
verifies that each view V(Z;)p, is consistent with vector openings of (m);/(X);.
If all the checks pass V outputs accept.

For a single execution, the construction is input private, as V learns only
7-shares of any bit in X/7w. However, in multiple executions, V will recover bits
of X as in each execution it may obtain shares for different set of index set 7.
To prevent this leakage, we replace the use of standard secret-sharing with Pro-
active secret sharing (PSS) [56]. PSS supports a refresh procedure, where parties
use their old shares as input to generate new shares of the same secret. Honest
parties then discard the old shares. A phase denotes the duration between two
executions of refresh. (27,7)-PSS guarantees that in a phase if at most 27 are
corrupted, no information about the underlying secret is revealed to adversary.

P after emulating V(™) in MPC-in-the-head, emulates the refresh algorithm.
P commits to these concatenated views for every party Z;. P and V then proceed
in a similar manner as before. In a phase of PSS share, V may learn at most 27
in our approach, thus ensuring input privacy. We rely on the robustness of MPC
protocol II¢, soundness of PCPPs, cut-and-choose argument and robustness of
PSS scheme to ensure that the underlying bits of database x is extractable.

2.3 Access Pattern Privacy via Locally Updatable Projection Codes

As the projection algorithm is deterministic, S leaks the access pattern. Thus, it
is not clear how to obtain ZK-RAM by making a direct black-box use of projection
codes even in the read-only setting. To address this, one approach is to transform
the RAM computation into an Oblivious RAM computation (ORAM)?, as done
in the construction of Zero-Knowledge Arguments for RAM Programs by [40,53].
However, this approach isn’t efficiently composable with projection codes. The
problem arises because an oblivious RAM evaluation necessarily involves both

3 ORAM transforms any program into a functionally equivalent one in which memory
access pattern is independent of the program’s secret inputs.
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physical reads and writes, even when the logical RAM operations are read-only.
This is precisely where our novel primitive, LUPC, proves to be advantageous.

At a high level, the idea of our U-ZK-RAM construction is to first compute an
ORAM encoding X of database x and then compute X « LUPC.Enc(X). Having
obtained the global codeword, parties proceed similar to procedure described
under MPC-in-the-head + PSS.

Relaxed Notion of Robustness. The robustness notion mentioned in Sect. 1.3
is called the Prefix Hamming Metric (PHM) [13]. In addition to PHM, we consider
another robustness notion, Buffered Hamming Distance (BHD), also introduced
n [13]. BHD envisions a codeword X comprises buckets of varying sizes. The
robustness notion defined by BHD permits a constant fraction of bits to be
corrupted within each bucket.

Challenges in Defining LUPC. We introduce the notion of LUPC defined in
Definition 3 (see Definition 10 for formal details). One of our challenge was to
devise a meaningful definition of LUPC - one that is not excessively stringent,
preventing any instantiations, and yet not overly lenient, failing to offer adequate
soundness guarantees in potential applications.

An observant reader may notice that while the Proj algorithm of projection
codes does not require access to the codeword X, the Proj/Update algorithm in
the definition of LUPC does. This modification reflects that Proj/Update require
adaptive access to X, while the projection codes’ Proj algorithm requires non-
adaptive access. Furthermore, we treat these adaptive accesses to X as ran-
dom accesses, enabling sublinear-time access. The adaptive nature is necessary
because if the Update algorithm runs in sublinear time, it is unclear how to
determine the location of updated bits in a non-adaptive manner, given that the
codeword may be modified with arbitrary updates. Indeed, this requirement will
be evident in our LUPC construction.

Our LUPC Construction. Our LUPC construction has a hierarchical structure
similar to hierarchical ORAM schemes [55] and the LULDC construction of
[13]. The construction comprises approximately = logn buckets By, ..., Bg+1 of
increasing size. B; comprises of 2/ many entries of the form (index, value) pair,
for j € [0]. The last bucket, i.e., Bgs1, stores the entire message. Each bucket
is encoded with standard projection codes to provision for efficient projection
of the encoded message. Updates are written to the top bucket. Buckets may
eventually fill in; hence, the buckets are periodically combined and moved to
an empty bucket at a lower level. During updates, the modified buckets are re-
encoded using projection codes. As each bucket is separately encoded, it is not
hard to see that the global codeword satisfies BHD robustness.

The process of projection is quite involved. At a high level, given a sequence
of message coordinates s, determine the sequence of codeword coordinates S; for
i € [0 + 1] in each bucket corresponding to s. Let S = Sg || S1 || ... || Se+1 and
X =By|[Bi|---||Bos1- Then X|s is almost the projected codeword. Note that
it is not a codeword, as the codeword is not robust due to being projected from
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buckets of exponentially decreasing length. To address this, we use repetition
codes for projections from small-sized buckets to ensure that projections from all
log n buckets are of the same length. This results in a projection with O(1/logn)-
robustness, which suffices for the application of PCPPs [4].

We will show that our construction is an LUPC with BHD-robustness. LUPC
with BHD-robustness guarantee suffices for our U-Arg-RAM and U-ZK-RAM con-
structions. While the stronger PHM-robustness is not required in our applica-
tions, we also prove that our construction satisifies PHM-robustness as we believe
that LUPC with PHM-robustness can have potentially new real-world applica-
tions, as it better captures a more real-world scenario.

LU-HPCPs-RAM. Locally Updatable Holographic PCPs for RAM programs
(LU-HPCPs-RAM) can be seen in our context as an information-theoretic ana-
logue of U-Arg-RAM, where the commitment is replaced by a robust encoding.
This holographic PCP serves as a key building block for constructing U-Arg-RAM
and more advanced U-ZK-RAM schemes. Beyond extending the Holographic
PCPs for RAM programs [42] to support write operations on the database x, the
LU-HPCPs-RAM construction also abstracts the information-theoretic soundness
aspects of U-Arg-RAM and U-ZK-RAM, making their soundness proofs modular.

Performance. Projection codes in two-parameter regime were proposed in [42].
In the first regime, the runtime of Enc and Proj is O(n°) and O(k'*?) respec-
tively, where k is the size of projected message, a > 0, ¢, = 1+ 1/a. Whereas, in
the second regime, it is O(n'*®) and O(k?) respectively. The Update algorithm
in our construction invokes Enc algorithm of projection codes.

Moreover, the online phase of LU-HPCPs-RAM (in turn, online algorithm
of U-Arg-RAM, U-ZK-RAM) requires executions of both Proj and Update. If we
were to use projection codes with parameters in the second regime, it would
result in an LU-HPCPs-RAM scheme with O(max(T, T'**)) online time, where
¢ =1+ 1/a. Thus, the online prover time in our constructions is quadratic in
T. Tt is likely that future improved constructions of projection codes will bypass
this barrier and is left as an interesting open question.

Organization of Paper. In Sect.4, we provide formal definitions of
U-Arg-RAM and U-ZK-RAM. We introduce the notion of LUPC and present a
construction in Sect.5. In Sect. 6, we propose the concept of LU-HPCPs-RAM,
and offer a construction using LUPC. In Sect.7, we present our doubly effi-
cient U-ZK-RAM construction. Finally, in the full version, we provide a simpler
U-Arg-RAM construction using a Kilian-style [44] approach on LU-HPCPs-RAM.

3 Preliminaries

Notations. For a sequence/vector x = (x1,xa, ..., %), |x| denotes its length; x[i]
denotes value at i € [£]; z[i1,. .., 2] denotes (x;,, Ti; 11, .- -, Ti,), Where i1 < ig;
for a < f-sized sequence A = (j1, jo, - -, ja) € [(]* (possibly non-distinct), x|4 =
(@, x4y, 25,) and x||a = ((J1, 25, ), (J2,%j5)s - - - 5 (Ja, 25,)). For integer £ > 0,
[(] ={1,...,¢} and [¢] = {0,...,¢}. || denotes concatenation. If not mentioned,
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assume that the alphabet size for all the codewords used is ¢, where [F; represents
the code alphabet space. For u and v € ]Fg, wg (u,v) represents the Hamming
distance between u and v. log(+) is used to denote the base-2 logarithm.

3.1 Model of Computation

We use DTIME(T'(n)) to denote deterministic TMs that run in time T'(n) (where
T :Z* — Z") on input of length n. Our definition of RAM model [1], as adopted
from [29], models it as an interactive TM communicating with a RAM. Our focus
is on the execution of RAM programs M on a RAM memory x of size n. The
RAM memory x consists of the database as well as any additional working
space required by M. As in [32], we consider RAM programs such as “M” to
be defined by a next-instruction TM II that takes as input the current state st
and an input bit b € {0,1}, and outputs the updated state st’ along with the
next instruction to execute. M consists of a series of executions of I7, initialized
with start state, until an instance of IT outputs the operation Stop. Formally, we
initialize st = start and b = 0, then iteratively compute (op, ¢, st’) «— II(st,b)
until termination, updating st to st’. The possible operations op are as follows:
(1) If op = Stop, terminate with output v’. (2) If op = Read, set b = z4. (3) If
op = Write, set 7, = b’ and b = 1'. We are interested in next-instruction TM IT
whose computation time is polylog(n).

3.2 Encoding Scheme

An encoding scheme over F, with message length n, codeword length IV, relative
distance J, and relative decoding radius p, comprises of Enc and Dec algorithms.
Enc maps a message x € Fy to codeword X € IF{IV such that for any x # x/,
wg (Enc(x), Enc(x’)) > dN. Dec takes as input (possibly corrupted) codeword
X’ € FY and outputs x if 3x € F} such that wg(Enc(x),X’) < pN, where
p < §/2; else Dec outputs L.

An encoding scheme is (@, d’, €)-locally testable, if 3 PPT algorithm A that
makes Q-queries to codeword X' € IF(I]V such that if the codeword is more than
0’-far away from a valid codeword, it accepts with probability at most e. An
encoding scheme is (@, d’, €)-locally decodable, if 3 PPT algorithm A that on
input i € [n] makes Q-queries to codeword X’ € FJ' such that if the codeword
is at most ¢’-far away from a valid codeword X = Enc(x), it outputs x; with
probability at least 1-e. An encoding scheme is (Q, ¢', €)-locally correctable, if 3
PPT algorithm A that on input ¢ € [N] makes @Q-queries to codeword X’ € Fév
such that if the codeword is at most §’-far away from a valid codeword X =
Enc(x), it outputs X; with probability at least 1-e.

There exists Reed-Muller codes with parameters ¢ = polylog(n), N =
O(n'*te) for a > 0 (cf. [37, Theorem 2.2]). Moreover, there exists € = negl(n) and
Q@ = polylog(n) such that for any 0 < § < %, the RM code with aforementioned
parameters is (@, J, €)-locally testable code [23, Theorem 7],[60, Theorem 9], and
(@, 0, ¢)-locally decodable/(Q, d, €)-locally correctable code [67, Proposition 2.6].
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3.3 Projection Codes [42]

Let Enc: {0,1}" — {0,1}" be an encoding function and Proj : [n]* — [N]X be a
projection algorithm. We say that Enc is an (n, N, k, K, 0)-projection code if for
every sequence s € [n]* of k distinct message locations, Proj outputs a sequence
S € [N]¥ of K codeword locations such that there exists a subset decoder Dec
with the following robustness guarantee. For every x € {0,1}", and every X\S
which is d-close to X|g in relative Hamming distance, where X = Enc(x), we
have Dec(X|s) = x|s. For formal definition refer [42, Definition 7].

Theorem 4 (Projection Codes [42, Theorem 3]). For any a > 0, there
exists an efficient (n, N = O(n'*®), k, K = O(k), 0p = £2(1))-projection code.
The running time of Enc and Proj algorithms is O(n**%) and O(k?) respectively.

3.4 Probabilistically Checkable Proofs of Proximity (PCPPs)

As in [6], we deal with “pair languages” represented as (v,x) inputs. V fully
reads explicit input v € {0,1}¢ and is given oracle access to implicit input
x € {0,1}" (typically with ¢ < n). A probabilistic proof system (P,V) for
an NP relation R((v,x),w) € DTIME(T'(n)) is (Q, tp, tv, £p, €, 6)-PCPP system
[query complexity of V (@), runtime of prover (¢,), runtime of verifier (¢,), proof
length (¢,), soundness error (€), and proximity parameter (§)] with respect to
encoding function E if the following holds V(v,x): P on input v, x and witness
w outputs encoding X = E(x), and proof 7 of length ¢,(n) in time ¢,(n). V on
input v runs in time ¢,(n) and makes Q(n) queries to X and 7 combined. If
(v,X*) are such that ¥V x’ for which Jw s.t. R(v,x’,w) = accept and X* is
d-far from E(x’), then V accepts with probability < e = e(n).

Below, we state the result from [4] regarding the existence of a “quasi-
optimal” PCPP proof system for any NP relation R.%

Theorem 5 (Quasilinear PCPPs). Let R(v,x,w) € DTIME(T(n)) be an
NP relation for a pair language, where n = |x| and T : 75 — Z%. There exists

a (Q = polylog(T'(n)),t, = O((T(n)),t, = polylog(T(n)), £, = O((T(n))),e =
negl(n),d = 1/polylog(T'(n)))-PCPP system (P,V) for R with respect to an
encoding function E.

3.5 Secure Multiparty Computation (MPC)

In MPC [11,27,41], we have n parties denoted by Zi, ..., Z,. We adopt for-
malization of [41]. Public input is denoted by v(P“?). Private input and private
(priv

randomness of Z; is denoted by v, ) and r; respectively. We consider MPC pro-
tocols IT that securely realize an n-party functionality f, where f maps inputs
1)("“b),v§p”v)7 e ,v,gpr'v) to an output in {0,1}. Let V(Z;) denote the view of Z;.
We consider the standard notion of perfect correctness, perfect T-privacy and
perfect T-robustness.

* Theorem 1 in [4] applies to PCPs, but it can be extended to the PCPP case [3]. A
related PCPP with slightly higher prover complexity is discussed in [5].
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Theorem 6. [16, Section 5] Let T < 1/3. There exists a perfectly correct, T-
private and T-robust MPC' protocol that has a communication cost of O(n|C|),
where |C| denotes the size of circuit C.

3.6 Commitments and Vector Commitments

A commitment scheme C comprise of PPT algorithms (Gen, Commit, Verify).
Gen (1) outputs commitment key ck. On input ck and message v, Commit out-
puts (commitment, hint) pair (com,decom). On input ck,com,decom, v, Verify
outputs accept if com is a valid commitment of v; otherwise it outputs reject.
We use statistically hiding and computationally binding commitment scheme
[27] in this work.

Theorem 7 (Statistically Hiding Commitment Schemes [17,18,36]).
Assuming collision-resistant hash functions, there exists a commitment scheme
that is statistically hiding and computationally binding. The size of the commit-
ment key ck is A, the execution time of Commit and Verify is O(£)N).

Vector Commitment [12,50] (VC) enables commitment of a vector of messages
in a manner that later permits opening the commitment with respect to a specific
index. A VC scheme comprises of the following PPT algorithms:

1. pp & Gen(1*,n): Given vector size n, Gen outputs public parameters pp.

2. (com,st) & Commit(pp,m = (mq,...,my,)): Given pp, a message vector m,
Commit outputs commitment com and committer state st.

3. g; < Open(pp,m,i,st): On input pp, message m, index i € [n] and st, Open
outputs proof o; for the statement that the message at the i*® index of the
committed message vector is m.

4. b « Verify(pp,com,i,m,o): Given pp, com, ¢ € [n], message m and proof
o, Verify validates proof o for the statement that com is a commitment on
message vector m such that m; = m and outputs accept/reject.

5. (com’;aux, () & Update(pp, com, (i, m;):ez, (i, m})icz,st): The algorithm is

executed by a committer when messages at indices Z C [n] are updated

from (m;);ez to (m})iez. In addition to the list of updates, Update algorithm
takes as input pp, com, and st. It outputs the updated commitment com’,
information aux to obtain updated state, along with update information (.
st’ «+ UpdState(st, aux): It outputs updated committer state st’.

7. com’, (i,00);ex — ProofUpdate(pp,com, (i, 0;,m});cz,¢): This algorithm can
be executed by any user. Given pp, com, {, and a sequence of (i, 05, m;)ie7,
where o; is proof w.r.t. index ¢ prior to the update. It allows the user to
compute updated proofs (i,0;);cz and updated commitment com’ such that
O’é is proof for the statement that com’ is a commitment on message vector
m’ (updated message) such that m} = m} (possibly updated).

&

If VC is statistically hiding, we have that commitments on m and m’ are
statistically indistinguishable even after seeing openings at indices 7 on which m
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and m’ agree. VC is index binding if, for any PPT adversary A, the probability
that A can generate a commitment ¢, two distinct values m # m’ with respective
proofs o and ¢’, such that both verify successfully for the same index 7 is negli-
gible. We make use Merkle Trees [50]. While Merkle Trees are index binding, we
can make them hiding by commiting each bit of the message using statistically
hiding scheme of Theorem 7, and then commiting using Merkle Trees.

3.7 Secret-Sharings

A (7,7) secret-sharing scheme (SS) comprises of Share and Reconstruct protocols.
Given a secret m, the dealer executes Share protocol with parties 7, ..., Z,
such that party Z; obtains share (m);. SS is 7-private if the distribution of any
subset of fewer than 7 shares output by Share protocol is independent of the
secret m. Given any p > 7 shares of parties, Reconstruct outputs a message m or
L. A secret-sharing scheme is 7-robust if more than 7 — 7 are uncorrupted, then
Reconstruct on input the shares from all parties always outputs the underlying
secret. We use Shamir secret-sharing [61].

A (7, n)-proactive secret sharing (PSS) [39,56] scheme comprises of an addi-
tional algorithm called Refresh algorithm. For i € [n], Z; participates in Refresh
algorithm with share s;. Refresh outputs updated share s} to P;. Phase is the
duration of time between two consecutive executions of Refresh protocol. The
duration between Share and first Refresh is a phase. Similarly, the duration
between the last Refresh and Reconstruct forms a phase. PSS is 7-private if < 7
shares obtained in a phase reveals no information about the secret. If atmost 7
parties are corrupt in each phase, then PSS scheme is 7-robust, if Reconstruct
outputs the secret correctly. We use Proactive Secret Sharing based on Shamir
secret-sharing [39,56].

3.8 Oblivious RAM (ORAM)

ORAM [29], is a method for transforming any program into an equivalent one in
terms of functionality, while ensuring that the memory access patterns remain
oblivious to the program’s secret inputs. We follow the formalization of [53].
Consider a RAM program [T executed on memory x with additional auxiliary
input v, where x’ and z represent the updated memory and output resulting
from the execution of I1.

An ORAM comprises of two algorithms. RAMInit(1*, x) takes memory x as
input, and outputs encoded memory X and state st. RAMEval(Il, v, st,X) takes
as input description of IT, v, ORAM state st, and is given random access to X. It
outputs the updated ORAM state st’, and the output of execution, i.e., z. In the
process, it updates the encoded memory which we denote by x’. Occasionally, we
explicitly specify the randomness employed in the two protocols, RAMInit and
RAMEval, represented as w. In cases where it is not explicitly mentioned, assume
that the randomness is uniformly sampled. Below, we informally describe the
properties of an ORAM scheme (See [53, Definition 1,2,3] for formal definitions).
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An ORAM scheme is complete if the output of the real execution agrees
with the output of the oblivious execution with overwhelming probability. If the
outputs disagree, then the output in the oblivious execution is 1.

An ORAM scheme is extractable if IRAMExtract, that, given the encoded
RAM memory & and ORAM state st, outputs the plaintext memory x.

An ORAM scheme is secure if the access pattern AP of RAMEval doesn’t leak
any information about memory x or auxiliary input v.

We use the a modified Path-ORAM scheme [62] mentioned in [53]. In this
scheme, the execution time of RAMInit and RAMEval is O(n) and O(T), where
n is the size of memory x, and T denotes the runtime of the RAM program I7.

4 Definitions

We extend the notion of argument for RAM programs on committed read-only
database [42, Definition 11], referred to as Arg-RAM to define U-Arg-RAM, denot-
ing argument for RAM programs on committed updatable database. We build
on the definition of U-Arg-RAM to introduce the concept of argument for RAM
programs on committed database with zero-knowledge property. Let R and U
denote an NP relation and an update algorithm respectively. Let P be a RAM
program with random access to the database x € {0,1}" and takes w € {0, 1}*
as input. Let ¢ denote the length of the description of RAM program P (¢ < n,
typically ¢ < polylog(n)). P computes R(x,w) and then modifies the configu-
ration of the database to X' «— U(x,w) in time T' < n. We denote P = (R,U).
Subsequently, the next program P’ = (R’,U"), corresponding to NP relation R’
and update algorithm U’, operates on this updated database x’ instead of the
original configuration x. We formalize this syntax in Definition 4.

Definition 4. (Syntax of Reactive Argument System) A reactive argu-
ment system with respect to commitment scheme I = (Gen, Commit, Verify) is
executed between P = (Post, Pon) and V (where P is a probabilistic RAM pro-
gram and V is a probabilistic TM) with parameters: offline proof computation
complexity (tof), size of commitment in the offline phase (cof ), online proof com-
putation complexity (ton), online communication complexity (con), runtime of V
(t,), soundness error (v), such that (P,V) satisfies the following requirements:

~ Trusted Setup (Setup(1*)): ck & Ic.Gen(17).
- Offtine Phase:

o Input: Pug receives A, ck, and xq € {0,1}™.

e Offline Commitment: On receiving input, Po outputs a state sty and Xo;
and publishes commitment comg on xo using commitment key ck. We
require comg < coff(n, A) and the runtime of Pog within tog(n, \).

- Fori=1,2,3,...:

i*®-Invocation of Online Phase:

e Input: Py, is given random access to st;_1 and x;_1, and receives RAM
program P; = (R;,U;) € {0,1}° (defining NP-relation R; and update
algorithm U;), and a witness w; € {0,1}* as input. V receives n, A € N,
P;, ck, com;_1 as input.
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e Interaction: Pon and V interact and V outputs ver; = accept/reject
based on the interaction and commitment com;_1. Py obtains updated
state st; and updated database x; € {0,1}"; and V obtains updated com-
mitment com;. We require the runtime of Pon and V to be respectively
bounded by ton(n, A\, T;) and t,(n,\), and the communication cost to be
within con(n, \), where T; denotes the bound on the runtime of P;.

Definition 5. (Completeness)A reactive argument system (P = (P,
Pon), V) (Definition 4) is considered complete if the following conditions hold.
For every xo € {0,1}", P; = (R;,U;), and w;, we have:

-~k Setup(1*). (sto, X0, comg) < Pos (A, ck, Xg).
- Fori=1,2,3,...:
o Pon(sti_1,%xi—1, P, w;) and V(n, A\, P;, ck,com;_1) interact, and V outputs
verdict ver;. Pon obtains st; and x;, and V obtains com;.

Let x(; < xqo. Vi, let X; «— U;(x;_1,w;). Vi, if Ri(X}_,,w;) = accept, then
after the honest P and V execute the offline phase followed by invocations of
online phase, Vi, ver; = accept, X; = X} and com; is a commitment on X;.

Our definition of soundness of an argument system is stronger than the stan-
dard concept of soundness, which ensures the existence of a database x consis-
tent with the offline commitment and proven statements in the online phase.
In contrast, we focus on database extractability, akin to knowledge soundness
[4, Definition 12.35], which implies the existence of a PPT extractor EXT. This
extractor can, with black-box oracle access to a potentially corrupted prover P*,
extract a database consistent with the commitments and proven statements.

Definition 6. (Soundness) A reactive argument system (P = (Poff, Pon), V)
(Definition 4) is v(n, X)-sound, if there exists PPT oracle machine EXT, called
extractor, such that for every non-uniform polynomial time prover P*, security
parameter A, and n = n(X\) (for some polynomial n( )), equation (1) holds for
the two experiments Real—Expf’%‘iﬁ;)()\m) and Ideal(%‘i"%XT)( ,n) defined below.
Here, P* is restricted to databases (initial or updated) of size n.

Pr(ldeal}p!"xr) (A, n) = 1] > Pr[Real-Exp(pi"S) (A, n) = 1] — y(n,A). (1)

Real—Exp?%i”f\i,) (A, n):

1. ck < Setup(1*). (stg, x, coms, Py = (R, U)) — P*(ck).
2. Set continue « true and ¢ « 1.
3. while continue //Ite'r‘a,tes at most polynomial times U()\)
(a) P*(sti_i,x}_ 1, P, w;/L) and V(n, A P}, ck,com ;) interact in the
online phase and V outputs verdict ver;. 77* outputs sty, X7, com] and
continue. If continue = true, P* additionally outputs P;‘H = (Riy 1, Uy ).
(b) Seti—i+1.
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4. Set U «— i —1. Return 1 if i € [U], ver; = accept, else return 0.

deal}p " Exry (A, ) -

1 ck & Setup(1*). (stf, x5, comd, Py = (R}, Uf)) «— P*(ck).
2. Set continue « true and i — 1.
3. while continue:
(a) P*(st}_;,x;_q, P, w;/L) and V(n,\, P}, ck,com} ;) interact in the
online phase. P* outputs st}, x}, com} and continue. If continue = true,
P* additionally outputs P, = (Ri 1,Uf\1)-
(b) Seti—i+1.
4. Set U —i—1.
5. Initially, EXT is given ck, com§, and P} as input. For i € [U],
- EXT additionally gets oracle access to P*(sti_;,x}_1, P, w;/ 1), and is
given input com;.
- ifi=1, EXT outputs (x{,x}). Else EXT outputs x}.
— EXT is given P | = (Rj 1, U\ ,) as input.

K2

. . !/ / /
6. Return 1 if Vi € [U], Jw; s.t. R (x,_,,w;) = accept, X, = U (x]_1,w;),
com;_ is a commitment of X,_,, and comj; is a commitment of Xy;.

Flse return 0.

Definition 7. (U-Arg-RAM) A reactive argument system (P = (Pofe, Pon), V)
(Definition 4) is U-Arg-RAM if it satisfies Definitions 5, 6 with v = negl(\).

We formalize the notion of zero knowledge which captures that in the online
phase, when proving NP statements related to NP relation R, and executing
update algorithm U, the only information disclosed to V is the execution time
of the RAM program P = (R,U), denoted as T

Definition 8. (Zero-Knowledge) A reactive argument system (P =
(Poffs Pon), V) (Definition 4) is zero knowledge if for every PPT verifier V*, there
exists an expected PPT simulator Sy~ such that for every database xo = {0,1}"
and efficient non-uniform distinguisher D, equation (2) holds for the two exper-

iments Real-Exp{p -y (A, n) and ldealdy. 5 \(\,n) defined below.
| Pr[D(Real-Exp{p -y (A, n)) = 1] — Pr[D(ldeal(}- s, (A, 1)) = 1]| < negl(A).  (2)

Real-Exp{p (A, n) :

1. ck & Setup(1*). (sto, X0, comg) & i (A, ck, Xg).

2. (st§, Py = (R}, U5)) < V*(n, A, ck,comy).

3. Set continue < true and i «+ 1.

4. while continue: //Iterates at most polynomial times U(\)
Pon(sti—1,xi—1, B, w;) and V*(sti_y,n, A, P, ck,com;_1) interact in the
online phase. Pon outputs st;, x;, com;. V* outputs st} and continue. If
continue = true, V* additionally outputs P, = (Rj,, U5 ). Let V;
denote the transcript of V*. Set i «— i+ 1.



Zero-Knowledge RAM: Doubly Efficient and Black-Box 381

5. Set U «—i—1. return (V1,...,Vu).

Idealfy. s .\ (\,n) :

ck < Setup(1).

(st§, comg) « Sy« (A, n,ck).

(st Py = (R3,U;)) — V*(n, A, ck, como).

Set continue < true and ¢ <+ 1.

while continue: //Iterates at most polynomial times U(\)

— Let T; denote the runtime of P;(x;—1,w;). Sy~(std |, Ti, R} (xi—1,w;))
is given oracle access to V*(sti_i,n, A, Pf,ck,com;_1). Sy~ outputs sim-

ulated transcript V', st¥ and com;. Sy« rolls V* to end of execution of

77
i*®-invocation of online phase. V* from this state outputs st} and continue.

If continue = true, V* additionally outputs P, = (Rj,,, U ). Set
t—1i+1.
6. Set U «—i—1. return (Vi,...,Vy).

Grds to do =

Definition 9. (U-ZK-RAM) An argument system (P = (Post, Pon), V) (Defini-
tion 4) is U-ZK-RAM if it satisfies Definitions 5, 6, and 8 with v = negl(X).

5 Locally Updatable Projection Codes (LUPC)

In this section, we propose the notion of LUPC that extends the notion of projec-
tion codes [42]. Let x and X be two messages, where X is obtained by updating
the bit at index i of x to b. We denote this update as x(**). Extending this notion,
% = x(1:01),(0:0) means that the message X is obtained by updating the bits
at indices i1, ...,7; of m to by, ..., b, where the indices i1, .. ., ¢; need not be dis-
tinct. The updates in the sequence (i1,b1), .. ., (i, b;) are ordered from earliest to
latest, i.e., the update corresponding to index i, is the earliest, followed by that
corresponding to iz, and so on. For an update sequence u = (i1, by),..., (it, bt),
we use the notation x" to denote x is updated with update sequence u.

5.1 Definition

While the definition of projection codes includes the parameters £ and K, the
length of sequence of message and codeword coordinates, respectively, [42] omits
them in the application due to the variability of k, which in turn affects K. In
line with the application of LUPC, we omit these varying parameters from the
definition below.

Definition 10. (LUPC: Syntax) Let dist be a distance metric and let 0 < g,
op < 1. A (binary) (n, N, g, dp,dist) locally updatable projection code (LUPC)
comprises of algorithms IT = (Enc, Update, Proj, Decg, Decp).

~ X « Enc(x): Enc maps a message x € {0,1}" to a codeword X € {0,1}V.
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- X' « Update(X,u): Given a sequence of updates u = ((i1,b1), ..., (i¢, b))
and a random access to a (possibly updated) codeword X, Update updates the
current codeword to X'.

~ S <& Proj(X,s): Let s € [n]* denote a sequence of distinct k message coor-
dinates. Given s and random access to codeword X, (possibly probabilistic)
algorithm Proj outputs a sequence of (possibly non-distinct) K codeword coor-
dinates S € [N]K.

- x < Decg(X): Given codeword X, Decg outputs message X.

- y < Decp(s,S,Y): Given a sequence of distinct k message coordinates s, a
sequence of K codeword coordinates S, and a projected codeword Y € {0,1}%,
Decp outputs 'y, a sequence of k (coordinate, bit) pairs.

Codewords corresponding to x can be obtained in two different ways: 1) It
can be obtained by computing Enc(x). 2) It can be obtained by computing an
update on codeword corresponding to X with update sequence u s.t. x = x". The
Update algorithm can potentially result in multiple codewords corresponding to
the same message x. We use Cx to denote this set of codewords for x.
Definition 11. (SetCy). X isin Cy, if: (i) X = Enc(x). (ii) There exists X and

a sequence of non-empty sequence of updates Ui, U, ..., Uy, s.t. x = XU Ut

then Update(. .. Update(Update(Enc(X),u;1),us),...,us) € Cx.

Definition 12. (LUPC: Completeness.) An (n, N, g, ép)-LUPC IT = (Enc,
Update, Proj, Decg, Decp) is complete if it satisfies the following:

1. ¥x € {0,1}", VX € Cx, we have x = Decg(X).

2. Vx € {0,1}", VX € Cx and sequence of distinct message coordinates s, there
exists S* s.t. for all random sequence r, Proj(X,s;r) = S*. Moreover, x||s =
DecP(s, S, Xls)

Definition 13. (LUPC: Soundness.) An (n, N, 0g, 6p)-LUPC II = (Enc,
Update, Proj, Decg, Decp) is sound if it satisfies the following:

1. Vx £ x' € {0,1}", V(X,X') € Cx x Cxr, dist(X, X') > 65N

2. For a (possibly corrupted) codeword X € {0,1}, if for x € {0,1}" there
ezists X € Cx s.t. dist(X,X) < (65/2)N, then x = Decg(X).

3. For a (possibly corrupted) codeword Xo € {0,1}Y, if for x € {0,1}" there
ezists Xo € Cx s.t. dist(Xo, Xo) < (65/2)N, then if X; «— Update(Xo, u),
then there exists codeword X € Cyu s.t. dist(Xy,X1) < (65/2)N.

4. For a (possibly corrupted) codeword X € {0,1}N, if for x € {0,1}" there
exists X € Cx s.t. dist(X,X) < (05/2)N, then

Pr[S # S|S = Proj(X,s) and S = Proj(X,s)] < negl(\),

where the probability is taken over the randomness used in Proj algorithm.
Moreover, given S & Proj(X,s) and wy (X|s,X|s) < (6p/2)K, then x||s =
Decp(s, S, X]s).
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5.2 Construction

Our LUPC construction is inspired by the LULDC construction of [13] and uses
hierarchical data structure from the firss ORAM construction [29]. We adopt a
similar template to [13] for the Enc and Update algorithms, with key differences:
1) We use projection codes instead of LDCs as the base encoding; 2) Our Update
algorithm supports multiple updates while preserving the previous codeword
state, unlike the single update in [13]. This enables generating robust PCPP
proofs to verify the correct execution of the Update algorithm.

Let 8 = logn — log(logn + 1) — 1. A codeword consists of 6 + 2 buckets
Bo,...,Bg, Byy1, where each B; for i € [0] encodes up to 2¢ updates. By is a
special bucket B* that stores the encoding of the entire message. The construc-
tion ensures each bucket is either full or empty at all times. Our construction is
presented in Figs. 1, 2, with instructions provided below.

Enc. Given x, Enc algorithm (Fig.1) initializes empty buckets By,..., By and
stores the global encoding of x in bucket By 1.

Update. In our LUPC implementation for constructing U-Arg-RAM and
U-ZK-RAM;, preserving the initial state of codeword X after executing Update is
essential. Thus, Update (Fig. 1) avoids in-place updates to X, instead generating
auxiliary buckets B;- for the updated sections. The variable m, initialized in step
1, tracks the number of auxiliary buckets created. For example, if m = 5, Update
has created six auxiliary buckets: By, . . ., Bg.

The for loop starting at step 2 iterates through the updates, sequentially inte-
grating each into the updated codeword in order of arrival. In step 3, ptr(B) refers
to the pointer (physical address) of bucket B. These steps track the updated state
of each bucket at level i. B} points to B; if no auxiliary bucket B} exists; other-
wise, it points to B;, which holds the updated state. In the algorithm, bucket(5*)
refers to the content of the bucket addressed by B*.

If bucket at level 0 is empty, then an encoding of the update is stored in
bucket at level 0 (step 4). Else, we determine 8 such that bucket at level g is
empty (step 8), and update states of buckets as described in steps 8-12. If no
such empty bucket is encountered (step 13), the global codeword at level 6 + 1
is updated. As can be observed in step 20, the initial codeword X and updated
codeword X’ are maintained during the execution of Update algorithm.

Proj. The Proj algorithm, shown in Fig. 2, uses the local decoder V(FPC) for RM
codes (step 7) and relies on its negligible failure probability. For each level j and
index ¢ in s, Proj checks if an update for 7 is in B;. If present, it projects the
corresponding message coordinates (step 7); otherwise, it projects coordinates
proving the absence of the update (step 8). Repetition codes ensure robustness
and maintain nearly equal lengths for projected codewords at each level.

Decg. Parse codeword X as (By,...,Bp+1). For each j € [0 + 1], if B; is not
empty, compute v; < II;.Decg(B;). From vgi1, Ve, ..., Vo, determine the latest
bit b; corresponding to each index i € [n]. Return x « by || - -+ || by,

Decp. On input (s € [n]*,S € [N]X,Y € {0,1}¥),
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Parameters.

1. Number of Buckets (') = 0 + 2, where 6 = [logn — log(logn + 1) — 1].

2. Fori € [0], n; = 2'([logn] + 1) and ng41 = n.

3. Family of projection codes II; = (Enc, Proj, Dec) with parameters (n;, N;,d)

and associated global decoder Dec (for Reed-Muller codes) and local decoder
VIEPD) for i € [0 41].

X + Enc(x € {0,1}"):

1. Associate bucket B; with projection code IT;, for i € [0 + 1]. For i € [0], B;

has the capacity to hold projection encoding of a set of updates of size 2¢,
where each update is of size [logn] + 1. Bucket By1 stores encoding of a
message of length n.

2. Set B; +— L (empty buckets), Vi € [0]. Set Byy1 < Ilp41.Enc(x). Return

(Bi)iego+1]-

X' « Update(X € {0, 1}, u = ((i1,b1), . .., (it,bs))):

1. Parse codeword X = (Bo, ..., Bgst1). Set m < —1.

// We ensure that a bucket B; is either empty or full

2. for a € [t] do

3.

10.

11.
12.
13.

14.

RIS

// Assign bucket pointers
If m = —1, set B} < ptr(B;),Vi € [0 + 1]. Else, set
Bi + ptr(B}),Vi € [m] and Bf < ptr(B;), Vi € [m+1,...,0 + 1].
// First bucket is empty
if bucket(Bj) = L then

Compute IT.Enc((ia,bs)) and store it in Bj. If m < 0, set m <« 0.
else
Find the smallest index /3 € [0] such that bucket(B3) is empty. If such
an index doesn't exist, set 8 < L.
// B™ bucket is empty
if B # L then
Compute list v; < IT;.Decg (bucket(B5)), Vi € [8 — 1].
Merge all the entries of the form (4,b) from vo,...,vg_1 as well as
the update pair (iq,bq) in ascending order, sorted based on index ¢
in the entry. While merging, in case there are multiple entries
corresponding to the same index i, we keep the repetitions but
ensure that each entry with index i stores the “latest bit". If i, =4,
then b, is the “latest bit". Else, the 'latest bit’ refers to the bit
associated with index 4, found in the list v; with the smallest value
of j. This merged and sorted list is denoted as vg.
Compute Bj < IIg.Enc(vg). Set Bs_1,...,B; to L in that order.
If m < f3, set m « f3.
else
// All buckets are full
Vj € [0 + 1], compute v; < IT;.Decg(ptr(B;)). From
Vo+1,Ve, ..., Vo and the update pair (iq,bq), determine the latest
bit b; corresponding to each index i € [n]. Set v < by || -+ || bn.
Compute By, < Igy1.Enc(v). Set By, ..., B; to L in that order.
Set m «+ 0+ 1.
end

end

. end

Buckets (Bo, ..., Bg+1) form initial codeword X, and buckets

(Boy .-+, Bis Bm+1, ..., Bot1) form updated codeword X'.

. Replace B; with B in X, Vj € [m], to update state to updated codeword.

Fig. 1. Our LUPC construction 7, ypc
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S & Proj(X € {0,1}",s € [n]"):

1. Parse codeword X = (Bo, ..., Bot1).

// Bo has atmost one update. Either it corresponds to an index in
s, or serves as proof of the non-existence of updates for
indices in s. Thus, include the encoding in projection.

If By # L, then set Sg + (1,...,No). Else, set Sg + L.

. for j € [0] do

if B; # L then

Setrj < ()

for i € s do

Perform a binary search for index 7 in B; using V*P) of

Reed-Muller codes. If update for index i is found, let a = (ao, ...,

Gfi0g n]) be the sequence of indices corresponding to this update.

8. Else, determine (i) two consecutive updates in 5; corresponding to

indices g and h such that g <4 < h; Or (ii) update with the

smallest index g in B; s.t. i < g; Or (iii) update with the largest

index h in B; s.t. h < i; through the trace of binary search, as a

proof of non-existence of update corresponding to index i in ;. Let

a be the sequence of indices corresponding to this update(s). Merge

sequence a to sequence list r; without repetition.

S

N e sk

9. end
10. Compute S; < I7;.Proj(r;).
11. else
12. | S;«+ L.
13. end
14. end

15. Compute Soy1 < ITo41.Proj(s).
// As S; are likely of different length, we need to repeat
smaller sequences to ensure robustness of projected codeword.

16. Determine k', the length of the longest sequence among So, ..., Sg11.
17. Vj € [0 + 1], if S; # L, repeat sequence “S;" ¢; = [k’/|S;|] times. Denote
this repeated sequence by S’. Else, set 8% <— L. Return S <= Sg || -+ || Shy1.

Fig. 2. Our LUPC construction 1 ypc (Continued)

1. Parse S as Sg || -+ || Sp, ;.

2. Partition codeword Y to Y || --- || Y§;, such that Y} is the projected code-
word at coordinates S/ of bucket i of the global codeword.

3. For each j € [0 +1]: (a) If Y} # L, let S; be the sequence obtained from S,
after removing repetitions. Remove repetitions from Y’ to obtain Y}, i.e., set
Y; to be the first [S;| bits of Y’. Compute v; « II;.Dec(Y}). (b) f Y, = L,
set v; «— L.

4. From vg41, vy, ..., Vo, determine the latest bit b; corresponding to each index
i €s. return 'y = (4, b;)ses.

Definition 14 (Buffered Hamming Distance (BHD) [13]). Let the codeword
X € {0,1}" comprise buckets By, ...,Bgy1 of lengths Ny, ..., Noy1 as defined
in Fig. 1. Additionally, consider another codeword X' € {0,1}", consisting of
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buckets By, ..., By . We define the buffered hamming distance wpp (X, X') <
ON, if Vi e [0+ 1], wy(B;, B)) <N;.

Due to space constraints, we provide a formal proof in the full version. In
the full version, we recall the notion of “prefix hamming metric” from [13] and
show that our construction satisfies it in the context of LUPC.

Theorem 8 (LUPC for BHD metric). For any o > 0, I ypc (described in
Figs. 1 and 2) is an (n, N = O(n'*®),6g = 2(1),6p = 1/log(n)) for the “BHD
metric” with execution time of Enc, tgne = O(n'+). Moreover, for any t = t(n)-
length sequence of updates, the runtime of Update, typdate = é(t -n®), and for
any sequence of k = k(n) message coordinates, S is of length O(k) and runtime
of Proj, tpj = O(K?).

6 Locally Updatable Holographic PCPs for RAM

In this section, we extend the notion of Holographic PCPs for RAM programs,
as proposed in [42], to provide support for write operations on the database x.
We term this notion ‘Locally Updatable Holographic PCPs for RAM Programs’
(abbreviated as LU-HPCPs-RAM).

Definition 15. (LU-HPCPs-RAM) An LU-HPCPs-RAM with respect to (n, N,
dr, 0p)-LUPC scheme II;, for distance metric dist, is executed between P =
(Poft, Pon) and V (where P is a probabilistic RAM program and V is a proba-
bilistic TM) with parameters: query complexity of the verifier (Q), offline proof
computation complexity (to), offline proof size (pofr), online proof computation
complezity (ton), online proof size (pon), runtime of V (t, ), proximity parameter
(0), and the soundness error of the HPCP system (e), such that (P,V) satisfies
the following requirements:

- Offtine Phase:

o Input: Pug receives xo € {0,1}™.

e Database Encoding: Pt computes Xo = II1,.Enc(xg) and outputs state sty
and xo. We require that |X| < por(n) and is computed within time tog(n)
by prover’s RAM program.

— i*"-Invocation of Online Phase:

o Inputs: Po, receives state st;_1, X;_1, RAM program P; = (R;,U;) €
{0,1}* (defining NP-relation R; and update algorithm U;) and a witness
w; € {0, 1} as input. V receives n € N, and P; € {0,1}¢ as input, and is
given oracle access to X;_q.

e Proof Generation: Pon computes a proof m;, updated database x; € {0,1}",
an updated codeword X;, and an updated state st;. V gets oracle access
to m; and X;. We require that the length of m;, denoted as |r|, and the
number of bits updated to change the state of codeword X;_1 to X;, are
bounded by pon(n,T;). Additionally, the execution time of Pon should be
bounded by ton(n,T;). Here T; represents the bound on the runtime of P;.
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o Verification: V makes at most Q(n) queries to (X;_1,X;,m;), and based on
the responses outputs either accept or reject. We require the runtime
of V to be within t,(n).
— Perfect Completeness: For every xog € {0,1}", P, = (R;,U;) and w;, we
have:
1. (Sto,Xo,Xo) — off(XO)'
2. For v = 1,2,3,...: (a) (m,xi, Xz',Sti) — Pon(Sti—17Xi—17Pi7wi)- (b)
ver; S pXio X, ™) (n, P;).
Let x{; — x¢. Vi, let X, «— U;(X;_1,w;). Vi, if Ri(x,_1,w;) = accept, then
after the honest P and V execute the offline phase followed by invocations of
online phase, Yi, ver; = accept, and X; is an encoding of x; = Xj.
— €e-Soundness: Consider the following:
1. (stl, x5, X5, PF = (RE,UF)) — P*.
2. Set continue < true and i « 1.
3. while continue: //Iterates at most polynomial times U(\)

o (mf,x;,XJ,st}, continue, P = ( j+1,ul+1)) —
7?*(stz_17 Z_1P ywi/L). Here, P, = L if continue = false. Set
t—1+1.

4. SetU «—i—1.

Now, Vi € [U]: If Vi € [U], V&i-0Xm) (n, P¥) accepts, then except with
probability at most ¢ = e(n )'Vi e U], IX;_1 € Cx; | st wpn(Xi—1,X]_4) <
(6E/2)N and Jw; s.t. R;(x;_j,w;) = accept and 3X; € Cy s.t. x| =
U (x;_1,w;) and wpp (X, XF) < (0g/2)N

?

In this definition, § denotes the proximity parameter of our LU-HPCPs-RAM.
We refer to such system as an (n,Q,toff, Doff, tons Pons tw, 9, €)-LU-HPCPs-RAM.

Due to space constraints, we present our LU-HPCPs-RAM construction in the
full version that proves the below theorem.

Theorem 9 (LU HPCPs-RAM). For any a > 0, there ewists an (n, Q =
polylog(n), toff = O( ) por = O(n 1+a): lon = O( ) Pon = O(T)
t, = polylog(n), § = 1/polylog(n), ¢ = negl(n))-LU-HPCPs-RAM w.r.t. BHD

metric.

7 U-ZK-RAM

In the construction, we use (1) a commitment scheme C; (2) a vector commit-
ment scheme VC; (3) an ORAM scheme (RAMInit, RAMEval); (4) a (27, 7n)-secret
sharing scheme SS = (Share, Reconstruct); (5) a (27,7n) proactive secret shar-
ing scheme PSS that is 7,-robust; (6) a (7, 7)-robust MPC protocol IT(MPC); (7)
our LU-HPCPs-RAM scheme (P(H) = (ng{), éf)),V(H)) with respect to LUPC
scheme IT ypc; (8) ¢ represents the length of randomness for V().

Computation of Prover (Fig. 3 and 4). In the offline phase Pofe on input
x, computes ORAM encoded memory and ORAM state (X, st(?)) in Step 1. Py
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computes LUPC encoding, X, of (st(® || X) in Step 2. Encoding st(®) may reveal
accesses to st(®%. Thus, we tweak RAMEval so that any access to st(®) touches
all bits in st(®). Since st(®) is succinct, this incurs negligible overhead. Then, P
generates a PSS sharing of each bit of X and commits to these shares using VC.

In the online phase, P,, first receives a commitment to the challenge set from
V. In step 2, Pon invokes the LU-HPCPs-RAM prover and generates a proof for
the ORAM evaluation® RAMEval of the RAM program Pgr. At the end of this
step, Pon obtains proof 7() and updated buckets Y (auxiliary buckets in LUPC
construction). In step 3, Po, generates and commits to secret-shares of proof
7)) In steps 4-6, Pon generates secret-shares of updated codeword, updates
the commitment and sends the updated commitments to V. Here, P,, doesn’t
perform in place commitment update. Rather, it preserves the auxiliary state so
that it can efficiently respond to queries to initial codeword (older committment)
and final codeword (newer commitment). In steps 7-10, P, jointly samples the
randomness to emulate computation of LU-HPCPs-RAM verifier V) In step 11,
Pon emulates the MPC-in-the-head computation of V). It commits the views
to V. In steps 12-16, Po, prepares list of openings to commitment of 7(#) at
indices accessed by V). Similarly for X and X'. P,, then renews sharings of
bits accessed in X'. For this, P,, emulates the Refresh procedure of PSS to renew
shares of X’ at indices accessed by V). Py, updates the secret sharings of X
at the accessed locations in step 27. P,, sends commitments to views generated
in emulation of Refresh procedure and updated commitment of database. Upon
receiving the decommitment to challenge party set Z from V), on verification of
decommitments, Py, opens the views in MPC-in-the-head emulation of V() and
Refresh procedure for parties in Z. It also sends opening of shares of proof and
database encodings.

Computation of Verifier (Fig. 5). V generates and sends commitment to
challenge set Z in step 1. In step 2, V receives commitments to sharings of
LU-HPCPs-RAM proof () and to sharings of updated codeword. In steps 3
6, V jointly samples randomness with P,, used to execute the LU-HPCPs-RAM
verifier in the MPC-in-the-head approach. V obtains commitments to the views
generated in the MPC-in-the-head emulations of V#) and PSS.Refresh procedure
along with the commitment to updated sharings of input encoding. In step 8,
V sends decommitments corresponding to the challenge set Z. V receives the
openings to views of parties in execution of V), PSS.Refresh procedure for the
parties in Z. For parties in Z, V also receives openings to commitment of the
corresponding shares of the LU-HPCPs-RAM proof and input encoding (including
update information for the renewed shares). V checks if the views are consistent
given query responses, the list of broadcast messages, etc. It also verifies that the

5 Since the client accesses st(® locally, the ORAM server never observes them, and
they are not included in ORAM security.

6 P can choose randomness in RAMEval since soundness of ORAM [53, Definition 1]
ensures that for any choice of randomness, no malicious prover can prove a RAM
program outputs 1 when it actually outputs 0.
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Offline Phase.

Input: Pog receives A, (ck, pp), and x € {0,1}".

Offline Commitment: Po performs the following computation:

1 (%, st) & RAMInit(1*, x).

2. Invoke Péf}rl) on input (st || X) and obtain (st X = (By,...Bs11)).
Generate shares (X)1,.. ., (X), < PSS.Share(X). Compute (st'"), com!™) «
VC.Commit(pp, (X):).

3. Set st « {ck, pp, X, st ((X),5t");c,} and publish
com® = (C°m§x>)ie[71]'

Online Phase.

Input: Po, receives state st7) « {ck, pp,x, X, stH), ((X)i,stgz))ie[n]}, RAM

program P = (R,U) € {0,1}, and a witness w € {0,1}* as input.

Interaction:

1. Receive (comgz))iem.

2. Let P(©) denote the description of ORAM Evaluation of RAM program P using
RAMEval. Let w denote the randomness used in the execution of RAMEval.
Invoke Péf) with state st) and inputs P©) and (w, w). ng) returns proof
71 and updated buckets Y = (BY, ..., B.,), where m € [0 + 1].

3. Generate 7 shares (7)), ... (x(1), + SS Share(x*))). Compute
(st com!™) « VC.Commit(pp, (x(7)),). Send {comgﬂ)}ie[n] to V.

4. Generate 7 shares (Y)1,...,(Y), < SS.Share(Y).

Let IL denote the sequence of indices corresponding to updated buckets

(B, - .., Br,). The oracle to the shares of the updated codeword, i.e., (X'},

can be mimicked by using (Y); for queries at indices in IL. For all indices not in

IL, the response can be obtained from (X);.

6. Vi € [n], compute uj the sequence of pairs of “index” in IL and the
corresponding bit in list (Y);. Similarly, compute u; the sequence of pairs of
“index” in IL and the corresponding bit in list (X);. Compute
(com'™,atix;, ¢;) « VC.Update(pp, com™, u;, uf, st™)). Send {com ™ },cp to
V.

// cro\rJngz) can be treated as commitment to (X');

7. Initialize r + 0°.

8. for i€ [{] do

9. Generate random bit 4" & 10,11 (com!"”, decom{"”) «
C.Commit(ck,1{"). Send com!" to V. Receive bit 1! from V. Send
(7 decom'™) to V. Set r[i] + ) @ V).

10. end

o

11. Let f denote the n-party function corresponding to V. Emulate H}MPC) with
Z,; given P7(20) and 7 as input and oracle access to (X);, (X'); and <7T(H)>Z', for
i € [n]. Based on the execution, let the view of party Z; be denoted by VEH).
Let BM-List™) denote the list of broadcasted messages, which includes QL(X),
QL(XI>, and QL(™, representing the bits accessed in the input encodings and
the proof. Compute (comgH),decomE-H)) <+ C.Commit(ck, VEH)). Send
{BM-List™), {coml(.m}ie[n]} to V.

Fig. 3. Prover P = (Posf, Pon) of our U-ZK-RAM construction
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12. Vi € [n], create |QL™|-sized lists v;, p;.
13. for j € |QL™| do
14. Vi € [n], set v;[j] = (7):[QL™ [5]]. Compute
pilj] + VC.Open(pp, vi 4], QL™ []).
15. end
16 Wi € [, create list QA  (QL™[j], wlj], pili1) e qum -
17. Vi € [n], create |QLX)|-sized lists s;, 0.
18. for j € |QLY)| do
19. Vi € [n], set s;[j] = (X):[QLX)[5]]. Compute
ailj] + VC.Open(pp, si[j], QL™ [j]).
20. end
21. Vi € [n], create list QAL « ((QLEV ], 4[], aili]))jejquex -
22. Similarly, Vi € [n], create list QAgX/>.
23. Let QL(SX> - QL(X) denote the queries made to indices not in IL, i.e., the

shares that are shared between the two state of codewords X and X’. Set
QL « QLYY uQLYY. Fori € [), create |QL|-sized lists o, 5, V¥, s

// State st< @)

24. for j € |QL| do

25. Vi€ [n], set si[j] = (X'):[QL[j]] and ;[j] <= VC.Open(pp, (X'):[QL[;]],
QLj), st”).

26. Emulate MPC computation PSS.Refresh with Z; given current share s;[j]

can be emulated using st§x> and aux;

as input, for ¢ € [n]. Set V£S> [7] to be view of party Z; in this computation,
and set s;[j] to new share received as output by party Z;.
27. Vi € [n], set (X');[QL[s]] + si[j].
28. end
29. Vi € [n], create list QA; < ((QL[j], s:[4], o3l4], sil3]) je quem -
30. Vi € [n], Set st UpdState(stEx),mi). Then, compute
(Com(T) au (JC) C(CC)/) -
VC. Update<pp,com<” (QLI, si4)jeraur, (QLE), si]) e rqur st ™)
31. Set com™ « (com™ )1,
st@®) (stgz)/ = VC‘UpdState(s~t§z), auxgz)/))ig[n].
32. Vi € [n], compute (comgs),decomgs)) — C.Commit(VES)).
33. Send (com; S>)i€[n] and com™’ to V.
34. Receive (decomf,zj) ., (decom? i;)} from V. Vj € [7], if
Verify(ck, com?, decom?,i;) = reject, abort. Send
(v, decomgH)), (v§5>, decom!™));cz and (QA™, QA QA" QA,,
Ci(z)/)iel' to V.
35. Set st(P) « {ck, pp, x, X',st(H)l7 ((X’)i,stl(-x)l)ie[n]}.

Fig. 4. Prover P = (Posf, Pon) of our U-ZK-RAM construction (Continued)

query responses are consistent with the commitment. Finally, it verifies that the
shares are renewed consistently and commitments are appropriately updated.
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(=)

Input: V receives n, A € N, Pg, pp, and com® = (com| )ie[n] as input.

Interaction:

1. Sample distinct i1,...,%, & [n]. Compute
T g . T

g )}« C.Commit(i;), Vj € [r]. Send (com! ))ie[r]-

(7)o (@)

(com;.I)7 decom

2. Receive (com;"’, com;"’);c, from Pon.

3. Initialize r' < 0°.

4. for i€ [(] do

5. Receive com\” from P.,. Generate random bit " & {0,1}. Send "
to Pon. Receive (wgp),decomy)) from Pon. If
C.Verify(ck, comgr)7 decomgm,wip)) = reject, abort else continue. Set
i) = @yl

6. end

7. Receive {BM-List")), {comgH)}iE[n]}, (comgs))ie[n] and com™®” from Po,.

8. Send (decom?,i1),...,(decomZ,i.)} to V. Receive

(VEH),decomEH)), (VES),decomES)))iez and (QAE”),QAEX),QAEX/),QAZ-,
¢ )iz from Pon.
// Check consistency of query responses w.r.t. commitment
9. forieZ do
10. Ventry = (ind, v, p) € QAE"), compute ver < Verify(pp, com
ver = reject, abort.
11. end

(m)

i

,ind, v, p). If

12. Similarly, check consistency of query response in lists QAX) and QA

13. Compute Cgr < (V).

14. Vi € T, if C.Verify(ck,com!"™ decom™ V")) = reject, abort.

15. Let szo) denote the description of ORAM Evaluation of RAM program Pr
using RAMEval algorithm. Check consistency of all the views (VEH))Z-GI for
MPC computation of f, given Pg)), list of broadcasted messages BM-List "),

randomness 7, query responses in (QAEX))Z-GI, (QAEX >)i61 and (QAEW>)7;€I,
and the output is accept in all these views. If not consistent, abort.
// Verify if shares are refreshed and committed correctly

16. From BM-List""), determine query lists QL(XI) and QL&) Set
QL « QLX uQLy®.

17. Vi € Z, if C.Verify(ck, comgs), decomgs),VES)) = reject, abort.

18. V5 € |QL|, check consistency of views (V§S> [7])iez for MPC computation of
PSS.Refresh() circuit, given (QA;[j])iez. If not consistent, abort.

19. Vi € Z, entry QA;[j] is of the form (QL[j], s:[4], o:[4], si[4]). Now, Vi € Z,
compute com.”, (QL[j],Uz(j)/)je'QLl + ProofUpdate(pp, com'™, (QL[j], o:[],
siliDseiau ¢). 1f com™ # com™’, abort.

Fig. 5. Verifier V of our U-ZK-RAM construction

We set 7 = 2(\), 7. = 27 and n = ¢\ in our construction. We prove the
below Theorem in the full version.
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Theorem 10. (U-ZK-RAM) For every a > 0, there ezists an (n,lof =

O(n' ™), co = poly(N\,log(n)),ton = O(T?),con = poly(Alog(n)),t, =
poly(A,log(n)), v = negl(X))-U-ZK-RAM that makes a black-boz use of CRHF.
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