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We present Lilac, a separation logic for reasoning about probabilistic programs where separating conjunction
captures probabilistic independence. Inspired by an analogy with mutable state where sampling corresponds
to dynamic allocation, we show how probability spaces over a fixed, ambient sample space appear to be the
natural analogue of heap fragments, and present a new combining operation on them such that probability
spaces behave like heaps and measurability of random variables behaves like ownership. This combining
operation forms the basis for our model of separation, and produces a logic with many pleasant properties. In
particular, Lilac has a frame rule identical to the ordinary one, and naturally accommodates advanced features
like continuous random variables and reasoning about quantitative properties of programs. Then we propose
a new modality based on disintegration theory for reasoning about conditional probability. We show how
the resulting modal logic validates examples from prior work, and give a formal verification of an intricate
weighted sampling algorithm whose correctness depends crucially on conditional independence structure.
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1 INTRODUCTION

Software systems involving probability are pervasive. Such systems naturally appear in diverse
domains such as network reliability analysis [Gehr et al. 2018; Smolka et al. 2019], reliability
for cyberphysical systems [Holtzen et al. 2021; Lee and Seshia 2016], distributed software sys-
tems [Tassarotti and Harper 2019], and many others. As these systems are increasingly deployed in
high-consequence domains, there is a growing need for formal frameworks capable of reasoning
about and verifying probabilistic correctness properties. We are especially interested in formal
frameworks that support compositional reasoning: putting probabilistic systems together correctly
is a tricky business, as a probabilistic component often makes subtle assumptions about the distri-
bution of its inputs. A formal framework for reasoning about probabilistic systems should facilitate
the sound composition of formal verifications of individual components.

In the traditional non-probabilistic setting, program logics have become standard kit for composi-
tionally reasoning about heap-manipulating programs at scale [Distefano et al. 2019]. In particular,
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separation logic enables modular reasoning about heap-manipulating programs [Ishtiaq and O’Hearn
2001; O’Hearn et al. 2009; Reynolds 2002, 2009]. The key to this modularity is the frame rule,

{P}ef{x.Q(x)}

{F«P}e{x.FxQ(x)}
which states that a program e satisfying precondition P and postcondition Q doesn’t interfere with
any parts of the heap F (“frames”) disjoint from parts of the heap described by P [O’Hearn 2012].
This facilitates local reasoning, and is the distinctive advantage of using the substructural separation
logic over ordinary predicate logic in reasoning about pointers. An equivalent specification without
separation logic leads to an unwieldy proliferation of assertions about inequality of locations and
pointer-graph reachability [Reynolds 2002].

What is an effective separation logic for probabilistic programs? In the probabilistic setting,
the fundamental source of modularity is probabilistic independence. Intuitively, two sources of
randomness are independent if knowledge of one does not give any knowledge of the other. In
direct analogy to disjointness of heaps, independence structure permeates probabilistic programs:
sampling produces a random variable independent of all previously-sampled ones, and commonly-
used subroutines (e.g. randomly initializing an array) generate multiple mutually-independent
outputs. Just as in the traditional setting, attempting to write specifications for these procedures in
ordinary predicate logic leads to a proliferation of independence assertions. A logic for compositional
probabilistic reasoning should compositionally support independence, in the same way that ordinary
separation logic compositionally supports reasoning about disjoint heaps.

In this paper we present Lilac, a separation logic whose separating conjunction means probabilis-
tic independence. Lilac enjoys a frame rule that is identical to the frame rule of ordinary separation
logic; as a consequence, the same modular reasoning principles used on heap-manipulating pro-
grams apply directly to the probabilistic setting. Moreover, we prove that Lilac’s separating conjunc-
tion completely captures probabilistic independence: all probabilistic independence relationships
are validated by its semantic model (Lemma 2.5). Both of these points are improvements over prior
work [Bao et al. 2022; Barthe et al. 2019], and are consequences of our first core contribution: a new
combining operation on probability spaces, analogous to disjoint union of heap fragments in ordinary
separation logic, that serves as the interpretation of separating conjunction.

Our second core contribution is a modal treatment of conditional probability. It is common
in many probabilistic systems for a property to only hold conditional on some random variable:
for instance, two random variables might only be independent conditional on a third, a property
called conditional independence. Conditional reasoning is a second powerful and prevalent source
of modularity: correctness arguments for probabilistic programs often hinge upon a clever choice
of what to condition on, exploiting key conditional independence relationships to complete the
proof. Historically, conditional independence has been very difficult to capture in a substructural
program logic: it has either gone unsupported [Barthe et al. 2018, 2019] or required a host of new
logical connectives and significant changes to the underlying semantic model [Bao et al. 2021].
Lilac captures conditioning via the addition of a single modal operator. Adding support for this
conditioning modality doesn’t require any changes to our underlying semantic model beyond
restricting ourselves to a class of suitably-well-behaved probability spaces. By importing standard
theorems of probability theory, we validate a set of derived rules about the conditioning modality
that we argue captures the informal flavor of conditional reasoning.

In sum, our contributions are as follows:

1)

e We present Core Lilac, a separation logic whose separating conjunction captures independence
(Lemma 2.5), alongside proof rules for reasoning about a simple probabilistic programming
language capable of expressing all of the examples we will consider (Section 2). Core Lilac’s
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semantic model is based on a novel combining operation on probability spaces that resembles
disjoint union of heap fragments (Lemma 2.4).

e We extend Core Lilac with a modal operator C to express conditional reasoning (Section 3).
This makes Lilac the first logic that supports conditioning and continuous random variables in
combination with a substructural treatment of independence.

o We validate the effectiveness of Lilac as a useful tool for program verification by proving correct-
ness properties of existing examples from the literature as well as a new challenging example.
Establishing independence structure is key for proving certain cryptographic protocols correct.
We give Lilac proofs for the one-time pad, private information retrieval, and oblivious transfer
protocols studied by Barthe et al. [2019] (see Appendix F). Lilac can also establish conditional
independence properties: we show this by validating the conditional independence properties
of all programs considered by Bao et al. [2021] (Sections 1.1 and 4.2). Finally, we consider a
challenging new example that goes beyond the scope of existing separation logics. We validate
an intricate reservoir sampling algorithm that uses continuous random variables and whose
correctness argument depends crucially on conditional independence structure (Section 4.1).

1.1 A Tour of Lilac

To concretize the discussion, we now present a few simple examples in order to illustrate how
Lilac’s separating conjunction encodes independence and how the conditioning modality can be
used to establish simple conditional independence relationships.

First, consider a program UNIF2 that samples two reals X, Y uniformly from the interval [0, 1]:

X «unif [0,1]; Y « unif [0,1]; ret (X,Y) (UNTIF2)

We will write all probabilistic programs in monadic style, in a manner similar to Haskell’s do-
notation; the keyword ret lifts the value (X, Y) into a pure monadic computation. This program
satisfies two main properties of interest. First, the outputs X and Y are independent and distributed
as Unif [0, 1]. Second, as freshly generated random variables, both X and Y are independent of all
other variables. Both properties are asserted by the following Hoare triple:

(T} untr2 {(X,Y). X ~ Unif[0,1] * Y ~ Unif[0, 1]}

We write {P} M {X.Q(X)} for a program M that satisfies precondition P and produces a random
variable X satisfying postcondition Q(X). In this case, the precondition is the trivial T. The proposi-
tion X ~ Unif|0, 1] is a Lilac assertion: it asserts that random variable X is distributed as Unif [0, 1].
This is in direct analogy to the proposition ¢ +— v from ordinary separation logic. Ordinarily,
the separating conjunction (# — v1) * (£, > v,) asserts
that # and ¢, refer to disjoint heap chunks containing

values v; and v, respectively. Analogously, the postcon- {7

dition (X ~ Unif[0,1]) = (Y ~ Unif[0, 1]) asserts that X —unif [o,11;

X is independent of Y (henceforth written X 1 Y) and {X ~ Unif[0, 1]}

that both are distributed as Unif [0, 1]. Finally, the frame Y < unif [0,1];

rule implies X and Y are independent of all other random X~ Unif[0,1] * Y ~ Unif [0, 1]}

variables, expressing the fact that X and Y are freshly ret (X,Y)

generated. {(X,Y). X ~ Unif[0,1] * Y ~ Unif[0,1]}
To establish this postcondition, Lilac provides proof

rules that enable the usual forward-symbolic-execution- Fig. 1. Lilac-annotated UNIF2.

style reasoning [Reynolds 2009]; we will present these in
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Section 2.5. The rule for generating a random variable using unif [@,1] is:
{T}unif [0,1] {X.X ~ Unif [0,1]},

in direct analogy to the rule for allocating a new reference in ordinary separation logic. The rules
for monadic operators are standard; see rules H-LET and H-RET in Figure 8. This allows derivations
in the Lilac program logic to be abbreviated as assertion-annotated programs in the usual way. For
example, the postcondition for UNIF2 can be established by the annotation in Figure 1.

Our next example illustrates how Lilac’s notion of separation can be used together with probability-
specific reasoning principles to compute an expectation. Consider a program HALVE that takes a
random variable X as input, generates a uniform random variable Y, and computes their product:

HALVE(X) = (Y < unif [0,1]; ret XY) (HALVE)

Because Y is freshly generated, X and Y must be independent; combined with the fact that Y is
uniform, we have E[XY] = E[X] E[Y] = E[X]/2.! (Hence the name: naLvE(X)’s output is half
of X in expectation.) This argument makes use of two key facts: expectation distributes over the
product of independent random variables, and for U ~ Unif[0, 1] we have E[U] = 1/2.

In Lilac, the claim that HALVE(X) has expectation E[X]/2 can be expressed by:

{own X} nawve(X) {Z. E[Z] = E[X]/2} (2)

The postcondition states that the random variable Z produced by HALVE has expectation E[X]/2.
The precondition own X is a new kind of Lilac assertion: it asserts “probabilistic ownership” of a
random variable X but nothing about its distribution. Probabilistic ownership is in direct analogy
to the assertion £ — — of ordinary separation logic, which asserts ownership of a location ¢ in
the heap but nothing about the value stored at ¢. Probabilistic ownership allows us to describe
independence relationships involving X without knowledge of its distribution. In particular, the
proposition own X * ownY asserts that X 1l Y, just as the proposition (£; > —) * (& — —)
asserts that #; and ¢, are disjoint locations in ordinary separation logic. In Section 1.2 we will
describe precisely what ownership means in this probabilistic context.

The annotation in Figure 2 proves that HALVE
meets the specification in Equation 2. The proof 1 {ownX}
proceeds in two phases. In the first phase, we 2 Y «unif [0,1];
apply standard proof rules for unif [@,1]and 3 {ownX = Y ~ Unif[0,1]}
ret to obtain the assertion on Line 5% Asis 4 ret XY

standard for proofs in separation logic, we
implicitly apply the frame rule when needed.
In this case, the frame rule guarantees that
own X is preserved across the invocation of
unif [@,1], giving the separating conjunction

5 {Z. ownX * Y ~ Unif[0,1] = Z?XY}

6 {Z-(EIYI =1/2 A E[XY] :EIXIEIY]) Z’;SXY}
7{Z. E[Y] =1/2 A E[Z] =E[X]E[Y]}

8 {Z. E[Z] =E[X]/2}

on Line 3. This formalizes the intuition that Y
is freshly generated, and therefore independent Fig. 2. Lilac-annotated HALVE.

of X. Line 5 introduces the proposition Z = XY,

which asserts that the output Z is almost-surely equal to the product XY. Two random variables X
and Y are almost-surely equal if they are equal with probability 1 (i.e., Pr(X = Y) = 1); this is the
natural notion of equality for random variables. See Figure 6 for the semantics of (£). Note that
using separating conjunction to combine this proposition with the others does not introduce any

spurious independence relationships; unlike own X or Y ~ Unif[0, 1] the proposition Z Z XY does

1E[X] denotes the expectation of the random variable X.
2Section 2.5 describes these rules in detail.
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not assert ownership of any random variable.? This is in contrast to prior work such as Barthe et al.
[2019], where almost-sure equality requires ownership of the variables being compared and, as a
result, proofs involving equalities often require a cumbersome mixing of (A) and ().

Lines 6-8 finish the proof using proof rules expressing nontrivial probability-specific reasoning.
Line 6 applies the proof rules:

ownX = ownY + E[XY]=E[X]E[Y] (INDEP-PROD)
Y ~ Unif[0,1] + E[Y]=1/2 (Ex-UNT1F)

to obtain a conjunction of equalities about the expectations of Y and XY. Unlike the proof rules we
have considered so far, which are structural in nature and express standard logical reasoning prin-
ciples, these rules express probability-specific facts: INDEP-PROD expresses the fact that expectation
distributes over products of independent random variables, and Ex-UNIF expresses the expectation
of the standard uniform distribution. As probability-specific proof rules, these do not follow from
the ordinary laws of separation logic; instead, they are validated by the probability-specific model
that we will describe in Section 1.2. Line 7 uses the almost-sure equality Z £ XY to replace all
occurrences of XY with Z. The rest of the proof follows by calculation.

Lilac’s conditioning modality. Conditioning is at the heart of probabilistic reasoning, and is
central to most probabilistic arguments. A core goal of Lilac is to facilitate conditional probability
arguments that would be familiar to probability theorists. Informally, conditioning “[turns a] random
event or variable into a deterministic one, while preserving the random nature of other events
and variables” [Tao 2015]. We capture this intuition with the conditioning modality “Cx P(x)”,
which asserts that P(x) holds conditional on all possible values x the random variable X can
take on. A key feature of this modality is that standard separation logic assertions have intuitive
conditional readings under it; thus C lifts statements about unconditional probability to their natural
conditional counterparts. For instance, we have seen that own X * own Y asserts that X 1l Y, and
E[X] = v asserts that X has expectation v. Accordingly, C,._z (own X*own Y) expresses conditional
independence of X and Y given the random variable Z, denoted X 1L Y | Z,and Cyy (E[X] = f(y))
asserts that X has conditional expectation f(Y) given Y, ie. E[X | Y] = f(Y).

Conditional arguments are driven by a careful distinction between random and deterministic
quantities. We make these distinctions notationally and semantically explicit in Lilac. We write
random expressions as capital letters X; these variables stand for random variables manipulated by a
probabilistic program, and are compared for equality using (£). Deterministic (i.e., non-probabilistic)
variables are written in lower-case letters x, and are compared for equality using ordinary (=).

Lilac supports familiar ways of transitioning between deterministic and probabilistic quantities,
and typing rules (given in Section 2.1) govern precisely where random and deterministic expressions
can appear. For instance, E[X] = v asserts that a random expression X relates to a deterministic
quantity v. The conditioning modality permits arguments that mediate between the random and
the deterministic. When a probability-theorist says “and now we proceed by conditioning X” in
a pen-and-paper proof, we translate this to entering the conditioning modality. The proposition
C.—x P(x) binds a new deterministic variable x for use in P(x). Intuitively, the deterministic x
represents an arbitrary but non-probabilistic value that X has been fixed to inside P via conditioning.
This allows replacing X with x inside P. For example, the proposition C, x (E[X] = x) is valid:
under C,x, we can replace X with x to get E[X] = E[x], and E[x] = x because x is deterministic.

This ability to turn random quantities X into deterministic variables x is especially useful because
deterministic variables are, generally speaking, better behaved than their random counterparts.

3Section 2.3 will make this precise.
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In particular, deterministic variables support case analysis: if b is a deterministic variable of type
bool then P[T/b] A P[F/b] + P. This allows Lilac to express a kind of conditional argument by case
analysis that is pervasive in probabilistic reasoning. For example, consider the following program:

Z — flip1/2; X « flip1/2; Y « flip1/2;

Ae—ret(X||Z); Beret(Y||Z); (CoMMONCAUSE)
ret (Z,X,Y,A,B)

This program is taken from Figure 6(a) of Bao et al. [2021] (and translated into a monadic style),
where it is used as an example of conditional independence structure. The program computes
A and B from mutually-independent boolean random variables Z, X, Y generated by flip 1/2;
at exit, we have that A 1L B | Z. In Bao et al. [2021], this is established via a logic of “doubly-
bunched” implications — an extension of separation logic with an additional family of substructural
connectives for expressing conditional independence. We will show how Lilac can state and prove
this conditional independence without having to introduce new connectives beyond C.
The conditional independence property A 1L B | Z is captured by the following triple:

{T} CommonCause {(Z, X,Y, A, B). CZ(ownA % own B)}
Z—

This postcondition can be established as follows.* First, applying rules for f1ip and | | gives:
Z~Ber1/2 % X ~Ber1/2 % Y~Berl/2 *+ AS(XVZ) * BE(YVZ)

At this point, an informal proof would continue by case analysis on Z as follows. Because Z is a
Boolean value, it can only take on one of two values: T or F. First establish A 1L B | (Z =T).IfZ =T
then A = B = T, and therefore A 1L B because by definition T 1L T. Now establish A 1L B | (Z = F).
If Z = F then A = X and B = Y. By construction we have X 1 Y 1l Z, since they are all independent
f1lips. This mutual independence implies that X and Y remain independent after conditioning on
Z =F.Hence A 1L B| (Z =F). This completes the case analysis, so A 1L B | Z as desired.
In Lilac, this conditional argument is expressed by introducing the operator C,. 7 and performing
case analysis on the deterministic z. First, C,.~ is introduced as follows:
C (X~Ber1/2 « Y~Berl/2 + AZ(XVZ) = Ba:S(Y\/Z))
Z—
This step formalizes the idea that anything independent of Z continues to be independent after
conditioning. It is justified by an application of the C-INDEP rule, which we will describe in Section 3.
Conditioning on Z allows us to replace occurrences of the random variable Z with the newly-
introduced deterministic z:
C (X~Ber1/z £ Y~Berl/2 + AZ(XVz) = Ba=S(YVZ)) 3)
A
We are done if we can show that (3) entails C,z(own Asxown B). At this point we use a key property
of C: as a modal operator, it respects entailment, so we must establish the C-free entailment:’

X ~Ber1/2 Y ~Ber1/2 * AZ(XVz) * BE(YVz) + ownA *ownB.
Now the rest of the proof follows directly by cases on z: if z = T then after simplifying we have:

AZT « BET + own A * own B,

4Here we prefer to describe the proof as a mixture of prose and Lilac assertions. Appendix C gives a fully annotated program.
SThat is, if P + Q then Cxx P F Cxx Q.
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which follows from the rule X £ T  own X specialized to X = A and X = B. On the other hand, if
z = F then we are left (again, after simplifications) with

A~Ber1/2 = B~Ber1/2 + ownA *ownB,

which follows from the rule X ~ Ber1/2 + own X.

1.2 A Tour of Lilac’s Semantic Model

So far we have sketched a system of proof rules for reasoning about probability that would appear
quite intuitive to a probability theorist. However, reasonable-looking proof rules are only half of the
story. To ensure that the rules are sound and that Lilac propositions have sensible interpretations
in terms of existing probability-theoretic objects, we construct a model that validates the reasoning
principles described in the previous section and grounds them in probability-theory.

Lilac’s semantic model is designed by analogy with mutable state. The key idea is that probability
spaces — mathematical objects that model random phenomena — behave like heaps. To make this
concrete, consider the following program:

X « flip1/2; Y « flip 1/2; ret (X,Y) (FLIP2)

According to the informal semantics for probabilistic programs used in Section 1.1, this program
“generates” two uniformly distributed boolean random variables X and Y. To make this precise,
we need some standard definitions. A probability space is a tuple (Q, ¥, ). The set Q is called the
sample space. The set F, called the o-algebra, is a collection of subsets of Q that (1) contains the
empty set and Q, and (2) satisfies closure under countable union and complements. Elements E € ¥
are events; events models an observable property of the phenomenon. The map p: ¥ — [0,1] isa
probability measure assigning each event its probability. Given a finite set A, an A-valued random
variable is a map X : Q — A that is ¥ -measurable, which means that the set {w | X(w) = a} is
an event of F for all a € A. Intuitively, a random variable X represents an object of type A that
depends on the random phenomenon modelled by Q; the measurability condition ensures that X
only depends on observable properties.

To visualize these objects, we will temporarily fix Q to be the unit square [0, 1] X [0, 1] and p to be
the function that assigns to each subset of Q its area, if possible. This allows us to draw a probability
space (Q, ¥, 1) as a partitioning of the unit square given by the o-algebra ¥ . For example, the
square ‘ depicts a probability space with o-algebra T‘ :={0,], |, Q} and probability measure:

p@ =0 u()=1/2 p(l)=1/2 p(Q=1

This probability space models a random phenomenon with two events (the blue rectangle and the
orange rectangle), each with equal probability.

For example, one can define a random variable on the space [| | as follows. Let A be the set of
boolean values {T,F} and X : [0,1] x [0,1] — {T,F} be a function that sends blue points to T and
orange points to F. Concretely, X (w1, w2) = Tif w; < 1/2 and F otherwise. This is a random variable:
the measurability condition is satisfied because X~!(T) =[] € 7—" and X"1(F) = | € T‘ .

We now have the machinery necessary to interpret the rLip2 example. The idea is to think of
FLIP2 as carrying along a probability space as it executes, analogous to how programs with mutable

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.



112:8 John M. Li, Amal Ahmed, and Steven Holtzen

state carry along a heap. We can visualize execution of FL1p2 as follows:

X

1 X flip1/z;

;
Pl

2 Y« flip1/2;

i
G ox Gox @ ox (FLIPZANNOT)

Before Line 1, the probability space has exactly two events, 0 and Q, with respective probabilities
0 and 1. This is the trivial probability space, analogous to an empty heap. After the first line is
executed two things change:

3 ret(X,Y)

o Two new events are allocated, forming the blue-orange probability space [| | we considered earlier.
This is analogous to how new allocates a fresh memory cell on the heap: probability spaces
correspond to heap fragments.

e The f1lip operation yields the random variable X we considered earlier that maps blue points to
T; it is depicted by the arrows. This is analogous to how new returns the location of the newly
allocated heap cell: random variables correspond to locations.

Line 2 allocates a second probability space [, whose events are the dotted region = and dashed
region —, and a new random variable Y that associates dotted points to T and dashed points to F;
concretely, Y(wy, wz) = T if w, > 1/2 and F otherwise. There are many other possible alternatives
to 5§ and Y; we have simply chosen the ones that are easiest to visualize. This is analogous to
how, in heap-manipulating languages, there are many possible locations in the heap that new can
choose to allocate in. Ordinarily, the location chosen by new is also fresh, so that the entire heap
after executing new is a disjoint union of the old heap and the newly allocated cell. Analogously,
flip allocates a probability space probabilistically independent from the old one, so that the entire
space B after executing the second f1ip is an independent combination of the old space [ and the
newly allocated one 5. The operator () is our new combining operation on probability spaces: it
has the same algebraic properties as disjoint union of heap fragments does in ordinary separation
logic (Theorem 2.4), and is the heart of Lilac’s notion of separation. The events of the combined
space [ are generated by the events of [| and =, we give a formal definition in Section 2. The
insight that disjoint union of heaps corresponds to independent combinations of probability spaces
underlies Lilac’s interpretation of standard separation logic connectives: in particular, a probability
space P satisfies assertion P; * P, if there exists a “splitting” of # into an independent combination
P o P, such that P; satisfies P; and P, satisfies P,.

Frip2 ANNorT also illustrates the second key insight that forms the basis for our model of separation
logic: ownership is measurability. In Section 1.1 we described the proposition own X as asserting
“probabilistic ownership” of X but no knowledge of its distribution. Now we make this precise: the
proposition own X holds in probability space (2, 7, u) when X is ¥ -measurable. In FLIP2ANNOT,
own X holds in the space [| because X is T‘ -measurable. On the other hand, own Y does not hold

in[], because the event Y™ !(F) =  is not contained in 7—" . Similarly, own X does not hold in
because X 1(T) =[] ¢ . The grayed-out arrows depict non-measurability in FLIP2ANNOT.

2 CORELILAC

Now that we have given informal descriptions of Lilac’s proof rules and semantic model, we now
begin the formal development of Core Lilac, a subset of Lilac without the conditioning modality.
First we will introduce the syntax and semantics of Core Lilac propositions. Then we present our

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.



Lilac: A Modal Separation Logic for Conditional Probability 112:9

PQu=T|LIPAQ|PVQ|P—Q|P+Q|P—+Q|OP]
Vx:S.P | 3x:S.P | VWwX:A.P | 3w X:AP | E~p|ownE | E[E] =e | wp(M, X:A.Q)

Fig. 3. Core Lilac syntax. Metavariables S, T range over sets and A, B over measurable spaces. Metavariables
E, e, M, and y range over arbitrary measurable maps of a certain type described in Figure 4.

S € Set Fu=-|I,x:S [x1: 81, -, Xn :Sn]| =S1 X - X Sn
A € Meas =-|AX:A [X1:A1, ... Xn : Apl = A1 X -+ - X Ay
Ec[I]—>[A] > A ecI]—A er]—gA
1= 0A1 = 4 1 g ok Gl L Bl el = 94 1 pigrn
;AR EA Thgete: A Thget p: A
Me[r] - [aA] S gA T,x:5;A+ P T;AX:AFP
T-Proc —— T-DeTV —— T-RanDV
I;A Fprog M:A T';A+FVx:S.P ;A - VW X:AP
T;A+yE: A Tk DA ;AR E:R Trgee:R LAbw Er A TiARy Ext A as
v det H T-Sim v det TE = T-=
LAFE~p T;A+FE[E] =e T;A+E ZE,

T5A Fprog M 1 A TAXARQ
[;A Fwp(M,X:A.Q)

“wp

Fig. 4. Core Lilac typing rules. Contexts I contain the types of deterministic variables and contexts A contain
the types of random variables. Metavariables E range over random expressions and e over deterministic
expressions. We write GA for the set of distributions on A.

combining operation (e) on probability spaces described in Section 1.2, and show that it behaves
like disjoint union of heaps. Next, we give the semantics of Lilac propositions, and fix a small PPL
capable of expressing the examples presented in the previous section, called “APPL”. Finally, we
connect Lilac to APPL by giving proof rules for reasoning about APPL programs.

2.1 Syntax and Typing of Core Lilac Propositions

The syntax of Core Lilac propositions is given in Figure 3. It includes the standard intuitionistic
and substructural connectives, plus the probability-specific ones ownE, E ~ pu, E[E] = e, and
E; £ E; introduced in Section 1.1. Figure 4 gives selected typing rules for Core Lilac.® The typing
judgment has shape I'; A + P, where T' is a context containing the types of deterministic variables
and A is a context containing the types of random variables. It is defined in terms of auxiliary
judgments I'; Ak E : A for typing random expressions E, which may mention both deterministic
and random variables, and T’ kgt € : A for typing deterministic expressions e, which can only
mention deterministic variables, and I'; A +p0¢ M : A for typing programs. Since there are two
kinds of variables, there are also two kinds of quantifiers, with typing rules T-DETY and T-RANDYV.

For clarity of presentation the Core Lilac syntax in Figure 3 permits reference to arbitrary
measurable spaces in its types and arbitrary measurable functions in its terms, in a manner similar
to Shan and Ramsey [2017] and Staton [2020]. The rule T-RANDE characterizes the kinds of functions
allowed as random expressions: a random expression E has type A in context (I'; A) if itisa [T']-
indexed family of measurable maps [A] — A. For instance, the following random expressions are
all well-typed via T-RANDE because (+) and pow (—, —) are both measurable functions R X R — R:

®The full typing rules are in Appendix B.2.
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;A E1:R ;A by Eo : R ;A E1:R ;A v E2: R
Ay E{t+E2: R T;A by pow (El,Eg) :R

Similarly, T-DETE says a deterministic expression e is well-typed at A in " if it is a function [T — A,
and T-DisTr says p is well-typed at A in context I if it is a [T']|-indexed family of distributions; we
write GA for the set of distributions on A. Finally, T-PRoG says a program M is well-typed in I'; A
if it is a [T -indexed family of Markov kernels — maps A — GB often used to give semantics to
probabilistic programs [Staton 2020].

To reason about the behavior of programs we add a weakest precondition modality in the style of
dynamic logic [Harel et al. 2001; Jung et al. 2018]. Intuitively, wp (M, X:A.Q) asserts that M produces
a random variable X satisfying postcondition Q. For example, the fact that rL1p2 from Section 1.2
produces two independent Ber 1/2 is stated wp([[FLip2], (X, Y). X ~ Ber1/2 = Y ~ Ber1/2).

2.2 Combining Independent Probability Spaces

Before we present the semantic interpretation of Core Lilac, we first formally describe our novel
combining operation on probability spaces. As described in Section 1.2, this combining operation
behaves like disjoint union of heap fragments, and underlies Lilac’s model of separation. Formally,
this is captured by the notion of a Kripke resource monoid [Galmiche et al. 2005]:

DEFINITION 2.1. A Kripke resource monoid is a tuple (M, C, », 1) where

(1) (M, E) is a poset,

(2) (e) is a partial function M X M — M,

(3) (M, e, 1) is a partial commutative monoid,

(4) (o) respects (C): ifx T x" andy C y’ and x’ oy’ defined, then x o y defined and x sy C x" o ¢’/

Intuitively, a KRM models the notion of a resource. The set M models the space of possible
resources; the ordering (£) models how a given resource can evolve over time. The operation (e)
models how resources can be combined; it is partial because not all resources are compatible with
each other (e.g., overlapping heap fragments). The choice of (e), which captures the desired notion
of separation, determines the interpretations of the standard separation logic connectives. Our
choice, as foreshadowed in Section 1.2, combines two independent probability spaces:

DEFINITION 2.2 (INDEPENDENT COMBINATION). Let (Q, &, ) and (Q, F,v) be probability spaces
over the same ambient sample space Q. A probability space (Q, G, p) is an independent combination
of (Q, &, ) and (Q, F,v) if (1) G is the smallest o-algebra containing & and F, and (2) p witnesses the
independence of 1 and v in the sense that for all E € & and F € F it holds that p(E N F) = u(E)v(F) .

Recall the program rLIP2 from Section 1.2. In this example the probability space £ is obtained
as an independent combination of [| and . To show this, the areas of the regions in E must be
products of intersections of regions in [| | and [=. Consider the events X~ 1(T) =[] and Y~!}(T) =&
Both of these events have area 1/2, and their intersection B- — the upper-left quandrant of the unit
square — has area 1/4 = (1/2)(1/2) as desired; clearly this holds for all quadrants.

To form a resource monoid, the combining operation () must be a partial function. Definition 2.2
relates probability spaces to their independent combinations. However, it requires a witness p of
independence; if there are multiple possible choices for p, then this relation does not define a partial
function. Thankfully — and somewhat surprisingly- it is possible to establish the uniqueness of p
and therefore of independent combinations:

"This is a specialization of Definition 5.5 from Galmiche et al. [2005].
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LEMMA 2.3 (INDEPENDENT COMBINATIONS ARE UNIQUE). Suppose (Q, G, p) and (Q,G’, p’) are
independent combinations of (Q, &, ) and (Q,F,v). Then G =G’ andp = p’.

The proof is concise and relies on an application of the well-known Dynkin -A theorem [Kallen-
berg 1997]; see Appendix B.3 for details. Given Lemma 2.3, we can safely write (&, p)¢(F,v) = (G, p)
whenever (G, p) is an independent combination of (&, i) and (F, v), making () a partial function
on probability spaces. In addition to being a partial function, Definition 2.1 also requires that ()
forms a partial commutative monoid and respects a certain ordering relation. This indeed holds
of our model: we take the ordering relation to be inclusion of probability spaces, analogous to
inclusion of heaps used in ordinary (affine) separation logic:

THEOREM 2.4. Let M be the set of probability spaces over a fixed sample space Q. Let () be the
partial function mapping two probability spaces to their independent combination if it exists. Let (C)
be the ordering such that (¥, p) T (G,v) iff F € G and pu = v|#.° The tuple (M, T, »,1) is a Kripke
resource monoid, where 1 is the trivial probability space (71, in) with F1 = {0, Q} and 14 (Q) = 1.

Proor. The main proof obligation is to establish associativity of (). This follows from an
application of the 7-A theorem. The proof is intricate; for details, see Appendix B.4. O

There is a curious contrast between (e) and the standard definition of independence of o-algebras
in probability theory. The standard notion of independence of two sub-c-algebras & F € G with
respect to an ambient probability space (Q, G, p) states that p factorizes along & and 7: i.e., it
says that for all E € &, F € ¥, it holds that p(E N F) = p(E)p(F). This definition presupposes
the existence of an ambient measure p by which the independence of & and ¥ can be judged. In
contrast, our independent combination does not require p. Instead, Lemma 2.3 guarantees that if
any such p exists, it is unique. This observation turns the standard definition into a partial function
on probability spaces with the structure of a partial commutative monoid; once one has combined
u and v to obtain p in this way, our definition coincides with the standard one.

2.3 Semantics of Lilac Propositions

Having established that independent combination of probability spaces forms a Kripke resource
monoid, we are now ready to present Lilac’s semantic model with it as the foundation. Figure 5 gives
Lilac’s interpretations of standard separation logic connectives, along with interpretations of the
two kinds of quantifiers. We describe these familiar rules first. Figure 6 gives the probability-specific
rules, which we will discuss after. Both definitions are parameterized by an ambient sample space
Q equipped with a o-algebra Xq: all probability spaces # are assumed to contain sub-c-algebras of
>q, and RV A denotes the set of random variables over Q. Because Q is fixed throughout, we write
probability spaces simply as (7, p).

Figure 5 defines the meaning of propositions. Each proposition I'; A + P is interpreted as a set
of configurations of the form (y, D, #) by the relation y, D, P |= P. In ordinary separation logic,
configurations are of the form (s, h) where h is a heap and s a substitution associating values to
variables. Here, the probability space # plays the role of the heap. The pair (y, D) plays the role of
the substitution; because Lilac has two kinds of variables — random and deterministic — it also has
two kinds of substitutions: y € [I'] maps each deterministic variable to a value, and D € RV[[A]]
maps each random variable to a mathematical random variable. The last four lines of Figure 5 give
familiar-looking interpretations of quantifiers. All other lines are standard for separation logics,
and follow from the fact that (e) forms a Kripke resource monoid.

Figure 6 describes the probability-specific Lilac connectives. We start with the first line in
the figure, which defines the meaning of ownership. Following the intuition from Section 1.2,

8For a distribution y£ : G — [0, 1] and sub-o-algebra ¥ C G, we write y1|# for the restriction of y to 7.
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v.D,PeT always

v.D,PEL never

v.D,PEPAQ iff v.D,PePandy,D,PEQ

v.D,P=PVQ iff v.D,PEPory,D,PrQ

v.D,PEP—Q iff v, D, P’ E Pimplies y,D, P’ = Q forall P’ I P

v.D,PEP=*Q iff v,D,PpEPandy,D,Po k Q for some Pp e Po C P
v.D,PEP—Q iff v, D, Pp E P implies y, D, Pp » P k Q for all Pp with Pp ¢ P defined
y,D,P 0P iff v,D,1EP

v.D, P £ Vx:S.P iff (y,x),D,PEePforallx € S

v, D, P £ Ix:S.P iff (y,x),D, P E P for some x € S

v, D, P EVWX:AP iff v, (D, X),PEePforall X : RVA
v, D, Pk I X:A.P iff v, (D, X), P E P for some X : RVA

Fig. 5. Semantics of basic Lilac connectives.

v, D, (F, 1) EownE iff E(y) oD is F-measurable
, ) ) , B W —
v. D, (Fou) FE~p iff  E(y) oD is $-measurable and p’ (y) = ret (E(y)(D(e)))
YD, (F,u) rE[E] =e iff  E(y) o D is F-measurable and E,~,[E(y) (D(w))] = e(y)
v, D, (F, 1) £ Eq £E, iff Fe Fandu(F)=1andFU (X;,Xz) 1(A) € Fforall A € cod(X;) ® cod(X3)
where F = {w | X1(w) =Xz(w)} and X; = E;(y) o D fori € {1,2}
v, D, P Ewp(M,X:A.Q) iff forall Prame and p with Ppame * P C (Zq, i)
and all Deyt : RV [ Aext ]|
there exists X : RVA and P’ and g/ with Prame * P’ T (Zq, 1)
O — I
such that | v &< M(y)(D(w));
ret (Dext (@), D(w), v)
andy, (D, X), P £Q

w— '

| ret (Dext(@), D(@), X ())

Fig. 6. Semantics of probability-specific Lilac connectives.

ownership corresponds to measurability of a random variable with respect to a particular o-algebra.
This intuition is made formal here: the proposition own E holds with respect to a configuration
(y, D, (F, p)) if the random variable denoted by the random expression E is F-measurable.” The
expression E can have free variables that are either random or deterministic. The random variable
E(y) o D is constructed by performing the relevant substitutions: first all deterministic values are
substituted into E, and then the resulting measurable map E(y) is composed with D to produce a
random variable. With this connective in hand, we can formally relate separating conjunction in
Lilac to the familiar probabilistic notion of independence of random variables:

LEMMA 2.5 (SEPARATING CONJUNCTION IS MUTUAL INDEPENDENCE). Fix a configuration (y, D, P).
Abbreviate X;(y) oD as X]. Then, 1L; X] holds with respect to P if and only if (y,D,P) ¢ *i own X;.

For a proof, see Appendix B.9. Next, proposition E ~ p’ holds with respect to (y, D, (F, 1))
if E owns ¥ and additionally follows distribution z’(y), which is the distribution obtained by
substituting the values in y for deterministic variables in the distribution expression p’. Throughout
this figure, we use Haskell-style notation to construct distributions using the Giry monad [Giry
1982]; here we use this notation on the right hand side of the equation for y’(y) to construct the
distribution produced by first sampling a value w from the ambient probability measure y and then

Formally, for a probability space (Q, ¥, i), a random variable X : (Q, F) — (A, A) is F-measurable if for every E € A
it holds that X1 (E) € F.
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A,B 1= AXB|bool|real |A™]|index |GA
M,N,O0 == X |retM|X « M; N|(M,N) |fstM]|sndM |
T|F|if MthenNelseO|flipp|r|M&N | M < N |unif [0,1] |
(M,...,M] | M[N] | for(n, M, i X. Mstep)

Fig. 7. APPL syntax. Metavariables p range over probabilities, r over real numbers, and n over natural numbers;
@ and < range over standard arithmetic and comparison operators.

running E on it. Intuitively, this captures the notion that p is the push-forward of y through E.
The interpretation of E[E] = e has a similar structure.

The proposition E; £ E; holds with respect to (y, D, (¥, 1)) if E; and E, are almost-surely equal:
formally, we require the event F that the random variables E; (y) o D and E»(y) o D agree to have
probability 1. We additionally require ¥ to contain all supersets of F that may be expressed as events
involving E; and E;; this is necessary to support rewriting along equalities E; = E; as illustrated
by the examples in Section 1.1.!° Note that we do not require E; or E, to be ¥-measurable: this
makes E; £ E, a duplicable proposition,'" and allows it to be combined with other propositions using
separating conjunction without asserting spurious independence relationships. For details on the
properties of almost-sure equality, see Appendix B.5.

The most intricate part of Figure 6 is the interpretation of our weakest-precondition modality
wp. Intuitively, configurations of the form (y, D, ) represent fragments of a machine state, much
like how a configuration (s, h) in ordinary separation logic represents a fragment of the full heap.
The idea is that wp(M, X:A.Q) should hold in configuration (y, D, ) if (1) running M with any
state containing fragment # produces a new state containing a new fragment £’ and a new
random variable X; (2) the new fragment $’ satisfies postcondition Q; (3) any fragments Prame
independent of P are preserved by M, which is necessary to establish a frame rule. To enforce
(1), we quantify over all probability spaces (Zq, ) containing ¥ and require that running M in y
produce a new probability space (Zq, ') containing a new fragment #’ and new random variable
X whose distribution is equal to the distribution produced by M. To enforce (2), we require that the
new configuration (y, (D, X), P’) satisfy Q. To enforce (3), we quantify over all possible “frames”
Ptrame, and require that the new space p’ contain the exact same frame unchanged. Finally, in
order to prove a fundamental substitution lemma, we quantify over arbitrary extensions Dey; to the
random substitution D; for details on this technical point see Appendix B.4.1.

2.4 Syntax and Semantics of APPL

Now we establish a program logic that leverages Core Lilac. We fix a small probabilistic programing
language called APPL capable of expressing the examples in Section 1.2. The syntax of APPL is
given in Figure 7. It is a simply-typed first-order calculus with a sampling operation, immutable
arrays, and bounded loops. It has a simple monadic type-system as in Staton [2020]. The important
monadic typing rules are:

Avrappr M:GA

AvrpppL M: A AX:Avapp. N:GB
T-UN1F ——— T-ReT T-BiND
A Fappr, unif [0,1]:Greal A FappL ret M: GA AvrappL, X <« M; N:GB

Monadic computations have type G A; the G stands for the standard Giry monad [Giry 1982]. The
T-UNT1F rule states that unif [0, 1] is a probabilistic computation producing a real number.

10We would like to thank Jialu Bao for pointing this out.
1 As in Jung et al. [2018], we say a proposition P is duplicable if P + P  P.

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.



112:14 John M. Li, Amal Ahmed, and Steven Holtzen

Prp re {(FIMIX.0} H-CONSEQUENCE Py M AX. 0} H-FRAME (X ¢ F)
{P} M {X.Q} {F«P} M{X.F*Q}
H-RET {P} M {X.0} VX. {Q} N {Y.R} HoLET
{Q[IM]/X]} ret M {X.Q} {P} X — M; N {Y.R}
H-UNIFORM H-Frip
{T}unif [0,1] {X.X ~ Unif [0,1]}) {T} flipp {X.X ~ Berp}

{PYM{X.Q(X)}
VERL VXA (16, X)) MX 1G4 1,X)) ¥nX. {Q(X)} N {Y.RGf Ethen X clse ¥)}
(Lo} for(me i X. M) (XAI(n+ LX)} X {P} if E then M else N {Z.R(Z)} o

Fig. 8. Selected proof rules for reasoning about APPL programs.

The semantics for APPL are standard and follow Staton [2020]. Types A are interpreted as
measurable spaces [[A]] and typing contexts A = {x; : Ay,...,n, : Ay} as products [A] = [A;1] X
-+ % [A,]. Programs A Fappr M : G A are interpreted as measurable maps [M] : [A] = G[A].
The full semantics can be found in Appendix A.3.

2.5 Reasoning About APPL Programs

We now show how the semantic model described in the previous section validates standard proof
rules for reasoning about APPL programs. Using the connectives described in Section 2.1, we define
the meaning of Hoare triples {P} M {X.Q} in terms of wp, following Jung et al. [2018]."” Then, we
use the model described in Section 2.3 to validate the proof rules in Figure 8; these rules justify the
annotated programs given in Section 1.1.

The structural rules H-CoNsEQUENCE and H-FRAME are completely standard, as are H-RET and
H-LET. The rules H-UnirorM and H-FL1P specify APPL’s sampling operations; they formalize the
intuition that sampling is like allocation. The rule H-For is a standard proof principle for reasoning
about APPL’s for-loops: it states that one can conclude postcondition I(n + 1, X) after running
a for-loop if an invariant I(i, X) — a proposition indexed by the loop iteration i and value of the
accumulator variable X — holds on entry of the initial accumulator e and is maintained by every
loop iteration. The rule H-IF is used to reason about if-then-else. Unlike in the traditional setting,
a probabilistic program can be thought of as taking both branches of an if-then-else, since it is
possible that a Boolean random variable is both true and false with nonzero probability. The H-Ir
rule reflects this: it states that, to establish R(Z), one can first run the then-branch to obtain X,
and then run the else-branch to obtain Y, and then show that R holds of the random variable
(if E then X else Y) that combines the outcomes of the two branches.

Now we turn our attention to validating these rules with respect to a suitable model. Thus
far we have been rather abstract about the ambient sample space Q underlying Lilac’s semantic
model. At this point we make a concrete choice in order to validate the proof rules in Figure 8. The
soundness of H-UN1rorM and H-FLIp require constructing a new probability space independent of
an existing one. To ensure that it is always possible to construct such a fresh probability space, we
fix a particular choice of Q and restrict our Kripke resource monoid to a class of probability spaces
on Q with so-called “finite footprint”; this guarantees that there is always enough “room” in Q for
new probability spaces to be allocated.

2Concretely, {P} M {X.Q} := O(P — wp ([M], X.Q)); see Jung et al. [2018] for a detailed explanation.
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C-ENTAIL
i C-INDEP C-SuBsT
CEP F CEQ (ownE) * P + CEP ownX+ C (Xazsx)

C-TOTAL-EXPECTATION
CX(E[E] :e) A Ele[X/x]] =0 F E[E] =0

Fig. 9. Selected properties of Lilac’s conditioning modality C.

Specifically, we fix Q to be the Hilbert cube [0, 1]N, the collection of infinite streams of real
numbers in the interval [0, 1]; these infinite streams can be thought of as infinitely-replenishable
randomness sources for use throughout a probabilistic program’s execution [Culpepper and Cobb
2017; Zhang and Amin 2022]. A probability space has finite footprint if it only uses finitely-many
dimensions of the Hilbert cube:

DEFINITION 2.6. A o-algebra 7 on [0,1]" has finite footprint if there is some finite n such that
every F € F is of the form F' x [0, 1] for some F’ C [0,1]".

Then we restrict our Kripke resource monoid on probability spaces to only those probability
spaces with finite footprint. With this choice of Q and a restriction to suitably-well-behaved
probability spaces in hand, we can validate the above proof rules:

THEOREM 2.7. The proof rules in Figure 8 are sound.

Proor. The structural rules, H-RET, and H-LET follow straightforwardly from unwinding the
definitions of Hoare triples and the interpretations of the logical connectives. The rule H-For
follows by induction on the number of loop iterations. As foreshadowed, the rules H-Untrorm and
H-FL1P require constructing a new probability space independent of an existing one; because the
existing space only exhausts some finite n dimensions of the Hilbert cube, we are free to allocate
the new probability space in dimensions n + 1 and above. For details see Appendix B.23. O

3 THE CONDITIONING MODALITY

So far we have presented Core Lilac, which defines probabilistic interpretations of the standard
separation logic connectives, along with atomic propositions for making probability-specific as-
sertions. Now we describe our second main contribution: Lilac’s modal operator for reasoning
about conditioning. We extend Core Lilac with the proposition Cy.4 g P which states that P holds
conditional on the event E = x for all deterministic x. Its typing rule is:

AR E:A I, x:A;A+ P

A+ C P
x:A—E

Figure 9 lists useful laws about C (proofs are given in Appendix B.29). The rule C-ENTAIL says C
respects entailment; this allows ordinary logical reasoning to be carried out under C, automatically
lifting statements and proofs about unconditional probability to the conditional setting. The rule
C-SuBST captures the intuition that X can be safely replaced by x under C,.x. The remaining
rules express standard facts about conditioning. The rule C-INDEP states that if P holds independent
of some random expression E, then P also holds conditional on E = x for any x; this acts as a form
of introduction rule for C. The rule C-ToTAL-EXPECTATION states the Law of Total Expectation,
a theorem of probability theory that relates an unconditional expectation to an expectation over
conditional expectations. As a rule, it says that, to compute the expectation of a random expression
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E, one can proceed in two stages: first, compute the conditional expectation of E given X = x,
yielding some deterministic expression e in terms of the conditioned x; then, compute the desired
unconditional expectation by putting the random X back into e and taking the expectation of the
resulting expression e[X/x]. Section 4.1 will give an example illustrating this rule’s use.

3.1 Semantics of the Conditioning Modality

The rules stated in Figure 9 give a powerful and intuitive framework for reasoning about condi-
tioning that would be familiar to an experienced probability theorist. Our goal in this section is
to identify a model that validates these rules. Intuitively, a model for entering the conditioning
modality involves reasoning under a new conditioned space: (y,D,P) £ Cy.a—x P holds if for
all x € A there exists some conditioned space Px=, such that y, D, P|x=, £ P. We would like to
define P|x-y using the standard definition of conditional probability: let £ = (Q, ¥, 1) and define
Plx=x = (T, ptlx=x) where pi|x=x(E) = p(E N {X = x})/p({X = x}). This definition for the
conditioned space P|x=y is useful for discrete random variables X, where it is practical to disregard
conditioned spaces over null events where p({X = x}) = 0. However, if X is a continuous random
variable, then by definition p({X = x}) = 0 for all x, so these null events cannot be ignored.

In probability theory, disintegrations were developed in order to resolve this issue and give a
natural notion of conditioned spaces for continuous random variables [Chang and Pollard 1997].
A disintegration for a probability space  with respect to a random variable X is defined as a
collection of all conditioned spaces {P|x=x}xca satisfying certain measurability and concentration
properties [Chang and Pollard 1997]. The existence of a disintegration for a probability space and
random variable is a very strong condition, and not all probability spaces # will have a well-defined
disintegration for all random variables X. The study of disintegrations has formally characterized
some of the conditions under which there exist well-defined notions of disintegration [Chang and
Pollard 1997]. We leverage this knowledge here to design a model for C.

Our strategy will be to identify a suitable class of probability spaces that is both large enough
to accommodate all of our design criteria and examples, and well-behaved enough to admit all
reasonable disintegrations. Our starting point in this search is the Hilbert cube, the countable
product of unit intervals [0, 1]*'. The Hilbert cube is disintegrable with respect to a large class of
random variables (those whose codomain has a well-behaved o-algebra):

LeEmMMA 3.1. Let X : [0,1]" — (A, A) be a random variable and P be a probability space on the
Hilbert cube. If A is countably-generated and contains all singletons, then there exists a disintegration
of P with respect to X.

Proor. The Hilbert cube is a complete separable metric space [Srivastava 2008] so any probability
measure on it is finite Borel; the result follows from Theorem 1.4 of Chang and Pollard [1997]. DO

The class of spaces (A, A) required by Lemma 3.1 includes many familiar examples, such as R”,
N, and all finite spaces with the usual powerset o-algebra. Since the Hilbert cube is the sample space
Q underlying Lilac’s semantic model, this result allows us to disintegrate configurations (y, D, )
whenever P is a probability space whose o-algebra is exactly the Borel o-algebra on the Hilbert
cube, and whose measure y is correspondingly a Borel measure. However, our configurations are
not quite of this form: ;1 may be a probability measure on a sub-c-algebra on the Hilbert cube, and
such measures unfortunately cannot in general be extended to a Borel measure [Ershov 1975]. This
motivates the next step in our search for suitably-well-behaved probability spaces:

THEOREM 3.2. Let Mp,ye; be the set of probability spaces on the Hilbert cube of the form (Q, F, y),
where y1 can be extended to a Borel measure. The restriction of the KRM given by Theorem 2.4 to Mpoyel
is still a KRM.
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A proof of this theorem is in Appendix B.7. The upshot of Theorem 3.2 is that configurations
of the form (y, D, P) where P € Mporel can be extended to the Hilbert cube, where they are
disintegrable with respect to suitably-well-behaved random variables following Lemma 3.1. The
final step in our search is motivated by the desire to validate rule C-INDEP in Figure 9. The soundness
of C-INDEP requires the ability to show that a union of negligible sets (a set with measure 0) remains
negligible. In general this is not the case, so we need to further specialize our model. We force
these unions to be countable — from which the result follows straightforwardly from the axioms of
probability — by restricting ourselves to probability spaces with countably-generated c-algebras.
Putting this all together yields the final Kripke resource monoid underlying Lilac’s semantic model:

THEOREM 3.3. Let Myisintegrable be the set of countably-generated probability spaces P that have
finite footprint and can be extended to a Borel measure on the entire Hilbert cube. The restriction of the
KRM given by Theorem 2.4 to Misintegrable i still a KRM.

For a proof see Appendix B.25. Using Theorem 3.3, we can finally give an interpretation to C:

LEmMA 3.4. The following interpretation of Cy.a—g P is validates the rules in Figure 9:

forall 3q,p’) 3 (F, p)
D, (F,u)e C P iff and all disintegrations of i’ along E(y) o D into {vy}xea,
xAE and almost all x € A, it holds that (y,x), D, (¥, vx|p) E P.

For a detailed proof, see Appendix B.29.

4 FURTHER EXAMPLES OF APPLYING LILAC

An essential component of evaluating any new program logic is applying it to validate interesting
correctness properties of programs. Our goal in this section is to further establish (1) that Lilac
can validate examples that existing probabilistic separation logic approaches can handle [Bao et al.
2021; Barthe et al. 2019]; and (2) give an example that goes beyond these existing approaches.

4.1 Proving a Weighted Sampling Algorithm Correct

To exercise Lilac’s support for conditional reasoning, continuous random variables, and substruc-
tural handling of independence, we now prove a sophisticated constant-space weighted sampling
algorithm correct using Lilac. Suppose you are given a collection of items {x1, ..., x,} each with
associated weight w; € R*. The task is to draw a sample from the collection {x;} in a manner
where each item is drawn with probability proportional to its weight. This problem is an instance
of reservoir sampling [Efraimidis and Spirakis 2006].

A naive solution might first normalize the
weights so that they sum to 1 and then sam-
ple from the resulting probability distribution.
Such an approach is inappropriate for applica-
tion in large-scale systems: it requires storing
all previously encountered weights and scan-
ning over them before a single sample can be
drawn, and so does not scale to a streaming set-
ting where new weights are acquired one at a
time (for instance, as each user visits a website).
To fix this, Efraimidis and Spirakis [2006] pro-
posed the constant-space solution in Figure 10.

The core idea is to generate a value S uni- Fig. 10. Constant-space reservoir sampling.

formly at random from [0, 1] on every iteration

1 Weret|w,..., wnl;

2 M« ret (—);K « ret (0);

// for i from 1 to n with accumulator (M,K),
3 for(n,(M,K),i (M,K).

4 Seunif [0,1];

U —ret (S"(1/W[i]));

ifuU>M

then ret (U, i)

elseret (M,K))

® N o G
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(Line 3), perturb S according to the next weight w; in the stream (Line 4), and store only the greatest
perturbed sample (Lines 5-8). It is a surprising fact that this program is equivalent to the naive
one. To prove it, we will establish the postcondition Vk.Pr(K = k) = wi /3. ; w;. First, mechanically
applying the rules given in Section 2.5 allows us to conclude the following at exit (for details, which
involve a loop invariant, see Appendix E):

=P * S;i ~ Unif [0, 1] = KZ arg max S; 1w 4)

i
Here {S;}; are i.i.d. random variables with S; denoting the value sampled by Line 4 on the ith
iteration, and K denotes the final result. The rest of the proof is devoted to showing that (4) entails

the desired postcondition. Given arbitrary k, note that Pr(K = k) = Pr (Sllc/ v > S]l./ Y for all j # k),

since K is defined to be the arg max of j over all Sjl./ "7 To make computing this probability tractable,
we condition on Si: fixing Sy to a deterministic s,

Pr(K = k | S = s¢) = Pr (sp/ ™ > ;™ forall j # k) )
= Pr( Wil e, Sj forall j # k) Exponentiating (6)
= 1_[ Pr ( s:j fwe Sj) By conditional independence (7)

Jj#k

From Equation 7 we proceed by calculation. If U ~ Unif [0, 1], then Pr(u > U) = u; this lets us
conclude that (7) = [ sl‘:j/wk - (Sk, ek W )

Wi
Formally, this calculation occurs under Cs, s, , which is introduced via C-INDEP. The expression
Pr(E) abbreviates E[1[E]], the expectation of the indicator random variable 1[E].!* The critical

step occurs in Equation 7: since L j1¢ S; | S, we can apply:
*k ownE; + Pr ( N E,-) = [ [ercE. (INDEP-PROD)
i i i

an immediate consequence of Lemma 2.5.
Finally, to complete the proof we connect the conditional Pr(K = k | Sy = si) to the unconditional
Pr(K = k) using the following instantiation of C-TOTAL-EXPECTATION:

G (B010K = K11 = pow s, S22 ) ) (5 o5, 222527 | = 52 ) - mai =) = 5%
N e e[Sk/sk] T £ T

In the left-hand side of this entailment, the first conjunct follows from the above and the second
conjunct follows from a calculation. For a detailed presentation of this proof, see Appendix E.

To sum up, we have shown how Lilac can be used to verify a constant-space weighted sam-
pling algorithm whose correctness argument requires reasoning about conditional independence
of continuous random variables and imports several important results from probability theory,
including the law of total expectation and key properties of the uniform distribution. Hopefully,
the above example illustrates how Lilac’s substructural handling of independence, modal treatment
of conditioning, and semantic model grounded in familiar constructs from probability theory allow
for easy and natural formalizations of standard informal proofs.

3If E is an event then the random variable 1[E] is 1 if E holds and 0 otherwise.
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4.2 An Example of Conditional Independence via Control Flow

For this example, we borrow the CoNDSAMPLES program from Figure 6(b) of Bao et al. [2021]

(translated into a functional style):
Z « flip 1/2;
X1 « flip p; Xy « flip q;
if Z then | Y1 « flipp; | else | Y2 « flipg; (CoNDSAMPLES)

ret (Z,X, Y1) ret (Z, X, Ys)
This program produces a tuple (Z, X, Y) with X and Y conditionally independent given Z. The
random variables X and Y are sampled from different distributions depending on the outcome Z
of a fair coin flip: if Z = T then X and Y are Bernoulli random variables with parameter p, and if
Z = F then X and Y are Bernoulli random variables with parameter g. The proof of conditional
independence, as in the CoMMONCAUSE example, goes by case analysis on Z.
Conditional independence of X and Y given Z is expressed by the following triple:

{T} CONDSAMPLES {(Z,X, Y). CZ(ownX * own Y)}
Z—

As usual, the proof begins by mechanically applying proof rules. This yields:

Z ~Ber1/2 * Hr\,Xl Y1 Xg Yz.

X; ~Berp = Y; ~Berp * X; ~Berq * Y, ~Berq *
X Z (if Z then X else Xp) * Y = (if Z then Y; else Y3)

This mechanically-derived postcondition makes use of existential quantification over random
variables, written 3,,, in order to talk about the random variables produced by the then and else
branches. The subformula X; ~ Ber p * Y; ~ Ber p is the postcondition derived for the then branch,
and the subformula X; ~ Berp * Y, ~ Berp is the postcondition derived for the else branch.
The almost-sure equalities X Z (if Z then X; else X3) and Y = (if Z then Y; else Y;) combine the
variables produced by the individual branches into the variables X and Y produced by the whole
if-then-else.

We now proceed as in the ComMoNCAUSE example. First, we condition on Z and replace all
occurrences of Z with the newly introduced deterministic variable z, giving

X; ~Berp = Y; ~Berp * Xy ~Berq * Y, ~Berq *

C EIrv Xl Yl XZ Y2~ as . as ,. :
z=Z X = (if z then Xj else X3) = Y = (if z then Y else Y>)

P(z)
The goal is to show C, 7 P(z) + C,z(own X *own Y). Because C respects entailment, it suffices to
show P(z) + own X xown Y. This follows by a case analysis on z. If z = T then P(z) can be simplified
to X ~ Berp * Y ~ Berp, and if z = F then P(z) can be simplified to X ~ Berg * Y ~ Berg.
In both cases the simplified form entails own X * ownY as desired. See Appendix D for a fully
annotated program. For more examples of applying Lilac, see Appendix F.

5 DISCUSSION AND FUTURE WORK
In this section we explore various possible extensions to Lilac and expound on the more subtle

consequences of some of the design decisions we made while validating certain proof rules.

Properties of the conditioning modality. Here we investigate further some formal properties
of the conditioning modality. Specifically, we compare C to modal necessity O [Kripke 1972]. The
standard properties of O are:

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.



112:20 John M. Li, Amal Ahmed, and Steven Holtzen

(a) If + P then + O P (necessitation). (daoPvoQra(PvVvQ).
(b) o(P — Q) + 0P — 0 Q (distribution). (e) OP + P (axiom M).
©Oo(PAQ)4+DOPADQ. (f)o P+ 0OP (axiom 4).

The modality C,. x satisfies (a)-(d); for proofs see Appendix B.30. The similarity between C
and modal necessity is somewhat expected, due to the similarity in the logical structure of their
interpretations: Cy.x P requires P to hold in almost-all conditional probability spaces P|x=x,
similar to how the usual interpretation of O P in modal logic requires that P hold in all reachable
worlds. We are not sure whether Axiom 4 holds. Axiom M however has a counterexample - this is
to be expected, as Axiom M in standard modal logic says that what is necessary is the case, whereas
we do not expect something that holds conditional on X = x to hold unconditionally, even if it
holds conditional on X = x for all x.

Embedding Lilac into Iris. In the future we would like to embed Lilac in Iris in order to use Iris’s
support for reasoning about feature-rich languages and its interface for carrying out interactive
separation logic proofs [Jung et al. 2018; Krebbers et al. 2017]. This requires expressing Lilac’s KRM
as a camera [Jung et al. 2018] — an object similar to a KRM that additionally supports step-indexed
reasoning. One difference between cameras and KRMs is that, for cameras, (E) is implicitly defined
to be the relation x C y & Jz.x ¢ z = y. Lilac’s KRM includes ordering relations # E R that are
not of the form £ « Q = R for any Q, so embedding Lilac into Iris would require bridging this
gap between KRMs and cameras. Morever, making use of Iris’s support for step-indexed reasoning
could require developing a suitable step-indexed generalization of the KRM in Theorem 2.4 so that
one can talk about probability spaces “up to k steps” We leave these problems for future work.

Formal structure of Lilac models. We made many design decisions while constructing a model
validating Lilac’s proof rules. Following Biering et al. [2007], it would be interesting future work
to pursue a principled characterization of the space of valid probabilistic models of separation
logic; this would potentially facilitate future extensions to more sophisticated features such as
higher-order functions, polymorphism, mutable state, and concurrency.

6 RELATED WORK

Probabilistic program verification has a long history going back to Kozen [1983]. In this section we
sketch the broad themes that are most related to program logics for probabilistic programs. First,
we discuss approaches that make use of separation logic. Then, we discuss alternative approaches
based on expectations, logical relations, and denotational semantics.

Program Logics for Probability. The most closely related work is the probabilistic separation
logic (PSL) introduced by Barthe et al. [2019], which gives the first separation logic where separating
conjunction explicitly models probabilistic independence. Follow-on work extends PSL to support
negative dependence [Bao et al. 2022] and to settings beyond probabilistic computation [Zhou et al.
2021]. PSL interprets separating conjunction as a combining operation on distributions over random
stores with disjoint domains, over-approximating the semantic notion of probabilistic independence
with a semi-syntactic criterion on stores. As a consequence, PSL’s notion of independence is linked to
the occurrences of free variables in logical formulas; statements such as own(X+Y) xown(X —-Y) are
inexpressible in PSL due to the occurrence of the random variables X and Y on both sides of *. PSL’s
frame rule imposes a number of extra side-conditions capturing data-flow properties of the program.
This is in part due to PSL’s notion of separation, and in part because PSL programs are written using
mutable variables whereas we have preferred to work with a purely functional language. These
side-conditions are nontrivial to check and make applying the frame rule cumbersome. Lilac’s frame
rule is standard for separation logic, Lilac’s interpretation of separating conjunction coincides with
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probabilistic independence (Lemma 2.5), and its semantic model is defined in terms of standard
objects of probability theory (i.e., probability spaces and random variables). Moreover, Lilac has
support for continuous random variables and a modality for reasoning about conditioning; all
of these features in combination seem difficult to add to PSL without significant changes to its
semantic model. For a concrete comparison, we validated three of the five examples from Barthe
et al. [2019]: one-time pad, private information retrieval, and oblivious transfer; we do not believe
the remaining examples exercise Lilac in ways that go beyond the ones we verified. Validating
these examples required no changes to Lilac’s semantic model; it suffices to extend APPL with
support for bitvectors and to import facts about uniformity and independence via a handful of
derived rules. For details, see Appendix F.

Bao et al. [2021] extends PSL to handle conditional independence by extending the standard
logic of bunched implications underlying separation logic with a family of specially-designed
connectives in a new logic called doubly-bunched implications (DIBI). The corresponding model
required for proving soundness of DIBI deviates significantly from the usual model of separation
logic. Lilac handles conditional independence via the conditioning modality, and this extension does
not require any changes to the standard model beyond the restriction to well-behaved probability
spaces (Theorem 3.3). As a consequence, Lilac behaves very similarly to existing separation logics
while still having facilities for handling conditional independence. For a concrete comparison, the
CommoNCAUSE example presented in Section 1.1 gives a Lilac proof of conditional independence
for one of the examples from Bao et al. [2021]; Section 4.2 gives a description of the other example.

A separate line of logics seeks to verify probabilistic programs without a substructural notion of
independence. An example of this is Ellora [Barthe et al. 2018], where independence is encoded as
an assertion about factorization of probabilities. This is similar to how in program logics without
separating conjunction, aliasing can be ruled out by asserting pairwise-disjointness of heap locations.
Ellora is equipped with the ability to abstract over these definitions via special-purpose logics such
as a law and independence logic for reasoning about mutual independence relationships, but these
embedded logics are rather limited: Barthe et al. [2019] note that the resulting independence logic
cannot handle conditional control flow and that it is more ergonomic to handle independence
substructurally. This limitation was a primary motivation for developing PSL.

Another strategy for designing a separation logic for probabilistic programs is embodied by
Polaris [Tassarotti and Harper 2019], an extension of Iris for verifying concurrent randomized
algorithms. The goal of Polaris is very different from Lilac’s, and so it makes different design
choices. The notion of separation in Polaris is the standard one, enforcing ownership of disjoint
heap fragments. To reason about probability, Polaris enriches base Iris with the ability to make
coupling-style arguments. Polaris has no substructural treatment of independence or method for
stating facts involving conditioning, and does not support continuous random variables. Yet another
way to generalize separation logic to the probabilistic setting is given by Batz et al. [2019], who
introduced quantitative separation logic (QSL). QSL generalizes the meaning of assertions: rather
than interpreting assertions as predicates on configurations, i.e. functions from configurations to
Boolean values, QSL interprets predicates as functions from configurations to expectations. In QSL,
separating conjunction does not model independence as in Lilac or PSL.

Expectation-based approaches. Classically the dominant approach to verifying randomized
algorithms has been expectation-based techniques such as PPDL [Kozen 1983] and pGCL [Morgan
et al. 1996]. These approaches reason about expected quantities of probabilistic programs via a
weakest-pre-expectation operator that propagates information about expected values backwards
through the program. These methods have been widely-used in practice, verifying properties such
as probabilistic bounds and running-times of randomized algorithms [Gretz et al. 2014; Kaminski
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et al. 2016; Olmedo et al. 2016]. However, expectation-based approaches verify a single property
about expectations at a time; verifying multiple interwoven properties of expectations can require
multiple separate passes, leading to cumbersome and non-modular proofs. These limitations in
expectation-based approaches were an important motivation for the development of probabilistic
program logics like Ellora [Barthe et al. 2018].

Logical Relations for Probabilistic Programs. A separate method for reasoning about proba-
bilistic programs recasts reasoning problems as problems of program equivalence. Logical relations
are a proof-technique for characterizing program equivalence, and recent work has generalized
this strategy to the probabilistic setting. Bizjak and Birkedal [2015] characterize equivalence for a
language with recursive types, polymorphism, and first-order mutable references; Culpepper and
Cobb [2017] and Wand et al. [2018] treat continuous random variables and scoring; Zhang and
Amin [2022] study nested queries. In each case, equivalence is characterized using a step-indexed
biorthogonal logical relation constructed over an operational semantics. Though logical relations
are well-suited for proving the validity of program rewrite rules, they are less well-suited for
proving intricate post-conditions that can be stated in a program logic.

Probabilistic Denotational Semantics. An entirely separate method for verifying probabilistic
programs performs all reasoning in a suitably-well-behaved denotational model. For example, Staton
[2017] validates intuitive laws such as commutativity of let-bindings by interpreting programs in
an appropriate category. Recently, there have been significant developments towards designing
convenient general-purpose models [Fritz 2020; Heunen et al. 2017; Staton et al. 2016; Stein 2021],
and a possible avenue for future work is to replace Lilac’s Giry-monad-based semantics with these
richer domains in order to support more language features (e.g., higher-order functions).

7 CONCLUSION

Lilac is a probabilistic separation logic with support for continuous random variables and conditional
reasoning whose interpretation of separating conjunction coincides with the ordinary notion of
probabilistic independence. The core contributions of Lilac are (1) a novel notion of separation
based on independent combination of probability spaces; and (2) a modal treatment of conditional
probability, which includes a set of proof rules for reasoning about conditioning that would be
intuitive to an experienced probability theorist. To demonstrate Lilac, we derived proof rules for
reasoning about a simple probabilistic programming language and showed how they can be used
in combination with Lilac’s other features to prove a sophisticated weighted sampling algorithm
correct. Notably, the derived proof rules mirror those of ordinary separation logic: rules for sampling
resemble the usual rules for allocation, and our frame rule is completely standard. Ultimately, we
envision Lilac becoming a standard tool in the toolkit for verifying probabilistic programs. For
future work, we are curious if Lilac can be extended to the quantum programming setting in a style
similar to Zhou et al. [2021], or if it can handle the exotic forms of negative dependence studied in
Bao et al. [2022].

ACKNOWLEDGMENTS

We thank our shepherd, Joseph Tassarotti, and the anonymous reviewers for their careful feedback
and suggestions. This work was supported by the National Science Foundation under Grant No.
#CCF-2220408.

REFERENCES

Jialu Bao, Simon Docherty, Justin Hsu, and Alexandra Silva. 2021. A bunched logic for conditional independence. In 2021
36th Annual ACM/IEEE Symposium on Logic in Computer Science (LICS). IEEE, 1-14. https://doi.org/10.1109/LICS52264.

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.


https://doi.org/10.1109/LICS52264.2021.9470712
https://doi.org/10.1109/LICS52264.2021.9470712

Lilac: A Modal Separation Logic for Conditional Probability 112:23

2021.9470712

Jialu Bao, Marco Gaboardi, Justin Hsu, and Joseph Tassarotti. 2022. A separation logic for negative dependence. Proceedings
of the ACM on Programming Languages 6, POPL (2022), 1-29. https://doi.org/10.1145/3498719

Gilles Barthe, Thomas Espitau, Marco Gaboardi, Benjamin Grégoire, Justin Hsu, and Pierre-Yves Strub. 2018. An assertion-
based program logic for probabilistic programs. In European Symposium on Programming. Springer, Cham, 117-144.
https://doi.org/10.1007/978-3-319-89884-1_5

Gilles Barthe, Justin Hsu, and Kevin Liao. 2019. A Probabilistic Separation Logic. Proc. ACM Program. Lang. 4, POPL, Article
55 (dec 2019), 30 pages. https://doi.org/10.1145/3371123

Kevin Batz, Benjamin Lucien Kaminski, Joost-Pieter Katoen, Christoph Matheja, and Thomas Noll. 2019. Quantitative
separation logic: a logic for reasoning about probabilistic pointer programs. Proceedings of the ACM on Programming
Languages 3, POPL (2019), 1-29. https://doi.org/10.1145/3290347

Bodil Biering, Lars Birkedal, and Noah Torp-Smith. 2007. Bl-hyperdoctrines, higher-order separation logic, and abstraction.
ACM Transactions on Programming Languages and Systems (TOPLAS) 29, 5 (2007), 24-es. https://doi.org/10.1145/1275497.
1275499

Ales Bizjak and Lars Birkedal. 2015. Step-indexed logical relations for probability. In Foundations of Software Science and
Computation Structures: 18th International Conference, FOSSACS 2015, Held as Part of the European Joint Conferences on
Theory and Practice of Software, ETAPS 2015, London, UK, April 11-18, 2015, Proceedings 18. Springer, 279-294. https:
//doi.org/10.1007/978-3-662-46678-0_18

Joseph T Chang and David Pollard. 1997. Conditioning as disintegration. Statistica Neerlandica 51, 3 (1997), 287-317.
https://doi.org/10.1111/1467-9574.00056

Ryan Culpepper and Andrew Cobb. 2017. Contextual equivalence for probabilistic programs with continuous random
variables and scoring. In European Symposium on Programming. Springer, 368-392. https://doi.org/10.1007/978-3-662-
54434-1_14

Dino Distefano, Manuel Fahndrich, Francesco Logozzo, and Peter W O’Hearn. 2019. Scaling static analyses at Facebook.
Commun. ACM 62, 8 (2019), 62-70. https://doi.org/10.1145/3338112

Pavlos S Efraimidis and Paul G Spirakis. 2006. Weighted random sampling with a reservoir. Information processing letters 97,
5 (2006), 181-185. https://doi.org/10.1016/.ipl.2005.11.003

MP Ershov. 1975. Extension of measures and stochastic equations. Theory of Probability & Its Applications 19, 3 (1975),
431-444. https://doi.org/10.1137/1119053

Tobias Fritz. 2020. A synthetic approach to Markov kernels, conditional independence and theorems on sufficient statistics.
Advances in Mathematics 370 (2020), 107239. https://doi.org/10.1016/j.aim.2020.107239

Didier Galmiche, Daniel Méry, and David Pym. 2005. The semantics of BI and resource tableaux. Mathematical Structures in
Computer Science 15, 6 (2005), 1033-1088. https://doi.org/10.1017/S0960129505004858

Timon Gehr, Sasa Misailovic, Petar Tsankov, Laurent Vanbever, Pascal Wiesmann, and Martin Vechev. 2018. Bayonet:
probabilistic inference for networks. ACM SIGPLAN Notices 53, 4 (2018), 586-602. https://doi.org/10.1145/3296979.3192400

Michele Giry. 1982. A categorical approach to probability theory. In Categorical aspects of topology and analysis. Springer,
68-85. https://doi.org/10.1007/s11225-010-9232-z

Friedrich Gretz, Joost-Pieter Katoen, and Annabelle Mclver. 2014. Operational versus weakest pre-expectation semantics for
the probabilistic guarded command language. Performance Evaluation 73 (2014), 110-132. https://doi.org/10.1016/j.peva.
2013.11.004

David Harel, Dexter Kozen, and Jerzy Tiuryn. 2001. Dynamic logic. In Handbook of philosophical logic. Springer, 99-217.
https://doi.org/10.1017/S1471068402001412

Chris Heunen, Ohad Kammar, Sam Staton, and Hongseok Yang. 2017. A convenient category for higher-order probability
theory. In 2017 32nd Annual ACM/IEEE Symposium on Logic in Computer Science (LICS). IEEE, 1-12. https://doi.org/10.
1109/LICS.2017.8005137

Steven Holtzen, Sebastian Junges, Marcell Vazquez-Chanlatte, Todd Millstein, Sanjit A Seshia, and Guy Van den Broeck.
2021. Model checking finite-horizon Markov chains with probabilistic inference. In International Conference on Computer
Aided Verification. Springer, 577-601. https://doi.org/10.1007/978-3-030-81688-9_27

Samin S Ishtiaq and Peter W O’Hearn. 2001. Bl as an assertion language for mutable data structures. In Proceedings of the 28th
ACM SIGPLAN-SIGACT symposium on Principles of programming languages. 14-26. https://doi.org/10.1145/360204.375719

Ralf Jung, Robbert Krebbers, Jacques-Henri Jourdan, Ales Bizjak, Lars Birkedal, and Derek Dreyer. 2018. Iris from the ground
up: A modular foundation for higher-order concurrent separation logic. Journal of Functional Programming 28 (2018).
https://doi.org/10.1017/50956796818000151

Olav Kallenberg. 1997. Foundations of modern probability. Vol. 2. Springer. https://doi.org/10.1007/978-3-030-61871-1

Benjamin Lucien Kaminski, Joost-Pieter Katoen, and Christoph Matheja. 2016. Inferring covariances for probabilistic
programs. In International Conference on Quantitative Evaluation of Systems. Springer, 191-206. https://doi.org/10.1007/
978-3-319-43425-4_14

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.


https://doi.org/10.1109/LICS52264.2021.9470712
https://doi.org/10.1109/LICS52264.2021.9470712
https://doi.org/10.1109/LICS52264.2021.9470712
https://doi.org/10.1145/3498719
https://doi.org/10.1007/978-3-319-89884-1_5
https://doi.org/10.1145/3371123
https://doi.org/10.1145/3290347
https://doi.org/10.1145/1275497.1275499
https://doi.org/10.1145/1275497.1275499
https://doi.org/10.1007/978-3-662-46678-0_18
https://doi.org/10.1007/978-3-662-46678-0_18
https://doi.org/10.1111/1467-9574.00056
https://doi.org/10.1007/978-3-662-54434-1_14
https://doi.org/10.1007/978-3-662-54434-1_14
https://doi.org/10.1145/3338112
https://doi.org/10.1016/j.ipl.2005.11.003
https://doi.org/10.1137/1119053
https://doi.org/10.1016/j.aim.2020.107239
https://doi.org/10.1017/S0960129505004858
https://doi.org/10.1145/3296979.3192400
https://doi.org/10.1007/s11225-010-9232-z
https://doi.org/10.1016/j.peva.2013.11.004
https://doi.org/10.1016/j.peva.2013.11.004
https://doi.org/10.1017/S1471068402001412
https://doi.org/10.1109/LICS.2017.8005137
https://doi.org/10.1109/LICS.2017.8005137
https://doi.org/10.1007/978-3-030-81688-9_27
https://doi.org/10.1145/360204.375719
https://doi.org/10.1017/S0956796818000151
https://doi.org/10.1007/978-3-030-61871-1
https://doi.org/10.1007/978-3-319-43425-4_14
https://doi.org/10.1007/978-3-319-43425-4_14

112:24 John M. Li, Amal Ahmed, and Steven Holtzen

Dexter Kozen. 1983. A probabilistic pdl. In Proceedings of the fifteenth annual ACM symposium on Theory of computing.
291-297. https://doi.org/10.1145/800061.808758

Robbert Krebbers, Amin Timany, and Lars Birkedal. 2017. Interactive proofs in higher-order concurrent separation
logic. In Proceedings of the 44th ACM SIGPLAN Symposium on Principles of Programming Languages. 205-217. https:
//doi.org/10.1145/3093333.3009855

Saul A Kripke. 1972. Naming and necessity. In Semantics of natural language. Springer, 253-355. https://doi.org/10.1017/
UPO9781844653621.010

Edward Ashford Lee and Sanjit Arunkumar Seshia. 2016. Introduction to embedded systems: A cyber-physical systems
approach. Mit Press. https://doi.org/10.5555/3086978

Carroll Morgan, Annabelle Mclver, and Karen Seidel. 1996. Probabilistic predicate transformers. ACM Transactions on
Programming Languages and Systems (TOPLAS) 18, 3 (1996), 325-353. https://doi.org/10.1145/229542.229547

Peter W O’Hearn. 2012. A Primer on Separation Logic (and Automatic Program Verification and Analysis). Software safety
and security 33 (2012), 286-318. https://doi.org/10.3233/978-1-61499-028-4-286

Peter W O’Hearn, Hongseok Yang, and John C Reynolds. 2009. Separation and information hiding. ACM Transactions on
Programming Languages and Systems (TOPLAS) 31, 3 (2009), 1-50. https://doi.org/10.1145/1498926.1498929

Federico Olmedo, Benjamin Lucien Kaminski, Joost-Pieter Katoen, and Christoph Matheja. 2016. Reasoning about recursive
probabilistic programs. In 2016 31st Annual ACM/IEEE Symposium on Logic in Computer Science (LICS). IEEE, 1-10.
https://doi.org/10.1145/2933575.2935317

John C Reynolds. 2002. Separation logic: A logic for shared mutable data structures. In Proceedings 17th Annual IEEE
Symposium on Logic in Computer Science. IEEE, 55-74. https://doi.org/10.5555/645683.664578

John C Reynolds. 2009. An introduction to separation logic. In Engineering Methods and Tools for Software Safety and
Security. 10S Press, 285-310. https://doi.org/10.3233/978-1-58603-976-9-285

Chung-chieh Shan and Norman Ramsey. 2017. Exact Bayesian inference by symbolic disintegration. In Proceedings of the 44th
ACM SIGPLAN Symposium on Principles of Programming Languages. 130-144. https://doi.org/10.1145/3009837.3009852

Steffen Smolka, Praveen Kumar, David M Kahn, Nate Foster, Justin Hsu, Dexter Kozen, and Alexandra Silva. 2019. Scalable
verification of probabilistic networks. In Proceedings of the 40th ACM SIGPLAN Conference on Programming Language
Design and Implementation. 190-203. https://doi.org/10.1145/3314221.3314639

Sashi Mohan Srivastava. 2008. A course on Borel sets. Vol. 180. Springer Science & Business Media. https://doi.org/10.1007/
b98956

Sam Staton. 2017. Commutative semantics for probabilistic programming. In European Symposium on Programming. Springer,
855-879. https://doi.org/10.1007/978-3-662-54434-1_32

Sam Staton. 2020. Probabilistic programs as measures. Foundations of Probabilistic Programming (2020), 43. https:
//doi.org/10.1017/9781108770750.003

Sam Staton, Hongseok Yang, Frank Wood, Chris Heunen, and Ohad Kammar. 2016. Semantics for probabilistic programming:
higher-order functions, continuous distributions, and soft constraints. In Proceedings of the 31st Annual ACM/IEEE
Symposium on Logic in Computer Science. 525-534. https://doi.org/10.1145/2933575.2935313

Dario Maximilian Stein. 2021. Structural foundations for probabilistic programming languages. University of Oxford (2021).

Terence Tao. 2015. 254A, notes 0: A review of probability theory. https://terrytao.wordpress.com/2010/01/01/254a-notes-0-
a-review-of-probability-theory/

Joseph Tassarotti and Robert Harper. 2019. A separation logic for concurrent randomized programs. Proceedings of the ACM
on Programming Languages 3, POPL (2019), 1-30. https://doi.org/10.1145/3290377

Mitchell Wand, Ryan Culpepper, Theophilos Giannakopoulos, and Andrew Cobb. 2018. Contextual equivalence for a
probabilistic language with continuous random variables and recursion. Proceedings of the ACM on Programming
Languages 2, ICFP (2018), 1-30. https://doi.org/10.1145/3236782

Yizhou Zhang and Nada Amin. 2022. Reasoning about “reasoning about reasoning”: semantics and contextual equivalence
for probabilistic programs with nested queries and recursion. Proceedings of the ACM on Programming Languages 6,
POPL (2022), 1-28. https://doi.org/10.1145/3498677

Li Zhou, Gilles Barthe, Justin Hsu, Mingsheng Ying, and Nengkun Yu. 2021. A quantum interpretation of bunched logic &
quantum separation logic. In 2021 36th Annual ACM/IEEE Symposium on Logic in Computer Science (LICS). IEEE, 1-14.
https://doi.org/10.1109/LICS52264.2021.9470673

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.


https://doi.org/10.1145/800061.808758
https://doi.org/10.1145/3093333.3009855
https://doi.org/10.1145/3093333.3009855
https://doi.org/10.1017/UPO9781844653621.010
https://doi.org/10.1017/UPO9781844653621.010
https://doi.org/10.5555/3086978
https://doi.org/10.1145/229542.229547
https://doi.org/10.3233/978-1-61499-028-4-286
https://doi.org/10.1145/1498926.1498929
https://doi.org/10.1145/2933575.2935317
https://doi.org/10.5555/645683.664578
https://doi.org/10.3233/978-1-58603-976-9-285
https://doi.org/10.1145/3009837.3009852
https://doi.org/10.1145/3314221.3314639
https://doi.org/10.1007/b98956
https://doi.org/10.1007/b98956
https://doi.org/10.1007/978-3-662-54434-1_32
https://doi.org/10.1017/9781108770750.003
https://doi.org/10.1017/9781108770750.003
https://doi.org/10.1145/2933575.2935313
https://terrytao.wordpress.com/2010/01/01/254a-notes-0-a-review-of-probability-theory/
https://terrytao.wordpress.com/2010/01/01/254a-notes-0-a-review-of-probability-theory/
https://doi.org/10.1145/3290377
https://doi.org/10.1145/3236782
https://doi.org/10.1145/3498677
https://doi.org/10.1109/LICS52264.2021.9470673

Lilac: A Modal Separation Logic for Conditional Probability 112:25

A  SYNTAX AND SEMANTICS OF APPL

A.1 Syntax
p € [01]
r € R
n € N
® € Arith:={+-X%,/,"}
< € Cmp:={<7<g=}
A,B == AXB|bool |real | A" |index | GA
M,N,O := X|retM|X e M; N|
(M,N) | fst M| snd M |
T|F|if Mthen NelseO | flipp |
rIM®&N|M<N|unif [0,1]]
[M,...,M] | M[N] | for(n, Minit, i X. Mstep)
A.2 Typing
T.X A bappl X : A F'rappL M: A T Fappr M :GA ILX:Avrpappr N :GB
T Fappr, ret M:GA I'kFappr X <~ M; N:GB
T'rappr M: A T Fappr N: B I'kappr M:AXB T Fappr M:AXB
I FappL T : bool
T +appr, (M,N) : AXB T kapp fStM: A I FappL sSNd M : B

T Fappr, M : bool TrapprL N: A TrappL O: A
I'FappL if M then Nelse O : A

T Fappr F : bool

T +appL flip p : Gbool

T FAPPL M :real T FAPPL N :real T FAPPL M : real T FAPPL N :real
I Fappr M@ N : real T kappL M < N : bool

T Fappr, r:real

I Fappr, My : Aforalll1 <k <n
T kappL [M1,..., My] : A"

T +appr unif [0,1]:Greal

T FappL M : A" T Fappr N : index T FappL, Minit : A I i:index,X : A +appL Mstep : GA

T kappL M[N]: A T FappL for(n, Mipit, i X. Mstep) : GA
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A.3 Semantics

John M. Li, Amal Ahmed, and Steven Holtzen

Types and typing contexts are interpreted as measurable spaces, arithmetic operators as maps
R xR 5 R, and comparison operators as maps R X R 5 [bool].

[AxB] =[A] ®[B]
[bool] = {T.F}, P({T.F})
[real] = (R, B(R))

[A"] =[Al®---®[A]
n times
[index] = (N, P(N))
[cA] =glA]

[-] = the one-point space
[T, x:A] = [T] ® [A]

x[+ly=x+y
*[-ly=x-y x[<]y = {:
x[x]y = xy ’
.
_)x/y, y#0 XIIS]]y={ ’
/1y = {O, otherwise F

[Ty = { Yy x>0 x[=]y =

x
0, otherwise

Terms I + M : A are interpreted as maps [M] : [T] = [A].

[x1e

[ret M]p

[X « M; N]p
(M. N)]p
[fst M]p
[snd M]p
(s

(0

[if M then N else O] p

[flipplp
[rlp

[MeN]p
[unif [0,11]p
[[[Ml,--~,Mn]]]P

[MIN] : A]p

[for(n M iX. Ms)]p

where loop(k, v, f) = {

= p(X)

= ret [M]p

= v« [M]p; [N]p[X — o]

= ([M]p.[N1p)

= m([M]p)

= m([M]p)

=T

=F

) {[[N]]p, [Mlp =T
[Olp. [Mlp=F

= Berp

= ([MIp)[el([N]p)

= Unif [0,1]

= ([Mi]p.....[Malp)

= {”[[N]p([[M]]p), 1<[N]p<n

arbitrary(A), otherwise

= loop(L, [Mi]lp, A k v. [Ms]lpli — k, X + 0])

ret o, k>n

o'« f(k,v); loop(k +1,0", f), otherwise
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x<y
otherwise
x<y
otherwise

x=y
otherwise
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To make array indexing total, arbitrary(A) produces an arbitrary inhabitant of [A].
arbitrary(A x B) = (arbitrary(A), arbitrary(B))
arbitrary(bool) =T
arbitrary(real) =0
arbitrary(A™) = (arbitrary(A), ..., arbitrary(A))

n times
arbitrary(index) =0

B SYNTAX AND SEMANTICS OF LILAC

B.1 Syntax
S, T € Set
A, B € Meas
PQu=T|L|PAQ|PVQ|P—-Q]
P«Q|P—Q|OP|
Vx:S.P | 3x:S.P | ViwX:A.P | 3w X:A.P |
E~yulownE|EZE|E[E] = e | wp(M,X:A.Q)
B.2 Typing
la=-|I,x:$
=-|AX:A
|[x1 :S81,...,xp :Sn]] =51 X---XS,
[[X] A, L, X :An]] =A1Q® - QA,
Ec[r] - [a] > A eeI]—A pelr] - gA Me[I] - [A] = GA
ARG E:A Ihgete: A Thget p:A T5A bprog M 2 A
T;A+P AFQ T;ArRP AFQ I;ARP T;ARQ
ART AR L
T;AFPAQ APV Q IArP—Q
I';Ar P I;AFQ I;ARP IAFQ I';Ar P
ARP*Q AP —Q I';ArOP
I,x:S;A+P Ix:S;A+P I;AX:AR P I;AXARP
T;A+FVx:SP T;A+ 3x:S.P ;A VW XAP ;A -3 X:AP
;AR E:A Fhget p:A I'’Arw E-A A E1: A T;ARw Ex: A
GAFE~p I;A+FownE T;A+E 2F,
;A E:R Frget €: R T;Al—pmgM:A AXARQ
IArE[E] =e ;A Fwp(M, X:A.Q)

B.3 Independent combination of probability spaces

LEMMA B.1 (INDEPENDENT COMBINATIONS ARE UNIQUE). Suppose (Q, G, p) and (Q,G’, p’) are
independent combinations of (Q, &, p) and (Q, F,v). Then G = G’ and p = p’.
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Proor. It is straightforward to establish that G = G’: they are both the smallest o-algebra
containing & and . Showing p = p’ requires the use of more heavyweight machinery from
probability theory: we apply the well-known Dynkin x-A theorem [Kallenberg 1997]. The set of
events on which p and p’ agree forms a A-system, and the set {ENF | E € &, F € ¥} of intersections
of events in & and ¥ forms a n-system that generates (&, ¥) = G. So the 7-A theorem states that
it suffices to show p(ENF) = p’(ENF) for all E € & and F € ¥; this follows since by assumption
both sides of the equation factorize into p(E)v(F). )

LemMA B.2. If F and G are o-algebras on Q then the set & := {FNG | F € ¥,G € G} of
intersections of events in & and G is a mw-system that generates (¥, G).

Proor. First let’s show that & is a z-system. The set & is nonempty because it at least has to
contain (. It’s closed under finite intersections because if (F; N G;) € & and (F, N G,) € & then

(F1 N Gy) N (F2NGy) = (F; NF)N(G; NGy) € &, where the last step follows from the fact that
————— N
eF €eg
¥ and G are both o-algebras and hence closed under intersections.

Now we just have to show (&) = (F, G). As sets of generators, & contains the union of ¥ and G:
because # and G are o-algebras & includes intersections of the form FNQ = Fand Q NG = G for
all F € ¥ and G € G. This implies (¥, G) C (&). For the other direction, note that every generator
(F N G) € & is an intersection of generators F € ¥,G € G. )

LemMMA B.3. If (F, p) is a probability space then ¥+ := {E | E L F}'* is a A-system.

Proor. Clearly 0 € ¥+ because @ L E for any E. If E 1 F then E¢ L ¥, so ¥ is closed
under complements. Finally, if {A, },en is a collection of disjoint sets in F~* then u(lJ,, A, N E) =
Sap(AnNE) =3, n(A)u(E) = u(E)u(U, A,) for all E, so ¥ is closed under countable disjoint
union. m]

THEOREM B.4. Let M be the set of probability spaces over a fixed sample space Q. Let (e) be the
partial function mapping two probability spaces to their independent combination if it exists. Let (E)
be the ordering such that (F,p) C (G, v) iff £ € G and p = v|#." The tuple (M, C, »,1) is a Kripke
resource monoid, where 1 is the trivial probability space (71, 1) with f1 = {0, Q} and ;1 (Q) = 1.

PRrOOF. 1 is indeed a unit: if (7, i) is some other probability space on Q then (¥, %1) = F and u
witnesses the independent combination of itself with y4. And the relation “P is an independent
combination of Q and R” is clearly symmetric in Q and R, so () is commutative. We just need to
show () is associative and respects (C).

For associativity, suppose (71, pi1) ® (F2, p2) = (Fiz, pr1z) and (Fz, p12) ® (F3, p3) = (F(a2)3: H(12)3)-
There are three things to check:

e Some fip3 witnesses the combination of (73, yz) and (73, y3).
e Some /i1 (23) Witnesses the combination of (F1, p1) and (%23, p23).

hd ((7-_15 <7:Zs 7:3>>9 )ul(23)) = (<<7__1> 7-_2>s 7:3>5 #(12)3)-
We’ll show this as follows:

(2) Define ip3 := ji(12)3| 5, This is a witness for (73, o) and (F3, p3).
(3) Define pi1(23) = (12)3. This is a witness for (F7, 11) and (F23, pio3).
UE 1 Fiff y(ENF) = p(E)u(F) forall F € F.
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To show the left-to-right inclusion for (1): by the universal property of freely-generated o-algebras,
we just need to show ((F7, 72), 3) is a o-algebra containing ¥; and (¥, 73). It clearly contains 7.
To show it contains (F3, 73), we just need to show it contains #; and ¥3 (by the universal property
again), which it clearly does. The right-to-left inclusion is similar.

For (2), if E; € ¥, and E3 € F3 then pip3(Ez N E3) = pi(12)3(E2 N E3) = pi(12)3((Q N Ey) N E3) =
p12(Q2 N Ez)p3(Es) = py (Q) pa(Ez) p3 (E3) = pz(E2)ps(E3) as desired.

For (3), we need fi(12)3(E1 N Ez3) = py (E1) pro3(Eo3) for all E; € 71 and Ezs € (F, F3). For this we
use the 7-A theorem. Let & be the set {E; N E3 | E; € 5, E3 € F3} of intersections of events in %,
and 73. & is a w-system that generates (73, #3) (lemma B.2). Let G be the set of events E,3 such
that f1(12)3(E1 N Ez3) = pi1(E1) 23 (Ez3) for all Ey € 7. We are done if () C G. By the -4 theorem,
we just need to check that & C G and that G is a A-system. We have & C G because if E; € ¥, and
E3 € ¥ then pi(12)3(E1 N (E2 N E3)) = pi(E1) pa(E2) p3(E3) = pi (Eq)pizs(E2 N E3). To see that G is a
A-system, note that y11(E1)pi23(E23) = p12)3(E1)pi(12)3(E23) and so G is actually equal to - (the
set of events independent of 77), a A-system by Lemma B.3.

To show () respects (), suppose (7, 1) C (F/, /) and (G, v) C (G, V') and (F', ') e (G, V') =
((F',G"), p’). We need to show (1) (F, p)»(G.v) = (F, G), p) and (2) (F.G). p) E (KF'.G"). p")
for some p. Define p to be the restriction of p’ to (¥, G). Now (1) holds because p(F N G) =
P (FNG) = p'(F)p'(G) = p(F)p(G) for all F € ¥ and G € G (the second step follows from
FCF and G C G'). For (2),(F,G) C(F',G') because ¥ C F' and G C G’, and p = p’|(#.)

by construction. O

B.4 Semantics

Let Q be the Hilbert cube [0, 1], and let £ be the standard Borel o-algebra on the Hilbert cube
generated by the product topology.

DEFINITION B.5. A sub-c-algebra & of Xq has finite footprint if there is some n such that every
F € F is of the form F’ x [0, 1] for some F’ C [0,1]".

DEFINITION B.6. A random variable X : (Q,3q) — (A,24) has finite footprint if the pullback
o-algebra {X"Y(E) | E € S} has finite footprint.

LEmMMA B.7. Let Manite be the set of probability spaces P with finite footprint whose c-algebras
are sub-c-algebras of the standard Borel c-algebra on [0,1]". The restriction of the KRM given by
Theorem B.4 to Mgpite is still a KRM.

Proor. If m and n witness the finite footprints of independently-combinable probability spaces
# and Q then max(m, n) witnesses the finite footprint of their independent combination  « Q,
and if ¥ and G are two sub-o-algebras of the Borel o-algebra on the Hilbert cube, then so is the
o-algebra (F, G). Thus () remains closed under Mgpite, which suffices to show that it remains a
KRM. O

Let RV A be the set of measurable maps [0, 1] = A with finite footprint. Interpret propositions
T; A + P as sets of configurations (y, D, P) where y € [y]l, D € RV[A], and P € Mayite-

LeEMMA B.8. The following interpretations of basic connectives is well-formed:
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v.“D,PET always
v.D,PE_L never
v,"D,PEPAQ iff v"D,PEPandy,D,PEQ
v.D,PEPVQ if y.D,PEPory,D,PEQ
v.D,PEP - Q iff  y.D,P’EPimpliesy,D,P" = Q forallP’ 2P
v.D,PEP=*Q iff Y, D,Pp k Pandy,D,Pg k Q for some Pp e Po C P
v.D,PEP—Q iff v.D,Pp £ P impliesy,D,Pp o P £ Q for all Pp with Pp ¢ P defined
v.,D,PeOP iff v.D,1EP
v,D,P EVx:S.P iff (y,x),D,PEP forallx €S
v, D, P £ 3x:S.P iff (y,x),D,P £ P for somex € S
v.D, P EVWX:AP iff v, (D,X),P EPforallX :RVA
v, D, P E IX:A.P iff v, (D, X),P E P for some X : RVA
, . . rey [ OTH
Vv, D, (F,u) EE~p iff E(y) o D is F-measurable and j/’ (y) = ret (E(y)(D(e)))
v.D,(F,p) FownE iff E(y) o D is ¥ -measurable
VD, (F.p) e E1 2E, iff FeF andp(F)=1andFU (X1, Xz) 1 (A) € F forall A € cod(X;) ® cod(Xy)

where F = {0 | X1(w) = X2(w)} and X; = E;(y) o D fori € {1, 2}
v.D,(F,u) EE[E] =e iff E(y) o D is ¥ -measurable and E,~, [E(y) (D(w))] = e(y)
v, D, P E wp(M, X:A.Q) iff  forall Pame and g with Prame * P E (Zq, 1)
and all Dext : RV [Agxt]l
there exists X : RV A and P’ and p/ with Pgame * P’ T (Zq, 1)
©— ,
such that| v < M(y)(D(w)); (T
et Do, Do) |~ \xet (Pesa(@). D(©). X (@)
andy, (D, X),P" £ Q

Proor. We must verify that the extended random substitutions (D, X) in the interpretations of
Vv, 3rv, and wp have finite footprint; in all cases this follows from the fact that D and X have finite
footprint. O

LEMMA B.9 (SEPARATING CONJUNCTION IS MUTUAL INDEPENDENCE). Fix a configuration (y, D, P).
Abbreviating X;(y) o D as X], random variables X|, .. ., X}, are mutually independent with respect to
P iffy,D,P EownXj %% ownXp,.

Proor. First suppose y,D,P £ ownXj * --- * ownX,, so each X/ is $;-measurable for some
Pre...oP, TP Write P = (F,p) and P; = (F, ;) forall 1 < i < n. For any subset J of {1,...,n}
and any collection of events {E; € F;} e, we have

AX) e Bl =n (ﬂ x;*(Ej)) D e @) Q] @) = [ | prlx; e £
JjeJ jeJ JjeJ JjeJ JjeJ

where (a) and (b) hold because Py ¢...¢ P, C P and Xj’fl(Ej) € F; for all j. Hence X7, ..., X,
are mutually independent.

For the converse, suppose X7, ..., X], are mutually independent with respect to some probability
space P. For each 1 < i < n, let P; be the probability space (77, y;) where ¥; is the pullback
o-algebra along X and y; the restriction of y to ;. It’s enough to show that the composition
Pre...oP,is defined, as then Py e ... ¢ P, C P by lemma 2.3. This follows by induction on n.
Cases n = 0 and n = 1 are immediate. Now suppose P; o ... ® Py is defined. It’s straightforward
to show that P; e ... e P is the pullback of the random variable (X7, .. X,’C) and Py, is the

pullback of X} | by definition. Mutual independence of X7, ..., X/, X; | implies independence of

Pr
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(X{,...,X}) and X| : intersections of events X TME)N---n X];’I(Ek) form a 7m-system that
generates 77 o ... ® Fy, events independent of F,; with respect to p form a A-system, and each
intersection X]"'(E;)N- - - ﬂX]i_l (Ek) is independent of Fy; because X, ..., X[, X; | are mutually
independent. Thus the pullback of (X{,..., X/, X] ) is an independent combination of P; e... e Py
and Pryr, and Pre. ..o Pre P, is deﬁned Th1s closes the induction, so y, D, P F ownXje...e X

as desired. ]

B.4.1 Substitution. Substitutions take the form (s, S) where s is a substitution of deterministic
values and S a substitution of random variables.

se[T'] = IT] Se[A] N [A]
I';A + (s,8) : T;A

;A E:-A I';A F (s5,8) : T; A
I';A - E[s,S]: A

E[s,S](y) = E(s(y)) S

IFhgete: A I"+s:T

I"vre[s]:A elsl=cos
Thget f: A I"ks:T

"+ puls]: A plst=pos

T A bprog M : A ;A F (s,S) : T; A
TI';A - M[s,S] : A

M(s,S](y) = M(s(y)) o S

T[s,S]=T
Lls, L
(PAQ)[s,S] =(P[s,S] AQ[s,S])
(PvQ)[s,S]=(P[s,S] v Qls, S
(P = Q)[s,S] = (P[s,S] — Qls,S])
(P*Q)[s,S] = (P[s, S] = Qls, S
(P = Q)[s,5] = (P[s,S] — QIs, SI)
(oP)[s,S] =oPls,S]
;AR P I";A F (s,S) : T; A (Vx:T.P)[s, S
I;A" + P[s, S] (3x:T.P)[s,5] = 3x:T.P[s X 11, ]

]=
S] =
1=
1=
1=
1=
1=
1=
1 =Vx:T.P[s X 1T, 5]
1=
(Vi X:AP)[s,S] = VrX:A.P[5,S X 14]
(3wX:A.P)[5,S] = I X:A.P[s,S X 14]
(E~p)[s.S] = E[s,S] ~ pls]
(ownE)[s,S] = ownE[s,S]
(E1 2 Ey)[s,S] = E1[s,S] £ Ey s, S]
(E[E] = e)[s,S] = E[E[s, S]] = e[s]
wp(M, X:A.Q)[s,S] = wp(M[s, S], X:A.Q[s, S X 14])
LEMMA B.10 (SYNTACTIC AND SEMANTIC SUBSTITUTION COINCIDE). ¥, D, P E P[s,S] iff s(y),S o
D,PEP.
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Proor. By induction on the syntax of propositions. The interesting cases are:

e Case E ~ p:

,D,P & (E~ p)sS]
iffy,D,P & ((y = E(y) 0S) ~ (no$))
w— P

iff E(s(y)) o S o D is P-measurable and p(y) = ret E(y)(S(D(w)))

iff s(y),SoD,PEE~p

e Case wp(M, X:A.Q): For the left-to-right direction, suppose (1) y, D, P £ wp(M[s, S], X:A.Q[s, SX
14]) and (2) Ptrame * P T (2, 1) and (3) Dext : RV [[Aext ]| By (1) there exist £’ and p’ with
Prrame * P’ T (Zq, ') and X : RV A such that

W — [

AINCES o
v — M[s,S](y)(D(w)); | = (ret (Dext; D(®), X (w)) )
ret (Dext, D(w), v)

and y, (D, X),P £ Qls,S X 14]. By IH this is equivalent to s(y),(S o D,X),? E Q and
simplifying the above equation gives

W — L

RN
o MO = (L ooy 00

Now postcomposing both sides with the map (Jext, 3, ) > (dext, S(9), v) gives

W — [

v — M(s(1))(S(D(w))): | = (w L )
ret (Dext, S(D(w)), ) ret (Dext, S(D(w)), X (w))

so that (P’, i/, X) witnesses s(y),S o D, P £ wp(M, X:A.Q) as desired.
For the right-to-left direction, suppose (1) s(y),So D, P E wp(M, X:A.Q) and (2) Prrame * P E
(Zq, ) and (3) Dext : RV [Aext]- Specialize (1) with Deyt := (Dext, D) to get P/, i/ and
X : RV A such that

W — [

v MGs()(S(D@)): | = (

®— s )
ret ((Dexta D)» S(D((/))), U)

ret ((Dext’ D), S(D((x))), X(w))

and s(y), (S o D,X), P’ £ Q. By IH this is equivalent to y, (D, X),P’ £ Q[s,S X 14], and
postcomposing both sides of the above equation with the map ((Sext, 8), _,v) > (Sext, 5, v)
and rewriting M(s(y))(S(D(w))) in terms of M([s, S] gives

W — 1

v — M[s,5](y)(D(®)); | = (

w— ' )
ret (Dexb D, U)

ret (Dext, D, X (w))

so that (P, i/, X) witnesses y, D, P £ wp(M[s, S], X:A.Q[s, S X 14]) as desired.
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B.5 Properties of almost-sure equality

DEFINITION B.11 (SPACES THAT SUPPORT EQUALITY). Say that a measurable space (A, A) supports
equality if the diagonal Ap = {(a,a) | a € A} is measurable in A ® A. This includes all Hausdorff
spaces, in particular all of the examples considered in this paper.

LEmMma B.12. Let (Q, F, i) be a probability space, F an event in F, (A, A) a measurable space that
supports equality, and X1, Xy : Q — A random variables. The following are equivalent:

(1) ForallA € A ® A it holds that F U (X1, X2) " (A) € F.

(2) Forall A € A ® A it holds that F¢ N (X1, X)) 1(A) € F.

(3) FU (X1, X3) YA ® A) C F, where (X1, X2) "L (A ® A) denotes the pullback c-algebra and
FU (X1, X2) Y (A ® A) is defined to be the set {F U (X1, X2) 1 (A) | A€ A® A}.

(4) FUX;Y(A) CF and FUX,; ' (A) C F.

Proor. (1) and (3) are equivalent by definition. (1) and (2) are equivalent because ¥ is closed under
complements and preimages (X1, X,) ~!(A) are in bijection with their complements (X;, X,) " (A)°
via (X1, X5) "1 (A)° = (X1, X,) "1(A°). This establishes the equivalence of (1), (2), and (3). Finally, (3)
implies (4) because (X3, X;) (A ® A) contains both X; ' (A) and X; ! (A), so it only remains to
show (4) implies (3). Suppose (4) with the goal of showing FU (X, X3) "1 (A) € F forall A € AR A.
First note that if A is of the form A; X A, for some A;, A, € A then

FU (X1, Xz) "' (A1 x Az) = FU (X{ (A1) N X5 (A2) = (FUX;H(A) N (FUX; ' (A)

€F by (4) €F by (4)

from which the result follows because ¥ is closed under finite intersections. Next note that the set
of events A for which F U (X1, Xz)"}(A) € F forms a o-algebra:

e FUD=Fe7TF,
e If FU (X1, X2)"1(A) € F then FU ((X1,X2) "1 (A))¢ € F because

FU ((X1,X2) " (A)° = QN (FU (X1, X2) "1 (A)°)
= (FUF) N (FU ((X1,X2) 1 (A)))
= FU (F° N ((X1,X2) "1 (A))%)
=FU (FU (X1,.X2) " (A)°

eF
from which the result follows because ¥ is closed under complements and finite unions.
e If {A;} is a countable family with FU (X1, X;) "1 (A;) € F forall i, then FU (X1, X2) "1 (U; A;) =
U;(FU (X1, X2)"1(A;)) € F because F is closed under countable unions.
Together these two points imply that the set of events A for which F U (X}, Xz) " 1(A) € F is a
o-algebra containing all measurable boxes A; X A; for A;, A, € A. Since A ® A is the smallest
o-algebra containing all such boxes, we have FU(X}, X;) "1 (A) € F forall A € A®A as desired. O

LEMMA B.13 (ALMOST-SURE EQUALITY IS AN EQUIVALENCE RELATION). Let (A, A) be a measurable

space that supports equality. Let E;, E;, and Es be random expressions of type A. The following
entailments hold:

REFL Sym TRANS
FE ZE EiZE,+E2E, E EE,AE, ZEs+E ZF,

Proor. Fix a configuration (y, D, (¥, y)). Define X; = E;(y) o D for i € {1, 2,3} and let F;; be the
event {w | X;(w) = Xj(w)} that X; and X are equal.
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e REFL: we need to show Fy; € F and p(Fy;) = 1, and that Fi; U (X1, X;) "1 (A) € F for all
A € AR®A. By definition Fj; = {w | Xj(w) = X;(w)} = Q, and because (¥, p) is a probability
space, we have that Q € ¥ and p(Q) = 1. Since Fy; = Q, we have F;; U F’ = Fj; € F for all
F’, 50 Fi; U (X1, X1)"1(A) € F for all A as required.

e Sym: we have Fj; € ¥ and p(Fip) = 1 and Fi; U (X1, X,) "1 (A) € F forall A € A ® A, and
need Fy; € F and p(Fy;) = 1 and Fy U (Xp, X1) " 1(A) € F for all A € A ® A. This follows
from Fj, = Fy and the fact that preimages (X3, X1) "!(A) are in bijective correspondence
with preimages (X1, X2) "1 (A) by (X2, X1)71(A) = (X1, X2) "' (swap(A)) where swap(x,y) =
(y, x).

e TRANS: by Lemma B.12, we have

(1) Fi» € ¥ and /J(Flz) =1and F;p, U (Xl,Xz)_l(ﬂ ® ﬂ) cCF

(2) F23 € Tand [l(Fzg) =1and F23 U (Xg,Xg)il(ﬂ ® ﬂ) cF
and need F13 € F and [1(F13) =1and F13 U (Xl,X?,)_l(ﬂ ® ﬂ) cF.

- Fi3 € ¥ note that Fi3 = (Fi N Fy3) W (F}, N Fg, N Fy3); unwinding the notation, this states
the following equivalence of events:

X1:X3 — (X1=X2 /\X2 =X3)V(X1 -'ﬁXz/\Xz ¢X3/\X1:X3)

Since ¥ is closed under finite unions and intersections, we are done if we can show that
Fi3, Fy3, and (Fj, N Fy; N Fy3) are in . By (1) and (2) and Lemma B.12 we have that
contains

Fp nX{ (A FpnXy '(A) FgnX, '(A)  FynX; ' (A)

We have A € A because A is a o-algebra, so ¥ also contains Fy, and FJ,. By closure under

intersections ¥ also contains
Fs; N (Fy NXTHA))  Ffy N (Fgy N X5 (A))

Now by Lemma B.12 again, we have that ¥ contains F{, N F5; N (X1, X3) " (A ® A). In
particular, since A supports equality, we have Ay € A®A, so F,NF5, N (X1, X3) "1 (Aa) €
F. Now (X1, X3)"!(Aa) = Fi3 by definition, so F{, N F5, N Fi3 € . Along the way we
have shown Ff, € ¥ and F;, € ¥, which implies F;; € # and F,3 € ¥ by closure under
complements, as required.

— p(Fi3) = 1: we have Fj» N Fo3 C Fi3 (by transitivity of equality on the functions X, Xz, X3)

and p(Fip) = p(Fz3) = 1 by assumption. Thus
p(Fi3) = p(Frp N Fp3) = 1= p(Fj, U Fpg) 2 1= (u(Fyy) + p(Fy)) =1

as required.

- Fi3U (X1, X3) /(A ® A) C F: by Lemma B.12 it suffices to show F5; N X; 1(A) C ¥ and
F&, N X; 1 (A) € F. To this end fix arbitrary A € A with aim to show F{, N X '(4) € ¥
and F5, N X;1(A) € F.

* F& N X1 (A) € F: note that F, = (Ff, N Fa3) W (FS, N F, N FS,) W (Fip N Fy,); unwinding
the notation, this states the following equivalence of events:

(Xi # X2 =X3)
X1+X3 & V (Xl FXo N Xy # X5 AN X ng)
V(X1 =Xz #X3)
Thus the intersection F{, N X, '(A) can be rewritten as the following union:

(Ff, N Fa3 N X7 (A)) W (Ff, N Fsy N Ff N XTH(A)) W (Frp N gy 0 X7 H(A))
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*

It only remains to show that each component of this union is in . As in the proof of
Fi3 € ¥ above, we have that # contains each of the following:

Fiz Fas Fi3 (F{, N F3y) N (X1, X3) (A @A)

The first component Fy, N\Fp3NX " 1(A) is an intersection of two events Fa3 and F{,NXT 1(A)
that are in # by assumption. Similarly the second component is equal to Fj, N Fj; N
(XI,X3)‘1(A; N (A X A)), an event in ¥ by assumption. Finally, to show the third
component (Fi; N Fy, N X[ '(A)) is in F note that we have the equality (F;; N F§, N

X;1(A)) = (Fi2 N F§; N X, ' (A)) corresponding to the following equivalence of events:
X1 =X, ¢X3 ANXjeA — X|=X, ¢X3 ANX, € A

Thus the third component is an intersection of events Fy, and F§; N X, '(A) that are in
¥ by assumption.

Ff, N X;'(A) € F: this case is symmetrical to the one above, with X3 replaced by X;.
The strategy is the same: note that F{, = (Fj, N Fo3) W (F}, N F5, N F{,) W (Fi; N Fy,), so
the intersection F{; N X; ' (A) can be rewritten as:

(Ffy N Fas N X5 1 (A) ® (Ff, N Fsy 0 Ff 0 X571 (A) W (Fia N Fsy N X51(A))

The first component F{, N Fo3 N X; ' (A) is equivalent to F{, N Fp3 N X; ' (A), due to the
following equivalence of events:

Xi#X=X3ANX53EA — X1#Xo=X3ANX, €A

Thus the first component is an intersection of events F3 and F, N X, ' (A) that are in

by assumption. The second component is equal to Ff, N F5, N (X3, X3) "1 (A§ N (A X A)),
an event in ¥ by assumption. Finally, the third component Fi; N F§, N X;'(A) is an
intersection of two events Fy, and F§; N X; ' (A) that are in ¥ by assumption.

]

LeEMMA B.14. Let (Q, F, i) be a probability space and G a collection of full sets. (A full set is an
event with probability 1.) For all E € (G) it holds that p(E) = 0 or p(E) = 1.

Proor.

Without loss of generality we may assume that G is a 7-system: if G is empty then

(G) is the trivial o-algebra and we are done; if G is nonempty, it generates the same o-algebra as
its closure under finite intersections, and finite intersections of full sets remain full. By the 7-1
theorem, we are done if we can show that the collection of events E for which p(E) = 0 or y(E) = 1
is a A-system that contains G.

e Contains G: if E € G then p(E) = 1 by assumption.

o Contains 0: u(0) = 0 because y is a measure.

e Closed under complements: if y(E) € {0, 1} then p(E€) =1 — u(E) € {0,1}.

e Closed under countable disjoint unions: let {E; }; be a pairwise-disjoint countable family of sets
for which p(E;) € {0, 1} for all i. By countable additivity of measures, p(l); E;) = >; p(E;) €
N. This combined with the fact that p is a probability measure forces u(l4); E;) € {0,1} as
required.

]

LEmMa B.15. Let (A, A) be a measurable space that supports equality, and let Ey and E, be random
expressions of type A. The following double-entailment holds:

P A (EL2E;) 4 P % (E1 2 Ey)
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Proor. The right-to-left entailment follows from the fact that our separation logic is affine. For
the left-to-right entailment, fix a configuration y, D, (7, ), let X; = E;(y) o D for i € {1, 2}, let Fy,
be the event X; = X3, and suppose that

(1) v, D, (F,p) £ P

(2) Fi € ¥ and p(F) =1

(3) Fio U (X1, Xp) H(ARA) € F

with the aim of showing y, D, (¥, yt) £ P * (E; £ E3). Let G be the sub-o-algebra of ¥ generated
by Fiz U (X1, X2) "H(A ® A), and let v be the restriction of ¥ to G. The probability space (G, v)
witnesses E; = E, by (2) and (3). By (1), we are done if we can show (F, y) * (G,v) = (F, y). By
definition of independent combination, it suffices to show p(F N G) = pu(F)v(G) for all F € ¥ and
G € G. Since v is defined as a restriction of y to G, this reduces to showing u(F N G) = u(F)u(G).
The o-algebra G is generated by events F; U (X1, Xz) "1 (A ® A) that are all full, so by Lemma B.14
we have that y(G) € {0,1} for all G € G. There are thus two cases:

o If 4(G) =0, then p(F N G) = 0 = u(F)p(G) as required.

o If u(G) =1, then u(FN G) = p(F) — p(F \ G) = p(F) — 0 = p(F)u(G) as required.

O

COROLLARY B.16 (ALMOST-SURE EQUALITY 1S DUPLICABLE). Let (A, A) be a measurable space that
supports equality, and let E; and E, be random expressions of type A. The following entailment holds:

E\ZEy + (Ey 2Ey) * (E1 2 Ey)
B.
PROOF. By S Ey b (BEy SE) A (B 2Ey) b (B 2 Ey) # (By 2 Ey). 0

LEMMA B.17 (TRANSFER OF OWNERSHIP). Let (A, A) be a measurable space that supports equality.
Let E; and E; be random expressions of type A. The following entailments hold:

TRANSFER-OWN TRANSFER-DIST
own E; /\(Elastz) + ownkE, (E1 ~ V)/\(Elastz) FEy ~v

Proor. We prove TRANSFER-DIsT; the proof of TRANSFER-OWN is identical. Fix a configuration
(v, D, (F, 1), let X; = E;(y) o D for i € {1, 2}, let Fy» be the event X; = X, and suppose

(1) Xj is ¥ -measurable with distribution v(y)

(2) Fil € F and v(Fy3) =1

(3) Fio U (X1, Xo) (A @A) C F
with the aim of showing X, is #-measurable with distribution v(y). It suffices to show that X; is 7 -
measurable, as then it follows that X; and X; are almost-surely equal random variables with respect
to p and so have the same distribution. Fix arbitrary A € A with the aim of showing X, ' (A) € ¥.
Write X, (A) as the disjoint union (X; ' (A) N Fi2) & (X; '(A) N FE,). The first disjunct is equal to
X1_1 (A) N Fy5 because F, is the event X; = X,; this is in F because X1_1 (A) e Fby(1)and Fj, € F
by (2). The second disjunct is in # by (3) and Lemma B.12. Thus X, ' (A) is a union of events in ¥
as required. O

LEMMA B.18 (CONGRUENCE). Let (A, A) and (B, B) be measurable spaces that support equality.
Let E; and E; be random expressions of type A. Let F[X] be a random expression of type B with a free
variable X of type A. The following entailment holds:

CONGRUENCE
own(F[E:], F[Ez]) A (Ey = E3) + F[E;] = F[E;]
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Proor. Fix a configuration (y, D, (F, i)). Let X; = E;(y) o D for i € {1,2,3} and let E;; be the
event X1 = X;. Let F; = F(y) o (D, X;) and F, = F(y) o (D, X3), and let Fy, be the event F; = F,. We
have

e F; and F, are ¥ -measurable

o Ejpe Fand pu(Ep) =1

e EpU (X, X)) M(AQA) CF

The goal is to show Fi, € F and p(F;) = 1and Fi; U (F, F,) " 1(B® B) C F.

e Fy, = (F}, F;) ' (Ag) € F because F; and F, are ¥ -measurable and B supports equality.

o u(Fip) > p(Eqp) = 1 because Ej» C Fis.

e F contains Fj; and the entire pullback o-algebra (F, F;)"}(8 ® 8B), and so contains F, U
(Fl, Fz)_l(B ® B) too.

]

LemMA B.19 ((£) As DERIVED NOTION). Let A be a measurable space that supports equality and
let Ey and E; be expressions of type A. Let (A ® A), be the measurable space with underlying set
(A® A) U {L} and o-algebra generated by measurable subsets of A ® A and the singleton set {_L}.
The following equivalence holds:

E1 2 E, 4 own(if E; = E, then L else (Ej, E3)) A (E[1[E; = E;]] = 1)

Proor. Fix configuration y, D, (F, ). Let X; = E;(y) o D for i € {1,2} and let F be the event
X1 = X;. Let Y be the random variable if X; = X, then L else (Ey, E;). The left-hand side asserts
F has probability 1 and F U (X;,X;)"!(A) € F for all A € A ® A. The right-hand side asserts F
has probability 1 and that Y is #-measurable. To show the equivalence of these two assertions,
it suffices to show that measurability of Y is equivalent to having F U (X1, X;) ' (A) € F for all
A € A® A. First suppose Y is measurable and fix arbitrary A € A ® A. Then measurability of Y says

Y7HA) = (FNYTH(A) W (F N YTH(4) = (FNLTH(A) ¥ (F N (X1, Xz) 7' (A))
=(FNO) W (F N (X1, Xz) ' (A) =F N (X1, Xz) ' (A) € F
as required. Conversely suppose F contains F¢ N (X1, X)) 1(A) € F forall A € A ® A and fix
arbitrary A € (A ® A),. Then
Y A) = (FNY T (A) W (FCNYTI(A) = (FN L7'(A) W (FC N (X1, X3) 7' (A))
=(FN[LeADW(F N (X, X2) (AN {L}))
where [L € A] is Aif L € A and () otherwise. There are two cases. If L ¢ A then Y™1(A) =

F¢ N (X1,X2) 1 (A) € F by assumption. If L € Athen Y™1(A) = FU (F° N (X1, Xz) " 1(A\ {L1})),a
finite union of elements in # by assumption. O

B.6 Derived rules
LEMMA B.20. The following structural rules hold:

H-CONSEQUENCE

PrQ H-FrRAME
wp(M, X.P) + wp(M, X.Q) Fxwp(M,X.Q) F wp(M,X.F*Q) (X¢F)

H-DISJUNCTION
wp(M, X.P) V wp(M, X.Q) - wp(M,X.PV Q)
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Proor. We show the proof of the frame rule; the others are standard. Suppose (1) y, D, Pr e Py E
Fswp(M, X.Q) for some y, D, Pr £ F and y, D, Py £ wp(M, X.Q). To show wp (M, X.F = Q), further
suppose Prame ® (Pr * Pum) E (B, i) and Deyt : RV [ Aext || By associativity, Prrame ® (Pr ® Puy) =
(Ptrame * Pr) * Pum so specializing (1) with Prrame := Prrame ® Pr gives (Prrame ® Pr) ¢ P’ E (S, 1)
and X such that

W — [

ie;;\/e[x(t);)affl(;zd);; U) B ret (Dext(w)’ D(w)’ X((x)))

W — s

and y, (D,X), P’ £ Q. Since X ¢ F, F[weakx]| = F so y,(D,X),Pr £ F by lemma B.10. And
since the composition (Pprame ® Pr) * P’ is defined, the composition Pr ¢ P’ must be as well, so
¥, (D, X),PreP’ EFx*Q as desired. O

LemMa B.21. The following wp laws hold:
Ole/X] F wp(ret e, X.Q) wp(M, X.wp(N, Y.0)) - wp (X — M;N), Y.Q)
(Ve X:A. X ~ Unif [0, 1] = Q) + wp(Unif [0, 1], X:A.Q)
(VivX:A. X ~ Ber p — Q) + wp(Ber p, X:A.Q)
I(1,e) * (ViN. V. XA {I(,X)} M {X".I(i+1,X")}) + wp(for(n, e, M), X:A. I(n + 1,X))
wp(M, X:A. wp(N, Y:A. Q(if E then X else Y))) + wp(if E then M else N, X:A. Q)

where for(n, e, f) is defined by

ret e, k>n

f e, f) =1 1,e, here | ke, f) =
or(n, e, f) = loop(1, e, f)whereloop(k,e, f) {v — F(ke); loop(k+ 1,0, f), otherwise

Proor.

o Ret: suppose y, D, P E Q[e(y)/X]. By lemma B.10 this is equivalent to y, (D, e(y)), P £ Q. To
show wp(ret e, X.Q) suppose Prame ®* P T (Zq, 1) and Deyt : RV[Aext ]]. Choose P’ := P and
y' == pand X(w) :=e(y). Then

W — [

W — w— s
0 (ret &) (1) (D(e)); | = ( ) _ (
o ™ et Dt D). etr) | et (Dea(o. D@ X

and y, (D,e(T')), P E Q as desired.

e Let: suppose y,D,P £ wp(M,X.wp(N,Y.Q)). To show wp((X < M;N),Y.Q) suppose
Phrame ®* P T (Zq, p1) and Deyt : RV[ Aext]|- By assumption, there exist Prame ® Px C (Za, ix)
and X such that

W — 1
W < [ix;
x = M(y)(D(w); = (8)

ret (Dext (@), D(w), x) ret (Dext(®), D(w), X(w))
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and y, (D, X), Px £ wp(N, Y.Q). Applying this assumption gives Prame ® Py T (Zq, py) and
Y with

W — px;
y — N ((D.X)()); %

w — py; )
ret (Dexi (), (D, X)(w),y)

ret (Dext (), (D, X)(@), Y(0) ©)

and y, (D, X,Y),Py F Q. Since X ¢ Q, this implies y, (D,Y),Py F Q by B.10, so it only
remains to show

W < [
W < Hy;
— (X « M;N D =
i/et (lg (o) D(w))();))( @) ( ret (Dext (@), D(w), Y(w)) )
Calculate:
W < [
W < [

x — M(y)(D(w));
y — N(y)(D(o),);
ret (Dext(w)> D(w)’ y)

y— (X < M;N)(y)(D(w)); | =
ret (Dext(w)aD(w)s U)

(5ext’ 55 x) — (5ext, 5, x) -
W — [

) W < lx;
| [ Mmens hawmmmm&mmﬂ
ret (Dext(w), D(w), x)
y «— N(y)(6,x);

y < N(y)(3,x); et (Sum 8.1)
ret (Sext, 5, Y) ext: 0 Y
W — pix;

_| y = NG X(@);
ret (Dext(w)> D(w)’ y)

o)

e

W < ly;
( ret (Dext(w)> D(w)’ Y((x))) )

e Uniform: suppose (1) y, D, P E ¥V, X:A. X ~ Unif|[0, 1] = Q. To show wp(Unif [0, 1], X:A.Q),
suppose Prame ®* P T (2, ) and Deyt : RV[Aext]]- Let n witness (Dext, Prrame ® P)’s finite
footprint. Write the Hilbert cube as [0,1]" = [0,1]" ® [0, 1]"'. Define y’ via this isomor-
phism as the product measure p[o1]» ® A, where 1 assigns to each finite-dimensional box

" lai, bi] x[0,1]" the measure [T, |b; —a;| and extends to a measure on the whole Hilbert
cube by the Carathéodory extension theorem. Let #,, be the restriction of j/’ to measurable
sets of the form [0,1]" X F x [0, 1]". Let X be the projection 7,41 = (..., @p41,...) F> WOpy1.
By construction, the composite Prrame ® P ® Py, is defined and Prame * P * P C (g, ') and
X is P,-measurable and uniformly distributed in [0, 1]. Therefore y, (D, X), P * P, £ Q by

(1), and it only remains to show

W — I

v « Unif [0,1]; - 5 Do x
ret (Dext(w), D(w), v) ret (Dext(w), D(w), X (@))

w— s

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.



112:40 John M. Li, Amal Ahmed, and Steven Holtzen

Calculate:

W — [ W1..n < Hl[01]7;

v « Unif [0, 1]; v « Unif [0, 1];

ret (Dext(w), D(w), 0) ret (Dext(®1.-.n), D(@1...n),0)
~ (w1...n,0) « ptl[o,1]» ® Unif [0, 1]; B
- (ret (Dext(@1...n), D(@1...n), 0) ) B (

’
W1...n+1 < H |[o,1]"+1;

ret (Dext(wlmn)’ D(wlmn): wn+1)
— @ ll/;
- (ret (Dext(w), D(w), X (w)) )

o Flip: analogous to Uniform.

e For: suppose (1) Vi:N. V., X:RVA. {I(i,X)} M {X".I(i+ 1,X’)}. We need to show

I(1,e) = wp(for(n,e, M), X:A. I(n + 1, X)).

We generalize, and show

I(n+1-k, V) = wp(loop(n+1—-k,V,M),X". I(n+1,X"))

for all V and all 0 < k < n by induction on k, from which this follows at k = n.
— Case k =0:

TrI(n+1,V)—=I(n+1,V)
FI(n+1,V) = wp(ret V,X". I(n+ 1,X"))
FI(n+1,V) = wp(loop(n+1,V,M),X". I(n+1,X"))
FI(n+1-k, V)= wp(loop(n+1—-k,V,M),X". I(n+1,X’))

— Case k = j + 1 < n: backwards reasoning from the goal gives

Iln+1-(j+1),V) = wp(loop(n+1—-(j+1),V,M),X". I(n+1,X"))
4I(n—j,V) = wp(loop(n—j,V,M),X". I(n+1,X’))

4I(n—j,V) = wp((V' «— M[n-j/i,V/X]; loop(n+1—j, V' ,M)),X". I(n+1,X"))
4I(n—j,V) == wp(M[n—j/i,V/X],V'.wp(loop(n+1—j,V' M), X . I(n+1,X")))

Now I(n - j, V) =« wp(M[n—j/i,V/X],V'.I(n— j+1,V")) by (1) so it suffices to show

wp(M[n—j/i,V/X],V'.I(n+1-j,V"))
«wp(M[n—j/i,V/X],V'.wp(loop(n+1—jV' M), X" I(n+1,X"))).

The outer wps are the same, so by the consequence rule it suffices to show
I(n+1—-j,V") = wp(loop(n+1—-j,V' M), X . I(n+1,X"))

for all V’, which is exactly the induction hypothesis at j.
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o If: applying properties of Markov kernels and rules for Let and Ret,

wp(if E then M else N, Z. Q(Z))

X «— M;
Awp|| Y < N; ,Z.Q(Z)
ret (if E then X else Y)
Y «< N;
twp (M’X' WP (( ret (if E then X else Y) )’Z' Q(Z)))

4 wp(M, X. wp(N, Y. wp(ret (if E then X else Y), Z. Q(Z))))
4 wp(M, X. wp(N, Y. Q(if E then X else Y)))

as desired.

CoROLLARY B.22. The following wp laws hold:

W-RET W-LET
QI[M]/XT + wp([ret M, X.Q) wp([M], X.wp([N],Y.Q)) + wp ([X « M; N].Y.Q)

W-UNIFORM
(VivX:A. X ~ Unif[0,1] = Q) + wp([unif [@,1]1],X:A.Q)

W-FLip
(VwX:A. X ~ Berp — Q) + wp([flip p], X:A.Q)

W-For
I(1,e) % (ViN. V. XA {I(LX)} M A{X". I(i+1,X")}) + wp([for(n,e,i X. M)], X:A. I(n + 1, X))
wp([M], X:A. wp([N]}, Y:A. Q(if E then X else Y))) + wp([ifEMN], X:A. Q)

Proor. Unfold [-] and apply lemma B.21. |
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LeEMMA B.23. The following proof rules hold:
P+ P N0 {P'YM{X.Q'}
{P} M {X.Q}

H-CONSEQUENCE

{P} MA{X.0Q} {PyM{X.0} {P}M{X.Q"}
H-FraMmE (X ¢ F) H-DISJUNCTION
{F+P} M{X.F=Q} {PVP'}M{X.QVQ'}

{P} M {X.Q} VoX. {0} N {Y.R}
H-RET H-LET
{O[[M]/X]} ret M {X.Q} {P} X « M; N {Y.R}

H-UNIFORM H-FrLip
{T}unif [0,1] {X.X ~ Unif [0,1]}) {T} flip p {X.X ~ Berp}

ViNL Vo XA {1, X)} M A{X. I3+ 1, X))} .
{I(1,e)} for(ne,i X. M) {X:A.I(n+1,X)}

{P} M {X.0(X)}
VX. {O(X)} N {Y.R(if E then X else Y)}

{P} if E then M else N {Z.R(Z)}

Proor. Rules H-CoNsSEQUENCE, H-FrRaME, and H-DisjuNcTION follow from Lemma B.20; the
remaining rules follow from Corollary B.22. All proofs go by unfolding the definition of the Hoare
triple and applying the relevant wp law. O

B.7 Disintegration

LEMMA B.24. Let (M, o, C, 1) be a KRM with 1 C x for all x. Let A be a downward-closed subset of
M (i.e,x Ty e Aimpliesx € A). Let (o) be the restriction of (e) to A; that is,

, Xey, xey€eA
xXe =
y undefined, otherwise

Then (A,*’,C, 1) is a KRM.

Proor. Unit and commutativity are straightforward. For associativity, note that if 1 £ x for all x
then by monotonicity of (¢) we have x C x o y for all x, y. Now suppose x ¢’y defined and (x ¢’y) ¢’z
defined. Then (x ¢ y) ¢z € A and by downward closure so is y » z and by associativity so is x ¢ (y * z),
so both y 'z and x ¢’ (y ¢’z) are defined and associativity is inherited from associativity of (¢). O

THEOREM B.25. Let Misintegravle be the set of countably-generated probability spaces P that have
finite footprint and can be extended to a Borel measure on the entire Hilbert cube. The restriction of the
KRM given by Theorem 2.4 to Mgisintegrable i still a KRM.

Proor. By Lemma B.7, the restriction to Mgpite is @ KRM, so it suffices to show that restricting
to countably-generated spaces that can be extended to a Borel measure still yields a KRM. First,
restricting to countably-generated spaces still yields a KRM because the independent combination
of two countably-generated spaces remains couuntably-generated. Then, the restriction to spaces
that can be extended to a Borel measure still yields a KRM by Lemma B.24, as the set of spaces that
can be extended to a Borel measure is downward-closed. O
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ARG E:A I, x:A;A+ P

;A C P
x:A—E

v-:D,P ECyacpP iff forall (Zq,p) 3P
and all (X, p)-disintegrations {vy }xe4 With respect to E(y) o D
and (E o D), p-almost-all x € A,
(v, x), D, vx|p E P

LEmMA B.26. If p and v are probability measures on a space (Q, F) generated by a rw-system B,
then p = v iff u(B) = v(B) forall B € B.

Proor. The left-to-right direction is straightforward. The right-to-left direction follows from the
7-A theorem: the set S := {B € 8 | u(B) = v(B)} is a A-system and p and v agree on a r-system
that generates ¥ by assumption. O

LEmMmA B.27. ownExP+ C P.
x:A—E

Proor. Suppose y,D,Pr*Pp £ ownE x P and y, D,Pr £ ownE and (1) y, D, Pp £ P. To show
———

P
C—k£ P, suppose Pr e Pp C (Zq, ) and let {vy }xeca be a p-disintegration with respect to E(y) o D.
We need to show (y, x), D, vi|p E P for almostall x € A. Since x ¢ P, (y, x), D, v¢|p F Pis equivalent
to y, D, vx|p E P, so by assumption (1) and monotonicity it suffices to show v, |p, = Pp for almost
all x € A.

Write Pp = (Fp,pp) and let S := {x € A | vx|s = pp}. It’s enough to show that S is 34-
measurable and has probability 1. Let 8 = {B, },cn be a countable basis of ¥p; without loss of
generality we may assume 8 is a 7-system because any countable collection of sets has countable
closure under finite intersections. By lemma B.26, we can write S as the countable intersection
S = Mpen Sn where S, == {x € A | vx(Bn) = pp(By)}. Because o-algebras are closed under
countable intersections and measures are countably subadditive, S is measurable with probability 1
if each S,, is.

Each S, is X 4-measurable: S,, is equal to the preimage of the singleton set {up(B,,) } under the map
V() (Bp); since v is a Markov kernel and singletons are Borel, this preimage must be X 4-measurable.
It only remains to show each S, has probability 1. Now, suppose for the sake of contradiction that
there is some k such that Sy does not have probability 1, so vx(By) # pp(By) forallx € N := A\ 5.
We can write N as a disjoint union of two subsets N and N, defined as follows:

Nc:={x € N | vx(By) < ,UP(Bn)}

Ns :={x € N | vx(Bn) > pp(Bn)}
These are both measurable, since they can be written as preimages of [0, up(B,)) and (up(By,), 1]
under v(_)(B,,). Because N has nonzero probability, at least one of N. or N, must have nonzero

probability too. Suppose it’s N; the case where N> has nonzero probability is analogous. Because
v is a disintegration of p with respect to E(y) o D, we have

ﬁy f(w) = E E f(w)

x~(E(y)oD)sp 0~ Vx
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forall f: Q 5 Rso. Choose f(w) :=1[w € By]1[E(y)(D(w)) € N<]. Then simplifying LHS gives
w]@ﬂf(w) = wlgul[w € By]1[E(y)(D(w)) € N<]

‘Y B 1[w € B,] E 1[E(y)(D(w)) € N.]

w~p w~jt
= p(Bn)(E(y) © D).pu(N<)

Step (a) uses independence of B, and (E(y) o D) }(N<): Pg * Pp defined and B, € Pp and
(E(y) o D)"}(N<) € Pg. Meanwhile, simplifying RHS gives
E E w) = E E 1|w € B,|1[E D(w)) € N.
w5 Genrint O oSy, 1@ € Bull[E( (D)) € Ne]
@ E 1[o € B,]1[x € N<]
x~(E(y)oD).p w~Vx

E 1[x e N.] E 1w € B,]
x~(E(y)oD).p @~V
= E 1[x € N<]vx(Bp)
x~(E(y)oD).p

(b)
< E 1[x € N. B
B oD [x € N.]pp(By,)

= B E 1[x € N.
FP( n) o~ (E()oD)os [ <]

= pp(Bn)(E(y) © D).p(N<)

= p(Bn)(E(y) © D)«p(N<)
Step (a) holds because (E(y) o D).v,({x}) = 1 for almost all x. Step (b) holds because the expectation
is taken over x € N, where the inequality holds by assumption; the inequality remains strict

because N. is nonnegligible. Putting these two together gives LHS = RHS and LHS < RHS, a
contradiction. o

LEMMA B.28 (LAW OF TOTAL EXPECTATION). The following entailment holds:

Ele[X/x]] =0 A x:fEXE[E] =e + E[E] =0

Proor. Fix (y, D, P). By the first conjunct E,,.p e(y, X(y)(D(w))) = v(y). By assumption, P
extends to a Borel measure p on the Hilbert cube. By the disintegration theorem, there exists
at least one p-disintegration with respect to X(y) o D; call it {vy}xea. By the second conjunct
Ep~v [E(y)(D(w))] = e(y, x) for almost all x € A. This along with the existence of the disintegra-
tion v implies

E E((D(w)) = xN(X(EoD)*” JE, END(w) = x~<X(1)/E;0D)*# e(y,x) = B e(y, X(y)(D(@))) = o(y)

as desired. ]

LEMMA B.29. The following entailments hold:

C-ENTAIL

i C-INDEP C-Susst s C-OwN

Cprr CQ ownExP + C P ownX+ C (X:x) ownE+ C ownE
x—E x—E x—E x—X X

C-TOTAL-EXPECTATION
CXE[E] =e A Ele[X/x]]=v + E[E]=v
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Proor. C-INDEP and C-TOTAL-EXPECTATION follow from lemmas B.27 and B.28 respectively.

o C-ENTAIL: suppose P + Q and y,D,P F Cyx.acpP. Let {ix}xea be a disintegration of #
with respect to E(y) o D; let {Px}xea be the corresponding restrictions of {yx}xea to . By
assumption, y, D, P, £ P for almost-all x € A. Since P + Q, this implies y, D, P, £ Q for
almost-all x € A as desired.

o C-SuBsT: Fix (y, D, P). Let {ix }xea be a disintegration of $ with respect to X(y) o D. Let E,,
be the event that X(y) o D is equal to x. By assumption we have that X is $-measurable, so
it only remains to show that E, holds almost-surely with respect to py for almost all x € A.
By the definition of disintegration, the event {w | X(w) = x} has probability 1 under y, for
almost all x as required.

e C-Own: Fix (y, D, (F, 1)) and let {1 } xe4 be a disintegration of (7, u) with respect to X (y)oD.
Disintegration only changes the probability measure; the underlying o-algebra remains fixed.
Thus if E(y) o D is ¥ -measurable then it remains F-measurable under each conditional
probability space.

LEMMA B.30. The following entailments hold:

o Necessitation: if - P then C P.
e Distribution: C (P—>Q) I— C P C 0.
e Distributes over (/\). C /\ Q) k C P A C 0.
x—X x—X x—X
o Semidistributes over (V): C Pv C Qo+ C (PV Q).
xe—X x—X xe—X

Proor.

e Necessitation: if P holds in all configurations then it holds for all disintegrated configurations
as well.

e Distribution: it suffices to show Dy x (P — Q) ACy—x P + Cyx Q.By C-AND the premise is
equivalent to Cxx ((P — Q) A P); the result then follows from C-ENTAIL via the entailment
(P> Q)APrQ.

e Distributes over (A): the left-to-right direction follows from C-ENTAIL via the entailments
PAQ¢FPand P A Q + Q. For the right-to-left entailment, suppose y,D,P £ Cyg P and
VD, P £ CxpQ and let {yix}xea be a disintegration of # with respect to E(y) o D; let
{Px}xea be the corresponding restrictions of {px }xea to P. By assumption, there are two
sets F1, F, C A of measure 1 such that y,D,Py £ P for all x € F; and y, D, P, £ Q for all
x € F,. Therefore, y, D, Px £ P A Q for all x € F; N F,. Moreover, F; N F, has measure 1 by
subadditivity, so y, D, Py £ P A Q for almost-all x as desired.

e Semidistributes over (V): it suffices to show Cxx P + Cxx(PVQ) andCyx Q + Cyxx (PV
Q). These follow from C-ENTAIL via the entailments P+ PV Q and Q + P V Q respectively.

]
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C ANNOTATED CommonCAuse PROGRAM

{7}
Z « flip1/2;

{Z ~Ber1/2}
X  flip 1/2;

{Z ~Ber1/2 * X ~Ber1/2}
Y « flip1/2;

{Z ~Ber1/2 = X ~Ber1/2 = Y ~Ber1/2}
A—=X||Z;

{Z~Ber1/2 # X ~Ber1/2 # Y ~Ber1/2 # A‘*:S(XVZ)}
B<Y|| Z;

{Z~Ber1/2 # X ~Ber1/2 = Y ~Ber1/2 + AZ (X VZ) = Bazs(YVZ)}
ret (Z,X,Y,A,B)

{ownZ/\ CZ (X ~Ber1/2 * Y ~Ber1/2 « AZ(XVZ) « BE (YVZ))} (C-INDEP)
Z—

{ CZ(X~Ber1/z # Y ~Ber1/2 + A (XVz) Bazs(YVz)) (C-SussT)
P

((z=T—>P[T/z])A(z=F — P[F/z]))}

(z=T — X ~Ber1/2 *+ Y ~Ber1/2 * AZ(XVT) * BE(YVT) A
[ ((zzF — X ~Ber1/2 = Y~Ber1/2 * AZ(XVF) * BE(YVF))
(z=T > AZT « BET) A
[Z“Z((Z:F — X ~Ber1/2 = Y ~Ber1/2 = AZX « Ba:SY)

(z=T — ownA % ownB) A
{ZHZ((z: — A ~Berl/2 = B~Berl/2))}
{ ((z=T—>0wnA*ownB) /\)}

zZ \(z =F — own A % own B)

{ZSZ (own A % own B)}
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D AN EXAMPLE OF CONDITIONAL INDEPENDENCE VIA CONTROL FLOW

{7}
7 « flip1/2;
{Z ~ Ber1/2}
if Z then
Xi — flipp;
{Xi ~ Berp}
Y — flip p;
{X1 ~Berp = Y; ~Berp}
ret (Z,X1, Y1)
else
{3 X1 Y1. X3 ~Berp * Y; ~ Berp}
X « flipgq;
{(3rv X1 V1. X3 ~Berp = Y ~Berp) % Xy ~ Berq}
Y, « flipq;
{3 X1 Y1. X1 ~Berp = Y1 ~Berp) % Xy ~Berq = Y2 ~ Berq}
ret (Z,X,, Y2)
Z ~Ber1/2 = 3y X1 Y1 X2 Y5. X1 ~Berp = Y1 ~Berp * Xp ~Berq = Y, ~Berq*}

as

= (if Z then X7 else X») = V= (1f Z then Y else Y2)

ownZ A C I X1 Y1 Xy Yo as
X = (if Z then Xj else X3) = Y = (if Z then Y; else V)

X; ~Berp x Y1 ~Berp * Xa ~Berq * Y2 ~ Berq *
Hrv X] Y1 Xg Yz as . as . (C—SUBST)
= (if z then Xj else Xp) = Y = (if z then Y] else Y3)

b
i
(e t: “;[ZZ]ZA)}
E
E
el
<

P

l

3y X1 V1. Xy ~Berp * Yi ~Berp * XEX; * Y2 Y)) A

l

3y Xy Yo. Xo ~Berq # Yo ~Berg * X=Xy * Y2 Yp)

X ~Berp = Y ~Berp) A
X ~Berq = Y ~Bergq)

'|'|—|‘|'I—|
lllll

ownX * ownY) A
ownX * ownY)

(own X * own Y)}

112:47

X1 ~Berp = Y1 ~Berp * X ~Berg * Y2 ~ Berg *
(C-INDEP)
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1We—ret(w+-+w,);

2 (vy,..., v,) «— ret (w/W,..., W /W); 1weret[w,..., Wl
3 U — unif [0,1]; 2 M« ret (—00);K « ret (0); 1 ‘ ‘
4 for(n,0,i]. 3 for(n, (M, K), i (M,K). 0.8 - //b’
5 ifo+-4oSU<o+---+0 4 Se—unif [01); 0.6 o N
6 thenreti 5 Ueret(S"(1/wli])); 0.4 N /\’Ix B
7 elseret]) 6 ifU>M 0.2 ‘ Nﬂ/‘ ‘ N
o , 7 thenret (U.3) 00 02040608 1
(a) Naive linear-space im- 8 elseret (M,K))
plementation of weighted (c) Visualization of the function
sampling. (b) Constant-space version. f(x) =x1/™.

Fig. 11. Weighted sampling example. The constants w; are inputs.

E PROVING A WEIGHTED SAMPLING ALGORITHM CORRECT (FULL)

To exercise Lilac’s support for conditional reasoning, continuous random variables, and substruc-
tural handling of independence, we now prove a sophisticated constant-space weighted sampling
algorithm correct using Lilac. Suppose you are given a collection of items {x, ..., x,} each with
associated weight w; € R*. The task is to draw a sample from the collection {x;} in a manner
where each item is drawn with probability proportional to its weight. This problem is an instance
of reservoir sampling [Efraimidis and Spirakis 2006], and is an important primitive in distributed
systems.

First, we consider a naive solution that requires space linear in the number of weights; pseudocode
for this algorithm is presented in Figure 11a. The first pass over the weights occurs on Line 1,
which computes the normalizing constant W = }}; w;. Line 2 then divides each weight by W so
that the result (vy,...,v,) forms a probability distribution. This distribution can be thought of as a
partitioning of the interval [0, 1] into n subintervals with lengths (vy, ..., v,); to sample from it we
can choose a point U uniformly at random from [0, 1] (Line 3) and select the item corresponding to
the subinterval that U lands in (Lines 4-7).

While simple to understand and implement, this naive approach has a critical flaw that makes it
inappropriate for application in large-scale systems: it requires storing all previously encountered
weights and scanning over them before a single sample can be drawn, and so does not scale to
a streaming setting where new weights are acquired one at a time (for instance, as each user
visits a website). To fix this limitation, Efraimidis and Spirakis [2006] proposed the very clever
constant-space solution presented in Figure 11b. The core of this approach is to generate a value S
uniformly at random from [0, 1] on every iteration (Line 3), perturb S according to the next weight
w; in the stream (Line 4), and track only the greatest perturbed sample (Lines 5-8). Figure 11c gives
some intuition for the perturbed quantity S'/* on Line 4: if w; is large (i.e., item i has high weight),
then $/ is likely to be large (visualized by the curve w = 4); if w; is small, then S/ is likely to
be small (visualized by the curve w = 1/4). The fact that this program is equivalent to the naive
one is quite surprising, and proving it requires the simultaneous application of several important
theorems from probability theory. We show how this can be done formally in Lilac in a manner
similar to a typical informal proof. Correctness is captured by the following Lilac postcondition:

Wk

Zjo

Vk.Pr(K = k) = (10)
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To establish this postcondition, a typical informal proof begins by declaring mutually independent,
uniformly distributed random variables {S;}1<;<n, Where S; denotes the value sampled by Line 4 on
the ith loop iteration, and a random variable K = arg max; S 11 /™i that denotes the final result. Implicit
in this setup are the assumptions that each S; produced by the program is actually independent
and uniformly distributed, and that the for-loop actually computes the specified arg max. We can
formally establish this by mechanically applying the proof rules described in Section 2.5 to conclude
the following at program termination:

34S1...5,. K S; ~Unif [0,1] « K= argmaxSil/Wi (11)

The proof makes use of the following invariant I; for the loop on Line 2, which must hold immedi-
ately before the execution of the jth iteration forall1 < j < n+1:

I = 3n851...5;. Xk S ~Unif [0,1] = KazsargmaxSil/Wi * MZ maX.Sil/Wi (12)

1<i<j 1<i<j 1<i<j

The proof that our program maintains this invariant is completely standard for separation logics,
so we elide the details and focus on the challenge of deriving the desired post-condition (10) given
the setup (11). To show (10) in the case i = k, note that

Pr(K = k) =Pr (S;/Wk > Sjl./wj forall j # k), (13)

since K is defined to be the arg max of j over all Y This is an unwieldy probability to compute
directly. The trick is to use conditioning: in this case, fixing Sy to a deterministic si gives

Pr(K=k| S =s;)=Pr (sllc/wk > Sjl./wj forall j # k) (14)
=Pr (s:j/wk > Sjforall j # k) Exponentiating (15)
= l_[ Pr (sl‘: iV S j) By conditional independence (16)

j#k
= H s:j/wk Sj uniform?!® (17)

j#k

ek Wi
= pow (sk, M) . (18)
Wk

Formally, this calculation occurs under the modality Cy, s, , which is introduced via C-INDEP. The
expression Pr(E) abbreviates E[1[E]], the expectation of the indicator random variable 1[E]."
A critical step occurs in Equation 16: each S; is conditionally independent from all others given
Sk = sk. This permits a critical simplification: the probability of the conjunction becomes a product
of simpler probabilities. This is an application of the derived rule

K ownE; + Pr ( N El-) = [ TercE. (INDEP-PROD)
i i i

an immediate consequence of Lemma 2.5. Note that our modal treatment of conditioning leads to a
nice separation of concerns here. Because C respects entailment, facts like INDEP-PROD that appear
to be only about unconditional independence and unconditional probability are automatically lifted
to facts like Equation (16), with the expected conditional reading.

161f U uniform in [0, 1] then Pr(u > U) = u.
If E is an event then the random variable 1[E] is 1 if E holds and 0 otherwise.
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Finally, to complete the proof we connect the conditional Pr(K = k | Sy = si) to the unconditional
Pr(K = k) using the law of total expectation:

Pr(K=k)=E[Pr(K =k | Sp)] Law of Total Expectation (19)
Sk W)
=E [pow (Sk, m)] By (18) (20)
Wk
-1
Wi
= (% + 1) Sk uniform!8 (21)
Wik
Wk
=Tk (22)
Zj wj

Unlike the calculation in Equations 14-18, which take place inside the modality Cs, s, , this second
calculation (Equations 19-22) takes place outside of it, as it computes the unconditional probability

Pr(K = k). The gap between the two calculations is bridged by the following instantiation of
C-TOTAL-EXPECTATION:

C (]E[l[K:k]] :pow(sk,M))/\ (E[pow(sk,M)} = &) FE[1[K = k]] = =k

Sk Sk N Wi Wi 2 Wi N 2 Wi
E N E N
e e[Sk /sk] v o

Putting all this together yields a formal proof of correctness in Lilac. The next page gives a fully
annotated program.

18If U uniform in [0,1] then E[U%] = 1/(ar + 1).
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{1}
W« ret [w,...,wn];
WE (wi,...,wn)}
M «— ret (—o0);
(WE (wi,...,w) * ME —co}
K « ret0;

WE (wi,...,wp) * ME —00 x KZ0}

WE(wi,...,wp) * 1<i<n=x
LetI(LMK) = 3S1...8;. K S; ~Unif [0,1] * Ka:SargmaxSI./Wf « MZ max}S]./Wj
1<j<i 1<j<i 1<j<i
{I(1,M,K)}
for(n, (M,K),i (M, K).
{1(i, M. K)}

S «unif [0,17;
{I(i,M,K) * S ~ Unif [0,1]}
U« ret (S™(1/wli]));
{I(i, M,K) * S ~ Unif [0,1] % U Z s/™}
ifU>M
then ret (U, i)
elseret (M,K))
I(i,M,K) * S~ Unif [0,1] = U Z Y™
(M/’K/)' as as
M =max(U,M) * U =if U > M then i else K
{(M',K"). I(i+1,M',K")}
{(M",K"). I(n+1,M,K")}
{BrvSl . Sp. K S; ~ Unif [0,1] * K £ argmaXSl.l/Wi}
; .

A

{Vk. Pr(K = k) = ZWk }
jwi

To illustrate the proof of the final entailment, we animate the proof state at each step in inference-
rule notation, in the style of interactive theorem provers such as Coq. First we work backwards
from the goal:
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i

%k S; ~ Unif [0,1] K Zargmaxs/™

Wk

Pr[K:k]:Z "
J i

K S; ~ Unif [0, 1] KE arg max Sl.l/wi
i i

Wi

Zjo

Pr[V) # k. 5)/™ > 51/ =

3K S5; ~ Unif [0, 1] KZ arg max Sil/wi
i i
. i/ Wi Wi
Pr[Vj# k. 8™ > 5] =
g X

i

%k S; ~ Unif [0,1] K £ arg max A

_ Wk
2jwWj

E [I[Vj £k S s 8]

3K S; ~ Unif [0,1] K Z arg max Si/wi

i
i

wj [ Wi Wk
B[ [a0sy"™ > 1| =
Jj#k 2jwj

At this point we begin working forwards from the hypotheses, using C-INDEP to introduce the
conditioning modality C;, s, with the aim of computing the conditional probability Pr(K =k |
Sk = Sk).

Sk ~ Unif [0,1] A C k S; ~ Unif [0,1] KE argmaxSl.l/wi
Sk(_sk j#k i

wj [ Wi W
E ]_[1[skf > S| =
Jj#k 2jwj

Sk ~Unif [0,1] A C k'S, ~ Unif [0,1] A|E ]—[ 1™ > 51| =& ]_[1[51:%-/% > 5]
Sk Sk jk j#k j#k

as 1/w;
K= argmaxSi/W’
i

i/ Wi Wi
E ]_[1[5;”' > 5| =
jtk 2wy
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Next, we use conditional independence of {S;} jzx given S, encoded in the iterated separating
conjunction underneath C;_g,, to interchange product and expectation:

Sk~ Unif [0,1] A C_ 3k s; ~Unif [0,1] A [E [ [2[s;""™ > s;1| = [ [ B2l > 5,11
S5 2k j*k j#k
1/w;

i

KE arg max S
i

Wik

2jwWj

E ]_[1[s,j“f/wk > 55
j#k

Now significant simplifications are possible, completing the first calculation (Equations 14-18):

Si~Unif [0,1] A C_3ks; ~Unif [0,1] A[E [ 105" > 551 = [ [s2™
Sk Sk jk itk j#k
1/w;

as
K =argmaxS$;
i

Wk

2w

B[ als"™ > s11| =
Jj#k

) Dick Wi
Sk ~ Unif [0,1] A C 3K S; ~ Unif [0,1] A |E l_[ 1[5,:”/”% > S| = exp (sk, M)
Sk—Sk Jj#k ; Wik
j#k
KazsargmaxSil/Wi
i

Wk

Zjo

B[ Jals"™ > 55| =
Jj#k

w;j/w Z Wwj
Se~Unif [0,1] A C_E [ als"™ > 51| = exp (sk,ﬂ)
Sk<—Sk ]7’:k Wk

j [ Wi Wk
E | |1[s,j”f > S| =
Jj#k Xjwi

Having completed the computation of the conditional probability Pr(K = k | Sy = sx) by working
forwards from the hypotheses, we eliminate the conditioning modality by applying the law of total
expectation (C-TOTAL-EXPECTATION):

. Z. W-
Sk ~ Unif [0, 1] AE | | I[S/j}j/Wk > S]] -E [exp (Sk, j#k J):|
; Wi
Jj#k

E ]_[1[5,:”1'/”% > 81| = =%
j#k 2jwj
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The remainder of the calculation is straightforward, following Equations 19-22:

) 1
Sk ~ Unif [0,1] AE l_[ l[SI:VJ/Wk > Sl = ek W
J

Jj#k e t1

E ]_[1[5,:”f/wk>sj] .
| j#k /

i/ Wi Wi
E ]_[1[5,? > 81| =
| j#k ] 2w

E ]_[1[5,:”f/wk>sj] .
| j#k '

QED

F EXAMPLES FROM BARTHE ET. AL.

In this section we consider three of the five examples presented in Barthe et al. [2019]: one-time
pad, oblivious transfer, and private information retrieval. In each example, the goal is to verify
the perfect secrecy of a cryptographic protocol. Perfect secrecy is established via two methods:
uniformity, which aims to show that each agent’s view of others’ data is uniformly distributed
at exit, and input independence, which aims to show that the encrypted output of the protocol is
independent of the input.

Barthe et al. [2019] use PSL to establish perfect secrecy of one-time pad and private information
retrieval via both uniformity and input independence, and perfect secrecy of oblivious transfer via
uniformity. We will show how the same can be done in Lilac. Barthe et al. [2019] also observe that
the input independence proof for oblivious transfer gets stuck, mentioning that even an informal
proof sketch does not seem easy. We will show that the postcondition specifying input indendence
for oblivious transfer is in fact unsatisfiable by giving a countermodel.

To do this, we add some support for length-n bitvectors and reasoning about uniformity. For
bitvectors,

e Let Ber” 1/2 be the uniform distribution on boolean-valued n-tuples.

o Let f1ip” p be the n-ary generalization of f1ip that produces n-tuples of i.i.d. Ber p random
variables, with the evident semantics.

e If X is a random variable valued in boolean n-tuples, let € X be the random variable given
by the @ of all n components.

e Let 8" and @" be the lifting of boolean && and @ to n-tuples.

e We will make use of algebraic properties of the bitvector xor operator " throughout; in
particular the property that x ®" — is invertible.

Next, we import the requisite probability theory facts as derived rules. For clarity of exposition, we
suppress components of Lilac’s semantic model (like underlying probability spaces, the random
substitution, and the deterministic substitution) in the proofs of these rules in favor of a presentation
that more closely mirrors textbook probability. The first few facts concern uniformity of random
bitvectors:
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LemmA F.1. If X is a random n-bitvector and f : [bool]® — [bool]" a bijection then
X ~Ber"1/2 + f(X) ~ Ber" 1/2.
ProoF. We have Pr[f(X) = x] = Pr[X = f~1(x)] = 1/2" for all x. O
Lemma F.2. If X is a random n-bitvector and Y a random m-bitvector then
X ~Ber"1/2 = Y ~Ber™1/2 4- (X,Y) ~ Ber™" 1/2
Proor. Calculation gives

Pr[(X,Y) = (x,y)] =Pr[X =x,Y =y] @ Pr[X = x] Pr[Y = y] = (1/2™)(1/2") = 1/2™*"

for all x, y as desired. Equation (a) follows from independence of X and Y. O

This next lemma encodes the key fact of probability theory underlying the perfect secrecy of the
examples we will consider in the next section. Intuitively, it states that any random variable which
is “conditionally uniformly distributed” (that is, uniformly distributed conditional on some other
random variable) is uniformly distributed proper.

LemmA F.3. If X is a random variable taking on finitely many values'® and Y a random n-bitvector
then
ownX A CX(Y ~Ber"1/2) + ownX % Y ~ Ber"1/2
X

Proor. It suffices to show X and Y are independent and Y uniform. This amounts to showing
the equality Pr[X = x,Y = y] = Pr[X = x]/2" for all x, y. By assumption Y is uniformly distributed
conditional on X, so

1
Pr[X=x,Y=y]=Pr[Y=y|X=x]Pr[X=x]=2—nPr[X=x]

as desired. ]

own

To avoid verbosity, we use the abbreviation C P:=ownX A C P.
x—X x—X
own

Thus the entailment given by Lemma F.3 can be written CX(Y ~Ber"1/2) + ownX x Y ~
X

Ber" 1/2.
We will also frequently make use of the following variant of C-INDEP:

LEMMA F.4. The following entailment holds:

own

ownX =P + C P.

x—X
Proor. By the following chain:
ownX x P
F (own X % P) A (own X = P) idempotency of A
FownX A (ownX # P) drop a conjunct
FownXA C P C-INDEP
xe—X

own own
F CXP definition of C

X

Though we expect this restriction can be lifted, cod(X) finite suffices for our examples.
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The final derived rule we will make use of encodes the probability-theoretic fact that, when
proving an assertion of the form X ~ y * P, one can first establish that X has distribution y, and
then separately establish independence of X from other random variables.

LEmMA F5. Let X be a random variable, u a distribution, and P a proposition.

(X ~pA(ownX = P)r (X ~p) = P

Proor. Suppose X is distributed as p with respect to probability space Py, that P holds in space
#, and that there exists a space Py, independent of # for which X is P} -measurable. Let Q be the
pullback o-algebra of X. We have that Px 3 Q C Py, and that Px and P35 agree on Q. Thus, Q is
independent of # and the composite Q ¢ P witnesses X ~ y * P as desired. O

F.1 Verification of one-time pad example

The one-time pad protocol is modelled by the following probabilistic program, parameterized by a
constant m representing the message being encrypted:

K « flip1/2;
C—ret(Kem); (ONETIMEPAD)
ret C

F.1.1  Uniformity. Uniformity is specified by the triple { T} ONETIMEPAD(m) {C.C ~ flip 1/2}.
This can be established by the following annotation:

{T}
K « flip1/2;

{K ~ Ber1/2}
C—ret(Kom);

(K ~Ber1/2 + CEK @ m}
ret C

{C.K ~Ber1/2 + CEK®m}

{C.K ~Ber1/2 * C&mZK} rearranging the equality
{C.(C®m) ~ Ber1/2} substituting away K
{C.C ~Ber1/2} Lemma F.1

F.1.2  Input independence. Input independence is specified by the triple
{own M} ONETIMEPAD(M) {C. own M * C ~ Ber 1/2}.

This can be established by the following annotation:
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{own M}
K « flip 1/2;

{ownM = K ~ Ber1/2}
C«—ret(KeM);

{ownM % K ~Ber1/2 * CEK & M}
retC

{C. ownM * K ~Ber1/2 + CEK & M}

{C. ownM * K ~Ber1/2 + C& M EK} rearranging the equality

{C. ownM * (C® M) ~ Ber 1/2} substituting away K

{C. CM((C ® M) ~ Ber 1/2)} Lemma F.4
me—.

{C. CM((C ® m) ~ Ber 1/2)} replacing M with m
me

{C. C (C~Ber1/2)} Lemma F.1
m«—M

{C. ownM = C ~ Ber1/2} Lemma F.3

F.2 Verification of private information retrieval example

Let i be an n-tuple of boolean values with only a single component set to T. The private information
retrieval protocol is modelled by the following probabilistic program, parameterized by i:

Qo « flip™ 1/2;

Q1 < Qo &" i;

Ag — Q088"

Ay « 0188d;

Ry  ret (@ Ao) : (PRIVATEINFORMATIONRETRIEVAL)

Ry < ret (@Rl) ;
R« ret(Ry®Ry);
ret (Qo, Q1. Ao, A1, Ro, R1, R)

F.2.1  Uniformity. Uniformity is specified by the triple

T} PRIVATEINFORMATIONRETRIEVAL( 0, O1, A0, A1, Ry, R, R). Qg ~ Ber" 1/2A 07 ~ Ber" 1 .
P I R ] Ap, A, Ry, Ri,R Ber" 1/2 Ber" 1/2
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This can be established by the following annotation:

{1}
Qo « flip™ 1/2;

{Qo ~ Ber 1/2}
Q1 < Qo &" i;

{Qo ~Ber"1/2 x Q1 £ Qo @" i}
Ag — Qp88&"d;

{Qp ~Ber1/2 = Q a:SQO o i
Ay — 0188"d;

{Qo ~Ber"1/2 x Q1= Qp @" i

Ry « ret (@ Ao) ;

{Qo ~Ber1/2 * 01 X0y @" i

Ry « ret (®R1) ;

{Qo ~ Ber” 1/2 = QlaIZSQO " x AanSQo&&nd * Alaszl&&nd * ROZ@AO * Ryq Z@Al}
Reret (Ry®Ry);

*

Ao B Qp88"d}

*
*

Ap £ 0088%d « A £ 0188"d)}

*

Ao a:s Qo&&nd * A1 a:5 Ql&&nd * Ro = @Ao}

Qo ~ Ber" 1/2 01 a:SQo e"i x A()a:SQ()&&nd ® Aj a:SQ1&&nd*

RO:@AO % R1:@A1 * RaZSRoGBRl

ret (Qo, Q1, A0, A1, Ry, R1, R)
Qo ~Ber"1/2 + Q1 ZQp @" i * Ay = Qp88"d * Ay = 0188"d *

Roz@Ao % 1%1:63A1 « RERy® Ry

{(Qo,Q1,A0, A1, R0, R1,R). Qo ~ Ber" 1/2 A Qq ~ Ber" 1/2}

(Qo, Q1, A0, A1, Ro, R, R).

The final entailment (hidden by the vertical ellipses) can be established as follows:

Qo ~Ber"1/2 « 01 2Qp@"i * Ag = Qp8&"d *

R(,:EBA(, % RFEBA1 « RER @R,

F Qo ~Ber"1/2 + O, 2Q, @" i dropping some conjuncts
F(Qo~Ber"1/2 * Q1 2 Qo @®" i) A (Qo ~ Ber"1/2 % Q; 2 Q) &" i) byPrPAP
F(Qo ~ Ber" 1/2) A (Qg ~ Ber" 1/2 % Q1 = Qp &" i) weakening first conjunct
F(Qo ~Ber"1/2) A (Qo ~Ber"1/2 x Q; @" i Z Q) rearranging the equality
F (Qo ~Ber"1/2) A ((Q; ®" i) ~Ber"1/2) substituting away Qq
F (Qo ~Ber"1/2) A (Q; ~ Ber" 1/2) Lemma F.1
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F.2.2  Input independence. Let I be a random n-bitvector.?’ Input independence is specified by the
triple

{own I'} PRIVATEINFORMATIONRETRIEVAL(I) {C. (own I % own Q) A (own I ownQq)}.

This can be established by the following annotation:

{own I}
Qo « flip" 1/2;
{ownI % Qg ~ Ber" 1/2}
Q1 Qe" I
{ownI * Qg ~Ber1/2 * Qg a:SQO o" I}
Ay — Qo&&"d;
{ownI = Qp ~Ber™1/2 =« Q1 ZQp @™ = Ag = Qp88™d}
A1 «— Q188™d;
{ownI % Qg ~Ber1/2 = Q1 2 Qg ®" I * Ag = 0088"d * A1 = 0188"d}

Ry « ret (@Ao) ;
{own[ £ Qo ~Ber1/2 * 01 200 @1 + A 2 Q088"d * A1 = 0188"d + Ry = @AO}

Ry « ret (@Rl) ;

ownl * Qo ~Ber" 1/2 = Q]aZSQ() eI AOaZSQ()&&nd * Alaszl&&nd*

RO:@AO * Rl:Q}A1 « RERy® Ry

Re—ret(Ry®Ry);

ownl % Qp~Ber"1/2 » Q1 2 Qo @™ I * Ay = Q08&™d * Ay = 0188&"d =
RO:@AO * Ry :@Al * RERy® Ry

ret (Qo, Q1, Ao, A1, Ro, R1, R)

ownl = Qg ~Ber1/2 * Q1 2 Qo @™ I * Ag = Qp88&"d *
A1 £0,88"d * RO:@AO * Rlz@Al * RERy® Ry

(Q(),Q1,A0,A1,R0,R1,R). ownl = Qo ~ Ber” 1/2 * Q] a:SQ() " I}

(QOs leAO»Al, RO, RI, R)

{(Qo, 01, A0, A1, Ry, R1, R). (own I x own Qp) A (ownIxownQ1)}

The final entailment (hidden by the vertical ellipses) can be established as follows. The left conjunct
of the postcondition follows from Qg ~ Ber” 1/2 + own Q and dropping the equality Q; £ Qp &" I.

DFollowing Barthe et al. [2019], we don’t even need require that I always have only a single component set to T to establish
input independence.
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The right conjunct is established by the following chain of entailments:

ownl * Q ~Ber"l/2 * Q1a:sQ0®nI
own as

F 'CI(QO ~Ber"1/2 x* Q1 =Qp@®" I)
1.
own as

- C(Qu~Ber"1/2 « 012 Qe i)
1.

own as

'CI(QO ~Ber"1/2 * (Q; ®" i) = Qo)

1.

own

F C((Q1@" i) ~Ber"1/2)

own

F ACI(QI ~ Ber" 1/2)

T

Fownl % Q; ~Ber"1/2

Fownl * own(Q,

F.3 Verification of oblivious transfer example

Lemma F.4

substituting i for I
rearranging the equality
substituting away Qo

Lemma F.1

Lemma F.3

by X ~ g+ ownX

The oblivious transfer protocol is modelled by the following probabilistic program:

RO — flipn 1/2;
Ry « flip™ 1/2;
D « flip1/2;

(Rp,R-p) « if D then ret (Ry,Ry) else ret (Ro,R1);

E —ret(c®D);

(Fo, F1) < if E then ret (mg ® Ry, m1 ® Ry) else ret (mo & Ry, m1 ® Ry);
(me, F=¢) « if ¢ then ret (F; @ Rp,mo ® R_p) else ret (Fy @ Rp,m; ® R_p);

ret (Ro,R1, D, Rp, R-p, E, Fo, F1, m¢, F-¢)

(OBLIVIOUSTRANSFER)

This program is parameterized by the two messages m, and m; on offer and the bit ¢ encoding the

receiver’s choice.

F.3.1  Uniformity. Uniformity is specified by the triple

Ro, R1, D, Rp, RﬁD,)

{T} OBLIVIOUSTRANSFER(c, mq, m;) {(E Fo. Fy. e F

((Ro,Ry) ~Ber®™1/2 * E ~ Ber1/2) A
(D ~Ber1/2 % (Rp,F-) ~Ber™1/2) |

The next page gives an annotated program that establishes this specification.
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{7}
Ry « flip™ 1/2;
{Ro ~ Ber" 1/2}
Ry « flip™ 1/2;
{RO ~ Ber" 1/2 % Ry ~ Ber" 1/2}
D« flip1/2;
{Ro ~Ber" 1/2 = Ry ~Ber" 1/2 » D ~ Ber1/2}
(Rp,R-p) « if D then ret (Ry,Ry) else ret (Rg,R1);
Ry ~Ber1/2 % Ry ~Ber"1/2 * D ~ Ber1/2 *
Rp z (if D then R; else Ry) * R-p = (if D then Ry else Ry)
E « ret (c® D);
Ro ~Ber1/2 % Ry ~Ber"1/2 * D ~ Ber1/2 *
Rp S (if D then R; else Ry) * R-p z (if D then Ry else Ry) = E LoD
(Fo, F1) « if E then ret (mo @ R, m1 ® Ro) else ret (mo @ Ry,m1 ® Ry);
Ro ~Ber"1/2 % Ry ~Ber"1/2 x D ~Ber1/2 %
Rp (if D then R; else Ry) * R-p z (if D then Ry else Ry) * E LcoDx
FZ (if E then mo @ Ry else my ® Ry) * Fy S (if D then my @ Ry else m; & Ry)
(me, F-¢) « if ¢ thenret (F; @ Rp,mo ® R_p) else ret (Fy @ Rp,m; ® R_p);
Ry ~Ber1/2 x Ry ~Ber”1/2 « D ~ Ber1/2 x
Rp E (if D then R; else Ry) * R-p £ (if D then Ry else Ry) = EEcoDx

Fy z (if E then mo & Ry else my @ Ry) * Fy E] (if D then my @ Ry else m1 & Ry) =

me = (if ¢ then F; @ Rp else Fo ® Rp) * F-¢ = (if ¢ then mo @ R_p else m; & R_p)

p
ret (Ro,Ry, D, Rp, R-p, E, Fo, F1, m¢, F-¢)

{(Ro,R1,D,Rp,R-p, E, Fo, F1, m¢, F-¢). P}

Q

R,R ~Ber2"12*E~Ber12 A
{(RO’RI’D’RD,RﬂD,E,Fo,Fl,mc,Fﬁc). ((Ro. R1) / /2) }

(D ~Ber1/2 % (Rp,F-c) ~ Ber?™1/2)

R

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.



112:62 John M. Li, Amal Ahmed, and Steven Holtzen

The final entailment (hidden by the vertical ellipses), abbreviated P  Q A R, can be established as
follows. First, to show P + Q,

P

Ry ~Ber"1/2 * Ry ~Ber"1/2 * D ~Ber1/2 % E ZcoD dropping conjuncts
FRy~Ber"1/2 * Ry ~Ber"1/2 + D ~Ber1/2 * E®@c=D rearranging the equality
F Ry ~Ber1/2 « Ry ~Ber1/2 « (E®c) ~Ber1/2 substituting away D
F Ry ~Ber"1/2 * Ry ~Ber" 1/2 = E ~ Ber1/2 Lemma F.1
F (Ro,R1) ~Ber?®1/2 = E ~ Ber1/2 Lemma F.2
=Q

Second, P + R can be established by the following chain:
P

Ry ~Ber”1/2 = Ry ~Ber"1/2 *+ D ~ Ber1/2 =
+|Rp = (if D then Ry else Ry) * R-p E] (if D then Ry else Ry) = dropping some conjuncts

F_c z (if ¢ then my @ R_p else m; & R_p)

Rp ~Ber"1/2 * Rop ~Ber"1/2 % D ~ Ber1/2
F-c Z (if ¢ then mg ® R-p else m; ® R_p)

Rp ~Ber"1/2 * Rop ~Ber"1/2 * D ~Ber1/2 *
as . commuting conversion
F_¢ = (if ¢ then mg else m1) @ R_p

Rp ~Ber" 1/2 = Rop ~Ber"1/2 = D ~ Ber1/2
" ((if c then mg else m;) ® F-¢ £ R_p ) property of &
Rp ~Ber"1/2 % D ~Ber1/2
r (((if ¢ then myg else my) ® F-.) ~ Ber” 1/2) substitute away R-p
FRp ~Ber"1/2 * D ~Ber1/2 * F_. ~ Ber" 1/2 Lemma F.1
FD ~Ber1/2 * (Rp,F-¢) ~ Ber?™1/2 Lemma F.2
=R

The entailment hidden by ellipses establishes the mutual independence of D, Rp, and R-p, the key
property that perfect secrecy hinges on. The proof goes by case analysis on D, and is shown on the
next page.
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Ro ~Ber"1/2 * Ry ~Ber"1/2 * D ~ Ber1/2 *
Rp E] (if D then Ry else Ry) * R-p z (if D then Ry else Ry)
(Ro,R1) ~Ber?™1/2 » D ~Ber1/2 *
- as as Lemma F.2
Rp = (if D then Ry else Ry) = R_p = (if D then Ry else Ry)
S[D~Ber1/2]
+S[D ~Ber1/2] AS[D ~ Ber1/2] property of A
+S[D ~ Ber1/2] A (D ~ Ber1/2) drop conjuncts
+ S[lownD] A (D ~ Ber1/2) X ~prownX
own as
F dCD ((Ro,Rl) ~Ber?®1/2 * Rp = (if D then R; else Ry) * ) A (D ~ Ber1/2) Lemma F.4
—
own [(Rg,R1) ~ Ber?" 1/2
r C as as A (D ~ Ber1/2) replace D with d
d—D\Rp = (if d then Ry else Ry) * R.p =...
Q(d)
own
F C (Q(M) AQ(F)) A (D ~Ber1/2) cases on d
d—D
oM
own ((Ro,Rl) ~Ber™ «Rp £R; * Rop aZSRO) A
F ( ) A (D ~ Ber1/2) unfold Q
deD ((Ro,Rl) ~ Ber?® 1/2 = Rp aZSRo * R.p a=SR1)
Q(F)
own
F dCD (((RﬁD,RD) ~ Ber?” 1/2) A ((Rp, R_p) ~ Ber?™ 1 /2)) A (D ~ Ber1/2) substitute
—
own ((R.p ~ Ber"1/2 = Rp ~ Ber" 1/2)A
F ( ) A (D ~ Ber1/2) Lemma F.2
d—D\(Rp ~ Ber" 1/2 * R_p ~ Ber" 1/2)
own
F dCD(R_,D ~Ber"1/2 % Rp ~Ber" 1/2) A (D ~ Ber1/2) by PAP+P
—
own
F dCD((RD,R_,D) ~Ber?®1/2) A (D ~ Ber1/2) Lemma F.2
—
F (ownD * R.p ~Ber"1/2 * Rp ~ Ber" 1/2) A (D ~ Ber1/2) Lemma F.3
+D~Ber1/2 * R.p ~Ber"1/2 = Rp ~ Ber1/2 Lemma F.5

F.3.2 Input independence. Following Barthe et al. [2019], the following Hoare triple specifies input
independence for OBLIVIOUSTRANSFER:
{own(C, My, My)}
OBLIVIOUSTRANSFER( My, M1, C)
(ownC * own(Rg,Ri,E)) A
{(Ro, Ry, D, Rp, R-p, E, Fy, F1, Mc, My ¢, F-¢). }

(ownM;_¢c * own(D,Rp, Fy, F))

In the postcondition, M;_¢ denotes the random variable (if C then M, else M;).
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Barthe et al. [2019] observe that the proof gets stuck, mentioning that even an informal proof
sketch does not seem easy. We show that this triple is in fact impossible to establish by giving an
explicit counterexample. This takes the form of three random variables C, My, and M; such that the
postcondition fails. In particular, we choose C = 0 and My = M; = M for some uniformly-distributed
M. Now the triple reads

{own(C, M, M)}
OBLIVIOUSTRANSFER(M, M, C)
(ownC * own(Ry,R{,E)) A }

Ro, Ry, D, Rp, R-p, E, Fy, F1, Mc, M ¢, F-¢).
{(o 1 ps R-p, E, Fy, F1, Mc, My ¢, F-¢) (own M + own(D, Rp, Fo. F;))

Suppose this triple holds. Then so does the following triple, where we have dropped the first
conjunct of the postcondition:

{own(C, M, M)}
OBLIVIOUSTRANSFER(M, M, C)
{(Ro,R1, D, Rp, R-p, E, Fy, F1, Mc, My_¢, F-¢). (own M * own(D,Rp, Fy, F1))}

Lilac’s semantic model validates the following derived rule:

LemmA F.6. Let X be a random variable and f : cod(X) — B measurable. Then own X + own(f o
X).

Proor. The composition of measurable maps remains measurable. O

Thus we have that own(D, Rp, Fy, F1) + own(Rp & Fj), so the following triple holds:
{own(C, M, M)}

OBLIVIOUSTRANSFER(M, M, C)
{(Ro,R1, D, Rp,R-p, E, Fo, F;, Mc, Mi_¢, F-¢). (own M = own(Rp & Fy))}

At this point we transition from working in Lilac to reading off the meanings of Lilac propositions
in our semantic model. We know that, by forward symbolic execution as in the previous section,
the OT protocol sets

Fy E (if E then My ® Ry else M; & Ry)
EECeD
Rp Z (if D then Ry else Ry)
We have set My = M; = M and C = 0 for the sake of contradiction, so these equations become
Fy 2 M @ (if E then R, else Ry)
EED
Rp Z (if D then R; else Ry)
Further substitution gives

Fo2M @ (if D then R, else Ry)) =M & Rp.
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Reading the final Hoare triple obtained above in terms of the model, we have that [ OBLIVIOUSTRANSFER]|
is a Markov kernel whose pushforward along the distribution on (C, M, M) gives a distribution on

(Ro, R1, D, Rp, R-p, E, Fo, F1, Mc, Mi—c, F-c)
in which M is independent of (Rp & Fy). But we also have
Ro@®Fy=Rp® (M®Rp) =M
by the above deduction, so this Hoare triple asserts the self-independence of M. This is a contradic-

tion: we have chosen M to be a uniformly-distributed n-tuple of boolean values, which cannot be

self-independent.

Intuitively, the special case C = 0 and M, = M; = M that we have chosen is the situation where
both messages offered by the sender are exactly the same and the receiver always opts to receive
message 0. The failure of input independence corresponds to the fact that the receiver manages to
learn what message 1 is. But it only learns message 1 because in this particular situation the two
messages happen to be the same! Thus this counterexample appears to be more an issue with this
particular specification of perfect secrecy via input independence than a vulnerability in the OT

protocol.

Received 2022-11-10; accepted 2023-03-31

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 112. Publication date: June 2023.



	Abstract
	1 Introduction
	1.1 A Tour of Lilac
	1.2 A Tour of Lilac's Semantic Model

	2 Core Lilac
	2.1 Syntax and Typing of Core Lilac Propositions
	2.2 Combining Independent Probability Spaces
	2.3 Semantics of Lilac Propositions
	2.4 Syntax and Semantics of APPL
	2.5 Reasoning About APPL Programs

	3 The conditioning modality
	3.1 Semantics of the Conditioning Modality

	4 Further examples of applying Lilac
	4.1 Proving a Weighted Sampling Algorithm Correct
	4.2 An Example of Conditional Independence via Control Flow

	5 Discussion and future work
	6 Related work
	7 Conclusion
	References
	A Syntax and semantics of APPL
	A.1 Syntax
	A.2 Typing
	A.3 Semantics

	B Syntax and semantics of Lilac
	B.1 Syntax
	B.2 Typing
	B.3 Independent combination of probability spaces
	B.4 Semantics
	B.5 Properties of almost-sure equality
	B.6 Derived rules
	B.7 Disintegration

	C Annotated CommonCause program
	D An Example of Conditional Independence via Control Flow
	E Proving a Weighted Sampling Algorithm Correct (Full)
	F Examples from Barthe et. al.
	F.1 Verification of one-time pad example
	F.2 Verification of private information retrieval example
	F.3 Verification of oblivious transfer example


