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Abstract—Clusters of computers can pide, in aggrgate, A major disadantage of the virtual cluster architecture is
reliable services despite the failure of individual computersthat a single hardwaraudlt or a defect in the VI software (e.g.,
System-leel virtualization is widely used to consolidate the a Heisenlng[7]) can lead to the failure afultiple virtual
workload of multiple physical systems as multiple virtualnodes byfor example, preenting VMs from being scheduled
machines (VMs) on a single physical computér single or preventing VMs from accessing I/O diees. Thisis likely
physical computer thus formswartual cluster of VMs. A key  to overwhelm the &ult tolerance mechanisms designed for
difficulty with virtualization is that the failure of the physical clusters. Hence, &k o enabling the deployment of
virtualization infrastructure (VI) often leads to the failure of virtual clusters is to enhance the resiligr€ the VI to faults
multiple VMs. This is lilely to overload “cluster computing’  in the hardware or virtualization software.

re_silien(y mechapisms, typically_ designed tg tolerate the It is difficult or impossible to prent a singlepermanent
failure of only a single node at a timy supporting receery  pargware fult from leading to the failure of multiple virtual
from failure of ley VI components, we va ehanced the poges of a virtual clusterHoweva, with respect to a single
resilieny of a VI (Xen), thus enabling the use OKi®ing  {rangent hardvare fault or a defect in the VI software, there is
“ cluster computlng’technlqyes to prqwde resilient virtual e potential for enhancing the resiligraf the VI using only
clusters. Inthe oerwhelming majority of cases, these gofinare modifications of the VI, thus minimizing the

enhancements allo recavery from errors in the VI to be hropapility of the #ilure of multiple virtual nodes.The
accomplished without the failure of more than a single VMdesign implementation, and vauation of such VI

The resulting resilierycof the virtual cluster is demonstrated gnhancements is the focus of this paper.
by running two existing “cluster computing’systems while

subjecting the VI to injected faults. Previous works hee investigated mechanisms for

L o o tolerating failures of dférent components of the ViIn
Keywords: Virtualization, Cluster Reliability, Recovery, particular this has included regery of driver VMs (DVMs),

Microreboot, Middlevare which proside VMs safe access to shared physical 1/O
) devices [6, 17, 15, 12]and recwery from VMM failures [16].
1. Introduction However, these works focused on a single component of the

Decades of delopments in “cluster computing’and VI in isolation, and their \luations were based on micro-
“ distributed systems’have enabled the implementation of benchmarks or other simple workload dgofations. There
clusters of computers for high-performance server and HP@as been no veluation of hov multiple VI resilieny
applications, operating reliably despite the failure ofvimlial ~mechanisms work togetheFurthermore, there has been no
computers. Thefault tolerance mechanisms used in theseevduation of the gtent to which these mechanisms enable
clusters rely on the confinement of the impact of faults withirleveraging of aisting middlevare for fault-tolerant ‘tluster
the physical nodes where theccur. computing.

Improvements in processor performance as well as  This paper presents our enhancedsion of the Xef@]
hardware and software support for systemelevirtualization VI with support for receery from both DVM and VMM
are enabling the consolidation of therkload of multiple failures. ThisVlis used to deplpa virtual cluster running the
physical systems as multiple virtual machines (VMs) on gShidrah fault-tolerant middlevare for compute-intense
smaller number of physical computer$his is done while parallel applicationfl8, 19] as well as theLinux Mirtual
maintaining performance, securignd fault isolation among Server (LVS)[30] middlevare supporting scalable load
VMs and providing enhanced manageability balanced highly-ailable web service.In each case, the
features [28, 4, 29]A small number of computers thus forms €xisting middlevare has an ability to tolerate the failure of a
avirtual cluster of a much larger number of VMs as the virtual Single cluster node.
cluster nodes. Applications and middiee deeloped for The resilieng enhancements to the VI arsuccessful”
physical clusters can be depkm, unmodified, on such a if they limit the impact of faults in the VI that are manifested
virtual cluster The virtual machine monitor (VMM) is a key  as errors.Specifically the goal is for the toduster vorkload
component of thevirtualization infrastructure (VI) software  configurations to be able to operate asytde on a fysical
tha;[ rr|1ultiple<es the resources of a single computer amongluster maintaining system operation despite faults.
multiple VMs.
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We wse our Gigandult injector [14] to inject faults indy  drivers connect to a single baakd drver. A DVM can
components (DVMs and the VMM) of the enhanced Xen Visupport multiple drers, and the VMM supports multiple
Our experiments sho that the VI enhancements are DVMs, with each DVM hosting access to different devices.
“successful'for over 92% of the faults in the VI that are A unique priileged VM (PrivWM) can inoke g/stem

manif_ested as errorsFurthermore, as explained in Section management operations of the VMM, including creating and
5.4, since not all CPUycles are spentxecuting VI code and destrying VMs, attaching devices toMMs, and pausing and

not all faults in the VI manifest as errors, the probability Ofunpausing VMs. The VMM does not permit these operations
system failure due to a single randaamlf occurring in a CPU {4 pe irvoked by any cther VM.

while it is non-idle is less than 0.3%. The implication of this
result is that virtual clusters with properly enhanced Vis cary Resiliency to VI Failures

sene as a fatform for cluster computing workloads requiring
high reliability.

The rest of the paper isganized as follvs. Thenext
section describes the main components of the Séction 3
presents the detection and re@y mechanisms used to
tolerate failures of the VI. Section 4 describes the
experimental setup for theatlt injection campaigns and
presents anwaerview of the two duster workloads. Results

and analysis of theafilt injection campaigns are presented in

Section 5. Related work is discussed in Section 6.
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Figure 1: Virtualization infrastructure and the splitvilge
driver architecture.

2. System-Level Virtualization

System-leel virtualization allows multiple VMs, each with its
own OS, to run on a single physical compyg8]. The
virtualization infrastructure (V1) consists of all the softare
components wolved in multiplexing hardware resources
among VMs. The VI isolates VMs from each othgp hat
actiities in one VM cannot &ct another VM27]. We refer

to VMs that are not part of the VI aapplication VMs
(AppVMSs). In the contet of a virtual clusterAppVMs are
the virtual cluster nodes.

A common VI oganization for alleving multiple VMs to
share /O deices is called the split device e
architecture [6, 17, 23]. With this oganization, a frontend
driver resides in each VM sharing avilee. As shown in
Figure 1,the actual device drér together with abackend
driver reside in a VM that is referred to as theverivM
(DVM). In each AppVM, I/O requests are faavded by the
frontend drver to the backend dver, which invokes the actual
device driver. In Xen[2], the frontend and baekd drvers

This section briefly describes our resiligreihancements to
the Xen VI. While some of these enhancementseh&een
presented befoif@5, 12, 16], they are described here to
facilitate understanding of the verall system and the
experimental results. The DVM reeery mechanism for
block devices has not been presented in priorkw Our VI
enhancements do not require mawdifion of the applications
or cluster middlware. There are two goals for these
enhancements: 19 maintain the operation of the VI despite
faults that are manifested as errors in the VMM M3, and

2) tolimit the impact of faults in the VI that are manifested as
errors so that thyedo ot result in the failure of more than one
AppVM. The second goal is important since cluster
middleware is typically designed to tolerate the failure of only
a gngle node at a time.

AppVMs
(Virtual Cluster)
PrivVM DVMs
VM Mgmt. &
Control s/w VI/SyStem
Processes
DVM
Manager
Guest OS Guest OS |

Failure detector Failure handler

DVM VMM
Failure detectors

Figure 2: The \virtualized system with the
enhancements of the VI and the virtual cluster.

Boot changes ReHype

resilignc

Figure 2 shars the main components of a virtualized
system with the resilieycenhancements of the Xen VI and a
virtual cluster as multiple AppVMs.The VI resilieny
enhancements include ReH\pé] for detecting and
recovering from VMM failure, two DVMs to enable
uninterrupted access to devices for the AppVMs, \&VD
Manager for controlling recery from DVM failure, and
DVM failure detectors for detecting and informing AppVMs
and the DVM Manager of DVMdilure [15, 12].

We havenot implemented mechanisms for reety from
PrivVM failure. Oncethe virtual clustes VMs hase keen
created, the RrVM is not used during fault-freexecution.

communicate through a ring data structure in an area dfhis is \erified by the results of system profiling, presented in

memory shared between the AppVM an®ND Multiple
AppVMs share a single dige by having multiple frontend

Section 5. Since the PrivVM is mostly idle, the probability of
its failure is much lower than for other VI components.
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3.1. Resllienceto VMM Failurewith ReHype 3.2. Recovery from DVM Failures

Falure of the VMM generally results in the failure of all the If a DVM fails, AppVMs that hee keen accessing I/O diees
systems VMs. Receoery from such a failure typically through this DVM lose their access to the |/Grides. D/M
involves rebooting the entire system — awslprocess that crashes are detected when the crash handler in \'sD
involves the loss of the avk in progress in all the VMs. kernel makes a hypercall to the VMM or when the VMM
ReHype [16]is designed to detect and rgeofrom failure of  responds to illgd DVM activity by killing the DVM. DVM
the Xen VMM without losing the state of the VMReHype hangs are detected when the DVM stops ocdnsgvitching
avdds rebooting the entire system by performing aamong processes or when th€ND stops consuming requests
“microreboot’ of only the VMM. VMs are paused during the on its shared rings with AppVMs [15].

VMM reboot and resume normalkesution once the e The simplest way to rewer from a DVM failure is to

VMM instance Is running. reboot the failed BM and establish a connection between the
ReHype detects VMM failure when the VM#'panic  new DVM instance and the AppVMsHowever, while the

handler is imoked or when a watchdog timer based on aDVM is rebooting, the AppVMs that ka keen using the

counter that is regularly incremented by the VMM expires. DVM cannot access I/O diges. Unfortunatelyiong latencies

_ of an AppVM's I/O requests can cause applications to fail.
PrivvM VM 1..n

bss memory memory To avoid the long receery lateng, our system uses tw
- , i — actve DVMs, each controlling a different diee. Thereare
cove | g | e res?’fﬁnéﬁ)me ez :! || two options for managing the twDVMs with their respectie
v devices: 1) as a primary ant'arm sparéor 2) actively use
VMM memory Lprisﬁnevw Image both DVMs, with the ability to degrade to using only one
(ol ey without loss in basic functionality.
Figure 3: System memory layout with ReHype. With the first option abee, upon detection of a YoM

failure, a signal is sent to all the frontendvers connected to

Performing a microreboot of the VMM vaolves paclend driers in the &iled D/M. Each frontend drver
refreshing parts of the VMM memory with a pristine VMM handles the signal by disconnecting from the failed &adk
image stored elsewhere in memofhe overwritten memory  driver and connecting to the spare beokl drer on the
includes VMM code, the initialized static datagseent, and  designated spareMM. Sincethe spare DVM has dwarm
the original uninitialized (bss) static data segment (Figlire spare” device, the AppVMs’ I/O requests can be immediately
Before refreshing VMM memory’MM state in the static data serviced without waiting for the device of the failed DVM to
segments is preserved since it contains data that is critical fgfe reset. Once the failedVIM has been rebooted, the
resuming gecution of the existing VMs. ReHype reserves aassociated frontend sters are notified by the VI so that the
space in the bss to which this state is Copied and from Wthhdhn switch their connections back to theNIyereCQ/ered
is later restored. backend driers.

To prevent the loss of VM states across a VMM While the frst option described in the previous paragraph
microreboot, the memory of the VMs, which is allocated ons used for connection to network intsés (this basic
the VMM'’s heap, must be preset. Thememory states of approach is described in [12]), the second option v@gti
VMs can be very lgre. Henceto minimize recwery time, the  ysing both DVMs) is used for block devices (access to disks).
VMM'’s heap is preserved in plac&he VMM'’s koot code |n this case, the dice (the disk) has state that must be
has been modéd to restore critical VM management dataaccessible following resery. Hence, we use sofawe
structures, sed in the reserved space in the bss and thAID-1, implemented in the AppVM guest OS, to yice
presered heap, and toveid marking as free pages that were continuous access to the data despite aileré of one of the
allocated by the old VMM instance. DVMs. Eachdisk of the RAID-1 corifuration is controlled

Once a n& VMM instance has been booted, a number oby a separate DVM and backendveri

inconsistencies between thewn® MM instance and the rest The RAID software of the AppVM guest OS detects disk

of the system must be resetl: For example, acquired locks fajlure based on error codes returned from block requests and

in the presered structures must be released aggencalls  on timeouts of block requestdJnfortunately Xen's Hock

that were interrupted by the failure must be retried. These aftbntend and backend sers do not implement timeoutslo

other inconsistencies, as well as their resolution in ReHypgyork around this problem, we W& nodified the block

are described in detail in [16]. frontend drver to receire an dert from the VMM when the
DVM of its backend dvier has filed. Thefrontend dwer
responds to the alert by marking all pending block requests as
failed, causing the RAID software to mark the devicesiled.
Once the failed M is rebooted, the frontend dgrs are



notified by the VMM to reconnect to the bacid. TheRAID single bit flip faults into rgisters (general purpose and the
software is then informed to re-form the RAID configuration. program counter) while CPUs argeeuting VMM and D/M

(user and kernel \el) code. While these injected faults do
4. Experimental Setup not accurately represent all possibtailfs, thg are a good
choice since transient hardwaraults in CPU logic and
memory are likely to be manifested as erronecalses in
registers. Furthermorethese faults can cause arbitrary
corruptions in the entire system.

To evaduate the dectiveness of our VI resilienc
enhancements, we injecteaufts during the »ecution of VI
code with the virtual cluster hosting dwdifferent workloads:
(1) the Ghidrah Byzantine fault-tolerant cluster managed
(2) theLinux Virtual Server (LVS) providing highlyxailable Two fault injection campaigns are run: ibjecting faults
web service. This section describes the fault injection While the CPU recutes VMM code, and Zpjecting faults
campaign as well as theavduster workloads along with their While the CPU gecutes DVM code (user ancinel). During

fault tolerance mechanisms. a fault injection run, an injection is triggered at a randomly
selected time, in the range of 500ms to 6.5s after the cluster
4.1. Fault Injection Campaign begins running its applicationsTo ensure that the injection

. . ) . . . occurs only when the VMM or M is executing, a fault is
The general coiduration of the virtualized system, including only injected after the designated time has elapsed and 0 to

the virtual clusteris shown in Figure2. Thevirtual cluster 20,000 VMM or D/M instructions, chosen at random,vea

nodes run as App\(Ms. There areot®VMs, each controlling  poan mecuted. Theinjection is a single bitflip into a

aNIC and a SAA disk controller. randomly selected bit of a randomly selectegister Each
The fault injection campaign consists of mafault VMM injection selects randomly from among all the CPUs of

injection runs. A ‘‘run” begdns by booting the VMM, the target systemFor DVM injections, only CPUs running

PrivvM, DVMs, and the virtual cluster nodes (AppVMSs). the DVMs are selected for injectiorOver 1400 faults are

After the cluster nodes begireeuting the cluster orkload, a  injected for each workload and for each campaign.

single fult is injected into the VMM or one of theVDls.

The duration of a run is long enough toide suficient time Table 1. Impact of a fault on system components.

for the system to rewer from failure and for the cluster

workload to complete and produce results.

Outcome Description

. . . Detected |Crash: VMM/DVM panics due to unreeerable exceptions
. TO smplify t.he setup for SOftware_"mplemente@u“_ VMM/DVM |Hang: VMM/DVM no longer makes observable progress
injection, the entire target system of Figure 2 runs inside A¢gjure

fuIIy—virtuaIized (FV) VM [14]' The FV VM setup also Silent Undetected failure: No VMM/DVM crash or hang detected
simplifies restoration of pristine system state before each rum ¢ijure bt the cluster workload fails toxecute correctly
which is needed to isolate the next run from the effectawdf f .. No errors observed

injections of prior runs. The entire tgat system is restarted | manifested
by rebooting the FV VM.

As discussed in Secti®) each AppVM uses a sofane As summarized in Table 1, the possible consequences of
RAID-1 device for its root file systemTo decrease the time an injection aredetected (VMM/DVM crash or hang)silent
of restoring pristine disk images for each fault injection run, dundetected failure), aron-manifested. A crash occurs when
stackable union file system (&S [25]) is used1l]. Each the VMM or DVM panics due to unreserable eceptions.
AppVM creates tw RAID-1 devices, one containing the VMM and DVM hang detection mechanisms axplained in

pristine disk state as a read-only branch and the secomfction 3.1 and Section 3.2, respeadly. A silent
containing a smaller empty write brancihese file system YMM/DVM failure occurs when no VMM/BM hang or

branches are stacked to form a single writable root file systefiash is detectedub the cluster workload fails toxecute
for the cluster node. correctly What constitutes incorrececution is specific to

the cluster workload and is discussed in more detail in the

The cluster middieare of both Ghidrah a.nd LVS can following subsectionsNon-manifested means that no errors
tolerate the loss of a cluster node and continue to operale, jpserved.

correctly They also can reintegrate a newly rebooted node
into the system. In our virtual cluster user-level process that

runs in the PrivWM is responsible for restoring a failed nod . _
The cluster middisare logs detection of nodeifures. This YMM or DVM failure is detected Wt the VI recwery

log is monitored by the process in the PrivwM, which thenmechanisms fail to restore the VI to working ordee cluster
reboots the diled node (AppvM) by imoking VM workload fails to complete and produce the correct restits.
management commands. this case, the outcome of the injection run system failure.

] L o Furthermore, if the impact of a fault is “silenailure, as
We wse the UCLAGigan fault injector[14, 11]to inject  giscissed ahve, the outcome of the injection run is also a

Ultimately, the critical question is whether the system
e(the entire virtual cluster) continues to operate corredtiy
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system failure. In dl other cases, there is no systeailudre  nodes. ISwas chosen since it is communication-interesi

since either the fault is not manifested iny amay or the thus stressing the DVMs as well as the VMM.

combination of the VI resilierycmechanisms and the cluster For the injection campaign on the Ghidratondoad,

middlevare resilieny mechanisms are successful in restoringinere are to modes of incorrect ecution that indicate a

the system to working order. system failure as defined in Section 4.1: (1) an instance of the
] IS benchmark stopsxecuting or generates incorrect results,

4.2. The Ghidrah Cluster Manager and (2) the SCC peer-resets the entire clusténdicating that

With clusters for parallel tasks, cluster managementhe Manager Replicasifed to generate correct status reports

middlevare (CMM) performs critical functions in the tothe SCC.

operation of a clusteincluding allocating resources to user

tasks, scheduling tasks, reporting task status, and coordinatidg3. The Linux Virtual Server

fault handling for tasksThe Ghidrah CMM was deloped at  The Linux Virtual Server (LVS) is an open-source load-

UC?LA with aggressie fault tolerance_capabilities in order to balancing solution for wlding highly scalable and highly

reliably perform these functions in support of a dataygjaple servers using clusters of s#8/30, 20].It is widely

processing cluster operating in spHd® 19]. deployed in industry for online services such as web and FTP
e v seners. (Notethat the term “virtual semr” here is unrelated
Group to system virtualization technologyWe wse the VS/NAT
“éi?fﬁ%iff—’l“éi”p?%? <_. Spacecrat configuration shown in Figuré to rovide highly available
Computer web service. Clients connect to the virtual server by using a
virtual IP address that is owned by the LVS director nddee
\ director forwards clients’ requests to one of the real servers in
the server clusterThe real servers are Apache web servers.

) Virtual Server
virtual IP
address load balancer, server cluster

NAT t
Figure 4: Logical structure of the Ghidrah CMM. o client Real
s&=p{ Primary W Server 1
. . . . Direct
The wverall structure of Ghidrah is shown in Figure 4. w irector
The system consists of three components: a replicated

Real
heartbeats Server 2

centralized managean aent on each compute node, and a Backup Real
“trusted computer’called the Spacecraft Control Computer Director SENErE
(SCC). Ghidrah supports running multiple parallel
applications with gng scheduling; circles in Figure 4  Figure 5: Structure of Linux Ytual Server with primary and
represent processes of three user tasks (T1, T2, andTfa). backup directors and three real servers.

Manager Group performs clustiexel decision making, such ] ] ) o

as scheduling and fault managemeittis composed of three Since the director node can be a single pointadbrie,

Manager Replicas, using ai replication [18]to tolerate a LvVS oonﬁguration typically ivolves the use of_ primary and
single Byzantine-faulty node. An Agent on each node report8ackup directors\We se the open-sourdeepalived project

node status to the Manager Group and performs commandsi@t deply @& pimary and one backup directorPeriodic
the node on behalf of the Manager Grodjne SCC, which is heartbeats between the primary and backup directors are used

not part of the clusteis the “hard core’of the system. It can to.detect yvhen either director' hasléd. Uponfailure of the
powerreset indvidual nodes based on information reedi ~ Primary directorthe backup director assumes the role of the
from the Manager Replicas as well asvpereset the entire Primary director The LVS director also periodically checks

cluster Ghidrah is designed to maintain the basic clustefor the lveness of the real servers by forming a TCP

functionality despite ansingle faulty cluster node. connection with each sew Failure to form a TCP
connection causes the server to be nesidrom the pool of

If a fault causes a process of a user task to crash, tlﬁs‘%r\ers for handling requestdNew or recovered (rebooted)

Manager Group notifies all the processes of the task. In theeal servers are automatically added to the server pool.
experimental setup used here, the sting processes respond

by requesting the Manager Group to restart the user task. Our virtual server cluster_ is cagfired for two drectors
and three real seevs. Theclient runs on a remote node

We lun Ghidrah on a cluster of four .V|rtual node‘;he . outside of the virtualized systenTo gress the virtual cluster
SCC is emulated by a remote node outside of the wrtuahzet%e client aecutes ive instances of the Apacha benchmark

system. T_heapplication Worquad consists. of dwgang-. Three of theife instances each perform a series of about 1300
scheduled instances of the IS (integer sort) benchmark in trl‘?l’TPS requests for a static 10KBef The remaining tvo
NAS FRarallel Benchmark Suite[1], both running across four
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instances each perform a series of about 300 HTTPS requefdure. Thesemanifestations are caused by the failure of the
for a dynamic 10KB file generated byoking a program on VMM to correctly execute typercalls on behalf of the VMs.

the server that performs a series of disk 1/0O operations. As a result, incorrect return values are provided to the VMs,
The LVS cluster is considered toveafailed if it is unable ~ Which can resultin a VM kernel panic.
to service web requestddowever, LVS director and seer Faults in the VMM can also manifest as silent application

failover invdves terminating client connection&ny time a  failures (‘App (silent)’). These faults do not cause a
director or real serveails, existing client connections through detectable failure in the Viub cause Ghidrah and LVS tailf

the director or with the real server are terminatedSuch silent applicationaflures are rare (less than 1.2%) for
Furthermore, in the case that amdirector becomes the we  both workloads. The"* Other’ category in Figure6 includes
primary director dl connections must be terminated and re-several miscellaneous types of manifestations, each of which
formed using the me primary director Hence, for the occurs very rarely.

injection campaign on theMS clustey we cefine a system
failure as occurring when a clienkgeriences more than ow
connection timeouts during a single injection run.

A small fraction of manifested faultsalf into the
catgory of “System (externally induced)’ This type of
manifestation is a result of the outer VMM (the external entity
in our experimental setup) terminating theg&r VM. The
5. Results outer VMM may terminate the VM if it cannot safely access
This section presents the results of the fault injectiothe VM's memory to perform some operations on its behalf
campaigns. Agliscussed in Sectiof injections were done (Possibly due to state corruption) or if the VM caused a triple
while the system wasxecuting VMM code as well as\IM fault exception to occurA triple fault exception is generated
code. fr each injection target, there is a discussion of thé @ fault is triggered while trying to woke the double dult
errors caused by thaudlts and an analysis of the causes ofhandler Such exceptions can be caused by a corrupted page
system éilure. The contributions of the dierent fult  directory or segmentation table in the target VM.
tolerance mechanisms is presented along with a discussion of

the wverall resilieny of the virtual cluster. Table 2. VMM fault injection results for Ghidrah anavis.

Percentage of successful application completion out of all

. 83.72% manifested faults.

74 29% Ghidrah I LVS
Y 712// A Cluster Successful Applicatioh
E 10% Completion Rate
£ gy 7.43% -
£ Ghidrah 91.7%
e 3.20% 3.20% 3.78%
& 1 430255% 2.62% 1.74% Lvs 90.7%
< 2 looen 143/ ™ oss/l I I1 16/

Due to the wrious resilieng enhancement mechanisms

SR @ S @ &e« S S S S @O&é & _ ] !
&\x %\@ vQVQQ\L» S \Q‘@ & v‘l\" N in the system, a large fraction of the componeilufes
oS e o discussed ah@ b not result in systemdilure (the system
A® 4@ *System = System (externally induced)

maintains correct operation)This fraction is shown in

Figure 6: Distribution of component dilures caused b o . . .
g P y Table 2. Specificallythe virtual cluster running Ghidrah and

injecting faults into CPU gisters during VMM gecution.

Note that left-most bars are not shown to scale. LVS ontinues to operate correctly foven 91% and 90%,
S respectiely, of manifested VMM #&ults. Wthout VI
5.1. Fault Injectioninto VMM resilienyy enhancements, the virtual cluster running Ghidrah

Some of the injected faults are manifested as errors — sor@@d LVS vould continue to operate correctly for only 7.4%
component of the system deviates from correct operatioand 3.2%, respeesly, of manifested VMM &ults. Thisis
(component dilures). Figuré shows the distribtion of because the cluster middiare would only be able to tolerate
component failures caused by injectedulfs that are faults in the VMM that manifest as failure of a single AppVM.
manifested as errors for Ghidrah andSL With both cluster The distribution of component failures leading to system
workloads there is a similar distribution of componeailufes.  failure is shown in Figur@ Wth Ghidrah and VS,
Not too surprisingly when faults are injected during VMM approximately 60% and 50%, respeelj, of system filures
execution, the majority ofdults manifest as VMMdilure. A are caused by unsuccessful remg from the detectedaflure
single fault during VMM gecution can cause other system of a VI component (these numbers excludep (silent)’ and
components to fail together with the VMMEFor example,  “ System (externally induced)’ For Ghidrah, there is a
with Ghidrah and LVS, about 12% and 3%, respelsti of  relatively large fraction of systemaflures caused by the
manifested faults caused a VMM failure that led to an AppVMailure of more than one component of the VI ("34%rther
failure. Afault in the VMM can also manifest as a failure of aanalysis reeals that after a VMM dilure and subsequent
DVM, PrivWM, or AppVM without causing a detected VMM reboot of the VMM, tw AppVMs fail shortly thereafterThe



Ghidrah

34.48% 34.48%

Table 3. Distribution of CPU time spentxecuting VMM
code. PwVM pinned to CPU 0.DVMs are pinned to
CPUs 1 and 2. Ghidrah - each of the four AppVMs are
pinned to a single CPU (3-6LVS - primary and backup
directors share CPU 3 and each of the threeeserare
pinned to a single CPU (4-6).

% of system failures
o
S
R

NN
e & \A@“ & S

CPUs
0 1 2 3 4 5 6
*System = System (externally induced)

Figure 7: Distribution of component failures leading to Ghidrah) 10.8% 33.2% 32.2%6 5.4%.6%) 6.7% 4.9%
system &ilure. Componenfailures caused by injecting LVS  |10.2%) 18.1% 7.8% 3.2¢6 20.5% 19.8% 20.4%

faults into CPU registers during VMNkecution. completion gien that a &ult has manifested, with Ghidrah and

kernel of the tvo AppVMs panicked due to a failed assertionLVS, are 90.8% and 91.3%, respedfi. These results are

in the network frontend drér. This failure scenario is Similar to those presented imfle 2. Furthermore, since the
obsered at a lower frequegianith LVS, possibly due of the mMmanifestation rates across CPUs are simite probabilities
differences in network tr€ patterns between the onduster ~ Of correct application completionvgn afault are also similar
applications. Inaddition, approximately 20% of system when taking into account the actuateeution distrilution
failures for both cluster workloads are caused by diled ~compared to uniform distrittion: 97.8% vs. 97.9% in both
recovery of the VMM. Mary of these unsuccessful cases arecases with Ghidrah, and 98.0% vs. 97.8% wMSL Hence,
due to the VMM accessing corrupted data after the VMM idn this case, taking into account the fraction of time each CPU
rebooted, thus immediately causing anothaitufe. Other spends xecuting VMM code does not change the results
system failures are caused by a failed PrivwWM, which ougualitatiely.

mechanisms do not yet tolerate. o737% Ghidrah

With both Ghidrah and\LS, more than 40% of system 8% |
failures are caused by undetected VI componaitares. This o
includes cases that arexternally induced and silent &%
application &ilures. Br both cluster wrkloads, more than a -
third of system dilures are caused by the outer VMM

Cluster

87.18% LVS

4%
2%
0%

% of manifested faults

1.62%

terminating the target system VMx(ernally induced).Over DM DM AU Aop DV DM sV

. . Pp silent] silent
90% of these externally induced system failures are caused by,:igulre 8: Distribution of compg;ent dilures caused by
a tiple fault exception. Onactual hardware, a tripleadit injecting faults into CPU registers during DVMeeution.

exception will force a hardware system reset. The outer VMM o
terminating the target VM correctly emulates this behavior. 5.2. Fault Injection into DVMs

For the results presented s, finjections were uniformly  Figure 8 shws the distrilition of component failures caused
distributed across CPUsHowever, a fault injected in a CPU by faults injected while DVM code isxecuted. Thevast
that spends a large fraction of its cycleeoating VMM code ~ majority of faults manifest as only a DVMaifure. An
is more lilely to lead to VMM failure than a fault injected in a AppVM kernel panic can occur when handling a malformed
CPU that spends a smaller fraction of itles &ecuting /O response from a corruptedvBl. With LVS, a lage
VMM code. Since the activities in VMs i, the fraction of  fraction of AppVM filures (91%) are caused by the inability
cycles spentxecuting VMM code is not the same across theof the director to‘ping” one of the semrs. Thisping failure
CPUs hosting these VMsHence, it is important toveluate  (due to a diled DVM) results in a server being marked as
whether the results are qualitadiy different if the distrintion ~ failed and rebooted.A corrupted DVM can also cause
of fault injections is adjusted to match the fraction of timearbitrary corruption to the device state and generation of
each CPU spendsecuting VMM code. incorrect 1/0 responsesThis faulty behavior may not cause a

With our setup, each VM runs on a single virtual CPUDVM to crash or hang but does result in application failures.

(VCPU) and each VCPU is pinned to a particulaysital Table 4 shws the fraction of the componenailires,
CPU. Table 3 shws the distribution of VMM xecution caused by DVM injections, that dhot result in systemdilure.
across the CPUs, measured using the Xenoproflgri#1].  The successful application completion rate is higher than
The probability that a manifested fault leads to syst@itare ~ when the same type of injection is performed during VMM
can be computed using the VMMeeution distribution, the execution. Themain reason is that, as shown in Figure 8, the
manifestation rate for aafilt in each of the CPUs, and the VMM is able to isolate DVM dilure from affecting other
probabilities of a fault in each of the CPUs leading to systeraomponents of the virtualized systerfigure 8also shas
failure. Basedon this, the probabilities of correct application that, without VI fwult tolerance mechanisms, the virtual cluster
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running Ghidrah or VS would continue to operate correctly adjusting the fraction ofallt injections based on M/

for less than 1% of manifested DVM faults. execution times are similar to the results based on uniform
S _ injection distritution: 97.0% correct operation rate for
Table 4. DVM fault injection results for Ghidrah and/8. manifested dults. Theprobabilities of correct applications

Percentage of correct application operation out of all

) completion gien a fault in a DVM are also the same, at
manifested faults.

99.1%, for both the actuakecution distribution and uniform
Cluster Successful Applicatioh execution distribution.

Completion Rate

Table 5. CPU utilization of the VI running Ghidrah an¥/&.

Ghidrah 97.8% Total CPU utilization is all non-idle CPU cycleve all
LvVS 97.0% CPU grcles. %of non-idle cycles in VI is all CPU cycles in
VI over dl non-idle CPU cycles.
5o Ghidrah LVS
80% 72.73% 84.62% Total CPU| % of non-idle VI Breakdown

Cluster| .~ . ; -
Utilization| cycles in VI VMM |DVMs | PrivWM

Ghidrahl  30.5% 15.3% 45.5%51.8%| 2.6%
15.38% LvVS 21 7% 16.3% |64.1% 31.4% 4.5%

% of system failures

>1 Component  App (silent) >1 Component  App (silent)

Figure 9: Distribution of component failures leading to  5.3. Impact of Different FT Mechanisms
system &ilure. Componenffailures caused by injecting

faults into CPU registers during DVMkecution. This subsection analyzes the contributions of individual VI

resilieny mechanisms to the prention of system dilure.
Figure 9 shows the distition of componentdilures Also analyzed are the contutions of the fault tolerance
leading to systemaflure. Themajority of system dilures, mechanisms of the cluster middi¥e running on the virtual
over 70% and 80% for Ghidrah and LVS, respeei, are the cluster The results in this section utilize the breakdoof
result of silent applicationaflures. Afailed DVM can cause CPU gcles usage shown inable 5. Calculations are
corruption of data written to or read from /O devices, thugerformed based on the assumption that faults occlariaus
causing corruption of application dat&or example, in our Software components in proportion to the CPU time spent
experiments, web clients accessing LVS issue requests th@ecuting these component3he fault injection results from
require the web server running underS.to perform disk Sections 5.1 and 5.2 are the basis for the calculations.
accesses. Mansilent application failures resulting from We have not yet implemented &n mechanism for
DVM injections involve the client receiing corrupted data tolerating PrivWM Hfilures. Hence,while faults can be
from the serer. A failed DVM can also block the fle of  manifested as PrivWMdflures, the results in this section
network trafic. With LVS, this can cause a client to time outignore CPU cycles consumed by the PrivwM and assume that
waiting for responses from the serg. Wth Ghidrah, this can the PrivWM does notdil. Given the small fraction of CPU
lead to missing heartbeats from the managers replicagme spent gecuting PrivVM code (2.6% and 4.5% out of all
Besides silent application failures, DVM faults cause systenyl code for Ghidrah and \S, respectiely), these
failures when thg lead to the failure of a DVM and an assumptions do not qualitetly skew the results.
AppVM together overwhelming the DVM fault tolerance Subsection 5.4presents results that fkinto account the
mechanism, designed to handle one VM failure at a time. possibility of PrivvVM failure.
addition, with Ghidrah, there are dveases in which a system Table 6 shavs the different combinations of VI and

failure occurred despite a successful xerp of a filed . sier fult tolerance mechanisms and the resulting successful
DVM. Thesecases appear to be the result of a bug in Gh'dral?:tpplication completion rates for both Ghidrah aSL The

The CPU loads for the mDVMs are not identicalWith  first two rows show the success rates when a single alf
Ghidrah, the percentages of CPU time speatw@ing D/VM1  tolerance mechanism is used while the thirdk shows the
and DVM2 code (usdevel and OS) are 49.2% and 50.8%, success rates when both \duft tolerance mechanisms are
respectiely. With LVS, the percentages are 64.8% andused together These results assume nault tolerance
35.2%, respeotely. With LVS, DVML is utilized more than mechanisms in the cluster middi@e. Table 6,in the contgt
DVM2 since all three seevs and the primary director use of Table 5 reflects the dct that the benefit of a single \Ault-
DVM1 as their primary network baekd. Thisis done to tolerance mechanism is limited by the fraction of CPU time
minimize the eerhead for netwrk communication between spent &ecuting the component protected by that mechanism.

the serers and primary directorAs in Sections.1, we As shown in @ble 6, utilizing just VI fault tolerance

evduate the impact of the uwen load on the t@ DVMs. 0 nanisms, for afilt in the VI that is manifested as an error

Since the load is almost identical with Ghidrah, we focus Othe system achies a siccessful application completion rate
LVS. As with VMM injection, the results obtained by



-9-

25% of faults in the VI manifest as componergildres.

Table 6. Contritution of different &ult tolerance mechanisms Taking this into account, the probabilities that a randamitf
to the successful application completion ra@ercentage of arywhere in the system will lead to systeraildre are
correct application operation out of manifested faults in VI. approximately 0.2% and 0.28%, respeai. Furthermore, if

Successful Applicatio we consider the fact that CPUs are typically not utilized 100%
Mechanisms Completion Rate of the time (30.5% and 27.7%, respedii with our workload,
Ghidrah VS as shown in @ble 5),for Ghidrah and LVS, the probabilities
ReHype 331% 54 8% giozyé/itzrr:id %I,Igg%/ofj?:s ;Zm?y,random fault are approximately
DVM 51.8% 30.3% _ _
ReHype + DVM 85.0% 85.3% _ The_results presented so ff'ir ignaaidufres that can occur
Clucter FT 2 6% 2% in the Prv\_/M. We havenot yet implemented gmmechanism
: : for tolerating suchdilures. Hencefor now, the only way to
Retype + Cluster FT 42.4% 58.1% take RivVM failures into account is to assume that all such
DVM + Cluster FT 96.0% 35.8% failures lead to systemailure. Hence,based on dbles 5
ReHype + DVM + Cluster FT 94.8% 92.8% and 6,the probabilities of system failure due to a manifested

of over 85%. Basecn this resilient VI, existing clusteadit ~ fault in the VI, for Ghidrah and LVS, are 7.7% and 11.4%,

tolerance mechanisms can beefaged to further increase the réspectiely. The fractions of ycles spentxecuting VI code
probability of correct system operatioriBhe last four rows in a@ré 15.3% and 16.3%, respeely (Table 5). We sssume that
Table 6 shwv the success rate of Ghidrah andSL given faults in the PrivVM are manifested as componeiufes at
different combinations of VI and cluster fault toleranceth® same rate (0.25) as in other VI components and that the
mechanisms. Vth only fault tolerance in the cluster overall CPU utilization rates are the same (30.5% and 27.7%,
middlevare, system failure is almost guaranteedemi a respectiely). Hence,for Ghidrah and LVS, the probabilities
manifested dult in the VI. However, the cluster dult of system failure due to a random fault anywhere in the system
tolerance techniques significantly impeo ystem reliability ~ are approximately 0.09% and 0.13%, respelti

compared with using VI mechanisms alon8pecifically,

success rates for the combinations of mechanisms exceed fhe Related Work

sum of the success rates of the individual mechanisms. Thisdsver the last fer years there has been significant interest in
due to scenarios such as a VMM reay using ReHype techniques for enhancing system resilieno device driver
resulting in an AppVM failure which is then handled by thefajjyre [6, 17, 10, 15, 12]. These techniques isolate vitee
cluster fault tolerance mechanisms. It should be noted thayrivers in a DVM and reoger the failed device dver by
regardless of ap VI fault tolerance mechanisms, the clusterrepooting the ®M or using a ne device driver in a are
fault tolerance mechanisms are needed to ensure the corrgsym. Thework reported in this papgincludes a mechanism
operations of the cluster despite faults in AppVMs. that has not beervauated previously — enabling the use of
software RAID to receer from DVM failures.

5.4. Resliency of the Virtual Cluster The ReHype mechanism for reeoy from VMM failure
To evaluate the resiliencof the virtual clusterwe begn with  using microreboot as introduced in [16], and is used in this
the assumption that the cluster mideee ensures that the paper The ReHype mechanism built upon the Othantd/[5]
system is 100% reliable when deployed on gsfal cluster  mechanism for microrebooting the Linuxerkel while
Thus, if a single fault is injected into the system randomly irpreserving process states, and the RootHarfifgr
time and space, the probability that the result will be a systemechanism for rejienating the Xen hypervisor and &V
failure is determined by: the fraction of time the CPUs spenthrough a microreboot while preserving VM states.

executing code of the VI, the probability thatauft in the VI None of the previous works Ve evaluated hev different
is manifested as a failure of a system component, and t

i . ) X resilienyy enhancement mechanisms work togeth@&he
probability that a component failure results in a system fa"”reprevious works hae dso not presented novauated the idea

As shown in &ble 6,the probabilities of systemafure  of leveraging existing cluster computing technology together
due to a manifestechdlt in the VI, for Ghidrah and LVS, are with virtualization using resilieneenhanced VI to depjo
5.2% and 7.2%, respeatly. Table 5 shws that, &cluding  highly-reliable systems on modern hardware.
the cycles spentxecuting the PrivVM, the fractions of CPU

cycles spent xecuting VI code are 15.0% and 15.7%, ¢ gter computingg, 26, 18, 8, 30, 9]. These and manother
respectiely. Hence, if eery fault in the VI results in a g rely on the fact that different physical nodes usually f

cqmponent failure (is manifested), the probabilities of SySte'ThdependentIy of one anotheHence, proposed mechanisms
failure due to a random fault anywhere in the system are 0.8%n tolerate only a limited number ailed nodes (typically

and 1.1%, respeetly. Howeve, in our experiments, only ,ney - Ouresults facilitate feeraging all of these works.

There has beerxensve research in the area of reliable
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Recent wrks on virtual clusters for high performance
computing leeraged system-lel virtualization to implement

(8]
checkpointing of VM state for rollback reewy and for
proactve migration of virtual cluster nodesway from  [9
potentially faulty computef2, 29, 24]. Since these warks
use virtualization for HPC applications, yhenotivate the [10]
importance of VI resilienc even when there is no need for
server consolidation used for increased utilization. [11]
7. Summary and Conclusions
Virtual clusters are inherently less reliable tharysiral — [12]

clusters because a single fault in the VI can cause multiple
virtual cluster nodes tafl. We havedescribed andvaluated  [13]
enhancements to the VI that alldhe VI to surwe nost
manifestations ofdults in the VI. The resulting resilient VI
was wed to deplp virtual clusters running twv different
cluster workloads: Ghidrah, a fault-tolerant midaee
supporting compute-intena gplications, and the Linux
Virtual Server (LVS) middleare supporting highlyazilable
web services. Fault injection was used tovduate the
effectiveness of the VI resilieycenhancements.

[14]
[15]

[16]
We haveshown that, with proper enhancements to the VI,
for approximately 92% of faults in the VI that are manifestec{m

as componentaflures, a virtual cluster is able to maintain
correct system operation. Based on the experimental results, a
rough estimate of the probability that a random fault in theflg]
virtual cluster results in system failure, is 0.3%hus, the
virtual cluster with resilient VI is a viable platform for running

cluster workloads that require high reliability. [19]

Acknowledgements

This work is supported, in part, by a donation from the Xer0>f20]
Foundation Uniersity Affairs Committee. [21]

References

[1] [22]

D. H. Bailey, E. Barszcz, J. TBarton, D. S. Browning, R. L. Cartdr.
Dagum, R. A. Fatoohi, .PO. Federickson, T A. Lasinski, R. S.
SchreiberH. D. Smon, H. D. Simon, VVenkatakrishnan, and S. K.
Weeratun@, “The NAS Parallel BenchmarKs|nt. Journal of High
Performance Computing Applications 5(3), pp. 63-73 (September
1991).

P. Barham, B. Dragovic, K. Frase6. Hand, T Harris, A. Ho, R.
Neugebauer I. Pratt, and A. \Wdrfield, “Xen and the Art of
Virtualization, 19th ACM Symp. on Operating Systems Principles,
Bolton Landing, NY, pp. 164-177 (October 2003).

K. P. Brman, ‘The Process Group Approach to Reliable Distréul
Computing, Communications of the ACM 36(12), p. 37 (December
1993).

J. P. Gasazza, M. Greenfield, and K. ShiReédefning Sener
Performance Characterization for Virtualization Benchmarkirigtel
Technology Journal 10(3), pp. 243-251 (August 2006).

A. Depoutwitch and M. Stumm,'Otherworld - Giving Applications a
Chance to Surve OS Kernel Crashes,5th ACM European Conf. on
Computer Systems, Paris, France, pp. 181-194 (April 2010).

K. Fraser S. Hand, R. Neugebauet. Pratt, A. Warfield, and M.
Williamson, “Safe Hardware Access with the Xen Virtual Machine
Monitor,” 1st Workshop on Operating System and Architectural Support
for the on demand I T InfraSructure (OAS'S) (ASPLOS) (October 2004).
J. Gray, “Why Do Computers Stop and What Can Be Done Abouit It?,

(23]

(24]
(2]
(25]

[3] [26]

(27]
(4]
(28]
(5]
(29]
(6]

(30]
(7]

5th Symp. on Reliability in Distributed Software and Database Systems,
Los Angeles, CA, pp. 3-12 (January 1986).

I. Haddad, C. Leangsuksun, and S. L. Scott, “HA-OSCAR: The Birth of
Highly Available OSCAR; Linux Journal(115) (November 2003).

P. H. Hargrovre and J. C. Duell, ‘Berkeley Lab Checkpoint/Restart
(BLCR) for Linux Clusters, Journal of Physics: Conference Series
46(1), pp. 494-499 (2006).

J. N. Herder H. Bos, B. Gras, PHombug, and A. S. @nenbaum,
“ Fault Isolation for Device Driers;” Int. Conf. on Dependable Systems
and Networks, Estoril, Lisbon, Portugal, p. xx (June 2009).

I. Hsu, A. GallagherM. Le, and Y Tamir, “Using Virtualization to
Validate Fault-Tolerant Distributed Systenfisint. Conf. on Parallel and
Distributed Computing and Systems, Marina del Rg, CA, pp.210-217
(November 2010).

H. Jo, H. Kim, J.-W Jang, J. Lee, and S. Maengl ransparent &ult
Tolerance of Device Dvers for Virtual Machine$, IEEE Transactions
on Computers 59(11), pp. 1466-1479 (Nember 2010).

K. Kourai and S. Chiba,A Fast Rejuvenation &hnique for Seerr
Consolidation with Virtual Machin€s, Int. Conf. on Dependable
Systems and Networks, Edinburgh, UK, pp. 245-255 (June 2007).

M. Le, A. Gallagherand Y. Tamir, “Challenges and Opportunities with
Fault Injection in Virtualized Systenis, 1st Int. Workshop on
Virtualization Performance: Analysis, Characterization, and Tooals,
Austin, TX (April 2008).

M. Le, A. GallagherY. Tamir, and Y. Turner “Maintaining Network
QoS Across NIC Device Drér Failures Using VWftualization; 8th
IEEE Int. Symp. on Network Computing and Applications, Cambridge,
MA, pp. 195-202 (July 2009).

M. Le and Y Tami, “ReHype: Enabling VM Survial Across
Hypervisor Hilures; 7th ACM Int. Conf. on Mrtual Execution
Environments, Newport Beach, CA, pp. 63-74 (March 2011).

J. LeVasseur V. Uhlig, J. Stoess, and S. GotdJnmodified Device
Driver Reuse and Impred System Dependability via ixual
Machines, 6th Symp. on Operating Systems Design & Implementation,
San Francisco, CA, pp. 17-30 (December 2004).

M. Li, D. Goldberg, W Tao, and Y Tamir, “Fault-Tolerant Cluster
Management for Reliable High-Performance Computihgt. Conf. on
Parallel and Distributed Computing and Systems, Anaheim, CA,
pp. 480-485 (August 2001).

M. Li, W. Tao, D. Goldbey, |. Hsu, and Y Tamir, “Design and
Validation of Portable Communication Infrastructure fauR-Tolerant
Cluster Middlevare; IEEE Int. Conf. on Cluster Computing, Chicago,
IL, pp. 266-274 (September 2002).

Linux Virtual Serer, http://linuxvirtualserver.org.

A. Menon, J. R. Santos,.YTurner G. J. &nakiraman, and W
Zwaenepoel, “Diagnosing Performance Overheads in the XgnaV/
Machine Emironment; 1st ACM/USENIX Conf. on Mirtual Execution
Environments, Chicago, IL, pp. 13-23 (June 2005).

M. F. Mergen, V Uhlig, O. Krigger, and J. Xenidis, ‘Virtualization for
High-Performance Computirig, ACM SIGOPS Operating Systems
Review 40(2), pp. 8-11 (April 2006).

Microsoft, Hyper-V Architecture, http://msdn.microsoft.com/en-us/
library/cc768520.aspx.

A. B. Nagarajan, FMueller, C. Engelmann, and S. L. ScottPfoactve
Fault Tolerance for HPC with Xen iMualization] 21st Int. Conf. on
Supercomputing, pp. 23-32 (2007).

J. R. Okajima, “aufs—another unionfs, http://aufs.sourceforge.net/
aufs.html.

D. Powell, “Distributed Fault Tolerance—Lessons Learnt from
Delta-4; Lecture Notesin Computer Science 774, pp. 199-217 (1994).
H. V. Ramasamy and M. SchuntéA rchitecting Dependable Systems
Using Mrtualization] Workshop on Architecting Dependable Systems,
Edinburgh, UK (June 2007).

M. Rosenblum and .TGarfinkel, “Virtual Machine Monitors: Current
Technology and Futurerénds, |EEE Computer 38(5), pp. 39-47 (May
2005).

L. Yousef, R. Wolski, B. Gorda, and C. Krintz,Evaluating the
Performance Impact of Xen on MPI and Processchtion for HPC
Systems, 2nd Int. Wobrkshop on Vrtualization Technology in
Distributed Computing (2006).

W. Zhang and W Zhang, “Linux Virtual Server Clustefs,Linux
Magazine 5(11) (November 2003).



